Configurando um tunel IPSec entre um Cisco
VPN 3000 Concentrator e um Checkpoint NG
Firewall
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Introduction

Este documento demonstra como configurar um tunel IPSec com chaves pré-compartilhadas para
comunicagao entre duas redes privadas. Neste exemplo, as redes de comunicacao sao a rede
privada 192.168.10.x dentro do Cisco VPN 3000 Concentrator e a rede privada 10.32.x.x dentro
do firewall Checkpoint Next Generation (NG).

Prerequisites

Requirements

- O trafego de dentro do VPN Concentrator e de dentro do Checkpoint NG para a Internet —
representado aqui pelas redes 172.18.124.x — deve fluir antes de iniciar essa configuracao.

- Os usuarios devem estar familiarizados com a negociacao de IPSec. Esse processo pode ser
dividido em cinco etapas, incluindo duas fases de Internet Key Exchange (IKE).Um tunel de



IPSec ¢ iniciado por um trafego interessante. O trafego é considerado interessante quando
ele é transmitido entre os peers IPSec.Na Fase 1 IKE, os correspondentes IPSec negociam a
politica de Associacao de seguranga (SA) IKE estabelecida. Quando os correspondentes sao
autenticados, um tunel seguro é criado com o ISAKMP (Internet Security Association and Key
Management Protocol).Na Fase 2 da IKE, os peers de IPSec usam o tunel autenticado e
seguro para negociar transformagdes de SA do IPSec. A negociacéo da politica
compartilhada determina como o tunel de IPSec é estabelecido.O tunel IPSec é criado e os
dados sao transferidos entre os peers IPSec com base nos parametros de IPSec
configurados nos conjuntos de transformagéo de IPSec.O tunel de IPSec finaliza quando os
IPSec SAs sao excluidos ou quando sua vida util expira.

Componentes Utilizados

Essa configuracao foi desenvolvida e testada com estas versdes de software e hardware:

- VPN 3000 Series Concentrator 3.5.2
- Firewall NG de ponto de verificagao

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.

Diagrama de Rede

Este documento utiliza a seguinte configuracao de rede:
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Observagao: o esquema de enderegamento IP usado nesta configuragdo nao é legalmente
roteavel na Internet. Eles sdo enderecos RFC 1918, que foram usados em um ambiente de
laboratério.

Configuragdes

Configurar o VPN 3000 Concentrator

Conclua estes passos para configurar o VPN 3000 Concentrator:

1. Va para Configuration > System > Tunneling Protocols > IPSec LAN-to-LAN para configurar
a sessao de LAN para LAN. Defina as opgdes para autenticacao e algoritmos IKE, chave
pré-compartilhada, endereco IP do peer e parametros de rede local e remota. Clique em
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Apply.Nesta configuracao, a autenticacao foi definida como ESP-MD5-HMAC e a criptografia
foi definida como
3DES.

Configuration | & T g Protocals | IPSec LAN-to-LAN | Mox

Modify an [PSec LAN-to-LAN connection

e E:tp_i Enter the mame for this LAN-lo-LAN connection.
Interface |Ethemet 2 (Public) (172.18.124.131) =| Select the interface 1o put this LAN-to-LAN connection on.
Peer [172.18.124.157 Enter the [P address of the remote peer for this LAN-10-LAN connection.
a Du"[u- {Use Preshared Keys) =] Select the Digital Certificate 1o use,

Certificate ~ Enfire certificate chain

I ; & Identily certificale only Choose how o send ihe digatal certificate io the [KE peer.

Preshared by cisconpres Enter the preshared key for this LAN-to-LAN connection.
Anthenibeaibon | ESPMWMOS HBaAC 178 = | Specify the packet suthentication mechmnizm 1o use.
Encryption | 30€5- 168 = Specify the encryption mechanizm io use.
IKE Proposal |IKE -30ES-MDS = Select the IKE Proposal 1o use for this LAN-to-LAN connection.
Rowuting Mo <] Choose the routing mechanizm 1o use Parameters below are lgnored (7

MNetwork Autadiscovery is chasen

Lacal Netwark

Met ILII[I.Iul‘M:hu Frewm— k bed dmhlﬂmfd@:‘ilinmhmdﬁuﬂmmﬂnﬂ

r A Woate: Frter a wiéldeard mask. which b5 the reverve aof a subiet mask. A
Wikdeard Musk P06 willdemrd mask has 15 in bit positions to igeore, Os in bit positions to maich.

For example, 10010, 1.0/0.0.0.255 = all 10, 10.1_mmn addresses.

REemote Netwark
Metwork List | LUke IP Address Wildeard mask helow :_]

Specify the remote network address list or the IP address and wildeard mask
for this LAN-to-LAN conmection.

A o Note: Enter a wildeard mask. which is the reverse of a subnet mask. A
Wildcard Mask D0 127 255 wildhenrd mask has 15 in bit positions to ignore, Os in bil positions o match.

For example, 10,10, 1.0/0.0,0.255 = all 10.10.1.0nn addresses.

_Apply | Cancel |

2. Va para Configuration > System > Tunneling Protocols > IPSec > IKE Proposal e defina os
parametros necessarios.Selecione a proposta IKE-3DES-MD5 e verifique os parametros
selecionados para a proposta. Clique em Apply para configurar a sessdo LAN-to-LAN.Estes
sao os parametros para esta

configuragao:
Proposal Name [IKE-3DES-MDS Specify the name of this IKE Proposal.
Authentication Mode | Preshared Keys =| Select the authentication mode to use.
Authentication Algorithm |MOSHMAC 178 »| Select the packet mshentication algorithm to use.
Emcrypilon Algoriilm 3DES-168 = Select the encryplion algorithm to use,
DifMe- Hellman Group | Group 2 {1024-bits) =) Select the Diffie Hellman Group 1o use.
Lifetime Measurement | Time | Select the lifetime measurement of the IKE keys.,
Dats Lifetime 10000 Specify the data lifetime in kilobytes (KB).
Time Liletime S6400 Specify the time lifetime in seconds,
Apply | Cancel |

3. Va para Configuration > Policy Management > Traffic Management > Security Associations,
selecione o SA de IPSec criado para a sessao e verifique os parametros de SA de IPSec



escolhidos para a sessao LAN a LAN.Nesta configuracdo, o nome da sessao LAN a LAN era
"Checkpoint", de modo que o SA do IPSec foi criado automaticamente como "L2L.:
Checkpoint."

Configuration | Policy Managemen

Sive Meede

This section bets vou add, configare, modify, and delete [PSec Security Associalions (5As). Secunty Associations use [LE Proposals io
negohiate [KE parmmeters.

Click Add 1o add mn SA, or select an SA and click Madify or Delete.

IPSec SAs Actions
ESP.DES MDS
ESP-30ES-MDS
ESPME -JDES- M v
ESP-30ES-NOME Add I
ESPALZTP- TRAMSPORT
ESP-3DES MDS DHT wllly

_Deletn |

Estes sdo os parametros para esta
SA:

Modify a configured Security Association

SA Name L2 Checkgpoint Specily the pame of this Security Association (SA).
Inheritance |From Rule = Select the gramularity of this 5.4
[PSec Purnmeters
Authentication Algorithm |ESPMOS HMAC 128 | Select the packet authentication algorithm to use.
Encryption Algorithm [3DE5 168 =] Select the ESP encryption algorithm to use.
Encupsulstion Mode [Tumel =) Select the Encapsulation Mode for this $A.
Perfect Forward Seerecy Disabled = Select the use of Perfect Forward Secrecy
Lifetime Measurement | Tune =) Select the lifetime mepsurement of the [PSec keys
Data Lifetime (10000 Specity the data lifetime in kilobytes (KB).
Time Liletime B400 Specify the time lifetime in seconds,
TEE Parwmelers
IKE Peer [172.18.124.157 Specify the IKI Peer for a LAN-to-LAN [PSec connection
Negotiation Mode [Main =] Select the IKF Negotiation mode 1o use.

Digital Certificate [None {Lise Prashared Keys) =] Select the Digital Certificaie 1o use.
~ LUnfire certrficate clom . . .
Certificate Transmission _ Identity certificate only Choose how to send the digital certificate to the TKE peer,
IKF. Propasal | IKE -30E 5-MDS _»| Select the TKF Proposal to use as TKE initiator.

Apply | Cancel |

Configurar o ponto de verificagcdo NG

Os objetos e as regras de rede s&o definidos no ponto de verificagdo NG para compor a politica
relacionada a configuragdao de VPN a ser configurada. Essa politica é entdo instalada com o
Editor de politica NG do ponto de verificagao para concluir o lado NG do ponto de verificagao da
configuracgao.

1. Crie os dois objetos de rede para a rede Checkpoint NG e a rede VPN Concentrator que



criptografarao o trafego interessante.para criar objetos, selecione Gerenciar > Objetos de
Rede e selecione Novo > Rede. Insira as informacgdes de rede apropriadas e clique em
OK.Esses exemplos mostram a configuragao de objetos de rede chamados CP_inside (a
rede interna do Checkpoint NG) e CONC_INSIDE (a rede mterna do VPN

Network Properties - CP_inside x|

General | MAT |

M ame:

IP &ddress: |10.32.0.0

Met Mask: [255.255128.0

Comment;  |CPIMSIDE

Calar: e - |

|' Broadcazt address:

* Included ™ Mot included

aF. Cancel Help

Concentrator)




General | MAT

M ame:

IP Address:
Met Mazk:
Cornrment;

Colar:

Network Properties - CONC_INSIDE x|

COMNC IMSIDE

132.168.10.0

285, 255.255.0

Concentrator nebwork,

Broadcast address:
|7'f:' |ncluded ™ Mot included

N -~

] I Cancel Help

2. Va para Gerenciar > Objetos de Rede e selecione Novo > Estagdo de Trabalho para criar
objetos de estacao de trabalho para os dispositivos VPN, Checkpoint NG e VPN
Concentrator.Observagao: vocé pode usar o objeto de estagao de trabalho Checkpoint NG
criado durante a configuragao inicial de NG do ponto de verificagdo. Selecione as opgdes
para definir a estacédo de trabalho como Gateway and Interoperable VPN Device e clique em
OK.Estes exemplos mostram a configuragao de objetos chamados ciscocp (Checkpoint NG)
e CISCO_CONC (VPN 3000

Concentrator):
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Workstation Properties - CISCO_CONC

=

Get addiess I

T Gen

T opalogy

MAT Mame: |IZISI2EI_I:EIH|::

WHFN

Advanced P Address:  |172.18.124.131
Comment:  [VPN Concentrator
Cobr | ~|
Type: " Host (% Gateway
Check Paoint Products

[T Check Point products installed: ‘I."miunl‘ll? 'I

[(TWFPN-1 & Firetwall
[CIFloodis ate-1
[JPolicy Server

[ M anagement Stabion
Object Management

M anaae

¥ Interoperable PN Device

] I'Il.' arather [are germent Server [Eut

" b anaged by this Manegement Server ([ntermal

erna

oK

Cancel % Help

3. Va para Gerenciar > Objetos de Rede > Editar para abrir a janela Propriedades da Estagao
de Trabalho para a estacao de trabalho Checkpoint NG (ciscocp neste exemplo). Selecione
Topologia nas opg¢des no lado esquerdo da janela e selecione a rede a ser criptografada.
Clique em Editar para definir as propriedades da interface.Neste exemplo, CP_inside € a

rede interna do ponto de verificacao
NG.




Workstation Properties -

ciscocp E[

Gensral

T opology
MAT
WEN
Authenbcation
bl anagement

[+ Advanced

Topology
Get Interfaces |
Name | IP Address .. | Metwork Mask .. | IP Addiesses behine
E10080 10325050 255.26565.128.0 CP_inzide
E10081 17218124157 255.255.2550  External
4| | H
pd. | Em. Remova Show |

Show all IP2 behind G atewsy

WPH Domam

{* AllIP Addresses behind Gateway based on Topology Shawe
inforrnatian, _—

" Manualy Defined | j G o

[~ Esportable for SecuFiemote

oK Cancel |  Help

4. Na janela Propriedades da interface, selecione a opgéo para designar a estagéo de trabalho
como interna e especifique o endereco IP apropriado. Click OK.As selecdes de topologia
mostradas designam a estacao de trabalho como interna e especificam enderecos IP por

tras da interface



Interface Properties x|

General T'I'F"I'h:'EL'r'IE!n:uS I

Topalogy

™ External [leads out ta the internet]

IP &ddrezzes behind this interface:
™ Mot Defined

™ Metwork defined by the interface |P and Met kazk

* Specific: LL CP inside -

A nk-5poafing
v Perform Anti-Spoofing bazed on interface topalogy

Spoof Tracking: € Mone & Log € Alert

] I Cancel Help

CP_inside:
5. Na janela Propriedades da estacao de trabalho, selecione a interface externa no Ponto de

verificagdo NG que sai para a Internet e clique em Editar para definir as propriedades da

interface. Selecione a opgéo para designar a topologia como externa e clique em




Interface Properties |

General TDP'J'DEI}'IIJDS I

Topalogy

(¢ Estemal leads out to the intemet]

i Intemal [leads ta the local network]
P &ddreszes Bebimd thiz mterface;
" Mot Defined
£ Metwork defined by the interface [P and ket kazk

" Specific: j

Anb-Spoafing
v Perform Anti-S poofing bazed on interface topology

Spoof Tracking: € Mone & Log € Alett

Q. Cancel Help

OK
6. Na janela Propriedades da estacéo de trabalho no Ponto de verificagao NG, selecione VPN
nas opgodes no lado esquerdo da janela e selecione os parametros IKE para algoritmos de

criptografia e autenticagdo. Clique em Editar para configurar as propriedades de
IKE.




Workstation Properties - ciscocp

¥YPN

General
T opology
MAT

Authenhcation

Encryphon schemes

i

zet defaulk |KE properbies

O 2 pevz

bl anagement
[+ Advanced

Edt.. |

Cedfificate List

Mickname | DN

| Centificate Authority

Add... I Edit |

oK

Cancel |  Hel

7. Defina as propriedades de IKE para corresponder as propriedades no VPN

Concentrator.Neste exemplo, selecione a opgao de criptografia para 3DES e a opgao de




hash para MD5

IKE Properties

General |

— Support key exchange encryption with: —

— Support data integrity with; —

] & es -] ¥ MDS
O & cast
[~ SHa1
— Support authentication rmethods;
IV Fre-shared Secret Edit Secrets...
[ Public Key Signatures Specif..

[ YPH- & Firew sl authentication for Secul emate (Hubnd Made]

Advanced ... |

Ok,

Cancel

Help |

. Selecione a opgao de autenticacao para Segredos pré-compartilhados e clique em Editar
segredos para definir a chave pré-compartilhada como compativel com a chave pré-
compartilhada no VPN Concentrator. Clique em Editar para inserir sua chave como
mostrado e clique em Definir,

Shared Secret

OK

— Shared Secrets List:
Peer Mame Shared Secret
CISCO_COMC i E i
Bemove
Enter secret: In:i&n:n:nrtprule& Set
Ok | Cancel | Help

. Na janela de propriedades de IKE, clique em Avangado... e alterar estas
configuragbes:Desmarque a opgao para o modo agressivo de suporte.Selecione a opgao
Support key exchange for subnets.Quando terminar, clique em OK,



Advanced IKE properties x|

[ Use UDP encapsulation

UDP PR PSEC encaps. j

Suppaort Diffie-Hellman groups

| Group 2 (1024 bit]
[Group 5 (1536 bit)

Rekeying Parameters

Renegotiate IKE secunty aszociations 1440 ::I Minutes

Fenegotiate IPSEC Security azzociations every  |2600 ::I Seconds
[ RBenegotiate IPSEC Security associations every | 50000 ::I F.Butes

Misc

[~ Support IP compression for SecureClient

[T Support aggresive mode
v Support key exchange for subnets

O Cancel Help

OK
10. Va para Gerenciar > Objetos de Rede > Editar para abrir a janela Propriedades da Estagao
de Trabalho do VPN Concentrator. Selecione Topologia nas opgdes no lado esquerdo da
janela para definir manualmente o dominio VPN.Neste exemplo, CONC_INSIDE (a rede
interna do VPN Concentrator) é definida como o dominio
VPN.




Workstation Properties - CISCO_COMNI
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11. Selecione VPN nas opg¢des no lado esquerdo da janela e selecione IKE como esquema de
criptografia. Clique em Editar para configurar as propriedades de
IKE.



Workstation Properties - CISCO_COMI

12. Defina as propriedades de IKE para refletir a configuragéo atual no VPN
Concentrator.Neste exemplo, defina a opgao de criptografia para 3DES e a op¢ao de hash



IKE Properties x|

General |

— Suppart key exchange encryption with: - — Support data integrity with; —

O &= cast
[T SHa1
— Support authentication methiods;
W Pre-Shared Secref Edit Secrets. ..
[ Public Key Signatures M atehitg Critera...

I YERA & Firew sl authentication for Secul emate [Hubrid Mode)

Advanced ... |

ak. I Cancel Help |

para MD5

13. Selecione a opgao de autenticagao para Segredos pré-compartilhados e clique em Editar
segredos para definir a chave pré-compartilhada. Clique em Editar para inserir sua chave
como mostrado e clique em Definir,

Shared Secret X
— Shared Secrets List:
Peer Mame Shared Secret
CIZCOCP e Edit
Bermove
Enter zecret: |n:i3n::u:|rt|:|rules Set
] | Cancel | Help
OK

14. Na janela de propriedades de IKE, cligue em Avancgado... e alterar estas
configuragdes:Selecione o grupo Diffie-Hellman apropriado para as propriedades
IKE.Desmarque a op¢ao para o modo agressivo de suporte.Selecione a opgédo Support key
exchange for subnets.Quando terminar, clique em OK,



Advanced IKE properties |

W Uze UDE encapsulation

UDP /PR PSEC. encapsl, j

Suppart Diffie-Hellman aroups

W Group 2 [1024 bit]
[]Group 5 [1536 bit

Hekeying Parameters

Renegotiate |KE securty aszociations 1440 :I Minutes

Fenegotiate IPSEC Security azzociations every  |3600 :I Seconds
[ RBenegotiate IPSEC Securnty associations every | 50000 :I k.Butes

Misc

™| Support [P compression far SecureClient

[T Support aggresive mode
v Support key exchange for subnets

k. I Cancel Help

OK
. Selecione Regras > Adicionar Regras > Topo para configurar as regras de criptografia para
a politica. Na janela Editor de politicas, insira uma regra com origem como CP_inside (rede
interna do ponto de controle NG) e destino como CONC_INSIDE (rede interna do VPN
Concentrator). Defina valores para Servigo = Qualquer , A¢do = Criptografia e
Rastreamento = Log. Quando tiver adicionado a segao Criptografar agao da regra, clique
com o botao direito do mouse em Agao e selecione Editar

propriedades.
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16. Selecione IKE e clique em

Encryption Properties

General I

— Enciyption zchemes defined: —

~

[z Pz

Edt. |

(] 4 I Cancel

Editar

17. Na janela Propriedades de IKE, altere as propriedades para concordar com a
transformacgéao do VPN Concentrator.Defina a opgao Transform como Encryption + Data

Integrity (ESP).Defina o algoritmo de criptografia como 3DES.Defina Data Integrity

(Integridade dos dados) como MD5.Defina o Gateway de peer permitido para corresponder
ao VPN Concentrator (CISCO_CONC).Quando terminar, clique em




IKE Properties - x|

General

Transfarm

0 Enn:ryptlnn + Data Integrity [ESF'}

™ Data lntegrity Only [&H)

Encroption &lgorithm: J0ES |

D ata [ntegrity ET]S j

Comprezzion method: Mare j

Allawed Peer Gateway: [ clsco_conc j
™ Use Perfect Forward Secrecy

Usze DH Group: IGTDUF' 1 [765 bit] j
[~ Perfarm [P Poaol HAT

aF. Cancel Help

OK

18. Depois que o NG do ponto de verificagao estiver configurado, salve a politica e selecione
Politica > Instalar para ativa-

1 == T ) = = |0 x
Fils Edt Wew Hmne Foules | Polcy T-opluhw Sawch ‘Windes Halp
B xbm & (T [ TEK | R
alE [fe=117 | 21 5. || . iz
S YA o] [ | =N S Vickress Tramsiation - Standerd | i 0o - Standard | T Deshenn Security - Stardard |
=1 S, Metwork Oijects Tristl Lisars Duatasbiaris... .
5 @) ot mm
] cxsco_comc AORE" NEIDE
ﬂmjm,,,r_ wmm Py Pmi A oEEm [§] Lo Gamasys
- Mt
el iR _THEIDE n Ak O _irosice ® Aty ® vy ) sccepl |i| Log m.r.l
J'L CP_iniade
[ oman
|| O5E Devvicn
| Bl Ersbeeidesd Devace
& awp
] Logeeal server
18] mckdress Range
:ﬂ Gabeveiy Chusher ‘] J lj
ﬂ [revumrid Syt | E |':
[[1] IS cone 17208024130 VPN Concabrabor
L astom 172.08.124.157  Checkpoint Extemal IP

A janela de instalagéo exibe notas de progresso a medida que a politica €
compilada.



Install Policy X

Standard. W Secunty Policy Script generated into Standard. pf ﬂ
Standard:
Compiled OF.

IQuand
0 a janela de instalagdo indicar que a instalagédo da diretiva esta concluida, clique em
Fechar para concluir o

rocedimento.

Install Policy El
Standard W Secunty Policy Scnpt generated into Standard. pf :I
Standard:

Compiled OF.

Irztalling WYPM-1Fietafall-1 policy On; clecocp ...
YPM-1/Firetwall-1 policy installed succeszsfully on cizcocp...

WPM-1/Firetafall-1 policy [nstallation for all modules was successful

f Ny

Verificar

Use esta sec¢ao para confirmar se a sua configuragao funciona corretamente.

Verificar a comunicacio de rede

Para testar a comunicagao entre as duas redes privadas, vocé pode iniciar um ping de uma das
redes privadas para a outra rede privada. Nessa configuragao, um ping foi enviado do lado de NG
do ponto de verificagdo (10.32.50.51) para a rede do VPN Concentrator (192.168.10.2).



[ G\ WINNT \System32'.cmd.exe
:\>

2%
.

N>
AW
P\
P2

:\>ping 192.168.10.2

2 ) 0 0 O 0Y

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=10ms TTL=253

Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time{10ms TTL=253
Reply from 192.168.10.2: bytes=32 time<{10ms TTL=253

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times 1n milli-seconds:

Minimum = Bms, Maximum = 10ms, Average = Sms

Exibir status do tunel no ponto de controle NG

Para visualizar o status do tunel, va para o Editor de politicas e selecione Janela > Status do
sistema.
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Exibir o status do tunel no VPN Concentrator

Para verificar o status do tinel no VPN Concentrator, va para Administration > Administer

Sessions.

connection to a session, click Ping.

This screen shows stalistics for seszions, To refresh the statishics, click Refiresh. Select a Group to filier the sessions, For more
informeation on a session, click on that session’s name, To log out a session, click Logowt in the table below, To test the nebvwork

Lagouwt All: PPTF User | LZTP User | [PSec User | L2TP/TPSec User | [PSec/TDP User | [PSecTCP User | [PSec LAN-to-LAN

Session Summary

Active LAN-ts-  Active Eemoie
LAN Sessions Access Sessions
1 L1}

LAM-io-LAN Sessions

Connecthon Name IF Adidress
Checkpainl 172.18.124.157

M“‘:m Total Active Feak Concurrent Cancurment Total Cumulative
Manage Sessions Sessions Sessions Limit Sessions
Sessions
3 4 4 1500 17
[ Bemote Access Sessions | Mamagement Seszions |
Frotocol Enerypiion Lagin Time Duration Acilons
IPSec/LAN-to-LAN FDES-168  Sep 11 20036:03  (0:00:57 | Logowt | Fag ]

Em Sessdes LAN a LAN, selecione o nome da conexao do Ponto de verificagao para ver os
detalhes das SAs criadas e o numero de pacotes transmitidos/recebidos.




Back to Sessjons
Comnnection Name IF Address Protacel Encryption Login Thme Dration | Bytes Tx  Byies Hx
Checkpoint ITE18124.157 [PSec/LAN-to-LAN  3DES-168  Sep 11 20:36:03  0:01:55 156 256

IKE Sessions: |
[FSec Sesslons: 1

IEE Sesslon
Sexgion [ 1 Encrypiion Algorithm 30ES-]68
Hashing Algorithm MD5 Diffie-Hellman Group Croug 2 (1024 -bit)
Authentication Mode Pre-Shared Keys IKE Negotiation Mode Main

Rekey Time Interval 36400 seconds
1PSec Session

Session [ 2 Bemote Address 103200000127 255
Lacal Address 192 168, 1000/0.0.0.255 Encryption Algorithm 30ES-168
Hashing Algorithm MIDS SEFP 1
Encapsulation Mode Tumel Rekey Time Imterval | 25300 seconds
Bytes Recebved 256 Bytes Transmdited 156
Troubleshoot

Esta sec¢ao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Observagao: o trafego nao deve ser PATed pelo tunel IPSec usando o endereco IP publico do

VPN Concentrator (interface externa). Caso contrario, o tunel falhara. Portanto, o endereco IP
usado para PATing deve ser um endereco diferente do configurado na interface externa.

Sumarizacao de rede

Quando varias redes adjacentes sdo configuradas no dominio de criptografia no ponto de
verificagcao, o dispositivo pode resumir automaticamente as redes em relagcéo ao trafego
interessante. Se o VPN Concentrator n&o estiver configurado para corresponder, o tunel
provavelmente falhara. Por exemplo, se as redes internas de 10.0.0.0 /24 e 10.0.1.0 /24 estiverem
configuradas para serem incluidas no tunel, essas redes podem ser resumidas em 10.0.0.0 /23.

Depuracdes para ponto de controle NG

Para visualizar os registros, selecione Janela > Visualizador de registros.

I CISCOCP - Cheeck Point Log Yiewer - [fwlisg) - =10| x|
Bl Hode Edt Selection Wew [ook Window Help

|60 dF & [Log J=AF: FEDE DEEHEOL © 0
-~ |Date  [Time |Product [inter. [orig.. [Type [action  [[source [Destinati.. [Pr. [Rute [5 Pon  [SrckeyiD [DastkeyiD [0
= = -

i = [m] =

Debugs para concentrador de VPN




Para habilitar depuragdes no VPN Concentrator, va para Configuration > System > Events >
Classes. Ative AUTH, AUTHDBG, IKE, IKEDBG, IPSEC e IPSECDBG para que a gravidade seja
registrada como 1 - 13. Para visualizar as depuragoes, selecione Monitoring > Filterable Event
Log.

1 09/11/2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=506 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 128

3 09/11/2002 20:36:03.610 SEV=9 | KEDBG 0 RPT=507 172.18.124. 157
processi ng SA payl oad

4 09/11/2002 20:36:03. 610 SEV=8 | KEDBG 0 RPT=508

Proposal # 1, Transform# 1, Type | SAKMP, Id | KE

Parsi ng received transform

Phase 1 failure agai nst global |KE proposal # 1:

M smat ched attr types for class Auth Method:

Rcv' d: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

10 09/ 11/2002 20: 36:03.610 SEV=8 | KEDBG 0 RPT=509
Phase 1 failure agai nst global |KE proposal # 2:
M smat ched attr types for class DH G oup:

Rcv' d: QGakley G oup 2

Cfg'd: Qakley Goup 1

13 09/11/2002 20: 36: 03.610 SEV=7 | KEDBG 0 RPT=510 172.18.124. 157
Cakl ey proposal is acceptable

14 09/11/2002 20: 36:03.610 SEV=9 | KEDBE 47 RPT=9 172.18.124. 157
processi ng VID payl oad

15 09/11/2002 20: 36: 03.610 SEV=9 | KEDBG 0 RPT=511 172.18. 124. 157
processing | KE SA

16 09/ 11/2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=512
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE

Parsi ng received transform

Phase 1 failure agai nst global |KE proposal # 1:

M smat ched attr types for class Auth Method:

Rcv' d: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

22 09/ 11/ 2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=513
Phase 1 failure agai nst global |KE proposal # 2:
M smat ched attr types for class DH G oup:

Rcv' d: QGakl ey G oup 2

Cfg'd: Qakley Goup 1

25 09/11/2002 20:36:03.610 SEV=7 IKEDBG/28 RPT=9 172.18.124.157
IKE SA Proposal # 1, Transform # 1 acceptable
Matches global IKE entry # 3

26 09/11/2002 20:36:03.610 SEV=9 | KEDBG 0 RPT=514 172.18.124. 157
constructing | SA SA for isakmp

27 09/ 11/2002 20:36:03. 610 SEV=8 | KEDBG 0 RPT=515 172.18. 124. 157
SENDI NG Message (nsgi d=0) with payl oads :
HDR + SA (1) + NONE (0) ... total length : 84

29 09/11/2002 20:36:03. 630 SEV=8 | KEDBG 0 RPT=516 172.18.124. 157



RECEI VED Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184

31 09/11/2002 20:36:03.630 SEV=8 | KEDBG 0 RPT=517 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184

33 09/11/2002 20:36:03.630 SEV=9 | KEDBG 0 RPT=518 172.18.124. 157
processi ng ke payl oad

34 09/11/2002 20:36:03.630 SEV=9 | KEDBG 0 RPT=519 172.18.124. 157
processing | SA KE

35 09/11/2002 20:36:03.630 SEV=9 | KEDBG 1 RPT=91 172.18.124. 157
processi ng nonce payl oad

36 09/11/2002 20:36:03.660 SEV=9 | KEDBG 0 RPT=520 172.18.124. 157
constructing ke payl oad

37 09/11/2002 20:36:03.660 SEV=9 | KEDBG 1 RPT=92 172.18.124. 157
constructing nonce payl oad

38 09/11/2002 20: 36:03.660 SEV=9 | KEDBG 46 RPT=37 172.18.124. 157
constructing C sco Unity VID payl oad

39 09/11/2002 20: 36:03.660 SEV=9 | KEDBG 46 RPT=38 172.18.124. 157
constructing xauth V6 VID payl oad

40 09/11/2002 20: 36:03. 660 SEV=9 | KEDBG 48 RPT=19 172.18. 124. 157
Send 10S VID

41 09/11/2002 20: 36:03. 660 SEV=9 | KEDBG 38 RPT=10 172.18. 124. 157

Constructing VPN 3000 spoofing | 0S Vendor |D payl oad (version: 1.

capabilities: 20000001)

43 09/11/ 2002 20: 36: 03. 660 SEV=9 | KEDBG 46 RPT=39 172.18.124.157
constructing VID payl oad

44 09/11/2002 20: 36: 03. 660 SEV=9 | KEDBG 48 RPT=20 172.18.124.157
Send Altiga GNVID

45 09/11/2002 20: 36: 03. 660 SEV=9 | KEDBG 0 RPT=521 172.18.124. 157
Generating keys for Responder...

46 09/11/2002 20: 36: 03. 670 SEV=8 | KEDBG 0 RPT=522 172.18.124. 157
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

48 09/11/2002 20: 36: 03. 690 SEV=8 | KEDBG 0 RPT=523 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) + NONE (0) ... total length : 60

50 09/11/2002 20:36:03.690 SEV=9 | KEDBG 1 RPT=93 172.18.124. 157
Goup [172.18.124. 157]
Processing ID

51 09/11/2002 20:36:03.690 SEV=9 | KEDBG 0 RPT=524 172.18.124. 157
Goup [172.18.124. 157]
processi ng hash

52 09/11/2002 20: 36:03.690 SEV=9 | KEDBG 0 RPT=525 172.18.124. 157
Goup [172.18.124. 157]
conputing hash



53 09/ 11/ 2002 20: 36:03.690 SEV=9 | KEDBG 23 RPT=10 172.18.124. 157
Goup [172.18.124. 157]
Starting group | ookup for peer 172.18.124.157

54 09/ 11/ 2002 20: 36:03. 690 SEV=8 AUTHDBG 1 RPT=10
AUTH Open() returns 9

55 09/ 11/ 2002 20: 36:03.690 SEV=7 AUTH 12 RPT=10
Aut henti cati on session opened: handle = 9

56 09/ 11/ 2002 20:36: 03. 690 SEV=8 AUTHDBG 3 RPT=10
AUTH Put AttrTabl e(9, 748174)

57 09/ 11/ 2002 20: 36:03. 690 SEV=8 AUTHDBG 6 RPT=10
AUTH_GroupAut henti cate(9, 2f1b19c, 49c648)

58 09/11/2002 20: 36:03. 690 SEV=8 AUTHDBG 59 RPT=10
AUTH_Bi ndSer ver (51a6b48, 0, 0)

59 09/ 11/ 2002 20:36:03. 690 SEV=9 AUTHDBG 69 RPT=10
Aut h Server e054d4 has been bound to ACB 51a6b48, sessions = 1

60 09/11/2002 20: 36:03.690 SEV=8 AUTHDBG 65 RPT=10
AUTH_Cr eat eTi mer (51a6b48, 0, 0)

61 09/11/2002 20:36:03.690 SEV=9 AUTHDBG 72 RPT=10
Reply timer created: handle = 4B0018

62 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 61 RPT=10
AUTH_Bui | dMsg(51a6b48, 0, 0)

63 09/11/2002 20: 36:03.690 SEV=8 AUTHDBG 64 RPT=10
AUTH_St art Ti mer (51a6b48, 0, 0)

64 09/11/2002 20: 36:03.690 SEV=9 AUTHDBG 73 RPT=10
Reply timer started: handle = 4B0018, timestanp = 1163319,
ti meout = 30000

65 09/11/2002 20: 36:03. 690 SEV=8 AUTHDBG 62 RPT=10
AUTH_SndRequest (51a6b48, 0, 0)

66 09/ 11/ 2002 20:36: 03. 690 SEV=8 AUTHDBG 50 RPT=19
| nt DB_Decode( 3825300, 156)

67 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 47 RPT=19
| nt DB_Xnt (51a6b48)

68 09/11/2002 20:36:03.690 SEV=9 AUTHDBG 71 RPT=10
xmt_cnt =1

69 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 47 RPT=20
| nt DB_Xnt (51a6b48)

70 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 49 RPT=10
I nt DB_Mat ch(51a6b48, 3eb7ab0)

71 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 63 RPT=10
AUTH_RcvRepl y(51a6b48, 0, 0)

72 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 50 RPT=20
I nt DB_Decode( 3eb7ab0, 298)

73 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 48 RPT=10
I nt DB_Rcv(51a6b48)



74 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 66 RPT=10
AUTH_Del et eTi mer (51a6b48, 0, 0)

75 09/ 11/ 2002 20:36:03. 790 SEV=9 AUTHDBG 74 RPT=10
Reply timer stopped: handle = 4B0018, timestanmp = 1163329

76 09/ 11/ 2002 20: 36: 03. 790 SEV=8 AUTHDBG 58 RPT=10
AUTH_Cal | back(51a6b48, 0, 0)

77 09/11/2002 20: 36:03. 790 SEV=6 AUTH 41 RPT=10 172.18.124. 157
Aut henti cati on successful: handle = 9, server = Internal,
group = 172.18.124. 157

78 09/ 11/ 2002 20:36:03. 790 SEV=7 | KEDBG 0 RPT=526 172.18.124. 157
Goup [172.18.124. 157]
Found Phase 1 Group (172.18.124.157)

79 09/11/2002 20: 36: 03. 790 SEV=8 AUTHDBG 4 RPT=10
AUTH Get Attr Tabl e(9, 748420)

80 09/11/2002 20:36:03.790 SEV=7 | KEDBG 14 RPT=10 172.18.124. 157
Goup [172.18.124. 157]
Aut henti cation configured for Internal

81 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 19 RPT=19 172.18.124. 157
Goup [172.18.124. 157]
| KEGet User Attri butes: | P Conpression = disabl ed

82 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 19 RPT=20 172.18.124. 157
Goup [172.18.124. 157]
| KEGet User Attri butes: Split Tunneling Policy = Disabled

83 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 2 RPT=10
AUTH_Cl ose(9)

84 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 1 RPT=94 172.18.124. 157
Goup [172.18.124. 157]
constructing 1D

85 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 0 RPT=527
Goup [172.18.124. 157]
construct hash payl oad

86 09/11/2002 20:36:03.790 SEV=9 | KEDBG 0 RPT=528 172.18.124. 157
Goup [172.18.124. 157]
conputing hash

87 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 46 RPT=40 172.18.124. 157
Goup [172.18.124. 157]
constructing dpd vid payl oad

88 09/ 11/ 2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=529 172.18.124. 157
SENDI NG Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) ... total length : 80

90 09/11/2002 20:36:03.790 SEV=4 IKE/11l9 RPT=10 172.18.124.157
Group [172.18.124.157]

PHASE 1 COMPLETED

91 09/11/2002 20:36:03.790 SEV=6 | KE/ 121 RPT=10 172.18.124. 157
Keep-alive type for this connection: None

92 09/11/2002 20:36:03. 790 SEV=6 | KE/ 122 RPT=10 172.18.124. 157



Keep-al i ves configured on but peer does not
support keep-alives (type = None)

93 09/ 11/ 2002 20:36:03. 790 SEV=7 | KEDBG 0 RPT=530 172.18.124. 157
Goup [172.18.124. 157]
Starting phase 1 rekey timer: 64800000 (ms)

94 09/ 11/ 2002 20:36:03. 790 SEV=4 AUTH 22 RPT=16
User 172.18.124.157 connect ed

95 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 60 RPT=10
AUTH_Unbi ndSer ver (51a6b48, 0, 0)

96 09/ 11/ 2002 20:36:03. 790 SEV=9 AUTHDBG 70 RPT=10
Aut h Server e054d4 has been unbound from ACB 51a6b48, sessions = 0

97 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 10 RPT=10
AUTH_| nt _Fr eeAut hCB(51a6b48)

98 09/ 11/ 2002 20:36:03. 790 SEV=7 AUTH 13 RPT=10
Aut henti cati on session closed: handle = 9

99 09/11/2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=531 172.18.124. 157

RECEI VED Message (nsgi d=54796f76) wi th payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 156

102 09/ 11/2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=532 172.18. 124. 157
Goup [172.18.124. 157]
processi ng hash

103 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=533 172.18. 124. 157
Goup [172.18.124. 157]
processi ng SA payl oad

104 09/ 11/ 2002 20:36:03.790 SEV=9 | KEDBG 1 RPT=95 172.18. 124. 157
Goup [172.18.124. 157]
processi ng nonce payl oad

105 09/ 11/ 2002 20:36:03. 790 SEV=9 | KEDBG 1 RPT=96 172.18.124. 157
Goup [172.18.124. 157]
Processing ID

106 09/ 11/2002 20: 36:03.790 SEV=5 | KE/ 35 RPT=6 172.18. 124. 157
Goup [172.18.124. 157]

Received renmpte | P Proxy Subnet data in | D Payl oad:

Address 10.32.0.0, Mask 255.255.128.0, Protocol 0, Port O

109 09/ 11/2002 20:36:03.790 SEV=9 | KEDBG 1 RPT=97 172.18.124. 157
Goup [172.18.124. 157]
Processing ID

110 09/ 11/2002 20: 36: 03. 790 SEV=5 | KE/ 34 RPT=6 172.18. 124. 157
Goup [172.18.124. 157]

Recei ved | ocal |IP Proxy Subnet data in |ID Payl oad:

Address 192. 168. 10. 0, NMask 255. 255.255.0, Protocol 0, Port O

113 09/ 11/ 2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=534
QM | sRekeyed ol d sa not found by addr

114 09/11/2002 20:36:03.790 SEV=5 IKE/66 RPT=8 172.18.124.157
Group [172.18.124.157]
IKE Remote Peer configured for SA: L2L: Checkpoint



115 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=535 172.18. 124. 157
Goup [172.18.124. 157]
processi ng | PSEC SA

116 09/11/2002 20:36:03.790 SEV=7 IKEDBG/27 RPT=8 172.18.124.157
Group [172.18.124.157]
IPSec SA Proposal # 1, Transform # 1 acceptable

117 09/ 11/2002 20: 36: 03. 790 SEV=7 | KEDBG 0 RPT=536 172.18. 124. 157
Goup [172.18.124. 157]
I KE: requesting SPI!

118 09/ 11/2002 20:36:03. 790 SEV=9 | PSECDBG 6 RPT=39

| PSEC key nessage parse - msgtype 6, |len 200, vers 1, pid 00000000,
seq 10, err 0, type 2, node 0, state 32, label 0, pad O,

spi 00000000, encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hnmacAl g O,
lifetype O, lifetimel 17248580, lifetine2 0, dsld 300

122 09/ 11/ 2002 20:36:03. 790 SEV=9 | PSECDBG 1 RPT=139
Processi ng KEY_GETSPI nsg!

123 09/ 11/2002 20:36:03. 790 SEV=7 | PSECDBGE 13 RPT=10
Reserved SPI 305440147

124 09/ 11/ 2002 20: 36: 03. 790 SEV=8 | KEDBE 6 RPT=10
I KE got SPI from key engine: SPI = 0x1234a593

125 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=537 172.18. 124. 157
Goup [172.18.124. 157]
oakl ey constucting qui ck node

126 09/ 11/2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=538 172.18. 124. 157
Goup [172.18.124. 157]
constructing bl ank hash

127 09/ 11/ 2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=539 172.18. 124. 157
Goup [172.18.124. 157]
constructing | SA SA for ipsec

128 09/ 11/ 2002 20:36:03.800 SEV=9 | KEDBG 1 RPT=98 172.18.124. 157
Goup [172.18.124. 157]
constructing i psec nonce payl oad

129 09/ 11/2002 20: 36: 03.800 SEV=9 | KEDBG 1 RPT=99 172.18.124. 157
Goup [172.18.124.157]
constructing proxy ID

130 09/11/2002 20:36:03.800 SEV=7 IKEDBG/0 RPT=540 172.18.124.157
Group [172.18.124.157]

Transmitting Proxy Id:

Remote subnet: 10.32.0.0 Mask 255.255.128.0 Protocol 0 Port 0
Local subnet: 192.168.10.0 mask 255.255.255.0 Protocol 0 Port 0

134 09/ 11/ 2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=541 172.18. 124. 157
Goup [172.18.124. 157]
constructing gm hash

135 09/ 11/ 2002 20: 36: 03. 800 SEV=8 | KEDBG 0 RPT=542 172.18. 124. 157
SENDI NG Message (nsgi d=54796f76) with payl oads :
HDR + HASH (8) + SA (1) ... total length : 152

137 09/ 11/ 2002 20: 36: 03. 800 SEV=8 | KEDBG 0 RPT=543 172.18. 124. 157
RECEI VED Message (nsgi d=54796f76) wi th payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48



139 09/11/2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=544 172.18.124. 157

Goup [172.18.124. 157]
processi ng hash

140 09/ 11/2002 20: 36: 03.800 SEV=9 | KEDBG 0 RPT=545 172.18. 124. 157

Goup [172.18.124. 157]
| oading all |PSEC SAs

141 09/ 11/2002 20: 36: 03.800 SEV=9 | KEDBG 1 RPT=100 172.18.124. 157

Goup [172.18.124. 157]
Generating Quick Mbde Key!

142 09/ 11/2002 20: 36: 03.800 SEV=9 | KEDBG 1 RPT=101 172.18. 124. 157

Goup [172.18.124. 157]
Generating Quick Mbde Key!

143 09/11/2002 20:36:03.800 SEV=7 IKEDBG/0 RPT=546 172.18.124.157

Group [172.18.124.157]

Loading subnet:

Dst: 192.168.10.0 mask: 255.255.255.0
Src: 10.32.0.0 mask: 255.255.128.0

146 09/11/2002 20:36:03.800 SEV=4 IKE/49 RPT=7 172.18.124.157

Group [172.18.124.157]

Security negotiation complete for LAN-to-LAN Group (172.18.124.157)

Responder, Inbound SPI = 0x1234a593, Outbound SPI =

149 09/ 11/2002 20: 36: 03. 800 SEV=9 | PSECDBG 6 RPT=40

0x04£37959

| PSEC key nessage parse - msgtype 1, |len 606, vers 1, pid 00000000,

seq 0, err O, type 2, node 1, state 64, |abel 0, pad
spi  0df 37959, encrKeyLen 24, hashKeyLen 16, ivlen 8,
lifetype O, lifetinmel 17248580, lifetine2 0, dsld O

153 09/ 11/ 2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=140
Processi ng KEY_ADD mnsg!

154 09/ 11/ 2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=141
key_msghdr 2secassoc(): Enter

155 09/ 11/ 2002 20:36:03.800 SEV=7 | PSECDBG 1 RPT=142
No USER filter configured

156 09/ 11/2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=143
KeyProcessAdd: Enter

157 09/ 11/ 2002 20:36:03.800 SEV=8 | PSECDBG 1 RPT=144
KeyProcessAdd: Addi ng out bound SA

158 09/ 11/ 2002 20: 36: 03.800 SEV=8 | PSECDBG 1 RPT=145
KeyProcessAdd: src 192.168.10.0 nmask 0.0. 0. 255,
dst 10.32.0.0 nmmsk 0.0.127. 255

159 09/ 11/2002 20:36:03.810 SEV=8 | PSECDBG 1 RPT=146
KeyProcessAdd: FilterlpsecAddl keSa success

160 09/11/2002 20: 36: 03.810 SEV=9 | PSECDBG 6 RPT=41

0,
alg 2,

hmacAl g 3,

| PSEC key nessage parse - msgtype 3, len 327, vers 1, pid 00000000,

seq 0, err O, type 2, node 1, state 32, |abel 0, pad
spi 1234a593, encrKeyLen 24, hashKeylLen 16, ivlen 8,
lifetype O, lifetimel 17248580, lifetine2 0, dsld O

164 09/ 11/2002 20:36:03.810 SEV=9 | PSECDBG 1 RPT=147
Processi ng KEY_UPDATE nsg!

0,
alg 2,

hmacAl g 3,



165 09/ 11/ 2002 20:36:03.810 SEV=9 | PSECDBG 1 RPT=148
Updat e i nbound SA addresses

166 09/ 11/2002 20:36:03.810 SEV=9 | PSECDBG 1 RPT=149
key_msghdr 2secassoc(): Enter

167 09/ 11/2002 20:36:03.810 SEV=7 | PSECDBG 1 RPT=150
No USER filter configured

168 09/11/2002 20: 36: 03.810 SEV=9 | PSECDBG 1 RPT=151
KeyProcessUpdat e: Enter

169 09/11/2002 20: 36: 03.810 SEV=8 | PSECDBG 1 RPT=152
KeyProcessUpdat e: success

170 09/ 11/ 2002 20:36:03.810 SEV=8 | KEDBG 7 RPT=7
| KE got a KEY_ADD nsg for SA: SPI = 0x0df 37959

171 09/ 11/ 2002 20:36:03.810 SEV=8 | KEDBG 0 RPT=547
pitcher: rcv KEY_UPDATE, spi 0x1234a593

172 09/11/2002 20:36:03.810 SEV=4 IKE/120 RPT=7 172.18.124.157

Group [172.18.124.157]
PHASE 2 COMPLETED (msgid=54796£76)
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