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Introduction

Esse documento demonstra como formar um túnel de IPsec com chaves pré-compartilhadas para
unir duas redes privadas:

Uma rede privada dentro do Cisco VPN 3000 Concentrator (192.168.1.x).●

Uma rede privada dentro do firewall do ponto de controle 4.1 (10.32.50.x ).●

Pressupõe-se que o tráfego de dentro do VPN Concentrator e de dentro do Checkpoint para a
Internet (representado neste documento pelas redes 172.18.124.x) flua antes que essa
configuração comece.

Prerequisites

Requirements

Não existem requisitos específicos para este documento.

Componentes Utilizados

As informações neste documento são baseadas nestas versões de software e hardware:



VPN 3000 Concentrator●

Software VPN 3000 Concentrator versão 2.5.2.F●

Checkpoint 4.1 Firewall●

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Diagrama de Rede

Este documento utiliza a seguinte configuração de rede:

Conventions

Consulte as Convenções de Dicas Técnicas da Cisco para obter mais informações sobre
convenções de documentos.

Configurar o VPN 3000 Concentrator

Conclua estes passos para configurar o VPN 3000 Concentrator.

Selecione Configuration > System > Tunneling Protocols > IPSec > IKE Proposal > Modify
para criar uma proposta de Internet Key Exchange (IKE) chamada "des-sha" com hashing
Secure Hash Algorithm (SHA), Data Encryption Standard (DES) e Diffie-Hellman Group 1.
Mantenha o Time Lifetime padrão em 86400 segundos.Observação: o intervalo válido para o
tempo de vida do IKE do VPN Concentrator é de 60 a 2147483647
segundos.

1.

//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml


Selecione Configuration (Configuração) > System (Sistema) > Tunneling Protocols
(Protocolos de Tunelamento) > IPSec > IKE Proposals (Propostas IKE). Selecione "des-sha"
e clique em Activate para ativar a proposta
IKE.

2.



Selecione Configuration > System > Tunneling Protocols > IPSec LAN-to-LAN > Add
(Configuração > Sistema > Protocolos de Canalização > IPSec LAN para LAN >
Adicionar).Configure um túnel IPsec chamado "to_checkpoint" com o endereço de
Checkpoint como Peer. Para a chave pré-compartilhadas, insira a chave real. Em
Authentication (Autenticação), selecione ESP/SHA/HMAC-160 e selecione DES-56 para
Encryption (Criptografia). Insira a proposta IKE (“des-sha” neste exemplo) e as redes local e
remota.

3.





Selecione Configuração > Gerenciamento de Política > Gerenciamento de Tráfego >
Associações de Segurança > Modificar. Verifique se o segredo de encaminhamento perfeito
está desativado e deixe o tempo de vida útil do IPsec no padrão 28800
segundos.Observação: o intervalo válido para o tempo de vida do VPN Concentrator IPsec é
de 60 a 2147483647
segundos.

4.





Salve a configuração.5.

Configurar o firewall do ponto de verificação 4.1

Conclua estes passos para configurar o Firewall do Ponto de Verificação 4.1.

Como a duração padrão de IKE e IPsec difere entre os fornecedores, selecione
Propriedades > Criptografia para definir a duração do ponto de verificação de acordo com os
padrões do VPN Concentrator.O tempo de vida IKE padrão do VPN Concentrator é de
86400 segundos (=1440 minutos).O tempo de vida padrão do VPN Concentrator IPsec é de
28800
segundos.

1.



Selecione Gerenciar > Objetos de rede > Novo (ou Editar) > Rede para configurar o objeto
para a rede interna ("cpinside") por trás do ponto de controle. Isso deve concordar com a
"rede remota" no VPN

2.



Concentrator.
Selecione Gerenciar > Objetos de rede > Editar para editar o objeto do ponto de
extremidade do gateway ("RTPCPVPN" Checkpoint) que o VPN Concentrator tem em seu
parâmetro Peer.Em Local, selecione Interno. Para Tipo, selecione Gateway. Em Módulos
instalados, verifique VPN-1 e FireWall-1 e verifique a Estação de

3.



gerenciamento.
Selecione Gerenciar > Objetos de rede > Novo (ou Editar) > Rede para configurar o objeto
para a rede externa ("inside_cisco") atrás do VPN Concentrator. Isso deve concordar com a
rede "local" no VPN

4.



Concentrator.
Selecione Gerenciar > Objetos de rede > Novo > Estação de trabalho para adicionar um
objeto ao gateway do VPN Concentrator externo ("cisco_endpoint"). Esta é a interface
"Pública" do VPN Concentrator.Em Local, selecione Externo. Para Tipo, selecione
Gateway.Observação: não marque a caixa de seleção VPN-1/FireWall-1.

5.

Selecionar Manage > Network objetct > Edit para editar o ponto final do gateway do ponto de
controle (chamado "RTPCPVPN") na guia VPN. Em Domain, selecione Other e, em seguida,
selecione o lado interno da rede de ponto de controle (chamado “cpinside”) a partir da lista
suspensa. Sob esquemas de criptografia definidos, selecione IKE e clique em

6.



Editar.
Altere as propriedades IKE da criptografia DES para concordar com o DES-56 e o algoritmo
de criptografia no VPN Concentrator.

7.

Altere as propriedades de IKE para hashing SHA1 para concordar com o algoritmo
SHA/HMAC-160 no VPN Concentrator.Desative o Modo assertivo.Verifique Suporta Sub-
Redes.Marque Pre-Shared Secret em Authentication Method (Método de autenticação). Isso
concorda com o Modo de autenticação do VPN Concentrator, Chaves pré-

8.



compartilhadas.
Clique em Editar segredos para definir a chave pré-compartilhada para concordar com a
chave pré-compartilhada real do VPN Concentrator.isakmp key key address address

9.



netmask netmask
Selecione Gerenciar > Objetos de rede > Editar para editar a guia VPN “cisco_endpoint”.
Em Domain, selecione Other e, em seguida, selecione o interior da rede Cisco (chamado
"inside_cisco"). Sob esquemas de criptografia definidos, selecione IKE e clique em

10.



Editar.
Altere a criptografia DES das propriedades IKE para concordar com o DES-56, Encryption
Algorithm no VPN Concentrator.

11.

Altere as propriedades de IKE para hashing SHA1 para concordar com o algoritmo
SHA/HMAC-160 no VPN Concentrator.Altere estas configurações:Modo
DeselectAggressive.Verifique Suporta Sub-Redes.Marque Pre-Shared Secret em
Authentication Method (Método de autenticação). Isso concorda com o modo de
autenticação do VPN Concentrator de chaves pré-

12.



compartilhadas.
Clique em Editar segredos para definir a chave pré-compartilhada para concordar com a
chave pré-compartilhada real do VPN

Concentrator.

13.

Na janela Policy Editor, insira uma regra com Source e Destination como "inside_cisco" e
"cpinside" (bidirecional). Ajustar Serviço=Qualquer, Ação=Criptografar e
Rastreio=Longo.

14.



No título Ação, clique no ícone Criptografar verde e selecione Editar propriedades para
configurar políticas de
criptografia.

15.

Selecione IKE e, em seguida, clique em16.



Editar.
Na janela Propriedades de IKE, altere essas propriedades para concordar com as
transformações IPsec do VPN Concentrator.Em Transform, selecione Encryption + Data
Integrity (ESP). O Encryption Algorithm deve ser DES, Data Integrity deve ser SHA1 e o
Allowed Peer Gateway deve ser o gateway Cisco externo (denominado "cisco_endpoint").

Click OK.

17.

Depois de configurar o ponto de verificação, selecione Política > Instalar no menu Ponto de
verificação para que as alterações entrem em vigor.

18.

Verificar

No momento, não há procedimento de verificação disponível para esta configuração.



Troubleshoot

Esta seção fornece informações que podem ser usadas para o troubleshooting da sua
configuração.

Sumarização de rede

Quando várias redes internas adjacentes são configuradas no domínio de criptografia no ponto de
verificação, o dispositivo pode resumi-las automaticamente em relação ao tráfego interessante.
Se o VPN Concentrator não estiver configurado para corresponder, o túnel provavelmente falhará.
Por exemplo, se as redes internas de 10.0.0.0 /24 e 10.0.1.0 /24 estiverem configuradas para
serem incluídas no túnel, elas podem ser resumidas em 10.0.0.0 /23.

Debug de VPN 3000 Concentrator

As possíveis depurações do VPN Concentrator incluem IKE, IKEDBG, IKEDECODE, IPSEC,
IPSECDBG, IPSECDECODE. É configurado em Configuration > System > Events > Classes.



Épossível exibir depurações em Monitoring > Event log > Get Log.



Selecione Monitoring > Sessions para monitorar o tráfego do túnel de LAN para LAN.

Selecione Administration > Administer Sessions > LAN-to-LAN sessions > Actions - Logout para
limpar o túnel.



Debug de Checkpoint 4.1 Firewall

Observação: esta foi uma instalação do Microsoft Windows NT. Como o rastreamento foi definido
para Long na janela Policy Editor, o tráfego negado deve aparecer em vermelho em Log Viewer.
É possível obter mais depuração detalhada com:

C:\WINNT\FW1\4.1\fwstop

C:\WINNT\FW1\4.1\fw d -d

e em outra janela:

C:\WINNT\FW1\4.1\fwstart

Emita estes comandos para limpar SAs no ponto de verificação:

fw tab -t IKE_SA_table -x

fw tab -t ISAKMP_ESP_table -x

fw tab -t inbound_SPI -x

fw tab -t ISAKMP_AH_table -x

Responda sim na janela Tem certeza? prompt.

Exemplo de saída de depuração

Cisco VPN 3000 Concentrator

1 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=180 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  EF 61 3C 27 07 74 1B 25

  Responder Cookie(8):  00 00 00 00 00 00 00 00

  Next Payload  :       SA (1)

  Exchange Type :       Oakley Main Mode

  Flags         :       0

  Message ID    :       0

  Length        :       164

7 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=406 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 164

9 02/13/2001 14:21:28.530 SEV=9 IKEDBG/0 RPT=407 172.18.124.157

processing SA payload

10 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=181 172.18.124.157

SA Payload Decode :

  DOI           :       IPSEC (1)

  Situation     :       Identity Only (1)

  Length        :       92

13 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=182 172.18.124.157

Proposal Decode:

  Proposal #    :       1

  Protocol ID   :       ISAKMP (1)

  #of Transforms:       2

  Length        :       80



16 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=183 172.18.124.157

Transform # 1 Decode for Proposal # 1:

  Transform #   :       1

  Transform ID  :       IKE (1)

  Length        :       36

18 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=184 172.18.124.157

Phase 1 SA Attribute Decode for Transform # 1:

  Encryption Alg:       DES-CBC (1)

  Hash Alg      :       SHA (2)

  Auth Method   :       Preshared Key (1)

  DH Group      :       Oakley Group 2 (2)

  Life Time     :       86400 seconds

23 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=185 172.18.124.157

Transform # 2 Decode for Proposal # 1:

  Transform #   :       2

  Transform ID  :       IKE (1)

  Length        :       36

25 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=186 172.18.124.157

Phase 1 SA Attribute Decode for Transform # 2:

  Encryption Alg:       DES-CBC (1)

  Hash Alg      :       SHA (2)

  Auth Method   :       Preshared Key (1)

  DH Group      :       Oakley Group 1 (1)

  Life Time     :       86400 seconds

30 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=408 172.18.124.157

Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 2

    Cfg'd: Oakley Group 1

35 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=409 172.18.124.157

  Phase 1 failure against global IKE proposal # 2:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 2

    Cfg'd: Oakley Group 1

38 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=410 172.18.124.157

  Phase 1 failure against global IKE proposal # 3:

  Mismatched attr types for class Encryption Alg:

    Rcv'd: DES-CBC

    Cfg'd: Triple-DES

41 02/13/2001 14:21:28.530 SEV=7 IKEDBG/0 RPT=411 172.18.124.157

Oakley proposal is acceptable

42 02/13/2001 14:21:28.530 SEV=9 IKEDBG/1 RPT=107 172.18.124.157

processing vid payload

43 02/13/2001 14:21:28.530 SEV=9 IKEDBG/0 RPT=412 172.18.124.157

processing IKE SA

44 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=413 172.18.124.157

Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 2



    Cfg'd: Oakley Group 1

49 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=414 172.18.124.157

  Phase 1 failure against global IKE proposal # 2:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 2

    Cfg'd: Oakley Group 1

52 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=415 172.18.124.157

  Phase 1 failure against global IKE proposal # 3:

  Mismatched attr types for class Encryption Alg:

    Rcv'd: DES-CBC

    Cfg'd: Triple-DES

55 02/13/2001 14:21:28.530 SEV=7 IKEDBG/28 RPT=3 172.18.124.157

IKE SA Proposal # 1, Transform # 2 acceptable

Matches global IKE entry # 1

56 02/13/2001 14:21:28.530 SEV=9 IKEDBG/0 RPT=416 172.18.124.157

constructing ISA_SA for isakmp

57 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=417 172.18.124.157

SENDING Message (msgid=0) with payloads :

HDR + SA (1)  ... total length : 84

58 02/13/2001 14:21:28.630 SEV=8 IKEDECODE/0 RPT=187 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  EF 61 3C 27 07 74 1B 25

  Responder Cookie(8):  24 18 40 A1 3B E4 95 26

  Next Payload  :       KE (4)

  Exchange Type :       Oakley Main Mode

  Flags         :       0

  Message ID    :       0

  Length        :       152

64 02/13/2001 14:21:28.630 SEV=8 IKEDBG/0 RPT=418 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 152

66 02/13/2001 14:21:28.630 SEV=8 IKEDBG/0 RPT=419 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 152

68 02/13/2001 14:21:28.630 SEV=9 IKEDBG/0 RPT=420 172.18.124.157

processing ke payload

69 02/13/2001 14:21:28.630 SEV=9 IKEDBG/0 RPT=421 172.18.124.157

processing ISA_KE

70 02/13/2001 14:21:28.630 SEV=9 IKEDBG/1 RPT=108 172.18.124.157

processing nonce payload

71 02/13/2001 14:21:28.650 SEV=9 IKEDBG/0 RPT=422 172.18.124.157

constructing ke payload

72 02/13/2001 14:21:28.650 SEV=9 IKEDBG/1 RPT=109 172.18.124.157

constructing nonce payload

73 02/13/2001 14:21:28.650 SEV=9 IKEDBG/38 RPT=7 172.18.124.157

Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.0, capabiliti

es: 20000001)

75 02/13/2001 14:21:28.650 SEV=9 IKEDBG/1 RPT=110 172.18.124.157

constructing vid payload



76 02/13/2001 14:21:28.650 SEV=9 IKE/0 RPT=26 172.18.124.157

Generating keys for Responder...

77 02/13/2001 14:21:28.650 SEV=8 IKEDBG/0 RPT=423 172.18.124.157

SENDING Message (msgid=0) with payloads :

HDR + KE (4)  ... total length : 192

78 02/13/2001 14:21:28.770 SEV=8 IKEDECODE/0 RPT=188 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  EF 61 3C 27 07 74 1B 25

  Responder Cookie(8):  24 18 40 A1 3B E4 95 26

  Next Payload  :       ID (5)

  Exchange Type :       Oakley Main Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       0

  Length        :       68

84 02/13/2001 14:21:28.770 SEV=8 IKEDBG/0 RPT=424 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + ID (5) + HASH (8) + NONE (0) ... total length : 64

86 02/13/2001 14:21:28.770 SEV=9 IKEDBG/1 RPT=111 172.18.124.157

Processing ID

87 02/13/2001 14:21:28.770 SEV=9 IKEDBG/0 RPT=425 172.18.124.157

processing hash

88 02/13/2001 14:21:28.770 SEV=9 IKEDBG/0 RPT=426 172.18.124.157

computing hash

89 02/13/2001 14:21:28.770 SEV=9 IKEDBG/23 RPT=7 172.18.124.157

Starting group lookup for peer 172.18.124.157

90 02/13/2001 14:21:28.870 SEV=7 IKEDBG/0 RPT=427 172.18.124.157

Found Phase 1 Group (172.18.124.157)

91 02/13/2001 14:21:28.870 SEV=7 IKEDBG/14 RPT=7 172.18.124.157

Authentication configured for Internal

92 02/13/2001 14:21:28.870 SEV=9 IKEDBG/1 RPT=112 172.18.124.157

constructing ID

93 02/13/2001 14:21:28.870 SEV=9 IKEDBG/0 RPT=428

construct hash payload

94 02/13/2001 14:21:28.870 SEV=9 IKEDBG/0 RPT=429 172.18.124.157

computing hash

95 02/13/2001 14:21:28.870 SEV=8 IKEDBG/0 RPT=430 172.18.124.157

SENDING Message (msgid=0) with payloads :

HDR + ID (5)  ... total length : 64

96 02/13/2001 14:21:28.870 SEV=7 IKEDBG/0 RPT=431 172.18.124.157

Starting phase 1 rekey timer

97 02/13/2001 14:21:29.030 SEV=8 IKEDECODE/0 RPT=189 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  EF 61 3C 27 07 74 1B 25

  Responder Cookie(8):  24 18 40 A1 3B E4 95 26

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )



  Message ID    :       7755aa11

  Length        :       164

104 02/13/2001 14:21:29.030 SEV=8 IKEDBG/0 RPT=432 172.18.124.157

RECEIVED Message (msgid=7755aa11) with payloads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) ... total leng

th : 160

107 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=433 172.18.124.157

processing hash

108 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=434 172.18.124.157

processing SA payload

109 02/13/2001 14:21:29.030 SEV=8 IKEDECODE/0 RPT=190 172.18.124.157

SA Payload Decode :

  DOI           :       IPSEC (1)

  Situation     :       Identity Only (1)

  Length        :       52

112 02/13/2001 14:21:29.030 SEV=8 IKEDECODE/0 RPT=191 172.18.124.157

Proposal Decode:

  Proposal #    :       1

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       DA 16 3F E3

  Length        :       40

116 02/13/2001 14:21:29.030 SEV=8 IKEDECODE/0 RPT=192 172.18.124.157

Transform # 1 Decode for Proposal # 1:

  Transform #   :       1

  Transform ID  :       DES-CBC (2)

  Length        :       28

118 02/13/2001 14:21:29.030 SEV=8 IKEDECODE/0 RPT=193 172.18.124.157

Phase 2 SA Attribute Decode for Transform # 1:

  Life Time     :       28800 seconds

  HMAC Algorithm:       SHA (2)

  Encapsulation :       Tunnel (1)

121 02/13/2001 14:21:29.030 SEV=9 IKEDBG/1 RPT=113 172.18.124.157

processing nonce payload

122 02/13/2001 14:21:29.030 SEV=9 IKEDBG/1 RPT=114 172.18.124.157

Processing ID

123 02/13/2001 14:21:29.030 SEV=5 IKE/35 RPT=14 172.18.124.157

Received remote IP Proxy Subnet data in ID Payload:

 Address 10.32.50.0, Mask 255.255.255.0, Protocol 0, Port 0

125 02/13/2001 14:21:29.030 SEV=9 IKEDBG/1 RPT=115 172.18.124.157

Processing ID

126 02/13/2001 14:21:29.030 SEV=5 IKE/34 RPT=14 172.18.124.157

Received local IP Proxy Subnet data in ID Payload:

 Address 192.168.1.0, Mask 255.255.255.0, Protocol 0, Port 0

128 02/13/2001 14:21:29.030 SEV=5 IKE/66 RPT=4 172.18.124.157

IKE Remote Peer configured for SA: L2L: to_checkpoint

129 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=435 172.18.124.157

processing IPSEC SA

130 02/13/2001 14:21:29.030 SEV=7 IKEDBG/27 RPT=1 172.18.124.157



IPSec SA Proposal # 1, Transform # 1 acceptable

131 02/13/2001 14:21:29.030 SEV=7 IKEDBG/0 RPT=436 172.18.124.157

IKE: requesting SPI!

132 02/13/2001 14:21:29.030 SEV=8 IKEDBG/6 RPT=6

IKE got SPI from key engine: SPI = 0x4d6e483f

133 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=437 172.18.124.157

oakley constucting quick mode

134 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=438 172.18.124.157

constructing blank hash

135 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=439 172.18.124.157

constructing ISA_SA for ipsec

136 02/13/2001 14:21:29.030 SEV=9 IKEDBG/1 RPT=116 172.18.124.157

constructing ipsec nonce payload

137 02/13/2001 14:21:29.030 SEV=9 IKEDBG/1 RPT=117 172.18.124.157

constructing proxy ID

138 02/13/2001 14:21:29.030 SEV=7 IKEDBG/0 RPT=440 172.18.124.157

Transmitting Proxy Id:

  Remote subnet: 10.32.50.0  Mask 255.255.255.0 Protocol 0  Port 0

  Local subnet:  192.168.1.0  mask 255.255.255.0 Protocol 0  Port 0

141 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=441 172.18.124.157

constructing qm hash

142 02/13/2001 14:21:29.030 SEV=8 IKEDBG/0 RPT=442 172.18.124.157

SENDING Message (msgid=7755aa11) with payloads :

HDR + HASH (8)  ... total length : 156

144 02/13/2001 14:21:29.270 SEV=8 IKEDECODE/0 RPT=194 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  EF 61 3C 27 07 74 1B 25

  Responder Cookie(8):  24 18 40 A1 3B E4 95 26

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       7755aa11

  Length        :       60

151 02/13/2001 14:21:29.270 SEV=8 IKEDBG/0 RPT=443 172.18.124.157

RECEIVED Message (msgid=7755aa11) with payloads :

HDR + HASH (8) + NONE (0) ... total length : 52

153 02/13/2001 14:21:29.270 SEV=9 IKEDBG/0 RPT=444 172.18.124.157

processing hash

154 02/13/2001 14:21:29.270 SEV=9 IKEDBG/0 RPT=445 172.18.124.157

loading all IPSEC SAs

155 02/13/2001 14:21:29.270 SEV=9 IKEDBG/1 RPT=118 172.18.124.157

Generating Quick Mode Key!

156 02/13/2001 14:21:29.270 SEV=9 IKEDBG/1 RPT=119 172.18.124.157

Generating Quick Mode Key!

157 02/13/2001 14:21:29.270 SEV=7 IKEDBG/0 RPT=446 172.18.124.157

Loading subnet:

  Dst: 192.168.1.0  mask: 255.255.255.0



  Src: 10.32.50.0  mask: 255.255.255.0

159 02/13/2001 14:21:29.270 SEV=4 IKE/49 RPT=6 172.18.124.157

Security negotiation complete for LAN-to-LAN Group (172.18.124.157)

Responder, Inbound SPI = 0x4d6e483f, Outbound SPI = 0xda163fe3

161 02/13/2001 14:21:29.270 SEV=8 IKEDBG/7 RPT=6

IKE got a KEY_ADD msg for SA: SPI = 0xda163fe3

162 02/13/2001 14:21:29.270 SEV=8 IKEDBG/0 RPT=447

pitcher: rcv KEY_UPDATE, spi 0x4d6e483f

163 02/13/2001 14:21:29.670 SEV=8 IKEDECODE/0 RPT=195 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  EF 61 3C 27 07 74 1B 25

  Responder Cookie(8):  24 18 40 A1 3B E4 95 26

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       7755aa11

  Length        :       60

170 02/13/2001 14:21:29.670 SEV=6 IKE/0 RPT=27 172.18.124.157

Duplicate Phase 2 packet detected!

171 02/13/2001 14:21:29.760 SEV=8 IKEDECODE/0 RPT=196 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  EF 61 3C 27 07 74 1B 25

  Responder Cookie(8):  24 18 40 A1 3B E4 95 26

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       7755aa11

  Length        :       60

178 02/13/2001 14:21:29.760 SEV=6 IKE/0 RPT=28 172.18.124.157

Duplicate Phase 2 packet detected!

179 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=448

pitcher: recv KEY_SA_ACTIVE spi 0x4d6e483f

180 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=449

KEY_SA_ACTIVE old rekey centry found with new spi 0x4d6e483f

181 02/13/2001 14:21:29.880 SEV=7 IKEDBG/9 RPT=5 172.18.124.157

IKE Deleting SA: Remote Proxy 10.32.50.0, Local Proxy 192.168.1.0

182 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=450 172.18.124.157

IKE SA MM:f2ea8e68 rcv'd Terminate: state MM_ACTIVE_REKEY

flags 0x000000e6, refcnt 1, tuncnt 0

184 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=451 172.18.124.157

IKE SA MM:f2ea8e68 terminating:

flags 0x000000a6, refcnt 0, tuncnt 0

185 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=452

sending delete message

186 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=453 172.18.124.157

constructing blank hash

187 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=454

constructing delete payload



188 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=455 172.18.124.157

constructing qm hash

189 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=456 172.18.124.157

SENDING Message (msgid=87b7c1a4) with payloads :

HDR + HASH (8)  ... total length : 80

191 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=457 172.18.124.157

IKE SA MM:241840a1 rcv'd Terminate: state MM_REKEY_DONE

flags 0x00000082, refcnt 1, tuncnt 1

193 02/13/2001 14:21:29.880 SEV=6 IKE/0 RPT=29 172.18.124.157

Removing peer from peer table failed, no match!

194 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=458

sending delete message

195 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=459 172.18.124.157

constructing blank hash

196 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=460

constructing ipsec delete payload

197 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=461 172.18.124.157

constructing qm hash

198 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=462 172.18.124.157

SENDING Message (msgid=63f2abb8) with payloads :

HDR + HASH (8)  ... total length : 68

200 02/13/2001 14:21:29.880 SEV=7 IKEDBG/9 RPT=6 172.18.124.157

IKE Deleting SA: Remote Proxy 10.32.50.0, Local Proxy 192.168.1.0

201 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=463 172.18.124.157

IKE SA MM:241840a1 terminating:

flags 0x00000082, refcnt 0, tuncnt 0

202 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=464

sending delete message

203 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=465 172.18.124.157

constructing blank hash

204 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=466

constructing delete payload

205 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=467 172.18.124.157

constructing qm hash

206 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=468 172.18.124.157

SENDING Message (msgid=d6a00071) with payloads :

HDR + HASH (8)  ... total length : 80

208 02/13/2001 14:21:29.880 SEV=4 AUTH/22 RPT=13

User 172.18.124.157 disconnected

209 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=469

pitcher: received key delete msg, spi 0x2962069b

210 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=470

pitcher: received key delete msg, spi 0xda163fe2

211 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=471

pitcher: received key delete msg, spi 0x4d6e483f



212 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=472

pitcher: received key delete msg, spi 0xda163fe3

213 02/13/2001 14:21:29.890 SEV=8 IKEDBG/0 RPT=473

pitcher: received a key acquire message!

214 02/13/2001 14:21:29.890 SEV=4 IKE/41 RPT=6 172.18.124.157

IKE Initiator: New Phase 1, Intf 2, IKE Peer 172.18.124.157

local Proxy Address 192.168.1.0, remote Proxy Address 10.32.50.0,

SA (L2L: to_checkpoint)

217 02/13/2001 14:21:29.890 SEV=9 IKEDBG/0 RPT=474 172.18.124.157

constructing ISA_SA for isakmp

218 02/13/2001 14:21:29.890 SEV=8 IKEDBG/0 RPT=475 172.18.124.157

SENDING Message (msgid=0) with payloads :

HDR + SA (1)  ... total length : 84

219 02/13/2001 14:21:30.430 SEV=8 IKEDECODE/0 RPT=197 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  FE 75 39 26 66 21 F6 F8

  Responder Cookie(8):  67 1D 73 71 AE 2B 88 2E

  Next Payload  :       SA (1)

  Exchange Type :       Oakley Main Mode

  Flags         :       0

  Message ID    :       0

  Length        :       84

225 02/13/2001 14:21:30.430 SEV=8 IKEDBG/0 RPT=476 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + SA (1) + NONE (0) ... total length : 84

227 02/13/2001 14:21:30.430 SEV=8 IKEDBG/0 RPT=477 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + SA (1) + NONE (0) ... total length : 84

229 02/13/2001 14:21:30.430 SEV=9 IKEDBG/0 RPT=478 172.18.124.157

processing SA payload

230 02/13/2001 14:21:30.430 SEV=8 IKEDECODE/0 RPT=198 172.18.124.157

SA Payload Decode :

  DOI           :       IPSEC (1)

  Situation     :       Identity Only (1)

  Length        :       56

233 02/13/2001 14:21:30.430 SEV=8 IKEDECODE/0 RPT=199 172.18.124.157

Proposal Decode:

  Proposal #    :       1

  Protocol ID   :       ISAKMP (1)

  #of Transforms:       1

  Length        :       44

236 02/13/2001 14:21:30.430 SEV=8 IKEDECODE/0 RPT=200 172.18.124.157

Transform # 1 Decode for Proposal # 1:

  Transform #   :       1

  Transform ID  :       IKE (1)

  Length        :       36

238 02/13/2001 14:21:30.440 SEV=8 IKEDECODE/0 RPT=201 172.18.124.157

Phase 1 SA Attribute Decode for Transform # 1:

  Encryption Alg:       DES-CBC (1)

  Hash Alg      :       SHA (2)

  DH Group      :       Oakley Group 1 (1)



  Auth Method   :       Preshared Key (1)

  Life Time     :       86400 seconds

243 02/13/2001 14:21:30.440 SEV=7 IKEDBG/0 RPT=479 172.18.124.157

Oakley proposal is acceptable

244 02/13/2001 14:21:30.440 SEV=9 IKEDBG/0 RPT=480 172.18.124.157

constructing ke payload

245 02/13/2001 14:21:30.440 SEV=9 IKEDBG/1 RPT=120 172.18.124.157

constructing nonce payload

246 02/13/2001 14:21:30.440 SEV=9 IKEDBG/38 RPT=8 172.18.124.157

Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.0, capabiliti

es: 20000001)

248 02/13/2001 14:21:30.440 SEV=9 IKEDBG/1 RPT=121 172.18.124.157

constructing vid payload

249 02/13/2001 14:21:30.440 SEV=8 IKEDBG/0 RPT=481 172.18.124.157

SENDING Message (msgid=0) with payloads :

HDR + KE (4)  ... total length : 192

250 02/13/2001 14:21:30.540 SEV=8 IKEDECODE/0 RPT=202 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  FE 75 39 26 66 21 F6 F8

  Responder Cookie(8):  67 1D 73 71 AE 2B 88 2E

  Next Payload  :       KE (4)

  Exchange Type :       Oakley Main Mode

  Flags         :       0

  Message ID    :       0

  Length        :       152

256 02/13/2001 14:21:30.540 SEV=8 IKEDBG/0 RPT=482 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 152

258 02/13/2001 14:21:30.540 SEV=8 IKEDBG/0 RPT=483 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 152

260 02/13/2001 14:21:30.540 SEV=9 IKEDBG/0 RPT=484 172.18.124.157

processing ke payload

261 02/13/2001 14:21:30.540 SEV=9 IKEDBG/0 RPT=485 172.18.124.157

processing ISA_KE

262 02/13/2001 14:21:30.540 SEV=9 IKEDBG/1 RPT=122 172.18.124.157

processing nonce payload

263 02/13/2001 14:21:30.560 SEV=9 IKE/0 RPT=30 172.18.124.157

Generating keys for Initiator...

264 02/13/2001 14:21:30.570 SEV=9 IKEDBG/1 RPT=123 172.18.124.157

constructing ID

265 02/13/2001 14:21:30.570 SEV=9 IKEDBG/0 RPT=486

construct hash payload

266 02/13/2001 14:21:30.570 SEV=9 IKEDBG/0 RPT=487 172.18.124.157

computing hash

267 02/13/2001 14:21:30.570 SEV=8 IKEDBG/0 RPT=488 172.18.124.157

SENDING Message (msgid=0) with payloads :



HDR + ID (5)  ... total length : 64

268 02/13/2001 14:21:30.740 SEV=8 IKEDECODE/0 RPT=203 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  FE 75 39 26 66 21 F6 F8

  Responder Cookie(8):  67 1D 73 71 AE 2B 88 2E

  Next Payload  :       ID (5)

  Exchange Type :       Oakley Main Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       0

  Length        :       68

274 02/13/2001 14:21:30.740 SEV=8 IKEDBG/0 RPT=489 172.18.124.157

RECEIVED Message (msgid=0) with payloads :

HDR + ID (5) + HASH (8) + NONE (0) ... total length : 64

276 02/13/2001 14:21:30.740 SEV=9 IKEDBG/1 RPT=124 172.18.124.157

Processing ID

277 02/13/2001 14:21:30.740 SEV=9 IKEDBG/0 RPT=490 172.18.124.157

processing hash

278 02/13/2001 14:21:30.740 SEV=9 IKEDBG/0 RPT=491 172.18.124.157

computing hash

279 02/13/2001 14:21:30.740 SEV=9 IKEDBG/23 RPT=8 172.18.124.157

Starting group lookup for peer 172.18.124.157

280 02/13/2001 14:21:30.830 SEV=8 IKEDECODE/0 RPT=204 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  FE 75 39 26 66 21 F6 F8

  Responder Cookie(8):  67 1D 73 71 AE 2B 88 2E

  Next Payload  :       ID (5)

  Exchange Type :       Oakley Main Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       0

  Length        :       68

286 02/13/2001 14:21:30.830 SEV=6 IKE/0 RPT=31 172.18.124.157

Duplicate Phase 1 packet detected!

287 02/13/2001 14:21:30.830 SEV=6 IKE/0 RPT=32

MM received unexpected event EV_RESEND_MSG in state MM_I_DONE

288 02/13/2001 14:21:30.840 SEV=7 IKEDBG/0 RPT=492 172.18.124.157

Found Phase 1 Group (172.18.124.157)

289 02/13/2001 14:21:30.840 SEV=7 IKEDBG/14 RPT=8 172.18.124.157

Authentication configured for Internal

290 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=493 172.18.124.157

Oakley begin quick mode

291 02/13/2001 14:21:30.840 SEV=7 IKEDBG/0 RPT=494 172.18.124.157

Starting phase 1 rekey timer

292 02/13/2001 14:21:30.840 SEV=4 AUTH/21 RPT=15

User 172.18.124.157 connected

293 02/13/2001 14:21:30.840 SEV=8 IKEDBG/6 RPT=7

IKE got SPI from key engine: SPI = 0x08201539

294 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=495 172.18.124.157

oakley constucting quick mode



295 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=496 172.18.124.157

constructing blank hash

296 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=497 172.18.124.157

constructing ISA_SA for ipsec

297 02/13/2001 14:21:30.840 SEV=9 IKEDBG/1 RPT=125 172.18.124.157

constructing ipsec nonce payload

298 02/13/2001 14:21:30.840 SEV=9 IKEDBG/1 RPT=126 172.18.124.157

constructing proxy ID

299 02/13/2001 14:21:30.840 SEV=7 IKEDBG/0 RPT=498 172.18.124.157

Transmitting Proxy Id:

  Local subnet:  192.168.1.0  mask 255.255.255.0 Protocol 0  Port 0

  Remote subnet: 10.32.50.0  Mask 255.255.255.0 Protocol 0  Port 0

302 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=499 172.18.124.157

constructing qm hash

303 02/13/2001 14:21:30.840 SEV=8 IKEDBG/0 RPT=500 172.18.124.157

SENDING Message (msgid=23bc1709) with payloads :

HDR + HASH (8)  ... total length : 184

305 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/0 RPT=205 172.18.124.157

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  FE 75 39 26 66 21 F6 F8

  Responder Cookie(8):  67 1D 73 71 AE 2B 88 2E

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       23bc1709

  Length        :       164

312 02/13/2001 14:21:31.000 SEV=8 IKEDBG/0 RPT=501 172.18.124.157

RECEIVED Message (msgid=23bc1709) with payloads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) ... total leng

th : 156

315 02/13/2001 14:21:31.000 SEV=9 IKEDBG/0 RPT=502 172.18.124.157

processing hash

316 02/13/2001 14:21:31.000 SEV=9 IKEDBG/0 RPT=503 172.18.124.157

processing SA payload

317 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/0 RPT=206 172.18.124.157

SA Payload Decode :

  DOI           :       IPSEC (1)

  Situation     :       Identity Only (1)

  Length        :       48

320 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/0 RPT=207 172.18.124.157

Proposal Decode:

  Proposal #    :       1

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       DA 16 3F E4

  Length        :       36

324 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/0 RPT=208 172.18.124.157

Transform # 1 Decode for Proposal # 1:

  Transform #   :       1

  Transform ID  :       DES-CBC (2)



   

  Length        :       24

326 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/0 RPT=209 172.18.124.157

Phase 2 SA Attribute Decode for Transform # 1:

  Life Time     :       28800 seconds

  Encapsulation :       Tunnel (1)

  HMAC Algorithm:       SHA (2)

329 02/13/2001 14:21:31.000 SEV=9 IKEDBG/1 RPT=127 172.18.124.157

processing nonce payload

330 02/13/2001 14:21:31.000 SEV=9 IKEDBG/1 RPT=128 172.18.124.157

Processing ID

331 02/13/2001 14:21:31.000 SEV=9 IKEDBG/1 RPT=129 172.18.124.157

Processing ID

332 02/13/2001 14:21:31.000 SEV=9 IKEDBG/0 RPT=504 172.18.124.157

loading all IPSEC SAs

333 02/13/2001 14:21:31.000 SEV=9 IKEDBG/1 RPT=130 172.18.124.157

Generating Quick Mode Key!

334 02/13/2001 14:21:31.010 SEV=9 IKEDBG/1 RPT=131 172.18.124.157

Generating Quick Mode Key!

335 02/13/2001 14:21:31.010 SEV=7 IKEDBG/0 RPT=505 172.18.124.157

Loading subnet:

  Dst: 10.32.50.0  mask: 255.255.255.0

  Src: 192.168.1.0  mask: 255.255.255.0

337 02/13/2001 14:21:31.010 SEV=4 IKE/49 RPT=7 172.18.124.157

Security negotiation complete for LAN-to-LAN Group (172.18.124.157)

Initiator, Inbound SPI = 0x08201539, Outbound SPI = 0xda163fe4

339 02/13/2001 14:21:31.010 SEV=9 IKEDBG/0 RPT=506 172.18.124.157

oakley constructing final quick mode

340 02/13/2001 14:21:31.010 SEV=8 IKEDBG/0 RPT=507 172.18.124.157

SENDING Message (msgid=23bc1709) with payloads :

HDR + HASH (8)  ... total length : 76

342 02/13/2001 14:21:31.010 SEV=8 IKEDBG/7 RPT=7

IKE got a KEY_ADD msg for SA: SPI = 0xda163fe4

343 02/13/2001 14:21:31.010 SEV=8 IKEDBG/0 RPT=508

pitcher: rcv KEY_UPDATE, spi 0x8201539

344 02/13/2001 14:21:31.890 SEV=8 IKEDBG/0 RPT=509

pitcher: recv KEY_SA_ACTIVE spi 0x8201539

345 02/13/2001 14:21:31.890 SEV=8 IKEDBG/0 RPT=510

KEY_SA_ACTIVE no old rekey centry found with new spi 0x8201539, mess_id 0x0
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