Como configurar o PPTP do concentrador VPN
3000 com autenticacao local
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Introduction

O Cisco VPN 3000 Concentrator suporta o método de tunelamento PPTP (Point-to-Point Tunnel
Protocol) para clientes nativos do Windows. Ha suporte para criptografia de 40 e 128 bits
disponivel nesses VPN Concentrators para uma conexao segura e confiavel.

Consulte Configurando o VPN 3000 Concentrator PPTP com autenticacdo RADIUS do Cisco
Secure ACS para Windows para configurar o VPN Concentrator para usuarios PPTP com
autenticacao estendida usando o Cisco Secure Access Control Server (ACS).

Prerequisites

Requirements
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Certifique-se de atender aos pré-requisitos mencionados em When is PPTP Encryption Supported
on a Cisco VPN 3000 Concentrator? (Quando a criptografia PPTP é suportada em um Cisco VPN
3000 Concentrator?) antes de tentar esta configuragao.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

. VPN 3015 Concentrator com versao 4.0.4.A
. PC Windows com cliente PPTP

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Diagrama de Rede

Este documento utiliza a seguinte configuragao de rede:

161.44.17.1
171.69.89.129 1716989.130  16144.17.2  (outside)

$+

VPN 3000 Network172.16.1.X
Concentrator {inside]

PC with PPTP Client

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.

Configurar o VPN 3000 Concentrator com autenticagéo local

Conclua estes passos para configurar o VPN 3000 Concentrator com autenticagéo local.

1. Configure os respectivos enderecgos IP no VPN Concentrator e verifique se vocé tem
conectividade.

2. Verifique se a autenticagdo PAP esta selecionada na guia Configuration > User
Management > Base Group
PPTP/L2TP.
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Configuration | User Management | Base Group

General | |PSec  Client Conflg | Cliemt FW | HW Client - PPTP/L2TP

PPTP/L2TP Parameters
Antribute Yalue Deseription
Use Chent Address| [ Checls to accept and uze an [P address recewed form the chent.
W EPAF
W CHAT Checl: the authenncation protocols allowed. Hefer to the onfine help for

FITE Authentication

Protorols F MICHATY1 autherncation protocol dependencies. Unchecldng eff options means that o

I BECHARY? authentication is required.
T EAF Proxy
I Bequired

PPTP Encryption| ™ Bequme Statelesz [Select the allowed encrvption methods for FFTE connections for this group
F A0-bit W 128-bit
PPTI Compression| [~ Checl: to enable MEPPC compression for FETF connections for this group.

3. Selecione Configuration > System > Tunneling Protocols > PPTP e verifique se Enabled esta
marcado.

Configuration | System | Tunneling Protocols | PPTP

This section lets you configure system-wnde PPTP (Pomt-to-Pont Tunmelng Protocol) ophons.

& Disabling PPTP wall terminate any active PPTP sessions.

Enabled

Maximuom Tunnel ]_Ilﬂe IE— seconds

Time

Packet Window Size |1 b packets

Limit Transmit to Check to bt the transmitted packets based on the peer's
. r .
Window receive window

Max. Tunnels |0 Enter 0 for unlimited tunnels.
Max. Sessions/Tunnel IIII Enter 0 for unlimited sessions

Packet Processing Delay Il 10H% of seconds
Acknowledgement Delay 500 rlliseconds

Acknmdmlgmantla— ceconds

Timeout

Apply | Cancel |

4. Selecione Configuration > User Management > Groups > Add e configure um grupo PPTP.
Neste exemplo, 0 nome do grupo € "pptpgroup" e a senha (e verifique a senha) é
"cisco123".



onfiguration | User Management | Groups | Add

Ths section lets you add a group. Check the Inherit? box to set a field that you want to default to the
base group value. Uncheck the Inherit? box and enter a new value to overnde base group values.

Identity | General | IPSec | Mode Config | Client FW | HW Client | PPTP/L2TP

Identity Parameters
Attribute Value Description
Group :
Namellpptpgmup Enter a unique name for the group.
Pasmrdllw Enter the password for the group.
"‘u’arifyll'““’"‘w Venfy the proup's password.
External groups are configured on an external authentication server
Type Ilr'l’lE'rnﬂl "I (e.g BADIUS). nternal groups are configured on the VFI 3000
Concentrator's Internal Database.

Add Cancel |

5. Na guia Geral do grupo, certifique-se de que a opgao PPTP esteja habilitada em protocolos
de
autenticagao.

Confiquration | Llser Management | Base Group

General  IPSec " Client Config | Client FUW ~ HW Client | PPTR/L2ZTP

General Parameters
Attmibute Value Description
Access Hours|| Mo Resirictions- :J Selact the access heurs for this group
Sinnltaneous Laginsls Enter the number of stmiltanzous logms for users w ths
Sronp,
Moliniroonm. Passwm‘d'E Enter the mendrmn passwstd leagth for ugers in this greap.
Length
Allowr Alphabetic- = Enter whether to allose users wath alphabetic-only passwords
Only Passwords to be added to this group.
Idle Timeout iEIEI [munut=s] Enter the 1dls hmeout for this group.
Maximum ler!.m,i 0 (trustes) Enter the asamum connect time for tis group,
Filter|| {4on=— j Selzct the Blter azsigned to this group.
Pri DNS Enter the [P address of the pnmary DFS server for this
T
Em:nnda.rj]:']fqﬂi Eater the [F address of the secondary DG server
Primary WINS E_t;l;;r}the LF address of the pronary WIS server For thus

Secondary WINS Enter the [F address of the secondary WIS server,




SEF Card Assignment :z gg ; E gg 3 Select the SEF cards this group can be on

¥ FFTF

Tunneling Protocols| E %IESTP Select the hanneling protocols this group can connect with
eC

™ LZTF ewer IFSec
. Check to remowve the reghm quakifier of the nsemame during
Strip Realm| ™ .
authieiticaten.
DHCP N Enter the [P sub-networle to wluch users wathon thes group
g | will be assigned when usme the concentrator az a DHCT
cope Proxy
Apphy | Cancel J

6. Na guia PPTP/L2TP, habilite a autenticagdo PAP e desabilite a criptografia (a criptografia
pode ser habilitada a qualquer momento no
futuro).

ZCheck the Inherit? box to set a Seld that vou want to default to the base group valie. Tncheck the
Inherit? boxz and enter a new vahie to override baze group walues.

Identity ~ General | IPSec | Client Config | Client FW ~ HW Client " PP TR TP
PPTP/L2TP Parameters
Anribute Value Inherit? Description
Use Chent r = heck to accept and use an IF address recermed
Address| from the client
F DPAD Check the authenficaton protecels alowed by ths
PPTP| @ CHAD group. The cheoices avalable are determned by
Authenticationl F MSCHADY 1 F base group sethngs Refer to the cnline help for
Protocels| [ MSCH AP authenticahon protocol dependencies
- N - “‘ : Unchecking «ff options means that ma
EAL Proxy authentication is reguired.
[ Beguired

Select the allowed encryption methods for PFTE

FPTP Encryption| [~ Eequire Stateless| [ connections for this group.

T 40-bat T 128-kit
PPTF Check to enable compression for PETP

v
Compression| - ¥ connections for this group

7. Selecione Configuration > User Management > Users > Add, e configure um usuario local
(chamado de "pptpuser") com a senha cisco123 para autenticagédo PPTP. Coloque o usuario
no "pptpgroup" previamente
definido:



Configuration | User Management | Users | Add

This section lets vou add a user. Uncheck the Inherit? box and enter a new value to overnde group
values.

ldentity | General | IPSec | PPTP/LZTP

Identity Parameters
Attribute Value Description

User Name||pptpuser Enter a uruque user name.

Password|[*== Enter the user's password. The password must satisfy the group

[password requirements.
Wiy || o= Venfy the user's password,
Group|| pptpgroup ﬁ Enter the group to which this user belongs.
IP Address|| Enter the IP' address assigned to this user.
Sﬁj{h::ktl Enter the subnet mask assigned to this user.
Add | Cancel |

8. Na guia Geral do usuario, verifique se a opgao PPTP esta habilitada nos protocolos de
tunelamento.

Check the Inherit? box to set a field that vou want to default to the group value. Uncheck the Inherit?
box and enter a new value to overnde group values,
General Parameters
Attribute Value Inherit? Description
: Select the access hours
Access Hnnrs"—Nu Restrictions- =] ¥ assigned to this user
- Enter the number of
Snnult;r;ec!rus"S W |simmltanescus logins for this
s juser.
. (minutes) Enter the idle
1dle Tmenul:llS[l - time out for this user.
Maximum I':' v (minutes) Enter the magimum
Connect Time connect time for this user.
Filterll—Nnne— | Enter the filter assigned to this
juser.
W FPTP
Tunneling| ¥ LZTP - Select the tunneling protocols
Protocols| ¥ [PSec [this user can connect with.
[T L2TF over IPSec
Apphy | Cancel I

9. Selecione Configuration > System > Address Management > Pools para definir um pool de



enderegos para o gerenciamento de
enderecos.

Thiz section lets wou configure [P Address Pools,

Chck the Add butten to add a peel entry, or select a poel and chck Modify, Delete or Move

IF Pool Entry Actions
172161 10-172161.20

o
Modiky
Delata

e Lp

ARk

bdoree Diown

10. Selecione Configuration > System > Address Management > Assignment e direcione o
VPN Concentrator para usar o pool de
enderecos.

This section presents Address Assignment options. Each of the followang methods are tned, in order,
until an address 15 found.

. Check to use the IF address supphed by the client. This can be
O BT O owerridden by user/group configuration.

Use Address from Checlk to use an IP address retneved from an anthenhcaton
. . r i
Authentication Server server for the client,

Use DHCP T Checl: to use DHCP to obtain an [P address for the client.

Check to use mternal address pool configuraton to obtam an IP

L LS | address for the client.

Apply | Cancel |

Configuracao do Microsoft PPTP Client

Observagao: nenhuma das informagdes disponiveis aqui sobre a configuragdo do software
Microsoft vem com garantia ou suporte para o software Microsoft. O suporte ao software Microsoft
esta disponivel na Microsoft .

Windows 98 - Instalar e configurar o recurso PPTP

Instalagdo


http://support.microsoft.com/default.aspx

Conclua estes passos para instalar o recurso PPTP.

1. Selecione Iniciar > Configuragdes > Painel de controle > Adicionar novo hardware (Avangar)
> Selecionar na lista > Adaptador de rede (Avangar).
2. Selecione Microsoft no painel esquerdo e Microsoft VPN Adapter no painel direito.

Configurar
Conclua estes passos para configurar o recurso PPTP.

1. Selecione Iniciar > Programas > Acessoérios > Comunicagdes > Rede dial-up > Fazer nova
conexao.
2. Conecte-se usando o Adaptador VPN Microsoft no prompt Select a device (Selecionar um
dispositivo). O IP do Servidor VPN é o ponto de extremidade do tunel 3000.
A autenticagado padrao do Windows 98 usa criptografia de senha (por exemplo, CHAP ou
MSCHAP). Para desativar inicialmente essa criptografia, selecione Propriedades > Tipos de
servidor e desmarque as caixas Senha criptografada e Exigir criptografia de dados.

Windows 2000 - Configurando o recurso PPTP

Conclua estes passos para configurar o recurso PPTP.

1. Selecione Iniciar > Programas > Acessérios > Comunicagdes > Conexdes de Rede e
Discagem > Fazer nova conex&o.

2. Clique em Avangar e selecione Conectar-se a uma rede privada através da Internet > Discar
uma conexao antes (nao selecione esta opgao se usar uma LAN).

3. Cliqgue em Next novamente e insira o nome de host ou IP do ponto final do tunel, que é a
interface externa do VPN 3000 Concentrator. Neste exemplo, o endereco IP é 161.44.17 1.

Selecione Propriedades > Seguranga para a conexao > Avangado para adicionar um tipo de
senha como PAP. O padrao € MSCHAP e MSCHAPv2, nao CHAP ou PAP.

A encriptacao de dados € configuravel nesta area. Vocé pode desativa-lo inicialmente.

Windows NT

Vocé pode acessar informagdes sobre como configurar clientes Windows NT para PPTP no site
da Microsoft.

Windows Vista

Conclua estes passos para configurar o recurso PPTP.

. No botao Iniciar, escolha Conectar a.

. Escolha Configurar uma conexdo ou uma rede.

. Escolha Conectar-se a um local de trabalho e clique em Avangar.

. Escolha Usar minha conex&@o com a Internet (VPN).Observagao: se for solicitado "Deseja
usar uma conexao que ja tenha", escolha Nao, crie uma nova conexao e clique em Avangar.

5. No campo Endereco de Internet, digite pptp.vpn.univ.edu, por exemplo.

A WON -


http://msdn2.microsoft.com/en-us/library/ms811078.aspx
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6. No campo Nome de destino, digite UNIVVPN, por exemplo.

7. No campo Nome de usuario, digite sua ID de logon UNIV. Sua ID de login UNIV ¢é a parte do
seu endereco de e-mail antes de @univ.edu.

8. No campo Senha, digite sua senha de ID de logon UNIV.

9. Clique no botao Create (Criar) e clique no botao Close (Fechar).

10. Para se conectar ao servidor VPN depois de criar a conexao VPN, clique em Iniciar e em

Conectar a.
11. Escolha a conexao VPN na janela e cliqgue em Connect.

Adicionar MPPE (criptografia)

Certifique-se de que a conexao PPTP funcione sem criptografia antes de adicionar criptografia.
Por exemplo, clique no botdo Connect no cliente PPTP para verificar se a conexao foi concluida.
Se vocé decidir exigir criptografia, a autenticagdo MSCHAP deve ser usada. No VPN 3000,
selecione Configuration > User Management > Groups. Em seguida, na guia PPTP/L2TP do
grupo, desmarque PAP, marque MSCHAPvV1 e marque Obrigatério para criptografia PPTP.

Check the Inherit? box to zet a field that you want to defauls to the baze group walue. Tncheck the Inherit?
o and enter & new value to overnde base group walues.

PPTPAZTP

PPTF/L2TP Parameters
Anribute Value Inherit? Deseription
Use Chent r v Check to accept and use an IF address recerred from
Address the client.
T PAF Check the authenhcaton protocels allowed by this
PPTP| [T CHAP eronp. The chedces avalable are determined by base
Authentication| ¥ WMSCHATwV] ~  |eroup settngs. Fefer to the onlne help for authenhcation
Protocols| T 102 0 H AT protocol dependencies. Unchecking aff options
P EAT Prosoy means that me authentication is required.
W Required , N
FETP Enc ion| 0 Recuire Stateless| [ fjﬁf:tﬁfﬂflgfﬁim:ﬁmn methods for FFTE
¥ 40-bit F 128-bit ) '
FPTP = - Checle to enable compression for PPTP connections for
Compression this group

O cliente PPTP deve ser reconfigurado para criptografia de dados opcional ou obrigatoria e
MSCHAPvV1 (se for uma opcao).

Verificar

Esta secéao fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.

Verificar o VPN Concentrator




Vocé pode iniciar a sessdo PPTP discando do cliente PPTP criado anteriormente na seg¢ao
Configuracéo do cliente PPTP da Microsoft.

Use a janela Administration >Administer Sessions no VPN Concentrator para exibir os parametros
e as estatisticas de todas as sessdes de PPTP ativas.

Verificar o PC

Emita o comando ipconfig no modo de comando do PC para ver se o PC tem dois enderecos IP.
Um é seu proprio enderecgo IP e o outro € atribuido pelo VPN Concentrator do pool de enderegos
IP. Neste exemplo, o endereco IP 172.16.1.10 € o endereco IP atribuido pelo VPN Concentrator.

WINNT system3 2 cmid.exe
pzott Windows ZHUHH [Dersion S.HH.Z21Y%% ]

29

CCr» GCopyright 1985-20R8 Hicrosoft Copp.

CisDocuments and SettingszsAdminiztratordipecont ig

Windows ZHHE [P Cont iguration

Ethernet adapter Local Area Connection:
Connection—specific DNS Swuffix . =
IP Adde . & a . o« a e o« 2 1M69.879.
tubnet Mask . . . . e - - = B 2ht
Default Gateway

PPP adapter pptpusep:

Lonnectlon—specitic DN:E Swubfax
IF Adde e e e e e e e om =

Subnet e e e e e e e = -
Defauwlt Gateway . . . . . . -

C:sDocuments and SettingzsAdminiztrator?

Debug

Se a conexao nao funcionar, a depuracao de classe de evento PPTP pode ser adicionada ao
VPN Concentrator. Selecione Configuragdo > Sistema > Eventos > Classes > Maodificar ou
Adicionar (mostrado aqui). As classes de eventos PPTPDBG e PPTPDECODE também estéo
disponiveis, mas podem fornecer muitas informagdes.



onfiguration | System | Events | Classes | Add

Thiz screen lets vou add and configure an event class for special handling,

Class Name | PPTF »| Select the event class to configure.
Enable Check to enable special handling of this class.
Severity to Log | 1-13 *I Select the range of seventy values to enter m the log,
Severity to ﬁ_ — Select the range of seventy values to display on the
Console = console,
Severity to ’__I' Select the range of seventy values to send to a Syslog
Syslog RIS SErver.
. Select the range of seventy values to send wia email to the
Severity to Email | None 'I feibiats s
Sevarity ta Trap m SS;::;; the range of severity values to send to an SHMP

Add | Cancel |

O registro de eventos pode ser recuperado de Monitoring > Filterable Event Log.

Monitoring | Filterahle Event Loc

Select Filter Options
Event Class Al Classes

Client IP Address [0.0.0.0 Events/Page [100 =]
Group |—..-5JI— j Direction |Gldes1 to Mawast j

H‘il ﬂl l"l"l I-Hl GetLog I EmLugI DIE:angI

1 0973072004 09:34:05.550 SEV=4 PPTP/47 RPT=10 171.69.69.129
Tunnel to peer 171.69.89.12% escablished

2 09/30/2004 09:34:05.550 SEV=4 PPTP/42 RPT=10 171.69.09.129
SJession started on tunnel 171.659.89.129

3 095302004 09:34:08.750 SEV=5 PPP/0 RPT=8 171.69.89.129
Uzer [pptpuser]
Authenticated successfully with PAP

4 097302004 09:34:12,590 SEV=4 AUTH/22 BPT=6
User [pptpuser] Group [pptpogroup] connected, Session Type: FPPTE

Depuraciao do VPN 3000 - Boa autenticacao

1 09/28/2004 21:36:52.800 SEV=4 PPTP/ 47 RPT=29 171.69.89.129



Tunnel to peer 171.69.89.129 established

2 09/ 28/ 2004 21:36:52.800 SEV=4 PPTP/ 42 RPT=29 171.69.89.129
Session started on tunnel 171.69.89.129

3 09/ 28/ 2004 21:36:55.910 SEV=5 PPP/8 RPT=22 171.69.89.129
User [ pptpuser]
Aut henti cat ed successfully wi th MSCHAP-V1

4 09/28/2004 21:36:59.840 SEV=4 AUTH 22 RPT=22

User [pptpuser] Goup [Base G oup] connected, Session Type: PPTP
Clique na janela Detalhes do status do usuario PPTP para verificar os parametros no PC
Windows.

pptpuser Status ﬂil

General Details

Froperty W alue -
Authentication b5 CHAP

Erncrpphion MPPE 128

Compreszion [FiorE]

FPP multilink framing O

Server [P addresz 161.44.17.1

Client IP address 17216.1.10 —
1| | ¥

Cloze

Troubleshoot

Estes sdo possiveis erros que vocé pode encontrar:

- Nome de usuario ou senha incorretaSaida de depuragao do VPN 3000 Concentrator:
1 09/28/2004 22:08:23.210 SEV=4 PPTP/ 47 RPT=44 171.69.89. 129
Tunnel to peer 171.69.89.129 established

2 09/ 28/ 2004 22:08:23.220 SEV=4 PPTP/ 42 RPT=44 171.69.89. 129
Session started on tunnel 171.69.89.129

3 09/28/2004 22:08:26.330 SEV=3 AUTH 5 RPT=11 171.69. 89. 129
Aut henti cation rejected: Reason = User was not found
handl e = 44, server = (none), user = pptpusers, domain = <not specified>

5 09/ 28/ 2004 22:08:26.330 SEV=5 PPP/9 RPT=11 171.69.89. 129
User [ pptpusers]



di sconnected.. failed authentication ( MSCHAP-V1 )

6 09/ 28/2004 22:08:26.340 SEV=4 PPTP/ 35 RPT=44 171.69.89. 129
Session closed on tunnel 171.69.89.129 (peer 32768, |ocal 22712, serial 40761),
reason: Error (No additional info)

8 09/ 28/ 2004 22:08:26.450 SEV=4 PPTP/ 34 RPT=44 171.69.89. 129
Tunnel to peer 171.69.89.129 closed, reason: None (No additional info)

A mensagem que o usuario vé (do Windows 98):
Error 691: The conputer you have dialed in to has denied access
because the username and/or password is invalid on the donain

A mensagem que o usuario vé (do Windows 2000):
Error 691: Access was deni ed because the usernanme and/ or
password was invalid on the domain.

- A opcéo "Criptografia necessaria" esta selecionada no PC, mas ndo no VPN ConcentratorA

mensagem que o usuario vé (do Windows 98):

Error 742: The conputer you're dialing in to does not support the data
encryption requirenents specified

Pl ease check your encryption settings in the properties of the connection
If the probl em persists, contact your network admi nistrator

A mensagem que o usuario vé (do Windows 2000):
Error 742: The renote conputer does not support
the required data encryption type

- "Encryption Required" (Criptografia necessaria) (128 bits) é selecionado no VPN Concentrator
com um PC que oferece suporte apenas a criptografia de 40 bitsSaida de depuragéo do VPN
3000 Concentrator:

4 12/05/2000 10:02: 15.400 SEV=4 PPP/ 6 RPT=7 171.69.89.129 User [ pptpuser ] disconnected
PPTP Encryption configured as REQU RED.. renote client not supporting it.

A mensagem que o usuario vé (do Windows 98):
Error 742: The renote conputer does not support
the required data encryption type

A mensagem que o usuario vé (do Windows 2000):
Error 645 Dial -Up Networking could not conplete the connection to the server.
Check your configuration and try the connection again

- O VPN 3000 Concentrator esta configurado para MSCHAPv1 e o PC esta configurado para
PAP, mas ndo podem concordar com um método de autenticacdoSaida de depuragao do

VPN 3000 Concentrator:
8 04/22/2002 14:22:59.190 SEV=5 PPP/ 12 RPT=1 171.69. 89. 129

User [ pptpuser] disconnected. Authentication protocol not allowed.

A mensagem que o usuario vé (do Windows 2000):
Error 691: Access was deni ed because the usernane and/or password
was invalid on the donain

Possiveis problemas da Microsoft a serem solucionados

- Como Manter conexdes de RAS Ativas Apds o Fim da SessdoQuando vocé faz logoff de um
cliente do Servico de Acesso Remoto (RAS - Remote Access Service) do Windows, todas as
conexdes RAS sao automaticamente desconectadas. Ative a chave KeepRasConnections no
registro do cliente RAS para permanecer conectado apds o logoff. Consulte o artigo da Base
de conhecimento Microsoft - 158909 para obter mais informacdes.

- O Usuario Nao é Alertado ao Conectar com Credenciais no CacheOs sintomas desse
problema sao quando vocé tenta fazer logon em um dominio a partir de uma estagao de
trabalho baseada no Windows ou de um servidor membro e um controlador de dominio n&o
pode ser localizado e nenhuma mensagem de erro € exibida. Em vez disso, vocé sera



http://support.microsoft.com/default.aspx?scid=kb;en-us;Q158909
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q158909

conectado ao computador local usando as credenciais em cache. Consulte o artigo da Base
de conhecimento Microsoft - 242536 para obter mais informacgdes.

- Como Escrever um Arquivo LMHOSTS para a Validagdo de Dominio e Outros Problemas de
Resolugédo de NomesPode haver casos em que vocé enfrenta problemas de resolugao de
nomes em sua rede TCP/IP e precisa usar arquivos LMHOSTS para resolver nomes
NetBIOS. Este artigo discute o método apropriado usado para criar um arquivo LMHOSTS
para ajudar na resolugcéo de nome e validagao de dominio. Consulte o artigo da Base de
conhecimento Microsoft - 180094 para obter mais informacgoes.
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