Configurando o roteamento redundante no VPN
3000 Concentrator
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Introduction

Este documento descreve como configurar um failover de VPN redundante se um site remoto
perder seu VPN 3000 Concentrator ou conectividade com a Internet. Neste exemplo, suponha
que a rede corporativa localizada atras do VPN 3030B use o OSPF (Open Shortest Path First)
como seu protocolo de roteamento padréo.

Observagio: ao redistribuir entre protocolos de roteamento, vocé pode formar um loop de
roteamento que pode causar problemas na rede. O OSPF é usado neste exemplo, mas nao € o
unico protocolo de roteamento que pode ser usado.

O objetivo deste exemplo é fazer com que a rede 192.168.1.0 use o tunel vermelho (sob
circunstancias normais de operacao), representado na sec¢ao Diagrama de Rede, para alcancgar
192.168.3.x. Se o tunel, o VPN Concentrator ou o ISP cair, a rede 192.168.3.0 sera aprendida
sobre um protocolo de roteamento dinadmico sobre o tunel verde. Além disso, a conectividade nao
€ perdida para o site 192.168.3.0. Quando o problema for resolvido, o trafego revertera
automaticamente para o tunel vermelho.

Observagio: o RIP tem um temporizador de envelhecimento de trés minutos antes de permitir
gue uma nova rota seja aceita em uma rota invalida. Além disso, suponha que os tuneis sejam
criados e que o trafego possa passar entre os pares.



Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Roteadores Cisco 3620 e 3640

- Concentrador Cisco VPN 3080 - Versao: Cisco Systems, Inc./VPN 3000 Concentrator versao
4.7

- Concentrador Cisco VPN 3060 - Verséao: Cisco Systems, Inc./VPN 3000 Concentrator Series
versao 4.7

- Cisco VPN 3030 Concentrator - Versao: Cisco Systems, Inc./VVPN 3000 Concentrator Series
versao 4.7

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Configurar

Nesta sec¢ado, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Observagao: para encontrar informagodes adicionais sobre os comandos usados neste
documento, use a ferramenta Command Lookup Tool (somente clientes registrados).

Diagrama de Rede

Este documento utiliza a seguinte configuracao de rede:


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
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Os tragos azuis indicam que o OSPF esta ativado do VPN 3030b para o RTR-3640 e do RTR-
3620.

Os tracgos verdes indicam que o RIPv2 esta ativado do VPN 3060a privado para o RTR-3620, o
RTR-3640 e o VPN 3030b privado.

O RIPv2 também esta ativado nos tuneis VPN vermelhos e verdes porque a descoberta de rede
esta habilitada. Nao é necessario ativar o RIP na interface privada do VPN 3080. Também nao ha
RIP na rede 192.168.4.x porque todas as rotas sao aprendidas pelo OSPF sobre esse link.

Observagao: os PCs nas redes 192.168.2.x e 192.168.3.x precisam ter seus gateways padrao

apontando para os roteadores e nao para os VPN Concentrators. Permita que os roteadores
decidam para onde rotear os pacotes.

Configuracoes do Roteador

Este documento usa estas configuragcdes de roteador:

. Roteador 3620
. Roteador 3640

Roteador 3620




rtr-3620#write terminal
Building configuration...

Current configuration : 873 bytes
!
version 12.2
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1
hostname rtr-3620
!
ip subnet-zero
!
interface Ethernetl/0
ip address 192.168.3.2 255.255.255.0
half-duplex
!
interface Ethernetl/1
ip address 192.168.4.2 255.255.255.0
half-duplex
!
router ospf 1
log-adjacency-changes
!--- To pass the routes learned through RIP into the
OSPF process, !--- use the redistribute command. !--- To
prevent a routing loop, block the 192.168.1.0 network !-
-- from entering the OSPF process. It should only be

learned !--- through the RIP process. No two different
routing processes !--- exchange information unless you
implicitly use the !--- redistribute command. !--- The

192.168.1.x network is learned through OSPF from the !--
- 192.168.2.x side. However, since the admin distance is
changed, !--- it is not installed into the table !---
because RIP has an administrative distance of 120, !---
and all of the OSPF distances are 130.

redistribute rip subnets route-map blockl192.168.1.0
!--- To enable the OSPF process for the interfaces that
are included !--- in the 192.168.x.x networks: network
192.168.0.0 0.0.255.255 area 0 !--- Since RIP's default
admin distance is 120 and OSPF's is 110, !--- make RIP a
preferable metric for communications !--- over the
"backup" network. !--- Change any learned OSPF routes
from neighbor 192.168.4.1 !--- to an admin distance of
130. distance 130 192.168.4.1 0.0.0.0 ! !--- To enable
RIP on the Ethernet 1/0 interface and set it to !--- use
version 2: router rip version 2 network 192.168.3.0 ! ip
classless ! ! access-list 1 deny 192.168.1.0 0.0.0.255
access-list 1 permit any route-map blockl192.168.1.0
permit 10 match ip address 1 ! line con 0 exec-timeout 0
0 line aux 0 line vty 0 4 ! end

Roteador 3640

rtr-3640#write terminal
Building configuration...

Current configuration : 1129 bytes
!

version 12.2

service timestamps debug uptime




service timestamps log uptime
no service password-encryption

1
hostname rtr-3640

!

ip subnet-zero

!

interface Ethernet0/0

ip address 192.168.2.2 255.255.255.0

half-duplex

!

interface Ethernet0/1

ip address 192.168.4.1 255.255.255.0

half-duplex

!
router ospf 1

log-adjacency-changes

!--- Use this command to push RIP learned routes into
OSPF. !--- You need this when the VPN 3060a or the
connection drops and !--- the 192.168.3.0 route needs to
be injected into the OSPF backbone. redistribute rip
subnets !--- Place all 192.168.x.x networks into area 0.
network 192.168.0.0 0.0.255.255 area 0 !--- Since RIP's
default admin distance is 120 and OSPF's is 110, !---
make RIP a preferable metric for communications !---
over the "backup" network. !--- Change any learned OSPF
routes from neighbor 192.168.4.2 !--- to an admin
distance of 130. distance 130 192.168.4.2 0.0.0.0 ! [f---
To enable RIP on the Ethernet 0/0 interface and set it

to !--- use version 2: router rip version 2 network
192.168.2.0 ! ip classless ! line con 0 exec-timeout 0 O
line aux 0 line vty 0 4 ! end

Configuracdo do VPN 3080 Concentrator

LAN-to-LAN VPN 3080 a VPN 3030b

Selecione Configuration > Tunneling and Security > IPSec > IPSec LAN-to-LAN. Como a
descoberta automatica de rede é usada, nao ha necessidade de preencher as listas de rede local
e remota.

Observagao: os VPN Concentrators que executam o software versao 3.1 e anterior ttm uma caixa
de selecao para descoberta automatica. A versao de software 3.5 (usada no VPN 3080) usa um
menu suspenso, como 0 mostrado aqui.



Configuration | Tunneling and Security | IPSec | LAN-to-LAN | Add

Add & new [FSee LAN-to-LAN connection

Enable [ Check Lo enabile this LAN-to-LAN connection
MName |3030-3030b Enter the name for this LAN.to-LAN connection.

buierface | Ethemet 2 (Public) (172.18.124134) | Select the interface for this LAN-to-LAN connection

Choose the type of LAN-to.LAN conmection. An Origirate-COnly
may have multiple peers specified below.

Connection Type IBi—dire chional j

172.16,124.132 =]
Enter the remots peor [P addresses for thus LAN-{o-LAN conmect|
Peers i ginafe-Only connection may specty up o ten peer IP addres
one [P address per lire.
Digital Certificate | None {Use Freshared Keys) =| Select the digital certificate Lo use.

Certificate | FEntire certificate chain

Choose how to send the digital certaficate to the IEE peer
Transmission ™ Jguntity centificate only P

Prezhared Ktyl Enter the preshared key for thiz LAN-Lo-LAN connection
Authentication IESF"MDE{HME-‘I 28 d Specify the packet suthentication mechersm to use,
Encryption I IDES-168 'I Specify the encryplion mecharusm to use
IEE Propeszal IIKE—EIDEE—H 05 :I Select the IKE Proposal to uge for thiz LAN-to-LAN connection
= Choose the filter bo apply to the traffic that 15 tunneled through i)
Filios I None— :] LAH connection.
under HAT Transparency.
Bandwidih Policy | —Mone— -rI Choose the bandwidth policy to apply to this LAN-te-LAN connl
Choose the routing mechamsm to use Parameiers helow are izgn|

Routing [Network Autodiscovery 7] Netwerk Autediscovery is chosen.

Local Metwerk: If a LAN-to-LAN HAT nile is used, thas is the Translated Hetwork address.

Network List [Use I Address/Wildcard-mask below x] Speefi ihe lctmetwork: addiess bt or the [P addeess and wildg

IP Address |
Moie: Enter a wildcerd mask, which is the reverse of 2 submet m|

wildeard mask has 12 m bl posihions 1o ignore, 05 m bit possbion
Wilieard Mask | For example, 10.10.1 0000255 = ll 10 10 1 nnn addresses

Remate Metwork: [F a LAN-to-LAN HAT nule 15 used, this is the Remole Network address,

Network List [ Use IP Address/Wildcard-mask below | PPeciy the semcte network address ist or the IF address and s
F = n

[P'Aﬂnns[
Mote: Enter a wildcord mask, which is the reverse of 2 submet m|

Wildcard Mash | wildeard mask has 12 in bil positions 1o ignore, 0s in bit positiony

For example, 10,101 0000255 = all 10101 ey addresses
[ Add | cancal |

LAN-to-LAN VPN 3080 a VPN 3060a

Selecione Configuration > Tunneling and Security > IPSec > IPSec LAN-to-LAN. Como a



descoberta automatica de rede € usada, nao ha necessidade de preencher as listas de rede local
e remota.

Observagao: os VPN Concentrators que executam o software versao 3.1 e anterior ttm uma caixa
de selegao para descoberta automatica. A versao de software 3.5 (usada no VPN 3080) usa um
menu suspenso, como 0 mostrado aqui.



Configuration | Tunneling and Secu

Add & new [PSec LAN-Lo-LAN connection

Enable [~
Name |I080-3060a
Interface | Ethemet 2 (Public) (17218124134 =|

Connection Type I Hidirecional j

=

172.18.124.131

Peers

=

Digital Certificate | None (Use Prachared Kays) =]

Certificate | Entire certificate chain
Tramsmiesion © Jdeniiy centificate cnly

Preshared Key |

Authentication | ESP/MDS/HMAC-128 = |

Encryption I JDES-168 ""I

IKE Proposal | IKE-3DES-DE

E

Fillirl—HDﬂE—

PSec MAT.T [

Bandwidth Palicy |—N|:|r|e— '-'I

Reuting | Metwork Autodiscovery =

|IP5ec | LAN-to-LAN | Add

Check to ensble this TAN..to-LAN connection
Enter the name for this LAN-to-LAN connection.

delect the interface for this LAN-to-LAN conneciion.

Choose the type of LAN-10-LAM connection. An O mnafe-Only o
may have rultiple peers spectfied below.

Enter the rtemote peer [P addresses for thus LAN-to-LAN connectios

i gimate-Only conmection may specific up 1o ten peer [P addressey
otig [P address per ling,

Select the digital certificats to use
Choosge how to send the digrtal certificate to the IKE pear.

Enter the preghared key for thds LAN-to.LAN connection.

Specify the packe! suthenbicsbon mechamsm lo use
Bpecify the encryrption mechaniam to uge.
Select the IKE Proposal bo use for this LAN-Lo-LAN connection

Choose the filler Lo apply to the traffic that is tunneled taough this
LAN carmection
Check o let WAT.T compatible IPSec peets etablish this LAN.t0.]

confection theough aH.és.T device, ':'u‘u must alzo ensble IPSec 0wy
under AT Transparency.

Chocige the bandwidth policy to apply to this LAN.10.LAN confec)

Choces the routing mechandsm to ugs Parameters heliow are ignor
MNetwork Awndiscovery is chosen.

Metwark Lisi | Llse P AddressfWildeard-mask helnwj

IP Address |

Wildeard Mask |

Local Metwork: If a LAN-1o-LAN HAT nule 15 used thus is the Translated Network address,

Specify the local network addsess bat o the [P address and wildoar|
this L& N-t0.LAN connection

Mode: Emter a wildcand mask, which is the reverse of a submei mas|
wildeard mask hae 12 o bt positions to ignose, De in bt postions §
For axapaple, 100101 0000255 = all 100101 feny acddsesses

Metwerk List | Use P AddressMildcard-mask helnwj

IP Address |

AL 1Al Bl |

Remoie Netwrark [Fa LAH-t0-LAN HAT nile 15 used, this is the Remots Hebwork address

Specify the remote network addeess List or the [P address and wilde
for thiz LAN-to-LANW cofmection.

Doie: Emter a wildcard masls, which is the reverse of a submet
wildeard mask has 15 m bt posibions Lo ignore, Ds 1 bt postions L

Configuracdo do VPN 3060a Concentrator

VPN 3060a para VPN 3080 de LAN para LAN




Selecione Configuration > Tunneling and Security > IPSec > IPSec LAN-to-LAN.

Observagédo: ha uma caixa de sele¢ao no VPN 3060 para a descoberta automatica de rede em
vez do menu suspenso como na versao de software 3.5 e posterior.

| IPSec | LANto-LAN | Add

Add o new [FSec LAN-to-LAN conmection.

Enahle [ Check to enable thas LAN-to-LAN connection
MNane | 06E0a-3080 Enter the neame for this LAN-to-LAN connection

Duerface [Ethemet 2 (Public) (172181241311 ] Select the interfuce for this LAN-10.LAN connection

Choose the type of LAN-to-LAN connection. An Originate-Only ¢
ey havre multipls peets specified balow

Comnection Type [El-dlre chonal EI

172.18.124.134 -]
Enter the remote peer [P addresses for this LAN-to-LAN comnnectio
Peers i ginafe-Chaly connection may spectfy up to ten peer [P addresse
one [P address per line
Digital Certificaie | Mone (Use Preshared Keys) :] Select the digital certaficate to use,

Certificaie © Entire certsficate chain

Choose how to send the digital cerlsficate to the IKE peer.
Tramsmission © [denpiny certificate only

Preshared Eev | Enter the prechared key for thie LAW-to.L AN connection
Authentication | ESFMDESHMAC- 28 _ﬂ Specifiy the packet suthentication mechanism to uge.
Encryptisn | JDES-168 *'I Spectfy the encryphion mechanism to use
IEE Propesal | [EE-IDES-MDE _ﬂ Select the IKE Propoeal to uge for this LAN-to-LAN contiection.
— »| Choosethe filtes to apply to the 1raffic that is tunnelsd throwgh this
s |_NEHE j LAN comnsction.
Check to let HAT-T compatible [P3ec peers establish this LAN-to-]
[PSec MAT-T connection through a WAT device. You must also enable [PSec ovy
under AT Transparency,
Bandwidth Palicy |—N|:| ne— 'I Choose the bandwdth policy to apply to thas LAN-to-LAN conmmeg
: Choose the routing me chandsm 1o use Parameters below are iznor
Routing |Natwurl-; Autodiscovan j Network Autodi is chosen.

Local Metwork [f o LAN-{0-LAN HAT nale 15 uged, this s the Translated Metwork address.

Network List [Use IP AddressWildcerd-mask below ] TPl the locil aetwork: addreas kst or the [F addeds and wildcar

IP Address |
Mate: Ener a wildcard mask, which is the veverse of a submei mas|

wilde ard mask has 15 in bit positions to ignore, 0 in bik postions &
For exemple, 10.00.1,000,0,0,255 = ol 10,10.] rurey acddresses

Wildeard Mask |

Remaie Nedwork: [f o LAN-to-LAN NAT nale 15 used, thas is the Bemote Hetwork addeess

Network List [ Use IP AddressMildcard-mask below w] SPecify the remote netwodl address list or the IF addsess and wilde

IP Address |
Mate: Enter a wildcard mask, which is the reverse of a submet

T T wildeand mask has 1s in bat posiions to ignore, 05w bit positions t




Ative o RIP para passar as rotas aprendidas pelo tinel para o roteador VPN 3620

Selecione Configuration > Interfaces > Private > RIP. Altere 0 menu suspenso para somente
RIPv2 e clique em Aplicar. Em seguida, selecione Configuration > System > Tunneling Protocols >
IPSec > LAN-to-LAN.

Observagao: o padrao € o RIP de saida e é desativado para a interface privada.

dpack = EE] | Emeach [rPece (Wbt | R0 SO0 (= F
e T - .1
q. J'-'- WP 000 Bain | Help | Suppor| Logou
" owl & Coocentrator Senivs Manages Ligpyed i stanin
Confiyureses | Adsseation | Moniionsg
L Alion | Endesfaces | Etharsed
Confligaring Ethernet Interface 1 {Privaie).
RIP Paravsters
Aiibata | Valua Dozeription
i kot the method of sibomd BIP precessiog for dis inberae.
Cruriliesssed |FHF‘-.-'E Onky iﬂhﬁ the method of ootdeeund BIF processing Bor this amterfoce.
| |
Lisce STeTEns
T Exfemet terforce a5

Configuracdo do VPN 3030b Concentrator

VPN 3030b para VPN 3080 de LAN para LAN

Selecione Configuration > Tunneling and Security > IPSec > LAN-to-LAN.



Configuration | Tunneling and
Add a new [PSee LAN-to-LAN conneclion.
Enmable [
Name |3030B-3050
Interface | Ethemet 2 (Public) (1721812412 =]

Comnection Type | Bi-directional =)

-

172.18.124.134

=l
Digital Certificate |Nune (Use Preshared Keys) ﬂ
Cortificate | Entire certificate chain
Transmission  Jgentity centificats only
Preshared Key |
Authentication | ESP/MDS/HMAC-128 = |

Encryption I IDES-168 "'I

IKE Proposal | IKE-3DES-MDS

Filier |—N|:ma—

=

PSec MAT-T [

Bandwidik P‘I]:i:;r I—N one— -rl

Routing | Metwork Autodiscovery |

i | IPSec | LAN-to-LAN | Add

Check to enable thas LAN-10-LAN connection
Eniter the name for thie LAN-to-L AN connection.

Select the mterface for thes LAN-lo-LAN connection,

Choose the lype of LAN-to-LAN connechion, An Oviginafe-Oniy ¢
may have multiple peers specified balow.

Enter the remote peer [P addresges for this LAN-to-LAN cotmectiog

i ginafe-Cnly conneclion may specify up to ten peer IP addresse
one I[P address per line

Select the digital certificate to use.
Choose how to send the digital certsficats to the IKE peer

Enter the preshared key for this LAN-to-LAN connection.
Specily the packet authertication mechaniem to use.
Specifiy the encryplion mecharasm to use,

Select the IKE Proposal to use for thas LAN-to-LAN connection.

Choose the filter to apply to the traffic thet 15 tunneled thaough thas
LAH connection

Check to let HAT-T compatible IPSec peers establish this LAN-to-

connection IhmughtHj\.T device. You must algo enable [PSec ovy
under HAT Transpatency.

Choose the bandwidth policy to apply to thiz LAN-t0-LAN contiec]

Choose the routing mechandem to use Parameters below are kg non
Network Autodiscovery is chosen.

Lecal Nework: If s LAN-to-LAN HAT nue 1= used, this s the Transisted Hetwork address

IP Address |

Wibdcard Mask |

Network List | Use IP Address/MWildcard-mask below |

Specifiy the local netwrork address st or the [P address and wilde an|
thiz LAN-to.LANH connecltion

Mate: Enter a wildcard mask, which is the veverse of 3 submet mas|
wildeard mask has 15 in bit positions to ignore, Oz m kit positions L
For exasngale, 10,101 .0/000.0255 = all 10101 s addtesees.

Remate Metwork: [f s LAH-to-LAN HAT rule is used, this is the Remote Hetwork address

IP Address |

Network List | Use IP AddreseMWildcard-mack below |

Specifiy the remote nietwrork sddress B2t od the [P address and wilde
for this LAN-t0-LAN commection

Miote: Enter a wildcard mask, which is the reverse of a suhmet
wildeard mask has | £ in bit positions to ignore, 0z m bit positions L

Ative o RIP para passar as rotas aprendidas pelo tinel para o roteador VPN 3640

Siga as etapas listadas anteriormente neste documento para o VPN 3060a Concentrator.

Habilite o OSPF para passar as rotas aprendidas por backbone para o VPN 3030b Concentrator




Selecione Configuration > System > IP Routing > OSPF e insira o ID do roteador.

= < HEE
] bt 72,124,

JDirigiinen

corfiguration | Sysiem | 1P Rowfing | OSPF

Condgae sysem-wide parameters for CEFF (Cpen Shectest Path Find] IF resting pookocal

Enahlad Check to enable OEFE.
r!ﬁnmﬂ:rli_aai_agm_ _ [oterthe Rocter ID

Awvtonomons System Check to audicobe that ths & an Auteaomes Sysiess bowsdery sonsr.

rtr-3640#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface

192.168.4.2 1 FULL/DR 00:00:39 192.168.4.2 Ethernet0/1

! --- For troubleshooting purposes, it helps to make the router ID the !--- IP address of the
private interface. 192.168.2.1 1 FULL/BDR 00:00:36 192.168.2.1 Ethernet0/0

O ID da area precisa corresponder ao ID no fio. Como a area neste exemplo € 0, ela é
representada por 0.0.0.0. Além disso, marque a caixa Ativar OSPF e clique em Aplicar.



OSFF Parcaneters
| Valua Dhascaigtlon
Check to enable CSEF on this inbarfare,
er it QFFE Aran ID Bor this miechc e, The format is dhe same as sn IF addeens
et Ater DFEE Priciby For this infeckce.
et At D Matic Bor fhis infecke,
er fbe OSEE Batranmmit Tnbarvad for thiz inkarfaca,
o fhe ISP Helle: Inberend for His inbarfara,
er fhe OSEF Dead Interval Eor fhis intecfce.
e | |Enter it OSPE Transit Delay Bor this mntecfce.

OEFF Al Mo a St the CEPF Authe obivatizn ethed b use.
5FF Fas 1 QFFF Pasrerord when S Fasnvend of M is malactad aboe,

| |

Verifique se os temporizadores OSPF correspondem aos do roteador. Para verificar os
temporizadores dos roteadores, use o comando show ip ospf interface <nome da interface>.

rtr-3640#show ip ospf interface ethernet 0/0
Ethernet0/0 is up, line protocol is up
Internet Address 192.168.2.2/24, Area 0
Process ID 1, Router ID 192.168.4.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.4.1, Interface address 192.168.2.2
Backup Designated router (ID) 192.168.2.1, Interface address 192.168.2.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 2
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 192.168.2.1 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

Para obter mais informacgdes sobre OSPF, consulte REC 1247 .

Verificar

Esta segao fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.


http://www.ietf.org/rfc/rfc1247.txt

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

Esta saida de comando mostra tabelas de roteamento precisas.

rtr-3620#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:11, Ethernetl/O0

C 192.168.4.0/24 is directly connected, Ethernetl/1

!-—— The 192.168.1.x network is learned from the !--- VPN 3060a Concentrator. R
192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:11, Ethernetl/0

!--- The 192.168.3.x network traverses the 192.168.4.x network !--- to get to the 192.168.2.x
network. O 192.168.2.0/24 [130/20] via 192.168.4.1, 00:01:07, Ethernetl/1

C 192.168.3.0/24 is directly connected, Ethernetl/0

rtr-3640#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.2.1, 00:00:23, Ethernet0/0

C 192.168.4.0/24 is directly connected, Ethernet0/1

!-—— The 192.168.1.x network is learned from the !--- VPN 3030b Concentrator. R
192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:23, Ethernet0/0

C 192.168.2.0/24 is directly connected, Ethernet0/0

!--- The 192.168.2.x network traverses the 192.168.4.x network !--- to get to the 192.168.3.x
network. !--- This is an example of perfect symmetrical routing. O 192.168.3.0/24 [130/20]

via 192.168.4.2, 00:00:58, Ethernet0/1

Esta é a tabela de roteamento do VPN 3080 Concentrator em circunstancias normais.
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As redes 192.168.2.x e 192.168.3.x sdo aprendidas através dos tuneis VPN 172.18.124.132 e
172.18.124.131, respectivamente. A rede 192.168.4.x é aprendida através do tunel
172.18.124.132 porque os anuncios OSPF do roteador s&o colocados na tabela de roteamento do
VPN 3030b Concentrator. Em seguida, a tabela de roteamento anuncia a rede para os peers VPN
remotos.

Esta é a tabela de roteamento do VPN 3030b Concentrator em circunstancias normais.
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A caixa vermelha destaca que a rede 192.168.1.x é aprendida do tunel VPN. A caixa azul destaca
que as redes 192.168.3.x e 192.168.4.x sdo aprendidas através do processo principal do OSPF.

Esta é a tabela de roteamento do VPN 3060a Concentrator em circunstancias normais.
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A rede 192.168.1.x é a unica rede aqui e pode ser acessada através do tunel VPN. Nao ha rede
192.168.2.0, pois nenhum processo (como o RIP) passa por essa rota. Ndo ha nada perdido
enquanto os PCs na rede 192.168.3.x ndo apontarem seu gateway padrao para o VPN
Concentrator. Vocé sempre pode adicionar uma rota estatica se escolher. No entanto, para esse
exemplo, o VPN Concentrator em si ndo precisa acessar a rede 192.168.2.0.

Troubleshoot

Falha simulada

Essa é uma falha simulada na configuracdo. Se vocé remover o filtro para a interface publica, o
tunel VPN sera descartado. Isso faz com que a rota para 192.168.1.0 aprendida através do tunel
também caia. O processo RIP leva aproximadamente trés minutos para eliminar a rota. Portanto,
€ possivel ter uma interrupgao de trés minutos até que a rota atinja o tempo limite.
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Quando a rota RIP expira, a nova tabela de roteamento nos roteadores € semelhante a esta:

rtr-3620#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:05, Ethernetl/0
C 192.168.4.0/24 is directly connected, Ethernetl/1
I-—— Now the 192.168.1.0 route is learned properly !--- through the OSPF backbone. O E2

192.168.1.0/24 [130/20] via 192.168.4.1, 00:00:05, Ethernetl/1l
0 192.168.2.0/24 [130/20] via 192.168.4.1, 19:55:48, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernetl/0

O que pode dar errado?

Se vocé esquecer de adicionar a distancia do administrador como 130, é possivel ver essa saida.
Observe que ambos os tuneis VPN estao ativados.

Concentrador VPN 3080




Observagio: esta € a versao da interface grafica do usuario (GUI) da tabela de roteamento.

Monitor -> 1

Routing Table

Number of Routes: 6

IP Address Mask Next Hop Intf Protocol Age Metric
0.0.0.0 0.0.0.0 172.18.124.1 2 Default 0 1
172.18.124.0 255.255.255.0 0.0.0.0 2 Local 0 1
192.168.1.0 255.255.255.0 0.0.0.0 1 Local 0 1
192.168.2.0 255.255.255.0 172.18.124.132 2 RIP 10 2
192.168.3.0 255.255.255.0 172.18.124.131 2 RIP 2 2
192.168.4.0 255.255.255.0 172.18.124.132 2 RIP 10 9

Para chegar a rede 192.168.3.0, a rota precisa passar por 172.18.124.131. No entanto, a tabela
de roteamento no RTR-3620 mostra:

rtr-3620#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets
O E2 172.18.124.0 [110/20] wvia 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.4.0/24 is directly connected, Ethernetl/1
!--- This is an example of asymmetric routing. O E2 192.168.1.0/24 [110/20] via 192.168.4.1,
00:03:16, Ethernetl/1l
0] 192.168.2.0/24 [110/20] wvia 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernetl/0

Para voltar a rede 192.168.1.0, a rota precisa passar pela rede de backbone 192.168.4.x.

O trafego ainda funciona desde que a descoberta automatica gera as informagdes de associagéo
de segurancga (SA) apropriadas no VPN 3030b Concentrator. Por exemplo:

Routing -> 1

Routing Table

Number of Routes: 6

IP Address Mask Next Hop Intf Protocol Age Metric
0.0.0.0 0.0.0.0 172.18.124.1 2 Default 0 1
172.18.124.0 255.255.255.0 0.0.0.0 2 Local 0 1
192.168.1.0 255.255.255.0 0.0.0.0 1 Local 0 1
192.168.2.0 255.255.255.0 172.18.124.132 2 RIP 28 2
192.168.3.0 255.255.255.0 172.18.124.131 2 RIP 20 2
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Embora a tabela de roteamento diga que o peer deve ser 172.18.124.131, o SA (fluxo de trafego)
real € através do VPN 3030b Concentrator em 172.18.124.132. A tabela SA tem precedéncia
sobre a tabela de rotas. Apenas um exame mais detalhado da tabela de rotas e da tabela SA no
VPN 3060a Concentrator mostra que o trafego nao flui na dire¢ao correta.
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