Solucao de problemas de integracao do
dispositivo Threat Grid com o FMC
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Introduction

Este documento descreve em detalhes a integracado do Thread Grid Appliance (TGA) com o
Firepower Management Center (FMC).

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- FMC de gerenciamento Firepower

- Configuragao basica do Threat Grid Appliance
- Criar certificados de autoridade (AC)

- Linux/Unix



Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

.« FMC versao 6.6.1
. Threat Grid 2.12.2
. CentOS 8

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Problema

Neste cenario de caso usado, vocé pode ver 2 problemas e dois codigos de erro.
Cenario 1

A integragao falha com erros:

Sandbox registration failed: Peer certificate cannot be authenticated with given CA certificates
(code = 60)

Quando se trata desse problema, o problema esta relacionado ao certificado que nédo é carregado
no FMC como uma cadeia completa. Como o certificado assinado pela CA foi usado, toda a
cadeia de certificados combinada em um unico arquivo PEM precisa ser usada. Em outra palavra,
vocé comeca com CA raiz > Cert intermediario (se aplicavel) > Clean Int. Consulte este artigo do
guia oficial que descreve os requisitos e o procedimento.

Se houver uma cadeia de assinatura de varios niveis de CAs, todos os certificados intermediarios
necessarios e o certificado raiz devem estar contidos em um unico arquivo carregado no FMC.

Todos os certificados devem ser codificados por PEM.

As novas linhas do arquivo devem ser UNIX, ndo DOS.

Se o dispositivo Threat Grid apresentar um certificado autoassinado, carregue o certificado
baixado desse aplicativo.

Se o dispositivo Threat Grid apresentar um certificado assinado por CA, carregue o arquivo que
contém a cadeia de assinatura do certificado.

Cenario 2

Erro de formato de certificado invalido

Invalid Certificate format (must be PEM encoded) (code=0)

Erro no formato do certificado, como mostrado na imagem.


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/file_policies_and_advanced_malware_protection.html

Error

Invalid certificate format (must be PEM
encoded). (code = 0)

Este erro deve-se a formatacgao incorreta do certificado PEM combinado criado na maquina
Windows que usa OpenSSL. E altamente recomendavel usar uma maquina Linux para criar esse
certificado.

Integragéo

Etapa 1. Configure o TGA, como mostrado nas imagens.

tlclllslélc:. Threat Grid Appliance Home  Configuration  Status  Operations  Support
Configuration e Network Configuration
Authentication CLEAN interface
CA Certificates
MAC Address: a/q = P Address: 172.16.2.103 (STATIC)
Change Password
Clustering IP Assignment
Date and Time | STATIC e
Email IP Address
Integrations | 172.16.2.103 |
License Subnet Mask
Network | 255.255.255.0 |
Network Exit P—
NFS 1172.16.2.254 |
Notifications
Host Name
SSH W —
SSL

Primary DNS Server
11721625

Syslog

Secondary DNS Server
[P




ADMIN interface

MAC Address: 40IIEC P Address: 10

IP Assignment
| STATIC v|

IP Address
| 10QEE 30 |

Subnet Mask
| 255.255.255.192 |

Gateway

10 G- |

Host Name
| TG-M5 |

Host (A) | Security

8.30 (STATIC)

Host (uses parent domain if left blank):

W4

Fully qualified domain name (FQDN):

VW com

|P address:

172.16.2.103

| Update associated pointer (PTR) record




Host (A) | Security

Host (uses parent domain if left blank):

TG-M5

Fully qualfied domain name (FQDN):
TR com

|P address:
TOGEE 830

| Update associated pointer (PTR) record

Certificados CA assinados internamente para a interface Clean Admin

Etapa 1. Gere a chave privada que € usada para admin e interface limpa.

openssl ecparam -name secpb52lrl -genkey -out private-ec-key.pem

Etapa 2. Gerar CSR.
Interface limpa

Etapa 1. Navegue até a criagdo do CSR e use a chave privada gerada.

openssl reqg -new -key private-ec-key.pem -out MYCSR.csr

Note: O nome CN deve ser digitado para CSR e deve corresponder ao nome de host da
interface limpa definida em "Rede". Uma entrada DNS deve estar presente no servidor DNS
que resolve o nome de host da interface limpa.




-é|lls-":|c:- Threat Grid Appliance Home  Configuration  Status  Operations  Support

Configuration e Network Configuration
Authentication CLEAN interface
CA Certificates

MAC Address: a4¢Jd= P Address: 172.16.2.103 (STATIC)
Change Password
Clustering IP Assignment
Date and Time | STATC e
Email IP Address
Integrations [ 172.16.2.103 I
License Subnet Mask
Network | 255.255.255.0 |
Network Exit

Gateway

NFS 1172.16.2.254 |
Notifications

Host Name
SSH W —
SSL

Primary DNS Server
1172.16.25

Syslog

Secondary DNS Server
[P

Interface do administrador

Etapa1. Navegue até a criacdo do CSR e use a chave privada gerada.

openssl req -new -key private-ec-key.pem -out MYCSR.csr

Note: O nome CN deve ser inserido para CSR e deve corresponder ao "hostname" da
"interface admin" definida em "Network". Uma entrada DNS deve estar presente no servidor
DNS que resolve o nome de host da interface limpa.

ADMIN interface

MAC Address: 40 QEEEEEEP0 P Address: 10 8.30 (STATIC)

IP Assignment
| STATIC v|

IP Address
| 10QEE 30 |

Subnet Mask
| 255.255.255.192 |

Gateway
10 Q- |

Host Name
| TG-M5 |




Etapa 2. O CSR deve ser assinado pela CA. Faga o download do certificado no formato DER com
o ramal CER.

Etapa 3. Converta CER em PEM.

openssl x509 -inform DER -outform PEM -in xxxx.cer -out yyyy.pem

Limpe a interface CSR e CER para PEM

C:\Users\Administrator\Downloads\TG\NFMC>openssl req —new —-key step?7-1-private-—ec
~key.pem —-out clean—csr.csp

You are about to be asked to enter information that will be incorporated

into your certificate request.

lWhat you are about to enter is what is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code> [AU]:

State or Province Name <(full name> [Some—Statel:

Locality Name {(eg, city)> [1]:

Organization Name <eg, company? [Internet Widgits Pty Ltdl:PPJ
Organizational Unit Name <(eg, section)> [1:IT

Common Name (e.g. server FQDN or YOUR name?> [ ]1:WHEiiee
Email Address [1:

Please enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password []:ClscoB123

An optional company name [1:PPJ

C:\Users“\Administrator\Downloads\IG\FMC>openssl x589 —inform DER —outform PEM -i
n Clean—interface_CSR_CA-signed_DER_CER.cer —-out Clean—interface_CSR_CA-signed_D
ER_PEM.pem

Interface administrativa CSR e CER para PEM

>iNUsersSAdministrator\Downloads\TG\FMC>openssl req —-new —key step?-1-private-ec
-key.pem —out Admin—-interface_CSR.csp
ou are abhout to be asked to enter information that will be incorporated
into your certificate request.
Jhat you are about to enter is what is called a Distinguished Name or a DN.
here are quite a few fields but you can leave some blank
IFor some fields there will be a default value.
If you enter *.’, the field will bhe left bhlank.
ountry Name (2 letter code> [AU]:
tate or Province Name <(full name> [Some-Statel:
Locality Name {eg, city> []:
Organization Name <{eg, company? [Internet Widgits Pty Ltdl:PPJ

Organizational Unit MName <eg, section> [1:IT
ommon MName C(e.g. server FQDN or YOUR name)> [1:TG-iamgm
[Email Address [1:

lease enter the following ’extra’ attributes

o be sent with your certificate request
challenge password [1:Clscol123

An optional company name [1:PPJ

:NUsersSAdministrators\Downloads\TG\NFMC>openssl x589 —inform DER —-—outform PEM
Admin—interface_CSR_CA-signed_DER_CER.cer -out Admin—-interface_CSR_CA-signed_D
I[ER_PEM. pem

Formato correto do certificado para o CVP

Se vocé ja recebeu certificados e eles estdo no formato CER/CRT e podem ser lidos quando um
editor de texto € usado, basta alterar o ramal para PEM.



Se o certificado nao puder ser lido, vocé precisara converter o formato DER em formato legivel
por PEM.

openssl x509 -inform DER -outform PEM -in xxxx.cer -out yyyy.pem

PEM

Exemplo de formato legivel por PEM, como mostrado na imagem.
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DER

F—-——BEGIH CERTIFICATE————- -
MIIFozCCA4ugAWIBAgITGRAAAALex/EQACaWIAAARARRRJANBgkghkiGOwOBAQUF
ADARaMRgWEFgYDVQODEWSUbZ2 lIEZW1vIFJvb3QgQOEWHRCNMT QWM jASMTOWMTUIWheN
M3 OwMjASMTOXxMTUSW i BEMRIWEAYRCZImi ZPyLGOBGRYCc2UxFzAVBgoJkiadk/Is
ZAEZFgd0b21kZW1vMRswGEQYDVQQDEXJUbZ2 l1IEZW1vIEl1Zzc3VpbmcgQOEwWggEiMAOG
C5gGSIb3DQEEBAQUARA4IBDWAWGOERKAOIBAQDCEXmXxLHoOM/521CFtI4DSN6gVNAN
8ixuijS4P55RnQtaqpbibchAZpvbYysNt2uwhA40urkxY2nyn4SMy/2154L9x10u8su
W+/4T2dcFgQEzFiNygVkLop9vREnCEjceD+FREXbPCSZyy4Hhz /XCgwPRfaobx+qg
aV1£Sni0 R = 2 605 £
BhdyONMrZxmQeYgFPUmd2o03x+1yqgl406hIF7LLGFA0cDdgi3R31D90PbT+Dm2ezv0
CEkbCHAj1l3inB3D1tgllEmZelEce+07RvIQXr33umOézeYidokbaHZLvAgMBAAGT
ggGwMIIBrDAQBgkrBgEEAY I SFQEEAWIBADAdBgNVHQ4EFgQUO+wPInpDnognuIlx
BtUbIGLdS1UwgYsGA1UdIASBgzCBgDB+BgorBgEEAYRdZwWwEBMHAWPgYIKEWYBBQUH
AgIwMh4wAFQAbWBtAEQAZQBTAGEAIABQAGEADABPAGMAQAgAFMAMABRAHQAZQEL
AGUAbLgBOMC4GCC=sGAQUFBWIBFiJodHRwWOi BveGtpLnRvbWR1bW8uc2UveGLpL2Nw
cy50dGOAMBKGCSsGAQQBgj cUAGQMHgoAUWB1AGIAQWBBMASGA1UdDWQEAWIBh AP
BgNVHRMBAfSEETADAQH/MBEGA1UdIwWQYMBaAFLO0e0rG2ExZ1ldmboIulwgGgPrSe
MEIGA1UQH G 5 z 2 S Owa2 kvVGIT
RGVtbyUyMFJvb3Q1lMiBDQRS5 ) cwwIQY IKWYBBQUHEAQEEQTA/MDOGCCsGAQUFB2ZAC
hjFodHRwOiBveGtpLnRvbWR1bEWEBuc2UveGLpL1RvbUR1EBWE1IMjBSb290JTIWwQOEu
Y3JOMAOGCSgGSIb3DQEBBQUAA4ICAQBEBKkNHalbX3kkpOXCV3InQoR4CyG61WIS0gL
57uGRcpulSqUu790J534x1WE8rhm32db7qvEDPaYED2 3qudpOSHYUywZIFbwzmo2c
elwZpyJH6NnsugNFDTYQTAWAQB zwCr1dcUFRW301mkPuhEN) ttqCIJ9KeLrwCaM/p
QVyTqWoTUl4/BY+0sLXDGURXrGejcVasZQy4bghmhOTfelTcAOAX4TpVL8XdnWFe
Vonu/rwulnfvliyiWWweZcknAATaagnLXdbFWIXxnVS1lbooZmYXXQqgel FxJV1bhNAWHS
tgdg3t2gBXi3P7XiD+OWfzkABGMJIrmki SSLNpl0/oV+Kw3DuyGYLurgeTWW1JigJd
94GImOVOBX1Py1FQnOnILcxgr+LATEXOPgXTyRCpl/UGH1ih05S51F4GVvPEjOs1BA
ebRkDrN2vU+9kgiUXOhzxierQDmJkCOpSUWNVEPkE/0PT2vXIUAQONdY++cJRwzi+
adWpecZBzW5h30dK1yEDdiNE75rzQcwMlerYTABSIaK6KCTNb7OF4kTW1BSR1WgD
VEAYboYEbfO0ymSCiNmDEKUXgqOMI4S5FIztDhYjJagnlNerodUZnUYa9%y63zuj v2uyQetG
EVWpXscPOfrcrCIiSuvx0KsMiLxuclfVJIyCAJgEMG++LgWxhb247CvhSDE2wZrgO+
QT0pOWaYww==

Exemplo de formato legivel por DER, como mostrado na imagem
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Diferenga entre certificado criado no Windows vs Linux

Uma simples comparacao lado a lado de ambos os certificados ao lado um do outro vocé pode
usar o plug-in Comparar no Notepad ++ anulou a diferenca codificada na linha #68. A esquerda,
vocé pode ver o certificado criado no Windows, a direita, vocé pode encontrar o certificado gerado
na maquina Linux. O da esquerda tem uma devolugao de carro que torna o certificado PEM
invalido para o FMC. No entanto, ndo é possivel diferenciar no editor de texto, exceto aquela linha
no Bloco de Notas ++.



Copie o certificado PEM recém-criado/convertido para as interfaces RootCA e CLEAN para sua
maquina Linux e remova a devolug¢ao do carro do arquivo PEM.

sed -1 's/\r//"'
Exemplo, sed -i 's/\r//' OPADMIN.pem.

Verifique se a devolugao do carro esta presente.

od -c

Certificados que ainda tém retorno de carro apresentados, como mostrado na imagem.




[admin@localhost Desktop]$ od
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Certificado depois de executar isso em uma maquina Linux.



[admin@localhost Desktop]$ od -c MRICA.pem
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Para o FMC, combine Root_CA e o certificado de auséncia de transporte em uma maquina Linux,
use o proximo comando.

cat

Exemplo, cat Clean-interface_CSR_CA-signed_DER_CER_PEM_no-transport.pem Root-CA.pem
> combinar.pem.

Ou vocé também pode abrir um novo editor de texto em sua maquina Linux e combinar ambos os
certificados limpos com devolugao de carro removidos em um arquivo e salva-lo com a extensao
.PEM. Vocé deve ter seu certificado CA na parte superior e o certificado Clean Interface na parte
inferior.



Open ~ | &

CombinedMRICA&PANDEM.pem

MRJCA.pem

----- BEGIN CERTIFICATE-----

PANDEM.pem ___1

MIIGtDCCBZYygAWIBAgITRQAAAPNPLYNBOh]j ZawAEAAAA+TANBYgkghkiGIWOBAQSF
ADBOMRUWEWYKCZImiZPYyLGOBGRYFTGY) YUwxFzAVBgoJkialk/IsZAEZFgdPc29j
LWpvMRwWGgYDVQQDEXNPC29j LWpvLUNDTLREQzAYLUNBMB4XDTIXMDOQWNDIxM] Ux
MloXDTIzMDOWNDIxMjUxMLow] jEKMCIGAIUEAXMbTVIKLUFNUCIURY INNSOwMS5q
dC5qdGdyb3VwMIIBI j ANBgkqhkiGO9wOBAQEFAAOCAQRBAMIIBCgKCAQEASg4ZsmoY
#T2QY07hhzd8b+KbsUMcQQB50pogqvelQ52G7Tmwe+vmg+EYHWbBTgD99KD1xRol
DSyIg3WkilMpIluPi0EUHdAC2TqAdwOreEMKHLFNQ54G]1lwZ6S0hI9J28h/LkRT8
Z35BqqFoxps8s0kp7107HALbxqb45ttUUNN/iV7Z1lyalXI/GkbftDVSWgXUB1RIE
pP+NoQbt/ABQOWNED]R+A] /XKzwlb70Licq4mMBIT6EOTk1IzyaSvepBxYCeoMpt
sKyHCsrncMzs9scw6TMIAoT+ALWZhhTygTnn/eQCNBUZtFOpIpgxXGygyiz+GdICM
6gWz72TZ35Q00CwIDAQABO4IDSTCCAGOWCWYDVRE@PBAQDAGWYMBMGALUdIQQMMADG
CCsGAQUFBWMBMBSGCSSGAQQBg j cVCgQOMAWWCGY IKwYBBQUHAWEWHQYDVROOBBYE
FN5PreQM1gleykPyQzMFwulQswBe FMBSGA1UdIWQYMBaAFO1LUr81lFyud4sinHEcub
YIf9uvmIMIIBaAYDVROTBIIBXzCCAVswggFXolIBUGCCAU+GgcBsZGFwW0Oi8vLOND
PU9Z b g  © 0 OR QL ENOPVE1

YmxpYyUyMEt LleSUyMFNlcnZpY2VzLENOPYNLcnZpY2VzLENOPUNvbmZpZ3VyYXRp <=
b24sREMIT3NvYylgbyxEQz1Mb2NhTD9) ZXI0aWZpY2FOZVIldmIjYXRpb25MaXNe® Ca Cartificate

P23hc2U/b2]1gZWNEQ2xhc3MIY1IMRGLzdHIpYnVOaWoulG9pbnsGO2hedHABLY 9D
DOSUREMWMSSPC29] LWpvLkxvY2FMLONLcNRFbNIvbGwvT3NVYy1lqby1DQO5SUREMw
M11DQSgOKS5jcmyGRWZpbGUGLYy8VLANDTLREQzAXLk9zb2MtamBuTG9j YUwvQ2Vy
dEVucm9sbC9Pc29j LWpvLUNDTLREQzAYLUNBKDQpLmNybDCCAZSsGCCsGAQUFBWEB
BIIBjTCCAYKwgbQGCCSGAQUFBzAChoGNbGRhcDovLY9DTj1Pc29jLWpvLUNDTLRE
DzAYLUNBLENOPUFJIQS*DTj1QdWIsaWMLMjBLZXKIMjBTZXI2aWN1cyxDTj1TZXJ2
aWN1lcyxDTj1Db25mawWd1lcmFOawIuLERDPU9Zzb2Mtam8sREMITGY ) YUw/YOFDZXJ0
aWZpY2FOZT91iYXNLP29iamVjdENSYXNZPWNLcnRpZmLj YXRpb25BdXRob3JpdHkw
ZgY Tkw B QU 0 1/ cn RF
bnJvbGwvQONOVERDMDEUT3NvYylgby5Mb2NhTFIPc29j LWpvLUNDTLREQzAYLUNB
KDQpLmNydDBoBggrBgEFBQcwAoZcZmlsZTovLyB8vQONOVERDMDEUT3NVYylgby5M
b2NhTCODZXIORWSyb2xsLONDTLREQzAXLKk9zb2MtamBuTG9 ] YUxFT3NvYylgby 1D
DOSUREMWMi1DQSgOKSS5] cnQwIQYIKwYBBAGCNXQCBBQeEgBXAGUAYgBTAGUACYB2
AGUACj ANBgkghkiG9wOBAQs FAAOCAQEAOPiMp5UB2+HHOC92Yy 7] zakEONXMptvhj
o¥Ynn4iC48edf6REWVILcyis18bhHTpYMpZ6GarkKHosBILDWYR454qR24WBKY+KX
YPUUNUPYhpX7ucu46QdHNolkbQdyt4xDzV]j faxjKX2POWejglxPT98TZvpwVUZHd
gXEE6r3q7LMfS3FgbSAdvY /wPKROhuDDxOpLIsgXbM8/Q/yEGIIaVyfdxgTPwWBCq
UrRN1AKdmEGV9cBr9/2di/WwNwWNAairHEeRmhrsPLgMEKbQaB8iW+ogrlVIinKagZ
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Este deve ser o seu certificado que vocé carregara posteriormente no seu FMC para integrar-se

ao dispositivo TG.

Carregamento de certificado para dispositivo TG e FMC

Carregar certificado para uma interface limpa

Navegue até Configuration > SSL > PANDEM - Actions Upload New Certificate > Add Certificate,

como mostrado na imagem.
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Carregar certificado para uma interface admin
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Privacy Enhanced ...

Navegue até Configuration > SSL > OPADMIN - Actions Upload New Certificate > Add Certificate,

como mostrado na imagem.
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Carregar certificado para o FMC
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Para carregar o certificado no FMC, navegue para AMP > Dynamic Analysis Connections > Add
New Connection (AMP > Conex6es de andlise dinamica > Adicionar nova conexao) e preencha

as informacodes necessarias.

Nome: Qualquer nome para identificar.

Host: FQDN de interface limpa conforme definido quando o CSR para interface limpa é gerado

Certificado: O certificado combinado de ROOT_CA e clear interface_no-transport.
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Add New Connection

Certificate Upload:
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Use Proxy When Available:

Depois que a Nova conexao for registrada, uma janela pop-up sera exibida, clique no botdo Sim.

€ > C A Notsecure | 172.16.2.240/ddd/#DynamicAnalysisConnections 44 e

Creating Connection...

Do you want to allow redirection to

another page to complete registration?

A pagina é redirecionada para a interface TG Clean e para o prompt de login, como mostrado nas
imagens.



“)=> C o £ httpsy/wi———,com/ activate_deviceTdevice_key=05000000000000000000000000000000000 [E] +== & ¥ L D @ =

1. Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to wmp244100md.ppj.com. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem,

Learn more...
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Aceite o EULA.
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Terms of Use Agreement

This is a legal agreement (“Agreement™) between you, the party using the Threat Grid Service, and Cisco Systems, Inc., a California corporation having offices at 170 West Tasman Drive, San
Jose, CA 95134 (“Cisco™). This Agreement applies to your access and use of Cisco’s Threat Grid Service.

By clicking accept or using the Cisco Technology. you agree that such use is govened by the Cisco End User License Agreement and the applicable Product Specific Terms (collectively, the
“EULA"™). You also acknowledge and agree that you have read the Cisco Privacy Statement.

If you do not have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click ‘accept’ and do not use the Cisco Technology. If you are a
Cisco channel partner accepting on behalf of an end customer (“customer”), you must inform the customer that the EULA applies to customer’s use of the Cisco Technology and provide the

customer with access to all relevant terms.

BY CLICKING ON THE “I| AGREE” BUTTON BELOW YOU ACKNOWLEDGE THAT YOU FulName: | Adminietrator
HAVE READ ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT,

UNDERSTAND THEM, AND AGREE TO BE LEGALLY BOUND BY THEM.
Title: Administrator

A integragdo bem-sucedida exibe um dispositivo ativo, como mostrado na imagem.
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Active Device

A device has been registered and activated with your appliance.

Device Type FMC
Model 42
Model ID 52
Mgmt IF 005056895288
Current status  Active

Clique em Return, de volta a FMC com integracédo TG bem-sucedida, como mostrado na imagem.
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Informagdes Relacionadas

. Guia de configuracdo do Firepower Management Center, versdo 6.6
. Suporte Técnico e Documentacao - Cisco Systems
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