Habilitar canal/video especifico do YouTube e
bloquear o restante do YouTube no SWA
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Introducao

Este documento descreve como permitir canais/videos especificos do YouTube e bloquear o
restante do YouTube no Secure Web Appliance (SWA).

Pré-requisitos
Requisitos
A Cisco recomenda o conhecimento destes topicos:

» Acesso a interface grafica do usuario (GUI) do SWA

» Acesso administrativo ao SWA.

Componentes Utilizados

Este documento n&o se restringe a versdes de software e hardware especificas.

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Configuration Steps

Use estes passos para permitir um canal especifico do YouTube enquanto o acesso ao YouTube
esta bloqueado:

Etapa 1. Crie Categorias de URL Personalizadas e Externas para o canal que precisa conceder
acesso. Neste exemplo, essa categoria de URL é chamada de 'canal'.



Etapa 1.1. Na GUI, navegue até Web Security Manager e escolha URL personalizada e
categorias externas.



Web Security Manager | Security

Authentication

Identification Profiles

SaaS Policies

Web Policies

Decryption Policies ]

Routing Policies |

Access Policies
Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning

1 ™

External Data Loss Prevention

Web Traffic Tap Policies

SOCKS Policies 1

Custom Policy Elements

Y Custom and External URL Cateaories &


https://www.youtube.com/channel/UCsl9s_etl_i6Hb2ilAl71Bw

: verifique se a categoria de URL personalizada do 'Canal' tem prioridade mais baixa do
que a categoria de URL personalizada do "YouTube'.

Custom and External URL Categories

Categories List

Add Category...

Order|| Category Category Type Comments Last Updated Feed Content Delete

1 | Channel | Custom (Local) N/A - @

2 YouTube | Custom (Local) Block Access to YouTube MNSA - W
) —

Etapa 3. Crie perfis de identificacdo para os usuarios que tém permissao para acessar o canal do
YouTube.




Dica: vocé pode definir as categorias personalizadas na Politica de acesso e
descriptografia. Nesse caso, ndo ha necessidade de definir um perfil de ID separado.

Etapa 3.1. Na GUI, navegue até Web Security Manager e escolha Identification Profiles.
Etapa 3.2. Escolha Add Identification Profile.

Etapa 3.3. Insira o Nome do perfil.

Etapa 3.4. Escolha o(s) usuario(s) ou defina os membros por Sub-rede IP.

Etapa 3.5. Clique na se¢édo Avangado e escolha Categorias de URL.

Identification Profiles: Users Allowed To View Channel

Client / User Identification Profile Settings

Enable Identification Profile

( Name: 2/ | |Users Allowed To View Channel )
{e.g. my IT Profile)

Description: | |Users Allowed to View Channel

(Maximum allowed characters 256)

Insert Above: | | 1 (Global Profile) v

User Identification Method

Identification and Authentication: (?) | For additional options, define an authentication realm (see Network > Authentication)
or enable ISE (see Network > Identity Services Engine).

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

( Define Members by Subnet: |m 0.0.0/8 j

‘ A
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTP/HTTPS

Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
(URL Categories: None Selected)
User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only
for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not
applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,
regardless of the protocol selection above.

Imagem - Criar perfil de ID

Etapa 3.6. Adicione as categorias de URL que foram criadas na Etapa 1 e na Etapa 2 e clique em
Concluido.



Identity Profilies: Policy "Users Allowed To View Channel”: Membership by URL Categories

Advanced Membership Definition: URL Category

Select any row below to use that URL Category as membership criteria. Leave all rows unselected if membership by URL Category is not desired.

Add

Category Type Select all

Category

Channel Custom (Local)
‘YouTube Custom (Local)

Etapa 3.7. Enviar alteragoes.

v
v

Etapa 4. Crie uma politica de Descriptografia para descriptografar o trafego do YouTube. Neste
exemplo, o nome da politica é Decrypt Youtube.

Observagao: se vocé nao descriptografar o trafego do YouTube, o SWA nao podera



determinar o endereco do canal na implantagao transparente.

Etapa 4.1. Na GUI, navegue até Web Security Manager e escolha Decryption Policies.
Etapa 4.2. Escolha Add Policies e insira o nome da politica.

Etapa 4.3. Escolha o Perfil de identificacdo criado na Etapa 3.

Decryption Policy: Add Group

Policy Settings

Enable Policy

(P':”“ Name: (2 I Decrypt Youtube J
[€.g. my 11 policy]
Description:
2
(Maximum allowed characters 256)
Insert Above Policy: 1 (Global Policy) VJ
Policy Expires:

[ set Expiration for Policy
On Date: [ MM/DD/YYYY

At Time:

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | Select One or More Identification Profiles Vl
Identification Profile Authorized Users and Groups || add Identification Profile
| Users Allowed To View Channel V| 0 authentication required 7}

Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

b Advanced | Define additional group membership criteria.

[“Cancer |

Imagem - Criar politica de descriptografia

Etapa 4.4. Envie as alteragdes.

Etapa 4.5. Na pagina Politicas de descriptografia, clique em Monitorar na segao Filtragem de
URL.



Decryption Policies

Policies
Add Policy...

Order | Group URL Filtering Web Reputation Default Action Clone Policy Delete
Decrypt Youtube
1 Identification Profile: Users Allowed To View Channel (global policy) (global policy) ﬂ i
All identified users
Sl fiRolicy; Monitor: 107 Enabled Decrypt

Identification Profile: All

Edit Policy Order...

Imagem - Clique na filtragem de URL

Etapa 4.6. Escolha Descriptografar para as categorias de URL e Enviar.

Decryption Policies: URL Filtering: Decrypt Youtube

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings
Global T = .
Settings Pass Through MOI‘!I'CO!‘ Decrypt Drop .7 Quota-Based = Time-Based
3) o ©
Category Category Type @ Select all Select all Select alll | Select all | [Select all | (Unavailable) | (Unavailable)
0 Channel Custom (Local) - v 4 - -
O YouTube Custom (Local) - 4 - -
—

Imagem - Escolher Descriptografar

Etapa 5. Crie uma Politica de Acesso para configurar o acesso ao Canal do YouTube. Neste
exemplo, 0 nome da politica € Permitir YouTube.

Etapa 5.1. Na GUI, navegue até Web Security Manager e escolha Access Policies.
Etapa 5.2. Clique em Add Policy e insira 0 nome da politica.

Etapa 5.3. Escolha o Perfil de identificagao criado na Etapa 3.



Access Policy: Add Group

Policy Settings

Enable Policy

(POHW Name: (2 [ Allow YouTube J
Te.qg. my 1T polcy]

Description:

(Maximum allowed characters 256)

Insert Above Policy: | [ 4 (Global Policy) 5

Policy Expires:
["] set Expiration for Policy

On Date:

At Time:

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | | geject One or More Identification Profiles

Identification Profile Authorized Users and Groups | Add Identification Profile

[l Users Allowed To View Channel "l ] No authentication required W

= Advanced | Use the Advanced options to define or edit membership by protocel, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: HTTP/HTTPS/FTP over HTTP in Identification Profile Users Allowed To View Channel
Proxy Ports: Mone Selected

Subnets: MNone Selected

Time Range: Mo Time Range Definitions Available

(see Web Security Manager = Defined Time Ranges)

(URL Categories: URL Categories Channel, YouTube in Identification Profile Users Allowed To View ChanneD

User Agents: MNone Selected

Imagem - Criar politica de acesso

Etapa 5.4. Enviar alteragoes.

Etapa 5.5. Na pagina Access Policies, clique em Monitor na segdo URL Filtering.

Access Policies

Policies
Add Policy. ..
Protocols and

Order  Group User Agents URL Filtering = Applications Objects Anti-Malware and Reputation HTTP ReWrite Profile | Clone Policy | Delete
Allow YouTube

1 | Identification Profile: Users Allowed To View Channel | (global pelicy) (glebal pelicy) | (global peliey) | (global peliey) (glabal pelicy) G -]

All identified users

Web Reputation: Enabled
No blocked items | Monitor: 107 = Monitor: 342 | No blocked items | Secure Endpoint: Enabled Nane
Anti-Malware Scanning: Enabled

Global Policy
Identification Profile: All

Edit Policy Order.

Imagem - Configurar politica de acesso

Etapa 5.6. Escolha Allow para a categoria Channel.

Etapa 5.7. Escolha Block para a categoria YouTube.



Access Policies: URL Filtering: Allow YouTube

Custom and External URL Category Filtering

These URL Categorices ave defined as group membership crifenia. Al ofher categories ane not applicabie for this palicy.

Use Global Byerride Global Settings
Sungs Bt Redirect Atk (7 Monitor wam 7| Quots:Based  Time-Based
(<] o Li) 5] [] a
Select all Sedect all Select 2l Select all Select all Sedect all (Unavailable) (Unavalabie)
- < - -
= o

Imagem - Definir agcdo da categoria

Etapa 5.8. Na mesma pagina, role até Exceptions to Blocking for Embedded/Referred Content e

Enable Referrer Exceptions.

Etapa 5.9. Escolha Todo o conteudo inserido/indicado.

Excaptions to Blocking for Embedded/Raferred Contant

A web site may embed or refer (o content that is categorized as a different catepory, or that is considered an application. For example, 8 News web site could contain content categorized as Streaming Video, and that is identificd as being the appiication Youtube. By defult, embedded
comient is blocked or manitered based on the sction selocted For its own crtegery  application, regandiess of what web sife i# is e
Antranet).

& Eratile Referrer Exceptions

Set Excaption for Content Referred by These Categories:

Click to select categories... \\

St Excegtion for This Referned Contents

(Al embegded | referred eontent

dedi in, Use this fable fo set exceptions (e.9., bo permif all content neferned fam News web sifes, or from @ custom category nepresenting your

el Excuption
o

Imagem - Habilitar referéncia

Etapa 5.10. Em Set Exception for Content Referred by These Categories, escolha a categoria de URL personalizadado YouTube.

Exceptions ta Blocking for Embedded/ Referred Content

A web gite may embed or refer o content §

Set Exception for Contant Referred by These Categories:

Set Exception for This Referred Content:

is cateporized &5 & different category, or that i considered an appbcation, For example, & News web sife could contain content calegorized s Streaming Wdes, and that i identified a5 belng the spplication Youtube, By default, embedded
content is hiacked ar manitored based on the action selected for its own categary / anpication, regartdiess of what web site i i embecided in. Uise this tabie o set exceptions (e.0.. (0 penTit all Content referred {rom News web Sites, or [rom & CUStOm CItegory rEprEsenting your
Enabie Referrer Excoptions l

Huzd Emgeptacsn
| Concal | | submit |

Imagem - Configurar Conteldo Incorporado

Etapa5.11. Enviar e confirmar alteragOes.



Cuidado: se 0s usuérios acessarem primeiro o Canal, poder&o navegar por todos os videos do Y ouTube.
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



