Redefinir a configuragao do SSO (Single Sign-
On, logon unico) no SNA Manager
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Introduction

Este documento descreve como definir o Logon Unico (SSO) para os valores vazios/padrdo no
Secure Network Analytics Manager.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento sao baseadas no Secure Network Analytics Manager (SMC)
versao 7.1 e posterior.

Um cliente/aplicativo SSH com funcionalidade de copiar e colar é incentivado para este artigo.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Problema

As configuracdes de SSO definidas sdo invalidas ou estao desatualizadas, ou o Gerenciamento
Central mostra Configuration Changes Failed depois que uma configuragdo de SSO invalida ou obsoleta
foi salva.

Solugao

Ha duas partes para a configuragcao do SSO que sao Central Management e Fedlet Manager. Se



for desejada uma comparagao das configuragdes original e final, execute todas as etapas
listadas. Se uma comparacgao nao for desejada, execute somente os comandos que nao estao
marcados como (Opcional). Um comando One-Liner no final deste artigo executa as etapas para
VOCé.

Etapa 1. (Opcional) Se quiser comparar a configuragao atual do Central Management com o

resultado final, execute o0 comando jq '.configurableElements.sso' /lancope/var/services/cm/configuration/$(awk -
F\" {print $8}' /lancope/var/services/cm-agent/configuration/managementChannel.json)/config.json > jqdoldcm.json

comando.

741snt: ~# jqg '.configurableElements.sso' /lancope/var/services/cm/configuration/$(awk -F\"
'{print $8}' /lancope/var/services/cm-agent/configuration/managementChannel.json)/config.json >
jgdoldcm. json

741snc: ~#

Etapa 2. (Opcional) se quiser comparar a configuragao atual com o resultado final, execute o
comando ja . /lancope/var/fedlet-manager/conf/fedlet-manager.json > jgdoldfm.json comando.

741sntc:. ~# jg . /lancope/var/fedlet-manager/conf/fedlet-manager.json > jgdoldfm.json
741snc: ~#

Etapa 3. Crie uma variavel temporaria com o comando tmpfile=$(mktemp) cOmando.

741snt: ~# tmpfile=$ (mktemp)
741snc: ~#

Etapa 4. Crie uma variavel temporaria com o comando cm_file=$(echo
Nlancope/var/services/cm/configuration/$(awk -F\" "{print $8}' /lancope/var/services/cm-

agent/configuration/managementChannel.json)/config.json)comando.

741snt: ~# cm_file=$ (echo /lancope/var/services/cm/configuration/$(awk -F\" '{print $8}°
/lancope/var/services/cm-agent/configuration/managementChannel.json)/config.json)
741sntc: ~#

Etapa 5. Determine sua versao atual do Secure Network Analytics com 0 comando echo
$SWINFO_version comando.

741snt: ~# echo $SWINFO_version
7.4.1

Se a versao do SMC for 7.4.1, execute estes comandos:

741sntc: ~# cp $cm_file $tmpfile && jg --arg foo "" --argjson bar false

' .configurableElements.sso.ssoEnabled = $bar|.configurableElements.sso.ssoDescription =

$foo| .configurableElements.sso.idpXml = $foo|.configurableElements.sso.SSOProxy =

$foo| .configurableElements.sso.ssoOnly = $bar|.configurableElements.sso.downloadIdpXml = $bar'
"Stmpfile" > $cm file && rm -f -- $tmpfile

741snct: ~# cp /lancope/var/fedlet-manager/conf/fedlet-manager.json $tmpfile && jg --arg foo "" --
argjson bar false '.ssoEnabled = $bar|.ssoDescription = $foo|.idpxml = $foo|.ssoProxy =

$foo| .state = "NO_CONFIGURATION" | .message="Single Sign-On is not configured."' $tmpfile
>/lancope/var/fedlet-manager/conf/fedlet-manager.json && rm -f -- $tmpfile
741snc: ~#

Se a versao do SMC for anterior a 7.4.1, execute estes comandos:

711sntc: ~# cp $cm _file $tmpfile && jg --arg foo "" --argjson bar false



' .configurableElements.sso.ssoEnabled = $bar
$foo
$bar
711snt: ~# cp /lancope/var/fedlet-manager/conf/fedlet-manager.json $tmpfile && jq --arg foo "" --

.configurableElements.sso.ssoDescription =

.configurableElements.sso.idpXml = $foo

.configurableElements.sso.ssoOnly =
.configurableElements.sso.downloadIdpXml = $bar' "$tmpfile" > $cm _file && rm -f -- $tmpfile

argjson bar false '.ssoEnabled = $bar|.ssoDescription = $foo|.idpXml = $foo|.state =
"NO_CONFIGURATION" | .message="Single Sign-On is not configured."' $tmpfile >/lancope/var/fedlet-
manager/conf/fedlet-manager.json && rm -f -- $tmpfile

711snc: ~#

Etapa 6. (Opcional) Se quiser comparar a configuragéo do resultado final com as configuragdes
originais, execute estes comandos:

741snt: ~# jqg '.configurableElements.sso' $cm _file > jgdnewcm.json

741sntc: ~# jg . /lancope/var/fedlet-manager/conf/fedlet-manager.json > jgdnewfm.json
741snc: ~# 4diff -y jgdoldcm.json jgdnewcm.json

741snc: ~# diff -y jgdoldfm.json jgdnewfm.json

Etapa 7. (Opcional) Exclua o json arquivos criados como parte deste processo de comparagao na
ultima etapa.

741snc: ~# rm -f jgdoldcm.json jgdnewcm.json
741snc: ~# rm -f jgdoldfm.json jgdnewfm.json

Etapa 8. Cancele a definicdo das variaveis criadas no inicio deste documento.

711snt: ~# unset tmpfile
711snt: ~# unset cm_file
711sntc: ~#

Reinicie o processo de gerenciamento central com 0 comando docker central-managementcomando.

741snt: ~# docker restart svc-central-management
svc-central-nanagenEnt
741snc: ~#

Uma Linha Automatica

Execute este comando para executar todas as etapas vistas neste artigo. A saida contém alguma
formatacao adicional.

bash <(base64 -d <<<
"H4sTIAIXWV2MAA+1WXW/aQBB8769YWVZIpNoobapWQkSgqSIh4AEehaSuVKrrYa3LBvnPuDihg+t+7Z4PBBMhHX6gQEQgDcst6
dnRsyi+GNBA/BGYiB6Bs2RDgEDzQCG/jMFGEXCWpgIoIlzZm5QQZt TYCC6bMTFEAYMGCQUAL / 3wYGGSTN7bLr7 6 ch+eQCNML2
ah9A2qydMhDLD+0SpukY14SHgepjWQyliPhwrZrgUdXefTUfgtQcO1lH5migsD70dfta2PewRAMLULKRMUTUmML1g0TAhP /Vkt
XMM8gDtDQCWIG/JjtoYMmMGOZECB+IMjbFzhmOlgAg06EOXBLPlYdACGGaTIb++g5pftibbTIJE/QvtayBub6cBjiG27tIJT1GY5v2
f1b6NUYIG+ralrV209aukxHmSV8yu8lnXYkXjBZD4CUCWyghlmlEpXOr1DUW7MuLxLIe6egEklMssYVKMG61izspgPVEQVEFY
fp/F4DN/A7X/p9NrB1QSVpjAOm+C894 /8Qwe+QwNI1wLCbEMx01lch703RjOB5TAOhlhIcpzik814zBTFLNO64N/s+FTYaQRN
ceuR+Z+4J61Dxz0QowaWeO/J51HINk8f£z6H2u5I/ZkzIDkcwehxrJqUgkizolBMgvgbNgziF11HQSiyoFLybuKtQS5S8S3vO
vZ8MtbCF7jdMH10W/Vjo5veCqF£TanbPLi4+£f0OkHPufdT1IpQNpO+6ZXg9£f1QeIEArkFIUyobI9+pLYc4 fhEHGZ1tANDP5/20
p/xdoRaB/tx5j/kxjEzgtje0PrY1KPd2arAml1H1jT23mUKQOWE+RW1H1gUz1p8DUSCXE7 1WRNiZQj8gcZkK/FmJvvWNDmo6H
£D2DKaCcKzZglpOX1PUCMCML1WFNUgqgIava6VHCFhCpLIti4sDu6hh9PFmZzONgJvtrYdrFG6iYeVwdb3A100XQ/Pe2/YJgo
g4ggI8jLK11WSqg9QfUfRSaKo/qayREAgG8fHGUiqlZvjlgal3Ib+f0qylbsI3z1gWAL+NCoQVy5wLpV6e2LCWWBBmOaBVRRRr
0SeiFRZ63XCjtP+vNUjxa2ZKoGuyG90030zkftYILAAA=" | gunzip)

Saida de exemplo:

741snt: ~# bash <(base64 -d <<<



"H4sSIAIXWV2MAA+1WXW/aQBB8769YWVZIpNoobapWQkSqSIh4AEehaSuVKrrYa3LBvnPuDihg+t+7Z4PBBMhHX6QQEQDcst6
dnRsyi+GNBA/BGYiB6Bs2RDgEDzQCG/jMFGEXCWpgIoIzZm5QQZtTYCC6bMTFEAYMGCQUAL /3wYGGSTN7bLr7 6ch+eQCNML2
ah9A2qydMhDLD+0SpukY14SHqepjWQyliPhwrZrgUdXefTUfgtQcO1lHE5migsD7odfta2PewRAMLULiKRMUTUmML1g0TAhP /Vkt
XMM8QDtDQCWIG/jtoYMmMGOZECB+IMjbFzhmOlgAq06EOXBLPplYdACGGaTIJb++g5pftibbTJIJE/QvtayBub6cBjiG27tIJT1GY5v2
£f1b6NUYIG+ralrv209aukxHmSV8yu8lnXYkXjBZD4CUCWyghlmlEpXOr1DUW7MuLxLIe6egEklMssYVKMG6izspgPVEQVEFY
fp/F4DN/A7X/pINrB1QSVpjAOmM+C894/8Qwe+QwNI1wLCbEMx01lch703RjOB5TAOhlhIcpzjk814zBTFLNO64N/s+FTYaQRN
ceuR+Z+4J61Dxz0QowaWeO/J51HINk8£z6H2u5I/ZkzIDkcwehxrJqUgkizolBMgvgbNgziF11HQSiyoFLybuKtQS5S8S3v0O
vZ8MtbCF7jdMH1OW/Vjo5veCqFfTanbPLi4d+£0OKkHPufdT1IpQONp0+6ZXg9£f1QeIEArkFIUyobI9+pLYc4fhEHGZz1tANP5/20
p/xdoRaB/tx5]j/kxjEzgt jeOPrY1KPd2arAmlH1jT23mUKQoWf+RW1H1gUz1p8DUSCXE7 1WRNiZQj8gcZkK/FmJvviWNDmo6H
£D2DKaCcKzZglpOX1PUCMCMLIWFNUqgqqgqIava6VHCFhCpLIti4sDu6hh9PFmZzONgJvtrYdrFG6iYeVwdb3A100XQ/Pe2/YJqgo
g4ggI8jLK11WSqg9QfUfRSaKo/qayREAQG8fHGUiqlZvjlgal3Ib+£f0qylbsI3z1gWALi+NCoQVy5wLpV6e2LCWWBBmOaBVRRRr
0SeiFRZ63XCjtP+vNUjxa2ZKoGuyG90030zkftYILAAA=" | gunzip)

Stage 1 - Init Variables and Gather Files
Making temp file ...

Done

Getting current Central Managenent state
Done

Getting current Fedl et Statenent
Done

Stage 1 - conplete

Stage 2 - Mddifying configurations

Updating Central Managenment and Fedl et Manager Confi guration
Done

Stage 2 - Conplete

Stage 3 - Conpare

Conparing CM configurations

Note, this wont | ook any different unless SSO was actually configured previously or this is
br oken

add CMConfig | New CM Conf

{ {

"ssoEnabl ed": true, | "ssoEnabl ed": fal se,
"ssoDescription": "Known Bad Config", | "ssoDescription": "",
"idpXm ": "https://ww. exanpl e. cont, | "idpXm™": "",
"ssoProxy": "", "ssoProxy": "",
"ssoOnly": fal se, "ssoOnly": fal se,
"downl oadl dpXm ": true | "downl oadl dpXm ": fal se
} }

Conparing Fedl et Statenents
A d Fedl et Statenent | New Fedl et Statement

{{

"ssoEnabl ed": true, | "ssoEnabled": false,

"ssoDescription": "Known Bad Config", | "ssoDescription": "",

"idpXm o ", tidpXedt:o ",

"spFgdn": "741snt.exanple.local", "spFqdn": "741snt.exanple.local",

"ssoProxy": "", "ssoProxy": "",

"state": "FAILED TO DOANLCAD | DP", | "state": "NO_CONFI GURATI ON',

"message": "We couldn’'t reach the Identity Provider URL. En | "nessage": "Single Sign-On is not
configured."

b}

Stage 3 - Conplete

Stage 4 - Unset variables and delete tenporary files
Restarting Central Managenent
svc-central - managenent
Done
Stage 4 - conplete



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



