Configurar Mapa de Atributos LDAP para
RAVPN no FTD Gerenciado pelo FDM
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|ntroducéo

Este documento descreve o procedimento para usar um servidor Lightweight Diretory Access Protocol
(LDAP) para autenticar e autorizar usuérios da VPN de Acesso Remoto (RA VPN) e conceder a eles acesso
de rede diferente com base em sua associacéo de grupo no servidor LDAP.

Pré-requisitos
Requisitos

» Conhecimento basico da configuracdo de VPN RA no Gerenciador de Dispositivos de Firewall
(FDM)

» Conhecimento bésico da configuragéo do servidor LDAP no FDM

» Conhecimento basico da APl REST (Application Program Interface) e do Explorador da APl Rest do
FDM

» Cisco FTD versdo 6.5.0 ou mais recente gerenciado pelo FDM

Componentes Utilizados

Foram usadas as seguintes versoes de hardware e software de aplicativos/dispositivos:

» Cisco FTD versdo 6.5.0, build 115

» Cisco AnyConnect versdo 4.10

 Servidor do Microsoft Ative Diretory (AD)

» Postman ou qualquer outra ferramenta de desenvolvimento de AP

Observacdo: o suporte de configuragdo para a ferramenta Microsoft AD Server and Postmal ndo é
fornecido pela Cisco.

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de laboratério



especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma configuracao
(padrdo) inicial. Se arede estiver ativa, certifique-se de que vocé entenda o impacto potencial de qualquer
comando.

Fluxo de autenticacéo

Astive Directony

Fluxo do mapa de atributos L DAP explicado

1. O usuario iniciauma conexao VPN de acesso remoto com o FTD e fornece um nome de usuério e
uma senha para sua conta do Ative Diretory (AD).

2. OFTD enviauma solicitagdo LDAP ao servidor AD pela porta 389 ou 636 (LDAP sobre SSL)

3. O AD responde ao FTD com todos 0s atributos associados ao usuario.

4. O FTD corresponde aos valores de atributo recebidos com o Mapa de atributos LDAP criado no FTD.
Este é 0 processo de Autorizacao.

5. Em seguida, 0 usuario conecta e herda as configuracdes da Politica de grupo correspondente ao
atributo member Of no Mapa de atributos LDAP.

Para afinalidade deste documento, a autorizac&o dos usuarios do AnyConnect é feita usando o atributo
LDAP member Of.

» O atributo member Of do servidor LDAP para cada usuario € mapeado para uma entidade |dapValue
no FTD. Se o usuério pertencer ao grupo do AD correspondente, a Politica de grupo associada a esse
IdapV alue sera herdada pelo usuério.

» Seovaor do atributo member Of de um usuério ndo corresponder a nenhuma entidade do IdapValue

no FTD, a Politica de Grupo padréo para o Perfil de Conex&o selecionado sera herdada. Neste
exemplo, NOACCESS Group-Policy € herdada de .

Configurar
O Mapa de Atributos LDAP para FTD gerenciado pelo FDM est4 configurado com a APl REST.

Etapas de Configuracdo no FDM

Etapa 1. Verifique se o Dispositivo esta registrado no Smart Licensing.
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Etapa 2. Verifique se aslicencas do AnyConnect estdo habilitadas no FDM.
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Etapa 3. Verifique se osrecur sos de expor tagdo controlada estdo Habilitados no token.
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Etapa 4. Navegue até Remote Access VPN > Group Policies.
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Etapa 5. Navegue até Group Poalicies. Clique em '+' para configurar as diretivas de grupo diferentes para
cada grupo do AD. Neste exemplo, as politicas de grupo Finance-Group-Policy, HR-Group-Policy eI T-

Group-Palicy estdo configuradas para ter acesso a diferentes sub-redes.



Add Group Policy

Name

| Finance-Group-Policy

Description

Finance User Group|
Session Settings

Advanced

DMNS Server
Address Assignmiant
Split Tunmeling
AnyConnect Banner Text for Authenticated Chents
Traffic Filters
Windows Browser Proxy
Default domain

AnyConnect client profiles

"

CANCEL E

a€f

O Finance-Group-Policy tem as seguintes configuragoes:

<#root>

firepower#
show run group-policy Finance-G oup-Policy

group-policy Finance-Group-Policy internal
group-policy Finance-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist val ue Finance- G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none



ipv6-address-pools none
webvpn
<output omitted>

a€f

Damesma forma, HR-Group-Policy tem as configuractes abaixo:

<#root>

firepower#
show run group-policy HR G oup-Policy

group-policy HR-Group-Policy internal
group-policy HR-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value HR- G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn

<output omitted>

a€f

Por fim, | T-Group-Policy tem as proximas configuracoes:

<#root>

firepower#
show run group-policy |IT-G oup-Policy

group-policy IT-Group-Policy internal
group-policy IT-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3

vpn-idle-timeout 30



vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value |IT-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn

<output omitted>

a€f

Etapa 6. Crie uma politica de grupo NOACCESS, navegue para Configur acdes da sessdo e desmarque a
opcao L ogon simultaneo por usuério. Isso define o valor vpn-simultaneous-logins como 0.

O vaor vpn-simultaneous-logins na Politica de Grupo quando definido como 0 terminaimediatamente a
conexdo VPN do usuério. Este mecanismo € usado paraimpedir que 0s usuérios que pertencem a qual quer
Grupo de Usuarios do AD que ndo os configurados (neste exemplo, Financas, RH ou TI) estabelecam
conexdes bem-sucedidas com o FTD e acessem recursos seguros disponiveis apenas para as contas de Grupo
de Usuérios permitidas.

Os usuérios que pertencem a grupos de usuarios do AD corretos correspondem ao mapa de atributos LDAP
no FTD e herdam as politicas de grupo mapeadas, enquanto 0s usuarios que ndo pertencem a nenhum dos
grupos permitidos herdam a politica de grupo padréo do perfil de conexdo, que nesse caso € NOACCESS.

a€f



Add Group Policy

Name
Q Search for attribute
NOACCESS
Basic Description

m To avoid users not belonging to correct AD group from connecting

Session Settings

P DNS Server

Select DNS G
Address Assignment elec aroup

Split Tunneling Banner Text for Authenticated Clients

I his message will be shown to successfully authenticated endpoints in the begg

AnyConnect
Traffic Filters

Windows Browser Proxy
Default domain

AnyConnect client profiles

+



Edit Group Policy

O\ Search for attribute

Basic

General

Session Settings

Advanced
Address Assignment
Split Tunneling
AnyConnect

Traffic Filters

Windows Browser Proxy

a€f

Maximum Connection Time

Unlimited minutes

1-d4473924

Idle Time

30 minutes

el

1-35791394; (Default: 30)

Simultaneous Login per User

A Diretiva de Grupo NOACCESS tem as seguintes configuracoes:

<#root>

firepower#

show run group- policy NOACCESS

group-policy NOACCESS internal
group-policy NOACCESS attributes
dhcp-network-scope none

vpn-si mul t aneous-1 ogins 0

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall

Connection Tim



split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify

vlan none

address-pools none
ipv6-address-pools none

webvpn
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect

ssl dtls none

mtu 1406

ssl keepalive 20

ssl rekey time 4

ssl rekey method new-tunnel
dpd-interval client 30
dpd-interval gateway 30
ssl compression none

dtls compression none
profiles none

ssl df-bit-ignore disable

always-on-vpn profile-setting

Passo 7. Navegue até Per fis de conex&o e crie um Perfil de conex&o. Neste exemplo, o nome do perfil €

Acesso remoto-L DAP. Escolha Primary Identity Source AAA Only e crie um novo tipo de servidor de

autenticacao AD.
— > —
i i e — =
CISCO Monitaring Policies Objects Davica: firepower
Connection Profile Mame
Rémoté-Access-LDAP
Group Alias (one per fine, up o 5) Group URL (one per fne, up to 5)

Insiraas informacdes do servidor AD:

* Nome de usuério do diretério

Remote-Access-LDAP

Ad Another Groan Alias Add Another Group URL

Primary ldentity Source

Authentication Type

Chient Certificate Only Aah and Clhent Certificate

Primary lKentity Source for User Authentication

Source
RADIIS Sgrer Growp

0 &



Senhado diretério

DN base

Dominio Primario do AD
Nome de host/Endereco IP
Porta

Tipo de criptografia



Add Identity Realm

@ Identity Realm is used for |dentity Policies and Remote Access VPN. Any changes impact all features the

this realm.
MName Type
LDAP-AD Active Directory (AD)

Directory Username
administrator@example.com

e.4g. User @example.com

Base DN
dc=example,dc=com

&.4. ou=user, de=example, dec=com

Directory Server Configuration

E 192.168.100.125:389

Hostname / IP Address

192.168.100.125

e.g. ad.example.com
Interface

inside_25 (GigabitEthernet0/1)

Encryption

NONE

Add another configuration

Directory Password

AD Primary Domain

example.com

e.g. example.com

Port

389

lrusted CA certificate

CANCEL




, desative a verificacdo de certificado SSL para evitar uma falha de handshake SSL ao enviar solicitacdes de
APl a0 FTD. Isso éfeito se o FTD usar um certificado autoassinado.

& Postman
Edit View Help

Mew...
New Tab
MNew Postman Window

New Runner Window

Import...

Settings

Close Window
Close Tab
Force Close Tab

Exit

REQUEST HEADERS

USER INTERFACE

a€f

Como alternativa, o certificado usado pelo FTD pode ser adicionado como um certificado CA na secéo
Certificado das Configuragoes.
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Etapa 4. Adicione uma nova solicitacdo POST Auth paracriar umasolicitagdo POST delogin parao FTD,
para obter o token para autorizar qualquer solicitagdo POST/GET.

4+ MNew Collection Trash

s FTD-6:5.0 LDAP Authorization 7 r

t = Share Collection

ﬁ.: Renare
& Edit
: F Create afork

Add Request

E'.i. Add Folder

@ Duplicate

! Export

M- Monitor Collection



SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).
Learn mare about il'l.'-.IfI!":_: collections

Reguest name

Regquest description (Optional)

Descriptions suppont Markdowr

Select a collection or folder to save to:

'

Save to FTD-6.5.0 LDAP Authorizat...

aEf
Todas as solicitagdes do Postman para esta colegdo devem conter o seguinte:
BaseURL.: https://<FTD Management |P>/api/fdm/latest/

No URL de solicitagéo, anexe o0 URL base com os respectivos objetos que precisam ser adicionados ou
modificados.

a€f

Aqui, uma solicitacdo de autenticacao para um token € criada, referenciada de https://<FTD Management
| P>/api-explorer. E necessario verificar se ha outros objetos e fazer as alteracdes necessdrias para el es.



https://%3CFTD
https://10.197.224.99/api-explorer
https://10.197.224.99/api-explorer

atd o C [ @ n
Monitoring Paolicies Objects Denvice: ftdsindhrao I:"l'
20 [ /iamitoken
AP] Explorer
Error Catalog Response Class (Status 200)
Madel Example Value
TokenResponseUnion {

A objact contmining alf the possible Gelds from the response of a successiul tokan request. Nor all the Falds wil! be avaiabis.
accoss_token (string, ophonall: The bearer 1oken you need 10 include on AP calls. Please note 1he cusiom access 1okens are ndd synchroniz
generated from cne node will not work on the peer node,.
explres_In (integer, optionall: The number of seconds for which the access token ks valid from the time the token is issued.,
bolen_typae [Siring, optional]: Alaays has the value of "Bearer”.,
rafrosh_token [siring. r:-_r:-r-ona."]: The token you would use on & relresh request.,
refresh_sxpires_in (integer, optional): The number of seconds for which the refresh token s valid from the time the token Is issued, This is al
status_code (infeger, optional): The status code of the token response..,
missage (siring, optional): The detailed message of the tokén response.

Navegue até Cabegalhos e clique em Gerenciar Predefinicdes.

POST - https:/ apl/fdm/ilatestidmitoken

Params Authorization & Heagers (9 Sody Pre-request

JEST SCripd Tests Semngs
F

Headers @

VALUE DESCRIPTION

a€f

Crie um novo Cabecalho Predefinido-L DAP e adicione o seguinte par Chave-Valor:

|Tipo de contedido|aplicativo/json |
|Aceitar llaplicativo/json |

a€f



MANAGE HEADER PRESETS

Add Header Preset

Header-LDAP

KEY VALUE DESCRIPTION
Content-Type application/json
Accept application/json
Ca

Para todas as outras solicitagdes, navegue até as respectivas guias Cabegal ho e selecione este valor de

Cabecalho Predefinido: Cabecalho-L DAP para que as solicitagdes da APl REST usem json como o tipo de
dados principal.

O Corpo da Solicitagdo POST para obter o token deve conter 0 seguinte:

[Tipo ||Bruto - JSON (aplicativo/json) |
lgrant_type ||senha |
Inome do usuério|Admin Username para fazer login no FTD)
|senha ||Senha associada & conta de usudrio admin |
{

"grant_type": "password",

"username": "admin",

"password": "<enter the password>"



POST v https:// apiffdm/latest/fdm/token

a€f

Quando vocé clicaem enviar, o corpo da resposta contém o token de acesso que € usado para enviar
qualquer solicitacéo PUT/GET/POST ao FTD.

a€f
Bod
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{
"access_token": "eyJhbGciOiJIUzI1[...output omitted...]dkrJakCXvP4Lyzdr-xap@",
"expires_in": 1800,
"token_type": "Bearer",
"refresh_token":"eyJhbGciOiJIUzI1[...output omitted...]dkrJakCXvP4Lyzdr-xap@",
"refresh_expires_in": 2400
}
aEf

Esse token é usado para autorizar todas as solicitagdes subsequentes.
aEf

Navegue até a guia Autorizacdo de cada nova solicitagdo e selecione a proxima:
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[Tipo ||OAuth 2.0 |

Token O token de acesso recebido ao executar a Solicitagéo
POST de Logon
Authorization & Head 1 Body & Pre-request Seript Tests @
TYPE @ Heads u;
L lata
aEf

Etapa 5. Adicione umanova solicitacdo GET Get Group-Policies para obter o status e as configuracfes da
Diretiva de Grupo. Colete 0 nome e aid para cada Politica de Grupo configurada (neste exemplo: Finance-
Group-Palicy, HR-Group-Policy e IT-Group-Policy) para usar na proxima etapa.

aEf

A URL paraobter as Politicas de Grupo configuradas €: https.//<FTD Management
| P>/api/fdm/| atest/obj ect/ravpngrouppolicies

aEf
No proximo exemplo, Group-Policy Finance-Group-Policy € destacado.

a€f


https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
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Etapa 6. Adicione umanova solicitagdo POST Create LDAP Attribute Map paracriar o mapade
atributos LDAP. Neste documento, o0 modelo L dapAttributeM apping € usado. Outros model os também
tém operacles e métodos semel hantes para criar um mapa de atributos. Exempl os para esses model os estéo
disponiveis no api-explorer, conforme mencionado anteriormente neste documento.



FTD REST API

AP| Explorer

Emror Catalog
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| LdapAttributeMap

m Jobject/idapattributemaps

m Jobject/Idapattributemaps

Implementation Notes
This APl call is not allowed on the standby unit in an HA pair.

Response Class (Status 200)

Made Example Value

Il..dwﬂttribu‘bﬂdlﬂﬂlﬂ'ﬂl'l

I

n: Nested Entity which includes common obyects for LdmpditnibudeMapping (Mote: The ek iewel constraints B5hed e might
consiraints might exist,}
IdapMama (string): The customer-specific LDAP attribute name that is being mapped,
Field level constraints: cannot be null, must match pattern *{(7;)L.)*5. (Note: Additional constraints might exist),
clscoName (string): An enum value that is the Clsco attribute name that maps 1o the customer-specific attribute name,
Field lewel constraints: cannot be null, (Mote: Additional constraints might exist)
= [FACCESS_HOURS', 'ALLOW_MNETWORK _EXTENSION_MODE', "AUTH_SERVICE_TYPE', "AUTHENTICATED_USER_IDLE_TIMEOUT", “A
'BANMNER 1", 'BANNERZ", "CISCD_AN_PAIR', 'CIS00_IP_PHONE_BYPASS, "CISC0_LEAP_BYPASS', "CLIENT_BYPASS_PROTCCOL”, 'CL
'CLIENT_TYPE_VERSION_LIMITING', 'CONFIDENCE_INTERVAL', 'DHCP_MNETWORK_SCOPE', 'DM_FIELD', "DISABLE _ALWAYS_OMN_VPN
"GATEWAY _FQDN, "GROUP_POLICY", "IE_PROXY_BYPASS_LOCAL', "IE_PROXY _EXCEPTION_LIST', 'IE_PROXY_METHOD', 'IE_PRONXY_
IETF _RADIUS_FILTER_ID, METF _RADIUS_FRAMED_IP_ADDRESS', "IETF_RADIUS _FRAMED_IP_METMASK", "IETF_RADIUS_IPVE_PREF
IETF_RADIUS_INTERFACE I, “IETF_RAMUS_SERVICE_TYPE', 'IETF_RADIUS_SESSION_TIMEQUT, TIKE_DPD_Retry_Interval’, 'IKE_KE
'IFSEC_AUTH_ON_REKEY", IPSEC_AUTHENTICATION', "IPSEC_BACKUP_SERVER_LIST, IPSEC_BACKUP_SERVERS', IPSEC_CLIENT,
IFSEC_CLIENT_FIREWALL_FILTER_OFTIONAL®, “IPSEC_DEFALILT _DOMAIN, “IPSEC_EXTENDED_AUTH_ON_REKEY, IPSEC_IKE_FEEF
'IFSEC_IFVE_SPLIT _TUNNELING_POLICY", 'IFSEC_MODE_CONFIG', IPSEC_OVER_UDE', ‘IPSEC_OVER_UDE_PORT', 'IFSEC_REQUIRE
IBSEC_SPLIT_DNS_MAMES', 'IPSEC_SPLIT_TUMNEL_ALL_DNS', IPSEC_SPLIT_TUNNEL_LIST, IPSEC_SPLIT_TUNMNELING _POLICY,
'IPVE_PRIMARY_DNS, “IPVE_SECONDARY_DNS', "L2TP_ENCRYPTION', "LITP_MPRC_COMPRESSION', 'MS_CLIENT _SUBNET_MASK'
'PETE_MPRC_COMPRESSION', "WEBVPMN_VLAN'],
walueMappings (Array[LdapToCiscoValweMapping]): A list of LdapToCiscoValueMapping objects, which specify the value magpings for
Field level constraints: cannot be null, (Mote: Additional constraints might exist),
type (2ring): ldapattibutemapping

| an:nummurmpm:mappmg[

An LDAP aniribute o group policy mapping defings & cusiomer=specific LDAP attribute name and maps # o a speciiic groy
map. (More: The feld level consiraings listed have might ot cover all the consirainis on the feld. Additional consirainis m-ghr exvst )
IdapMame (string): The customer-spacific LDAP atribute name that is bedng mapped.

Field level constraints: cannot be null, must match patarn ({71005, (Mote: Additional constraints might exist),

valueMappings [#rray| LdapToGroupPalic Y\ JuM..-.ppu':;:I: A& st of LaapToGroupPolicyValueMapping objects, which spacity the valua-
Field level constraints: cannot be null. (Note: Additional constraints might exist),

type (string): ldapattributetogrouppolicymapping

O URL para POSTAR o mapa de atributos LDAP é: https.//<FTD Management
| P>/api/fdm/| atest/obj ect/| dapatributemaps

O corpo da solicitagdo POST deve conter 0 seguinte:

Inome |INome do mapa de atributos LDAP |

ltipo ||| dapatributemapping |

ldapName |[membroDe |

|ciscoName |IGROUP_POLICY |

[l dapValue |\valor memberOf para Usudrio do AD |

Valor da Cisco Norqe_ da Politica de Grupo para cada Grupo de
Usuarios no FDM

a€f


https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

a€f

O corpo da solicitagdo POST contém as informagdes do mapa de atributos L DAP que mapeia uma politica
de grupo especifica paraum grupo AD com base no valor member Of:

{
"name": "Attribute-Map",
"ldapAttributeMaps":
[
{

"ldapName": "memberOf",
"ciscoName": "GROUP_POLICY",

"valueMappings":
[
{
"ldapValue": "CN=Finance-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "Finance-Group-Policy",
"type": "ldaptociscovaluemapping"
},
{
"ldapValue": "CN=HR-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "HR-Group-Policy",
"type": "ldaptociscovaluemapping"
},
{
"ldapValue": "CN=IT-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "IT-Group-Policy",
"type": "ldaptociscovaluemapping"
}

] I
"type": "ldapattributemapping"

}



1,
"type": "ldapattributemap"

Observagdo: o campo member Of pode ser recuperado do servidor AD com o comando dsquery ou
pode ser buscado das depuractes LDAP no FTD. Nos logs de depuracéo, procure o campo
member Of value:.

a€f

A resposta desta solicitagdo POST é semelhante a proxima saida:

o

2

-
4

i

4]

18 "1 CH=HR-Group ,CN=Usérs DC=cisco,DL=com™
11 "¢ L -Group-Policy”,

“typ “ldapteciscovaluemapping™

L .I.l

15 “CH=IT-Grgup LH=Users DC=isco,D=com™
1 "IT-Group-Policy™,
"typeT Tldapteciscovaluemapping”

L
i {
ia “ldap¥alus®: “(H=Finance-Group,(N=Users D=cisco, D =com”,
21 " oValue”: “Fimance-Group-Policy™,
. : “ldaptociscovaluemapping™
23 }
24 1,
5 “type”: “ldapattributemapplng™

I
: “ldapAtiributeToGroug
19 | "ia": "b2laTche-954a-11 .
ia Eypit ldapattributent
1 links™: {
“selfTa “hitps: apl/fdm) I.|I,|--.I,';;::_E|-|I Fldapattributesaps /b2 l14Tcde-984a-11ea-ba? 7- obledScdabic™

Passo 7. Adicione uma nova solicitacdo GET para obter a configuracéo atual de realm do AD no FDM.

A URL paraobter a configuragdo de realm do AD atual é: https.//<FTD Management
| P>/api/fdm/latest/object/realms

a€f


https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

a€f

Observe que o valor da chave IdapAttributeMap é null.

a€f

Etapa 8. Crie umanova solicitacdo PUT para editar o territério AD. Copie a saida daresposta GET da
etapa anterior e adicione-a ao Corpo desta nova solicitagdo PUT . Esta etapa pode ser usada para fazer
modificaces na configuracéo atual do Realm do AD, por exemplo: aterar a senha, o endereco |P ou
adicionar um novo valor paraqualquer chave, como IdapAttributeM ap, neste caso.

Observacdo: € importante copiar o contetido da lista de itens em vez de copiar toda a saida da resposta
GET. A URL de solicitagdo paraasolicitagdo PUT deve ser anexada a ID do item do objeto parao
gual as ateraches sdo feitas. Neste exemplo, o valor é bf50a8ab-9819-11ea-ba77-d32ecc224295

a€f

A URL paraeditar a configuracdo de realm atual do AD é: https://<FTD Management
| P>/api/fdm/latest/object/realms/<realm ID>

O corpo dasolicitagédo PUT deve conter o seguinte :

~ versao obtida da resposta da solicitagéo GET
Versao )
anterior
i ID obtida da resposta da solicitagdo GET
anterior



https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

. Idap-id da Resposta da solicitacdo Create
|dapAttributeMap L DAP Attribute Map
aEf
l i PUT - hitps: fapiffdmilatestiobject/realms/br50aBab-9819-11ea-ba?7-d32ecc 224295
FT O LD sorthor Jifte]
T i 1 L ] { Body @
) test fobject/realms bf50aBab-9819-11ea-bat? - dI2ecc224295
aEf

O corpo da configuracdo neste exemplo &

<#root>

{

"version": "ks3p4hebi xiyy"

"name": "LDAP-AD",
"directoryConfigurations": [
{
"hostname": "<IP Address>",
"port": 389,
"encryptionProtocol": "NONE",
"encryptionCert": null,
"type": "directoryconfiguration"
}
1,
"enabled": true,
"systemDefined": false,
"realmId": 3,
"dirUsername": "administrator@example.com",
"dirPassword": "F*EFxAkEEN
"baseDN": "dc=example, dc=com",
"ldapAttributeMap"



"id": "b2147cOe-984a-1lea-ba77-5b2ed5c4ab8c",
"type": "ldapattributemap"

}I
"adPrimaryDomain": "example.com",

"id": "bf50a8ab-9819-1lea-ba77-d32ecc224295",

"type": "activedirectoryrealm",
"links": {

"self": "https://

[api/fdm | at est/object/real ns/ bf 50a8ab-9819- 11ea- ba77- d32ecc224295"

Verifique seaid de ldapAttributeM ap corresponde ao Corpo da resposta para essa solicitacéo.



Bﬂd'!,-' Cookies (3) Headers (17) Test Results

Pretty Raw Preview Visualize JS5ON * =

1

2 "version™: "ksy7pSTdqfqiw,

3 "name™: SLDAP-AD",
"directoryConfigurations™: [

5 {

G "hostname™: "j Ty

7 "port™: 389,

g "smcryptionProtocol™: "NOME®™,

49 “encryptionCert™: null,

18 "type”: “directoryconfiguration”

11 1

12 1.

13 "enabled”: true,

14 "systeamDef ined” ; f;l]'.n',

15 "realmld™: 3,

16 "dirlserpame™: “adeinistrator =,

17 "dirPassword™: "EeeEmsReaan B

18 —haselh": “do=. sfC=com”,

19 "ldaphttributeMap™: {

20 “version®: “nmwydIwdidiZpo”,

21 "name”: “Attribute-Map”,

22 "1d*: “"b2147cBe-984a-11ea-ba?7-5b2ed5cdabl8c”,
23 “type”: "ldapattreibutesap”

24 }l

25 "adPrimaryDomain®™: © Com"

26 "id7: "bf50a8ab-9819-11ea-bat¥-d32ecc 2242957,
a7 "type™: Tactivedirectoryrealms”,

28 "links": {

29 "self": "https:// / api/fdm/latest/object/realms /bf50a8ab-9819-11ea-bail-dilecc 224295
38 }

3l }

a€f

(Opcional). O mapa de atributos LDAP pode ser modificado com as solicitagbes PUT. Crie umanova
solicitagdo PUT Edit Attribute-M ap e faca alteragdes como 0 nome do valor Attribute-Map ou memberOf.
T

No proximo exemplo, o valor de Idapvalue foi modificado de CN=User s para CN=User Group paratodos
0s trés grupos.



a€f

(Opcional). Para excluir um mapa de atributos LDAP existente, crie uma solicitacdo DELETE Delete
Attribute-Map. Inclua o map-id daresposta HT TP anterior e anexe com a URL base da solicitacéo de
exclusao.

]

Observacdo: Se o atributo member Of contiver espacos, €le deverd ser codificado por URL paraque o
Servidor Web o analise. Caso contrério, uma Resposta HT TP de Solicitacdo 400 Invalida é
recebida. Para cadeias de caracteres que contém espacos em branco, " % 20" ou "+" podem ser usadas
paraevitar este erro.

aEf
Etapa 9. Volte parao FDM, selecione o icone Implantacéo e clique em Implantar Agora.

a€f



Pending Changes

o Last Deployment Completed Successfully
17 May 2020 07:46 PM. See Deployment History

Deployed Version (17 May 2020 07:46 PM)

€ | Idapattributemap Added: Attribute-Map

o Active Directory Realm Edited: LDAP-AD

ldapAttributeMap:

MORE ACTIONS ~

a€f

Verificar

Pending Version

ldapAttributeMaps[@].1ldapName:
ldapAttributeMaps[@].valueMappi
ldapAttributeMaps[@].valueMappi
ldapAttributeMaps[@].valusMapp3
ldapAttributeMaps[@].valueMapp]
ldapAttributeMaps[@].valueMappi
ldapAttributeMaps[@].valueMappi
ldapAttributeMaps[8].ciscoName:
name: Attribute-Map

Attribute-Map

CAMNCEL

As alteracOes de implantacdo podem ser verificadas na secdo Histérico de Implantacéo do FDM.



Device

Administration

Audit Log

Download Configuration

a€f

CISCO FIrepower LeviCe iviana

e
= o o= ==
Manitaring Policies Objects Device: firepower

<4 Deployment Completed: User (admin) Triggered Deployment

Summary  Differences View

Deployed Version

£ Idapattributemap Added: Attribute-Map

Entity ID: biil47cd

D Active Directory Realm Edited: LDAP-AD

Entity ID: b
ldapattributeMap:

Pending Version

ldapatted buteMaps]].
ldapattributeMaps|d].
ldapAttributeMaps]o].
ldapAtteibuteMaps]d].
ldapattributeMaps]d].
ldapattributeMaps|0].
ldapAttributeMaps]d].
ldapattributeMaps|[0].

name: Attrlibute-Map

Artribute-Map

Para testar configuragdo, fornega as credenciais do AD nos campos Nome de usuario e Senha.

Quando um usuério que pertence ao grupo AD Finance-Group tenta fazer logon, atentativa é bem-

sucedida como esperado.

a€f

1dagh
vl
valus
vl
vl
value
vialwi

clisce



Group: Remote-Access-LDAP b

Username: Fnance-User

Password: . okl ok o e o

o Roaming Security:
You are protected by U

DNS queries are encryg

o

cisco AnyConnect Secure Mobility Clier

Status Overview Virtual Private Metwork (WVPM)

Preferences  SWtistcs  Route Detsis  Frew:
VPN

Reaming Security Connedion Infermation

|ﬁh'lr: Connected
Tunnel Mode (1Fvwt): Tumnel A1 T
Tunnel Mode (1Pve): Drop Al Tra
Dymamic Tunnel Exclusion: oine
Roaming Security: Dynamic Tunnel Inclision: None
Disabled while your VPN 5 active, Duration: 00:01:17
Session Disconnect: Hone

Management Connection State:  Disconnects

Address Information

Chent (IPv4): 192.168.10

Chent (IPvG). Hot Avaiabl

Server: 10.197.223
Cobect diagnostc information for all Bytes

instaled components.

a€f

Quando um usuario que pertence ao M anagement-Group no AD tenta se conectar ao Connection-Profile



Remote-Access-L DAP, ja que nenhum Mapa de Atributos LDAP retornou uma correspondéncia, a Politica
de Grupo herdada por esse usuério no FTD é NOACCESS que tem vpn-simultaneous-logins definidos com
o valor 0. Portanto, atentativa de login para esse usuario falha.

VPN:
Login failed.

Login failed.

Group: Remote-Access-LDAP ~

Username: Management-User

Password:
Roaming Security:

You are protected by Umbre
DNS queries are encrypted.

a€f

A configuracéo pode ser verificada com os préximos comandos show da CLI do FTD:

<#root>

firepower#

show vpn-sessi ondb anyconnect

Session Type: AnyConnect

Username

Fi nance- User

Index : 26
Assigned IP : 192.168.10.1 Public IP :10.1.1.1
Protocol : AnyConnect-Parent SSL-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx 1 22491197 Bytes Rx 1 14392

Group Policy :
Fi nance- Group- Pol i cy

Tunnel Group : Remote-Access-LDAP
Login Time 1 11:14:43 UTC Sat Oct 12 2019



Duration : Oh:02m:09s

Inactivity : @h:00m:00s

VLAN Mapping : N/A VLAN

Audt Sess ID : 000000000001a@@05dalb5a3

Security Grp : none Tunnel Zone
<#root>

firepower#

show run aaa-server LDAP-AD

aaa-server LDAP-AD protocol ldap
realm-id 3
aaa-server AD1 host 192.168.1.1
server-port 389
ldap-base-dn dc=example, dc=com
ldap-scope subtree
ldap-login-password *****
ldap-login-dn Administrator@example.com
server-type auto-detect

| dap-attribute-map Attri bute-Mp

<#root>

firepower#

show run | dap attribute-nap

ldap attribute-map Attribute-Map
map-name memberOf Group-Policy

map-value memberOf CN=Finance-Group,CN=Users,DC=cisco,DC=com Finance-Group-Policy
map-value memberOf CN=HR-Group,CN=Users,DC=cisco,DC=com HR-Group-Policy
map-value memberOf CN=IT-Group,CN=Users,DC=cisco,DC=com IT-Group-Policy

Troubleshooting

Um dos problemas mais comuns na configuracéo da APl REST € renovar o token de transporte de tempos
em tempos. O tempo de expiracdo do token é fornecido na Resposta para a solicitagdo de Autenticacdo. Se
esse tempo expirar, um token de atualizacéo adicional podera ser usado por mais tempo. Depois que o token
de atualizagdo também expira, uma nova solicitacgo de Autenticacdo deve ser enviada para um novo token

de acesso recuperado.

Nota:Consulte Informacdes | mportantes sobre Comandos de Depuracdo antes de usar comandos

debug.

V océ pode definir vérios niveis de depuracdo. Por padréo, o nivel 1 é usado. Se vocé alterar o nivel de
depuragdo, o detalhamento das depuragdes podera aumentar. Faga isso com cuidado, especialmente

em ambientes de producéo.

. none



As seguintes depuragdes no FTD CLI seriam Uteis na solucdo de problemas rel acionados ao mapa de
atributos LDAP

debug ldap 255

debug webvpn condition user <username>
debug webvpn anyconnect 255

debug aaa common 127

Neste exemplo, as proximas depuracdes foram coletadas para demonstrar as informacdes recebidas do
servidor AD guando os usuérios de teste mencionados antes de se conectarem.

Depuracdes LDAP para Finance-User :

<#root>

[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]

[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]

Session Start

New request Session, context 0x00002b@482c2d8e®d, reqType = Authentication
Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
supportedLDAPVersion: value = 3

supportedLDAPVersion: value = 2

LDAP server192.168.1.1 is Active directory

Binding as Administrator@cisco.com

Performing Simple authentication for Administrator@example.com t0192.168.1.1
LDAP Search:

Base DN = [dc=cisco, dc=com]
Filter = [sAMAccountName=Finance-User]
Scope = [SUBTREE]

User DN = [CN=Finance-User,OU=Finance,QU=VPN,DC=cisco,DC=com]

Talking to Active Directory server 192.168.1.1

Reading password policy for Finance-User, dn:CN=Finance-User,OU=Finance,OU=VPN,DC=cisco,DC=com
Read bad password count @

Binding as Finance-User

Performing Simple authentication for Finance-User to 192.168.1.1

Processing LDAP response for user Finance-User

Message (Finance-User):

Aut henti cati on successful for Finance-User to 192.168.1.1

[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]

Retrieved User Attributes:
objectClass: value = top
objectClass: value = person
objectClass: value = organizationalPerson
objectClass: value = user
cn: value = Finance-User
givenName: value = Finance-User
distinguishedName: value = CN=Finance-User,OU=Finance,0U=VPN,DC=cisco,DC=com
instanceType: value = 4
whenCreated: value = 20191011094454.0Z
whenChanged: value = 20191012080802.0Z
displayName: value = Finance-User
uSNCreated: value = 16036

menber O : val ue = CN=Fi nance- G oup, CN=User s, DC=ci sco, DC=com



[48]

mapped to Group-Policy: value = Finance- G oup-Policy
[48]

mapped to LDAP-C ass: val ue = Fi nance- Group-Policy

[48] membexOf: value = CN=Usexrs,CN=Builtin,DC=cisco,DC=com

[48] mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[48] mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[48] uSNChanged: value = 16178

[48] name: value = Finance-User

[48] objectGUID: value = .J.2...N....X.0Q

[48] userAccountControl: value = 512

[48] badPwdCount: value = @

[48] codePage: value = 0

[48] countryCode: value = @

[48] badPasswordTime: value = @

[48] lastLogoff: value = 0@

[48] lastLogon: value = 0@

[48] pwdLastSet: value = 132152606948243269

[48] primaryGroupID: value = 513

[48] objectSid: value = ............. B...a5/ID.dT...
[48] accountExpires: value = 9223372036854775807
[48] logonCount: value = 0@

[48] sAMAccountName: value = Finance-User

[48] sAMAccountType: value = 805306368

[48] userPrincipalName: value = Finance-User@cisco.com

[48] objectCategory: value = CN=Person,CN=Schema,CN=Configuration,DC=cisco,DC=com
[48] dSCorePropagationData: value = 20191011094757.0Z

[48] dSCorePropagationData: value = 20191011094614.0Z

[48] dSCorePropagationData: value = 16010101000000.0Z

[48] lastLogonTimestamp: value = 132153412825919405
[48] Fiber exit Tx=538 bytes Rx=2720 bytes, status=1
[48] Session End

Depuracdes LDAP para M anagement-User :

<#root>

[51] Session Start
[51] New request Session, context 0x00002b0482c2d8e@, reqType = Authentication
[51] Fiber started
[51] Creating LDAP context with uri=ldap://192.168.1.1:389
[51] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[51] supportedLDAPVersion: value = 3
[51] supportedLDAPVersion: value = 2
[51] LDAP server 192.168.1.1 is Active directory
[51] Binding as Administrator@cisco.com
[51] Performing Simple authentication for Administrator@example.com to 192.168.1.1
[51] LDAP Search:
Base DN [dc=cisco, dc=com]
Filter [sAMAccountName=Management-User]
Scope = [SUBTREE]
[51] User DN = [CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com]
[51] Talking to Active Directory server 192.168.1.1
[51] Reading password policy for Management-User, dn:CN=Management-User,OU=Management,OU=VPN,DC=cisco,D(
[51] Read bad password count @
[51] Binding as Management-User



[51] Performing Simple authentication for Management-User to 192.168.1.1
[51] Processing LDAP response for user Management-User
[51] Message (Management-User):

[51]

Aut henti cati on successful for Managenent-User to 192.168.1.1

[51] Retrieved User Attributes:

[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]

objectClass: value = top

objectClass: value = person

objectClass: value = organizationalPerson
objectClass: value = user

cn: value = Management-User

givenName: value = Management-User
distinguishedName: value = CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com
instanceType: value = 4

whenCreated: value = 20191011095036.0Z
whenChanged: value = 20191011095056.0Z
displayName: value = Management-User
uSNCreated: value = 16068

menber O : val ue = CN=Managenent - G- oup, CN=User s, DC=ci sco, DC=com

[51]

mapped to Group-Policy: value = CN=Managenent - G oup, CN=User s, DC=ci sco, DC=com

[51]

mapped to LDAP-C ass: val ue = CN=Managenent - G oup, CN=User s, DC=ci sco, DC=com

[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]
[51]

membexOf: value = CN=Usexrs,CN=Builtin,DC=cisco,DC=com
mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com
mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com

uSNChanged: value = 16076

name: value = Management-User

objectGUID: value = i._(.E.O..... Gig

userAccountControl: value = 512

badPwdCount: value = @

codePage: value = 0

countryCode: value = @

badPasswordTime: value = @

lastLogoff: value = 0@

lastLogon: value = 0@

pwdLastSet: value = 132152610365026101

primaryGroupID: value = 513

objectSid: value = ............. B...a5/ID.dW...

accountExpires: value = 9223372036854775807

logonCount: value = 0@

sAMAccountName: value = Management-User

sAMAccountType: value 805306368

userPrincipalName: value = Management-User@cisco.com

objectCategory: value = CN=Person,CN=Schema, CN=Configuration,DC=cisco,DC=com

dSCorePropagationData: value = 20191011095056.0Z

dSCorePropagationData: value = 16010101000000.0Z

[51] Fiber exit Tx=553 bytes Rx=2688 bytes, status=1
[51] Session End

| nfor magbes Relacionadas



Para obter assisténcia adicional, entre em contato com o Cisco Technical Assistance Center (TAC). E
necessario um contrato de suporte vaido: Contatos de suporte da Cisco no mundo inteiro.



https://www.cisco.com/c/pt_br/support/web/tsd-cisco-worldwide-contacts.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



