Configurar AAA e Cert Auth para Secure Client
no FTD via FMC
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Introducao

Este documento descreve as etapas para configurar o Cisco Secure Client over SSL no FTD
gerenciado pelo FMC com AAA e autenticacao de certificado.

Pré-requisitos

Requisitos



A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Cisco Firepower Management Center (FMC)
+ Firewall Threat Defense Virtual (FTD)
» Fluxo de autenticacado de VPN

Componentes Utilizados

+ Cisco Firepower Management Center para VMWare 7.4.1
» Cisco Firewall Threat Defense Virtual 7.4.1

» Cisco Secure Client 5.1.3.62

As informacgodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacdes de Apoio

A medida que as empresas adotam medidas de seguranca mais rigorosas, a combinag&o da
autenticagao de dois fatores (2FA) com a autenticagdo baseada em certificado tornou-se uma
pratica comum para melhorar a seguranga e proteger contra acesso nao autorizado. Um dos
recursos que podem melhorar significativamente a experiéncia e a seguranga do usuario € a
capacidade de preencher previamente o nome de usuario no Cisco Secure Client. Esse recurso
simplifica o processo de login e melhora a eficiéncia geral do acesso remoto.

Este documento descreve como integrar o nome de usuario pré-preenchido com o Cisco Secure
Client no FTD, garantindo que os usuarios possam se conectar a rede de forma rapida e segura.

Estes certificados contém um nome comum, que € utilizado para efeitos de autorizagao.

+ CA : ftd-ra-ca-common-name
» Certificado de Cliente : ssIVPNClientCN
» Certificado do servidor: 192.168.1.200

Diagrama de Rede

Esta imagem mostra a topologia usada para o exemplo deste documento.
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Etapa 1. Configurar a interface FTD

Core Switch

Firepower

Navegue até Devices > Device Management, edite o dispositivo FTD de destino, configure a
interface interna e externa para FTD na guia Interfaces.

Para GigabitEthernet0/0,

« Nome : externo

« Zona de segurancga : outsideZone
* Endereco IP: 192.168.1.200/24

Para GigabitEthernet0/1,

* Nome : dentro

» Zona de seguranga : insideZone
* Endereco IP: 192.168.10.200/24
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Etapa 2. Confirmar licenca do Cisco Secure Client
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Navegue até Devices > Device Management, edite o dispositivo FTD de destino, confirme a
licenga do Cisco Secure Client na guia Device.

License

Lizense Types
Performance Tier:

Export-Controlled Features:
Malware Defense:

L

URL:

Secite Clhent Pramisr

Secure Client Advantage: |8

Secure Client VPN Only

Licenca de cliente seguro
Etapa 3. Adicionar Atribuicdo de Politica

Navegue até Devices > VPN > Remote Access e clique no botdo Add.

= Furewall__hf!ar:\igﬁm%pf.(}enter Overvew  Analyss  Pobcies Objeets  Integration Deply O P £ @ sema~ Ak spcune
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Adicionar VPN de acesso remoto

Insira as informagdes necessarias e clique no botdo Avancar.

* Nome : ftdvpn-aaa-cert-auth
* Protocolos VPN: SSL
+ Dispositivos de destino: 1.x.x.49
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Etapa 4. Detalhes da configuragao do perfil de conexao

Insira as informacgdes necessarias para o perfil de conexao e clique no botao + ao lado do item

Territorio local.

Firawall Management Center

Remote Access VPN Policy Wizard
@ conneciion Protie

1) Pelicy Assignmeant

Detalhes do Perfil de Conexao

Secure Cheet i Aeewis &

Connesction Profile;

Método de Autenticacao : Certificado do Cliente & AAA
Servidor de autenticacao : LOCAL

Nome de Usuario do Certificado: Mapear campo especifico
Campo Primario : CN (Nome Comum)

Campo Secundario: OU (Unidade Organizacional)
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Cliqgue em Local na lista suspensa Adicionar territério para adicionar um novo territorio local.
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Insira as informacdes necessarias para o realm local e clique no botdo Salvar.

« Nome : LocalRealmTest
* Nome de usuario : sslVPNClientCN

Observagao: o nome de usuario € igual ao nome comum no certificado do cliente

F;



Add New Local Realm 9 X

Mamet Description

LocalRealmTest

Local User Configuration
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Lisernanme

S3VPNClientCMN

s Conbirm Fassweord

Sdd another kecal usar

B 15T
-

Detalhes do territério local

Etapa 5. Adicionar Pool de Enderecos para Perfil de Conexao

Clique no botao edit ao lado do item IPv4 Address Pools.

Clhient Address ASsignmment:

Chent IP addeess can be assigned from AAA saner, DHCP sarver and I address pools. When multiple options ane
selected, I[P pddress assigriment i iried in the order of A8A senver, DHCP server and I address pool

L Al Sapver (Pealim o RADILS andy] @
U HCP Saners

,,._- IP fiddieis Paols
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IPvE Address Pools 4
Adicionar Pool de Enderecos IPv4

Insira as informagdes necessarias para adicionar um novo pool de enderecgos IPv4. Selecione o
novo pool de enderecos IPv4 para o perfil de conexao.

* Nome : ftdvpn-aaa-cert-pool
* Intervalo de Enderecos IPv4 : 172.16.1.40-172.16.1.50



* Mascara : 255.255.255.0

Add IPv4 Pool o

Mame*

fidvpn -aaa-cert-pool

Dascription

IFvd Address Range®
172.16.1.40-172.16.1.50

Formal: ipaddr-ipaddr e.g.. 10.72.1.1-10.72.1.150

Mask®

255.255.255.0

Allow Overmndes

.‘Ct-"'II"IJL'E' cessle Oermies i e FOOressE Do SSyedt 1o
weoid 1P aidress oonlicis i case of obpect B shared BCr0ss
mutipde devices

»  Override (0]

Detalhes do Pool de Enderecos IPv4
Etapa 6. Adicionar Politica de Grupo para Perfil de Conexao

Clique no botao + ao lado do item Diretiva de Grupo.

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* -

Edit Group Policy

Adicionar Politica de Grupo

Insira as informagdes necessarias para adicionar uma nova politica de grupo. Selecione a nova



diretiva de grupo para o perfil de conexao.

* Nome : ftdvpn-aaa-cert-grp
* Protocolos VPN: SSL

Add Group Policy Q

Name:*

fidvpn -aaa-cert-grp

Description

General Secure Client Advanced
——

specily the VPN tunnel types that user can use. At least one tunnshng mode

IP Address Pools st b conficured for users to connect over a VPN tunnel
Banner =

DMNS/WINS IPsec-IKEVZ

Split Tunneling

Cancel

Detalhes da Politica de Grupo
Passo 7. Config Secure Client Image para o perfil de conexao

Selecione o arquivo de imagem de cliente seguro e clique no botao Avangar.
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Etapa 8. Acesso a configuragao e certificado para o perfil de conexao

Selecione Security Zone para conexao VPN e clique no botdo + ao lado do item Certificate
Enroliment.

» Grupo de interface/Zona de segurancga : outsideZone
1, Firewall Management Center

O Aradys Podcins Devices Obpects PRGN Depioy C, @ £ @ ocmin

Remote Access VPN Policy Wizard

1) Policy Assignment 7| Connection Prafile Secure Chent D rcoess & Cenitonne Sumemary
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)
Metwork Interface Tor Incoming VPN Access

roup o 8 Security Zone that contains the network intediaces users

Enabée [TLS on member intertaces

A A the devices must have inter/sces. a3 part of the Ineriace Group/Security Zone selected

Device Certificates

Selecionar Zona de Seguranca

Insira as informacgdes necessarias para o certificado FTD e importe um arquivo PKCS12 do
computador local.

* Nome : ftdvpn-cert
» Tipo de registro: arquivo PKCS12



Add Cert Enrollment

Ci Infoemation Canifcale Pasamebers Ky Hevacation

Enrollment Type: | PKCS12 File v

PKCS12 File®: | pCen pix | Browse PKCS12 File

Passphease* - |

Validation Usage: [ WPsec Chent [B) 551 Chent SS5L Server
Skip Check for CA flag in basic constramts of the CA Certificate

Cancel Caem

Adicionar Certificado FTD

Confirme as informagdes inseridas no assistente Access & Certificate e clique no botdo Next.



Observagao: habilite a politica Bypass Access Control para trafego descriptografado
(sysopt permit-vpn), para que o trafego VPN descriptografado nao seja submetido a
inspecéao de politica de controle de acesso.
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Confirmar configuragcdes em Acesso e Certificado

Etapa 9. Confirmar resumo do perfil de conexao

Confirme as informacgdes inseridas para a conexao VPN e clique no botao Finish.
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Cancel Back

Confirmar configuragdes para conexao VPN

Confirme o resumo da politica de VPN de acesso remoto e implante as configuragdes no FTD.



Firewall Management Center o ¢ &9

ftdvpr-aaa-cert-auth =3

Resumo da Politica de VPN de Acesso Remoto

Confirmar na CLI do FTD

Confirme as configuragées de conexao VPN na CLI do FTD ap6s a implantagédo do FMC.

// Defines IP of interface

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.1.200 255.255.255.0
interface GigabitEthernet0/1

nameif inside

security-level 0

ip address 192.168.10.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftdvpn-aaa-cert-pool 172.16.1.40-172.16.1.50 mask 255.255.255.0

// Defines a local user

username ssTVPNCTlientCN password ***** encrypted
// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftdvpn-cert

keypair ftdvpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftdvpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867
quit

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client



enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Bypass Access Control policy for decrypted traffic
// This setting is displayed in the 'show run all' command output
sysopt connection permit-vpn

// Configures the group-policy to allow SSL connections
group-policy ftdvpn-aaa-cert-grp internal
group-policy ftdvpn-aaa-cert-grp attributes
banner none

wins-server none

dns-server none

dhcp-network-scope none
vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20

anyconnect ss1 rekey time none

anyconnect ss1 rekey method none

anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none

anyconnect dtls compression none

anyconnect modules value none

anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the aaa & certificate authentication
tunnel-group ftdvpn-aaa-cert-auth type remote-access

tunnel-group ftdvpn-aaa-cert-auth general-attributes

address-pool ftdvpn-aaa-cert-pool

default-group-policy ftdvpn-aaa-cert-grp

// These settings are displayed in the 'show run all' command output. Start
authentication-server-group LOCAL

secondary-authentication-server-group none



no accounting-server-group

default-group-policy ftdvpn-aaa-cert-grp
username-from-certificate CN OU
secondary-username-from-certificate CN OU
authentication-attr-from-server primary
authenticated-session-username primary
username-from-certificate-choice second-certificate
secondary-username-from-certificate-choice second-certificate
// These settings are displayed in the 'show run all' command output. End
tunnel-group ftdvpn-aaa-cert-auth webvpn-attributes
authentication aaa certificate

pre-fill-username client

group-alias ftdvpn-aaa-cert-auth enable

Confirmar no cliente VPN
Etapa 1. Confirmar certificado do cliente

Navegue até Certificates - Current User > Personal > Certificates, verifique o certificado do cliente
usado para autenticagao.

@ Consolel - [Console Root\Cerificates - Cument User\Personal Certificates) - = *
i File  fAction  Niew Favgntes Window Help = 8 ™
| Hm 0|6 B

Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name tinns

3 i . - . - - . . .
v {tr‘:‘ “:““1 Current User F)ssVPNClientCN ftd-ra-ca-common-name 67162023 Client Authentication  ssBWPNClientCes [l Certificates &

w ] Persona

| Certificates More ... »
horities
Certificates

| Enterprise Trust

Confirmar certificado do cliente

Clique duas vezes no certificado do cliente, navegue para Detalhes, verifique os detalhes de
Assunto.

* Assunto : CN = sslVPNClientCN



&  Certificate o

General Detals  Certification Path

Shivw <Al > v |
Feeld Value M
- Signature algorithm sha256R5A
- |Signature hash algorithm sha256
o Issuer fidra-ca-common-name, Cec...
. \Vahd from Sunday, June 16, 2024 6:12:0...

Maonday, June 16, 2025 6:12:...

SENVPTHCEEATCN, ss=IVPRCEEnDD. ..

| EdtProperties.. | Copy toFie...

Detalhes do Certificado do Cliente
Etapa 2. Confirmar CA

Navegue até Certificates - Current User > Trusted Root Certification Authorities > Certificates,




verifique a CA usada para autenticagao.

» Emitido por : ftd-ra-ca-common-name

[ Conzolel - [Conzole Reot\ Certificates - Current User\ Trusted oot Centification hm.hmhd}tmiﬁcatu]

@ File Afction View Favorites Windew Help
e am {LIXEEEm
1 Conscle Root Issued To Issued By Expiration Date  Intended Purpeses
v Ll Certificates - Current User [5;)COMODO RSA Certificati.. COMODO RSA Centificati..  1/18/2038 Client Authenticat..
v [l Pesomd Lol Copyright (<) 1997 Micros... Copyright (<) 1997 Micros...  12/30/1999 Time Stamping
— Tm:ﬂ::';mmmm ey 7 DESKTOP-VCKHRG DESKTOP-VCKHRG 10/30/2022 Server Authenticat..
o Certificates ) DigiCen Assured 1D Root ... DigiCert Assured 1D Root ...  11/9/2031 <Al
W LI DigiCert Assured ID Root ... DigiCert Assured ID Root ... 11/9/2031 Client Authenticati...
» ) Intermediate Certification Authorities || & CigiCert Global Root CA - DigiCert Global Root CA  11/3/2031 Client Authenticati...
5 [ Active Divectory User Object G DigiCen Global Root G2 DigiCert Global Root G2 11572038 Client Authernticati...
5 7 Trusted Publishers ) DigeCent High Assurance ... DigiCert High Assurance ... 11/9/2031 <All=
5 : Untrusted Cestificates LgIDigiCent High Assurance ... DigiCert High Assurance .. 11/%/2031 Client Authenticati...
» [ Third-Party Root Cestification Authoriti | ColDigiCent Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authenticati...
» 1 Trusted Peaple I—|lﬂi i i) s == == = =
» [ Chent Authentication lssuers B fid-ra-ca- mon-name  fid-m-ca-common-name

» =) Senart Card Trusted Roots

P

e

P T T )

Friendly Man
Sectigo (forr
Whcrosoft Tu
wwwanfraey
<Monex
DigiCert
DigiCert
DigiCert Glol
<Monex
DigiCert
DigiCert Tru:

<Mone»

FomaT o)

» [ Certificates (Local Computer) ol GlobalSign

Confirmar CA

Verificar

Etapa 1. Iniciar conexdo VPN

GlobalSign

121572021

Client Authenticati...

Google Trust

Actions

More ...

_ ftd-ra-ca-...

Mare ...

No endpoint, inicie a conexao do Cisco Secure Client. O nome de usuario € extraido do certificado
do cliente, vocé precisa inserir a senha para autenticagéao VPN.



Observagao: o nome de usuario € extraido do campo CN (Common Name) do certificado
de cliente neste documento.

@ Cisco Secure Client | 152.168.1.200

frdvpn-aaa-cert-auth

Etapa 2. Confirmar sessdes ativas no FMC

Navegue para Analysis > Users > Ative Sessions, verifique a sessdo ativa para autenticagao de
VPN.



Confirmar sesséo ativa
Etapa 3. Confirmar sessdo VPN na CLI FTD

Executeshow vpn-sessiondb detail anyconnect o comando naCLI FTD (Lina) para confirmar a sessdo VPN.

ftd702# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : sdVPNClientCN Index : 7

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14780 Bytes Rx : 15386

PktsTx : 2 PktsRx : 37

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Policy : ftdvpn-aaa-cert-grp Tunnel Group : ftdvpn-aaa-cert-auth

Login Time: 02:38:22 UTC Mon Jun 17 2024

Duration : Oh:01m:22s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb00718200007000666fal9e

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID: 7.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50035 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7390 BytesRx : 0

PktsTx : 1 PktsRx: 0

Pkts Tx Drop : 0 PktsRx Drop : O

SSL-Tunnel:

Tunnel ID : 7.2

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256

Y



Ciphersuite : TLS AES 128 GCM_SHA?256

Encapsulation: TLSv1.3 TCP Src Port : 50042

TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes

Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7390 Bytes Rx : 2292

PktsTx : 1 PktsRx : 3

Pkts Tx Drop : 0 PktsRx Drop : 0

DTLS-Tunnel:

Tunnel ID : 7.3

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384

Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 56382

UDP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 13094

Pkts Tx : 0 PktsRx : 34

Pkts Tx Drop : 0 PktsRx Drop : O

Etapa 4. Confirmar comunicagéo com o servidor

Inicie o ping do cliente VPN para o servidor, confirme se a comunicacdo entre o cliente VPN e o servidor foi bem-sucedida.

Execute capture in interface inside real-time o comando na CLI do FTD (Lina) para confirmar a captura de pacotes.

<tfroot>



ftd702#

capture in interface inside real-tine

Use ctrl-c to terminate real-time capture

1: 03:39:25.729881 172.16.1.40 > 192.168.10.11 icmp: echo request
2: 03:39:25.730766 192.168.10.11 > 172.16.1.40 icmp: echo reply
3: 03:39:26.816211 172.16.1.40 > 192.168.10.11 icmp: echo request
4: 03:39:26.818683 192.168.10.11 > 172.16.1.40 icmp: echo reply
5: 03:39:27.791676 172.16.1.40 > 192.168.10.11 icmp: echo request
6: 03:39:27.792195 192.168.10.11 > 172.16.1.40 icmp: echo reply
7: 03:39:28.807789 172.16.1.40 > 192.168.10.11 icmp: echo request
8: 03:39:28.808399 192.168.10.11 > 172.16.1.40 icmp: echo reply
Troubleshooting

Vocé pode esperar encontrar informagdes sobre a autenticacdo VPN no syslog de depuracéo do mecanismo Lina e no arquivo DART no PC com

Windows.

Este € um exemplo de logs de depuragéo no mecanismo Lina.

/I Certificate Authentication

Jun 17 2024 02:38:03: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 6EC79930B231EDAF, subject name: CN=sslV
Jun 17 2024 02:38:03: %FTD-6-717028: Certificate chain was successfully validated with warning, revocation status was not checked.

Jun 17 2024 02:38:03: %FTD-6-717022: Certificate was successfully validated. serial number: 6EC79930B231EDAF, subject name: CN=ssVPNClientCl

Il Extract username from the CN (Common Name) field

Jun 17 2024 02:38:03: %FTD-7-113028: Extraction of username from VPN client certificate has been requested. [Request 5]
Jun 17 2024 02:38:03: %FTD-7-113028: Extraction of username from VPN client certificate has completed. [Request 5]

/I AAA Authentication

Jun 17 2024 02:38:22: %FTD-6-113012: AAA user authentication Successful : local database : user = ss'VPNClientCN

Jun 17 2024 02:38:22: %FTD-6-113009: AAA retrieved default group policy (ftdvpn-aaa-cert-grp) for user = ssl\VPNClientCN
Jun 17 2024 02:38:22: %FTD-6-113008: AAA transaction status ACCEPT : user = ss'VPNClientCN

Essas depuragdes podem ser executadas a partir da CLI de diagndstico do FTD, que fornece informagfes que vocé pode usar para solucionar

problemas de configuragéo.

e debugcryptocald

e debug webvpn anyconnect 255

e debug cripto ike-common 255
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