Configurar Correspondéncia de Certificado para
Autenticacao de Cliente Seguro no FTD via FDM
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Introducao

Este documento descreve como configurar o Cisco Secure Client com SSL no FTD via FDM
usando a correspondéncia de certificado para autenticagao.

Pré-requisitos

Requisitos



A Cisco recomenda que vocé tenha conhecimento destes topicos:

+ Cisco Firepower Device Manager (FDM) Virtual
+ Firewall Threat Defense (FTD) Virtual
» Fluxo de autenticacado de VPN

Componentes Utilizados

+ Cisco Firepower Device Manager Virtual 7.2.8
» Cisco Firewall Threat Defense Virtual 7.2.8

» Cisco Secure Client 5.1.4.74
+ Editor de perfis (Windows) 5.1.4.74

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

CertificateMatch é um recurso que permite aos administradores configurar critérios que o cliente
deve usar para selecionar um certificado de cliente para autenticagdo com o servidor VPN. Essa
configuracao é especificada no perfil do cliente, que € um arquivo XML que pode ser gerenciado
usando o Editor de perfis ou editado manualmente. O recurso CertificateMatch pode ser usado
para melhorar a segurancga das conexdes VPN, garantindo que apenas um certificado com
atributos especificos seja usado para a conexao VPN.

Este documento descreve como autenticar o Cisco Secure Client usando o nome comum de um
certificado SSL.

Estes certificados contém um nome comum, que é utilizado para efeitos de autorizacao.

« CA: ftd-ra-ca-common-name

+ Certificado de cliente VPN do engenheiro: vpnEngineerClientCN
+ Certificado de cliente VPN do gerenciador: vpnManagerClientCN
+ Certificado do servidor: 192.168.1.200

Diagrama de Rede

Esta imagem mostra a topologia usada para o exemplo deste documento.
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Configuracao no FDM

Etapa 1. Configurar a interface FTD

Navegue até Device > Interfaces > View All Interfaces, configure a interface interna e externa para
FTD na guia Interfaces.

Para GigabitEthernet0/0,

* Nome: externo
* Endereco IP: 192.168.1.200/24
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LOGICAL NAME
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Interface FTD
Etapa 2. Confirmar licenga do Cisco Secure Client

Navegue até Device > Smart License > View Configuration, confirme a licenga do Cisco Secure
Client no item RA VPN License.
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Monioring  Policies  Objects Device: firepower

SUBSCRIPTION LICENSES INCLUDED

This License allows you to parform intrusion detection and prevention and file control. You
must have this Beense to apply intresion pol stoess rules. You also must have this
hcense to apply file policies that control files bazed on file type.

inchudes: T Intrusion Pobcy

URL License

Thiz license allows you 1o control web access based on URL categones and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and neputation,

Includes: URL Reputation

Licenca de cliente seguro

Etapa 3. Adicionar Pool de Enderecos

Navegue até Objetos > Redes, clique no botao +.

o == ==
Policles Obpects Dovice: fwopower

Network Objects and Groups

7 objects

Adicionar Pool de Enderecos

ONONONO,

This licens# lets you perform malware defense. You must have this icense to apply file policies
that detect and block malware in files transmitted over your network.

includes: Cy File Palicy

RA VPN License Type VPN ONLY v DISABLE

@

1 IPwd=Private=10.0.0.0-8 NETWORK 10.000.0/8

Pleasa select the license type that you purchased o enable remate access VPN, Note that
Secure Firewall devics manager does not Support any of the advanced features covered by the
Apox license

Includes: RA-VPN

stlistlee

csco SECURE

Insira as informagdes necessarias para adicionar um novo pool de enderecgos IPv4. clique no
botdo OK.

Nome: ftd-cert-match-pool

* Tipo: Intervalo

Intervalo de IPs: 172.16.1.150-172.16.1.160



Add Network Object

Name
ftd-cert-match-pool
Description
#~
Type
() Metwork () Host () FQDN

IP Range

172.16.1.150-172.16.1.16D

Detalhes do pool de enderecos IPv4
Etapa 4. Criar perfil de cliente seguro
Facga o download e instale o Secure Client Profile Editor do site do_Cisco Software. Navegue até

Lista de servidores, clique no botdo Adicionar. Insira as informagdes necessarias para adicionar
uma Entrada da lista de servidores e clique no botdo OK.

* Nome para Exibicao: cert-match
« FQDN ou endereco IP: 192.168.1.200
* Protocolo principal: SSL


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

.,

‘\gg@r - I ServerlList

{ wenoes (Pa . Untitled
* Proferences (Part 2% Erafie:it

B Backup Servers

= Certificate Pinning
14 Certificate Matching

o Certificate Enrollment
=5

Hostname  Host Addr... User Group  Backup Ser... SCEP Mobdle Sett... Certificate ...

Mote: it Is highly recommended that at least one server be dell

Server List Entry

Server Load Balandng Servers SCEP Mobile Certificate Pinning

Primary Server Connedtion Information
I Display Name (required) cert-match I IPrimdry Protocol | 551 ~ I

FODNor IP A, User Group ASA gateway

192.168.1.200 I

Group URL IKE

192.168.1.200

Backup Servers
Host Address Add
OK Cancel

Entrada da Lista de Servidores

Navegue até Correspondéncia de Certificado, clique no botao Adicionar. Insira as informagdes
necessarias para adicionar uma entrada de nome distinto e clique no botdo OK.

« Nome: CN

» Padrao: vpnEngineerClientCN
» Operador: Igual



Observacao: marque a op¢ao MatchCase neste documento.



ﬁ Cisco Secure Client Profile Editor - VPN

File Help
Lmﬁa et 1 J Certificate Matching
n 5
= Pref. et (Pt 7 Profile: C:Users{ianzh3\OneDrive - Cisco\DesktoplvpnClient.xml
& Backup Servers Key Usage Extended Key Us...
|| Decipher_oOnly [ | serverfuth [ Joves
3 Mobile Policy L Encipher_Only || ClientAuth | JIKE Intermediate
B Server List || CRL _Sign || CodeSign
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|| Digital_Signa... | OCSPSign
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Delete
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Entrada de Nome Distinto

Salve o perfil de cliente seguro no computador local e confirme os detalhes do perfil.
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Perfil de cliente seguro
Etapa 5. Carregar Perfil de Cliente Seguro no FDM

Navegue até Objects > Secure Client Profile, clique no botdo CREATE SECURE CLIENT
PROFILE.



== @ @ .@ @ s adrmin il o CURE
Device: firepower [} . Adminisirator easco SECURE

Object Types ¢ Secure Client Profiles

D Networks

FILE MAME

Start by e G bject
/CREATE SECURE CLIENT PROFILE

A IKE Policies
& IPSec Proposals
& Secure Client Profil...

5 ldentity Sources

Criar perfil de cliente seguro

Insira as informagdes necessarias para adicionar um perfil de cliente seguro e clique no botéao
OK.

» Nome: secureClientProfile
+ Perfil de Cliente Seguro: secureClientProfile.xml (carregar do computador local)

Add Secure Client Profile

MName

secureClientProfile

Descriplion

Secure Client Profile

LFLOAD ] sacuraCheniProdile xmil

CANCEL



Adicionar perfil de cliente seguro
Etapa 6. Adicionar Politica de Grupo

Navegue até Device > Remote Access VPN > View Configuration > Group Policies e clique no
botéo +.

| R . Monitoring Policics Objects

Device Summary

Group Pdlicies

- — 0

A SPUIT TURNILING PVE SPUIT TURNELING

= : acrmin IO [ [T p——
@ @ @ @ . Adminisiraior enee SECURE

1 DfmGrpPolicy Adloes all traffic Adlow all traffic

Adicionar Politica de Grupo

Insira as informagdes necessarias para adicionar uma politica de grupo e clique no botdo OK.

* Nome: ftd-cert-match-grp
+ Perfis de cliente seguro: secureClientProfile

Add Group Policy ¥
Q sgarch for stinbute Marme

fid-cart-rmateh=-gre
Basic

Session Settings

&
Advanced
DMNS Sarver
Addrass .ﬁ.!!-igl'll'l'l-!ﬁl
SEiect LSS GIoUn W
Split Tunneling
Sacura Cllent Bannér Text for Authenticated Chents
Traffic Filters Secure Client profiles
Windows Browsar Proxy
T F

-

Detalhes da Politica de Grupo

Passo 7. Adicionar Certificado FTD



Navegue até Objetos > Certificados, clique em Adicionar certificado interno do item +.

= - ORE Q@ ¢ e ik secure
Polcies Device: firspower (] - Adiministrator . .
+ Certificates
121 objects T
Preset Aiters: Srytem defied, User defined
" A TYPE
I AAA-Certificate-Services Trusted CA Certificate Add Trataed CA Cortificate
2 ACCVRALZ1 Trusted CA Caertificate
1 Actalis-Authentication-Root-CA Trusted CA Certificate
4 AffirmTrust-Commaercial Trusted CA Certificate
5 AffirmTrust-Networking Trusted CA Certificate
& AlfirmTrust-Premism Trusted CA Certificate
¥ AffirmTrust-Premium-ECC Trusted CA Certificate
8  Amazon-Root-GA-1 Trusted CA Certificate
@ Amaron-Root=-CA=2 Trusted CA Certificate
10 Amazon-Root-CA-3 Trusted CA Certificate
11 DefaultintermnalCertificate Internal Certificate
12 DefaultWebserverCortificate Internal Certificate

Adicionar certificado interno

Clique em Carregar certificado e chave.

Choose the type of internal certificate you want

1O Creaie

B Upload Certihcate and Key
Create a centificate from existing files
PEM and DER files are supported.

(s} Seli-Signed Certificate
Create a new certificate that is signed
by the devicea.

Carregar certificado e chave

Insira as informagdes necessarias para o certificado FTD, importe um certificado e uma chave de
certificado do computador local e clique no botdo OK.



* Nome: ftd-vpn-cert
» Uso da validagao para servicos especiais: servidor SSL

Add Internal Certihcate

Name

ftd-vpn-cer

Lartificate

=====BEGIM CERTIFICATE====-=
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Certificate Key

== === BEGIN R5A PRIVATE KEY====--
MITEcgTBAAKCAQEAxdnSe TUegoS-GUGINgIF T fexHRERrfEod0ccBdz LYEL1 T zuE -
SHRPULYPAT S gwC FFCXLMOSOEVET | LR SnvidBNoakUbZVIcRIgHIAJERT plhatd

S L Pl S e ey o e e e TS 1 P e T Al I g g Ty P R e &

vakdation Usage for Special Services

CANCEL

Detalhes do certificado interno

Etapa 8. Adicionar CA ao FTD

Navegue até Objetos > Certificados, clique em Adicionar certificado CA confiavel do item +.
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T [ Monitering Policies Objects Device: firepower e - Administrator asce SECURE

W Application Filters

Certificates

120 objects Y Filter -

Preset filbers: System defined, User defined Ak Intarnal Gk

o iniomel enmice
1 NGFW-Default-InternalCA Internal CA Add Trusted CA Certificate

& UALs

2  AAA-Certificate-Services Trusted CA Certificate
3 ACCVRAIZ1 Trusted CA Certificate
& Identity Sources 4 Actalis-Authentication-Root-CA Trusted CA Certificate
1 Users 5 AffirmTrust-Commercial Trusted CA Certificate
6 AffirmTrust-Metworking Trusted CA Certificate
7 AffirmTrust-Premium Trusted CA Certificate

Adicionar Certificado CA Confiavel

Insira as informagdes necessarias para a CA e importe um certificado do computador local.

* Nome: ftdvpn-ca-cert
» Uso de Validagao para Servicos Especiais: Cliente SSL

Add Trusted CA Certificate

Mame

ftdvpn-ca-cert

Cartificata o - ra - ea.cn
Paste cemificabe Fchoose a file {DER, PEM, CTRT, 3 I JOvER0. LAETLNCADE I
=== ==BEGIN CERTIFICATE-=--- -

MITDbOCCAL S ghuTBAGT TUKK gL g2 29 /DY JKoT Thy cNAQE L Bet TELMAKGALUE -
BHMCS LaxD{ AMB VA TEVR va3 LvMQawDAYDYOOHEWVUIL 2t 5b 2 EOMAGATUECHMF

FERT 2N M LAD AR D L TEE e o "HE ARS8, T W e s ™ e o o e e e T el e LS F

Skip CA Carntificate Check

Validation Usage for Special Services

CANCEL




Detalhes do Certificado de Autoridade de Certificacdo Confiavel
Etapa 9. Adicionar Perfil de Conexdo VPN de Acesso Remoto

Navegue até Device > Remote Access VPN > View Configuration > Connection Profiles, clique no
botdo CREATE CONNECTION PROFILE.

i) 3 oz
Firewall Device Manager - o o
= Monitoring Policles Objects

@ @ @ @ : admin T e
(] g Administrator emen: SRR

T

RAVPN Device Su ¥ )
Remote Access VPN Connection Profiles

Connection Profiles

ﬁ Group Policies

GROUP POLICY

B sAML Server

[ |

Adicionar Perfil de Conexdo VPN de Acesso Remoto

Insira as informagdes necessarias para o perfil de conexao e clique no botdo Avancar.

* Nome do perfil de conexao: ftd-cert-match-vpn

» Tipo de Autenticagcao: Somente Certificado do Cliente

» Nome de usuario do certificado: Mapear campo especifico
+ Campo Primario: CN (Nome Comum)

« Campo Secundario: OU (Unidade Organizacional)

» Pools de Enderecos IPv4: ftd-cert-match-pool
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fid-cert-match-van

Primary |dentity Source

Authantication Typs

Client Certificate Gnly v
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Detalhes do perfil de conexdo VPN
Insira as informagdes necessarias para a diretiva de grupo e clique no botao Avangar.

 Exibir Politica de Grupo: ftd-cert-match-grp
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Selecionar Diretiva de Grupo

Selecione Certificate of Device Identity, Outside Interface, Secure Client Package para conexao
VPN.

 Certificado de identidade do dispositivo: ftd-vpn-cert
* Interface externa: externa (GigabitEthernet0/0)
» Pacote de cliente seguro: cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg



Observacao: o recurso NAT Exempt foi desativado neste documento.
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Detalhes das configuragdes globais
Etapa 10. Confirmar resumo do perfil de conexao

Confirme as informacgdes inseridas para a conexao VPN e clique no botao FINISH.
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W) Adwanced

Autharization Server

Accounting Server
Client Addness Pool Assignment

WPvd Address Pool
W6 Address Pool
DHCP Servers

STEP 2: GROUP POLICY

Giroup Policy Name
Banner + DNS Senver

DHS Server

Barner toxt for sutherticated clents

Session Settings
Mazimum Connection Time | Alert Intenval
Bdie Tameout [ Alert interval

Simultansous Login par User

Split Tunneling
w4 Spiit Tunneling

P Split Tunnaling

Secure Client
Secure Clent Profiles
Cartificate of Device kdentity
ihatside interface

Fully- quakified Domain Mame for the Outside
Interlace

Part

Access Control for VPN Traffic
NAT Exempt

MAT Exempt

Insido Intarfaces

Insido Networks

Secure Client Package

Packigus

Cheni Certificate Only

Map Specific Fald
TN (Comenon Nasma)

O {Dvpasiantional Unit)

3 Mgt muanch posl

o oot msch-grp

Uniliibed 1 1 minutss
307 1 minubes

i

Allow all iraific over tunnel

ABcww all tradfic cver tunnes

& secureClemProfie

B hd-vpn-cernt

B GigabiiEthemeti0 {outside)

55 Windows: ceo-secure-cSrt-win=1, 1.8, T4-webepioy - k0.0kg

Confirmar resumo do perfil de conexao

Confirmar na CLI do FTD
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Confirme as configuragoes de conexao VPN na CLI do FTD apds a implantagdo do FDM.



// Defines IP of interface

interface GigabitEthernet0/0

speed auto

nameif outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-cert-match-pool 172.16.1.150-172.16.1.160

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

enrollment terminal

keypair ftd-vpn-cert

crl configure

// Server Certificate

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Trustpoint for CA

crypto ca trustpoint ftdvpn-ca-cert
enrollment terminal
validation-usage ss1-client

crl configure

// CA

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/anyconnpkgs/cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg 2
anyconnect profiles secureClientProfile disk0:/anyconncprofs/secureClientProfile.xml
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Configures the group-policy to allow SSL connections



group-policy ftd-cert-match-grp internal
group-policy ftd-cert-match-grp attributes
dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify

vlan none

address-pools none
ipv6-address-pools none

webvpn

anyconnect ss1 dtls none

anyconnect mtu 1406

anyconnect ss1 keepalive none
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client none
anyconnect dpd-interval gateway nhone
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules none

anyconnect profiles value secureClientProfile type user
anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

// Configures the tunnel-group to use the certificate authentication
tunnel-group ftd-cert-match-vpn type remote-access

tunnel-group ftd-cert-match-vpn general-attributes

address-pool ftd-cert-match-pool

default-group-policy ftd-cert-match-grp

tunnel-group ftd-cert-match-vpn webvpn-attributes

authentication certificate

group-alias ftd-cert-match-vpn enable

Confirmar no cliente VPN
Etapa 1. Copie o perfil do cliente seguro para o cliente VPN

Copie o perfil de cliente seguro para o cliente VPN do engenheiro e o cliente VPN do gerente.



Observagao: o diretoério do perfil de cliente seguro no computador Windows:
C:\ProgramData\Cisco\Cisco Secure Client\VPN\Profile

: = | Profile
“ Home Share View
<« T » This PC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client » YVPM » Profile v O
Mame Date modified Type Size
#r Cuick access
MgmitTun b 372024 20:15 File folder
I Desktop : : s N
+ Downloads

secureClientProfile L o2 10:48 ML Document A KE
% Documents

Etapa 2. Confirmar certificado do cliente

No cliente VPN do engenheiro, navegue para Certificates - Current User > Personal > Certificates,
verifique o certificado do cliente usado para autenticacao.
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_*]I Cm:m::-;; Current User ?.]M'Pﬁtm] nesrClientCN ftd-ra-ca-commeon-name [ A3 0-Tr i viy Clhent Authentication -.'anngln“rCh: Certificates &
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Confirmar certificado para cliente VPN do engenheiro

Clique duas vezes no certificado do cliente, navegue para Detalhes, verifique os detalhes de
Assunto.

» Assunto: CN = vpnEngineerClientCN
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Detalhes do certificado de cliente do engenheiro

No cliente VPN do gerenciador, navegue para Certificates - Current User > Personal >
Certificates, verifique o certificado do cliente usado para autenticagéo.
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Clique duas vezes no certificado do cliente, navegue para Detalhes, verifique os detalhes de

Assunto.

+ Assunto: CN = vpnManagerClientCN
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Detalhes do Certificado de Cliente do Gerenciador

Etapa 3. Confirmar CA



Tanto no cliente VPN do engenheiro quanto no cliente VPN do gerente, navegue para Certificates
- Current User > Trusted Root Certification Authorities > Certificates, verifique a CA usada para
autenticacgao.

* Emitido por: ftd-ra-ca-common-name
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Confirmar CA

Verificar

Etapa 1. Iniciar conexdo VPN

No cliente VPN do engenheiro, inicie a conexado do Cisco Secure Client. Ndo ha necessidade de
inserir o nome de usuario e a senha, a VPN se conectou com éxito.

| [« : g 8 Cisco Secure Client | cert-match

a-\ Your chenit cernhoate wil e Loed fi BUTRIANE

Group: Fred-cert-match-vpn hd I

Conexao VPN bem-sucedida para o VPN Client do Engenheiro

No cliente VPN do gerenciador, inicie a conexao do Cisco Secure Client. A conexao VPN falhou
devido a uma falha na validacao do certificado.
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Falha na conexao VPN para o cliente VPN do gerenciador
Etapa 2. Confirmar sessées VPN na CLI FTD

Execute show vpn-sessiondb detail anyconnect 0 comando na CLI do FTD (Lina) para confirmar as sessdes de VPN do engenheiro.

firepower# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 32

Assigned IP: 172.16.1.150 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 14718 Bytes Rx : 12919

Pkts Tx : 2 PktsRx : 51

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-cert-match-grp Tunnel Group : ftd-cert-match-vpn
Login Time: 05:42:03 UTC Tue Jul 2 2024

Duration : Oh:00m:11s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess |D : 00000000000200006683932b

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 32.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50170 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.17763

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7359 BytesRx : 0

PktsTx : 1 PktsRx : 0



Pkts Tx Drop : 0 Pkts Rx Drop : 0

SSL-Tunnel:

Tunnel ID : 32.2

Assigned IP: 172.16.1.150 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA 384
Encapsulation: TLSv1.2 TCP Src Port : 50177

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7359 Bytes Rx : 12919

Pkis Tx : 1 PktsRx : 51

Pkts Tx Drop : 0 PktsRx Drop : 0

Troubleshooting

Vocé pode esperar encontrar informagdes sobre a autenticagdo VPN no syslog de depuragdo do mecanismo Lina e ho arquivo DART no

computador Windows.

Este € um exemplo de logs de depuragdo no mecanismo Lina durante a conexdo VPN do cliente do engenheiro.

Jul 02 2024 04:16:03: %FTD-7-717029: |dentified client certificate within certificate chain. serial number: 7AF1C78ADCC8F941, subject name: CN=vpn
Jul 02 2024 04:16:03: %FTD-6-717022: Certificate was successfully validated. serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerCli¢
Jul 02 2024 04:16:04: %FTD-6-113009: AAA retrieved default group policy (ftd-cert-match-grp) for user = vpnEngineerClientCN

Jul 02 2024 04:16:09: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50158 to 192.168.1.200/443 for TLSv1.2 sess
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



