Como executar a autenticacao e ativagao no
Cisco Secure PIX Firewall (5.2 a 6.2)

Contents

Introduction

Prerequisites

Requirements

Componentes Utilizados

Portas RADIUS configuraveis (5.3 e posterior)
Conventions

Autenticacdo de Telnet - Interna

Diagrama de Rede

Comandos adicionados a configuracdo PIX

Autenticacdo da Porta do Console

Cisco Secure VPN Client 1.1 autenticado - Fora

VPN 3000 2.5 ou VPN Client 3.0 autenticado - Externo
VPN 3000 2.5 ou VPN Client 3.0 autenticado — Externo — Configuracéo cliente
SSH — Dentro ou fora

Diagrama de Rede

Configurar SSH autenticado por AAA

Configurar SSH local (sem autenticacdo AAA)

Depuracdo SSH

que pode dar errado

Como remover a chave RSA do PIX

Como salvar a chave RSA do PIX

Como permitir o SSH de fora do cliente SSH

Habilitar autenticacao

Informacdes de syslogg

Obtenha acesso quando o servidor AAA estiver inoperante
Informacdes a serem coletadas se vocé abrir um caso de TAC
Informacdes Relacionadas

Introduction

Este documento descreve como criar acesso autenticado AAA para um Firewall PIX executando

PIX Software, versdo 5.2 a 6.2. Além disso, fornece informacdes sobre como habilitar a

autenticacao, informacgdes de SYSLOG e sobre como obter acesso quando o servidor AAA esta
sem conexao. No PIX 5.3 e posterior, a mudanga de AAA (autenticacao, autorizagao e relatoério)

em relagcao as versoes anteriores do codigo é que as portas RADIUS s&o configuraveis.



No software PIX versdes 5.2 e posteriores, € possivel criar um acesso autenticado por AAA para
o PIX de cinco modos diferentes:

- Autenticacao de Telnet - Interna

- Autenticacdo da Porta do Console

- Cisco Secure VPN Client 1.1 autenticado - Fora

- VPN 3000 2.5 autenticado - externo

- Shell Seguro Autenticado (SSH - Authenticated Secure Shell) - Interno ou Externo
Observagao: DES ou 3DES devem ser ativados no PIX (emita um comando show version para
verificar) para os trés ultimos métodos. No PIX Software versao 6.0 e posterior, o PIX Device
Manager (PDM) também pode ser carregado para ativar o gerenciamento da GUI. Este
documento ndo abrange o PDM.

Para obter mais informagdes sobre o comando authentication e authorization para PIX 6.2,
consulte o PIX 6.2 : Exemplo de configuracdo do comando de autenticacéo e autorizacao.

Para criar acesso autenticado por AAA (Cut-through Proxy) a um PIX Firewall que execute o
software PIX versdes 6.3 e posteriores, consulte PIX/ASA : Proxy Cut-through para Acesso a
Rede usando o Exemplo de Configuracao de Servidor TACACS+ e RADIUS.

Prerequisites

Requirements

Execute estas tarefas antes de adicionar a autenticagdo AAA:

- Execute estes comandos para adicionar uma senha para o PIX:passwd wwtelnet <local_ip>
[<mask>] [<if_name>]O PIX criptografa automaticamente esta senha para formar uma string

criptografada com a palavra-chave criptografada, como neste exemplo:
passwd OnTr BUGLTpOednkr encrypted

Nao é necessario adicionar a palavra-chave criptografada.
- Certifique-se de que é possivel executar telnet da rede interna para a interface interna do PIX
sem autenticacao AAA depois de adicionar essas instrugoes.
- Sempre tenha uma conexao aberta ao PIX enquanto adiciona instrucbdes de autenticacao
caso seja necessario fazer o backup dos comandos.
Na autenticacdo AAA (diferente do SSH em que a sequéncia depende do cliente), o usuario vé
uma solicitagao para a senha do PIX (como na senha <what>) e, em seguida, uma solicitagdo
para o nome de usuario € a senha do RADIUS ou TACACS.

Observagao: vocé nao pode executar telnet para a interface externa do PIX. O SSH pode ser
usado na interface externa se conectado de um cliente SSH externo.

Componentes Utilizados

As informacgdes neste documento sdo baseadas nestas versdes de software e hardware:

. Software PIX versdo 5.2, 5.3, 6.0, 6.1 ou 6.2
. Cisco Secure VPN Client 1.1
. Cisco VPN 3000 Client 2.5


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a00800949d6.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a00800949d6.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a00800949d6.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807349e7.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807349e7.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807349e7.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807349e7.shtml

- Cisco VPN Client 3.0.x (cédigo PIX 6.0 necessario)

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Portas RADIUS configuraveis (5.3 e posterior)

Alguns servidores RADIUS utilizam portas RADIUS diferentes de 1645/1646 (geralmente
1812/1813). No PIX 5.3, as portas de autenticacao e tarifacdo RADIUS podem ser alteradas para
outras que nao o padrao 1645/1646 com estes comandos:

aaa-server radius-authport #

aaa-server radius-acctport #

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacodes sobre
convencoes de documentos.

Autenticacao de Telnet - Interna

Diagrama de Rede
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Comandos adicionados a configuracdo PIX

Adicione estes comandos a sua configuragao:
aaa-server topix protocol tacacs+
aaa-server topix host 10.31.1.41 cisco timeout 5

aaa authentication telnet console topix

O usuario vé uma solicitagao para a senha do PIX (como em passwd <what >) €, em seguida, uma
solicitacao para o nome de usuario € a senha do RADIUS ou TACACS (armazenados no servidor

10.31.1.41 TACACS ou RADIUS).

Autenticacido da Porta do Console

Adicione estes comandos a sua configuracao:

aaa-server topix protocol tacacs+



aaa-server topix host 10.31.1.41 cisco timeout 5
aaa authentication serial console topix

O usuario vé uma solicitagdo para a senha do PIX (como na senha <o que>) €, em seguida, uma
solicitagao para o nome de usuario/senha do RADIUS/TACACS (armazenado no servidor
RADIUS ou TACACS 10.31.1.41).

Diagrama - VPN Client 1.1, VPN 3000 2.5 ou VPN Client 3.0 — Lado externo
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Cisco Secure VPN Client 1.1 autenticado - Fora

Cisco Secure VPN Client 1.1 autenticado Fora
Configuragao do cliente

1- Myconn
My ldentity
Connection security: Secure
Renote Party ldentity and addressing
ID Type: | P address




Port all Protocol al
Pre-shared key (matches that on Pl X)

Connect using secure tunne
ID Type: | P address
172.18.124. 157

Aut henti cati on (Phase 1)
Proposal 1

Aut henti cation nethod: Preshared key
Encryp Al g: DES

Hash Al g: MD5

SA life: Unspecified

Key Goup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: MD5
Encap: tunne
SA life: Unspecified
no AH

2- O her Connections
Connection security: Non-secure
Local Network Interface

Name: Any
| P Addr: Any
Port: All

Cisco Secure VPN Client 1.1 autenticado - fora -
configuragao parcial de PIX

i p address outside 172.18.124. 157 255. 255. 255.0
aaa-server topix (outside) host 172.18.124.114 cisco
timeout 5

aaa authentication telnet console topix

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transform set nyset
crypto map nymap 10 ipsec-isaknp dynamnm c dynmap

crypto map nymap i nterface outside

i sakmp enabl e outsi de

!--- If you know the IP address of the outside client,
use that !--- IP address in this statement. isaknp key
¥xxxxkxx address 0.0.0.0 netrmask 0.0.0.0 ! isaknp
identity address isaknp policy 10 authentication pre-
share i saknmp policy 10 encryption des isaknmp policy 10
hash nd5 isaknp policy 10 group 1 isaknmp policy 10

lifetime 86400 /--- We knew our client would access the
PIX from this !--- network. If you know the IP address
of the client, use that IP address !--- in this

statement. telnet 172.18.124.0 255.255.255.0 outside

VPN 3000 2.5 ou VPN Client 3.0 autenticado - Externo

VPN 3000 2.5 ou VPN Client 3.0 autenticado — Externo — Configuracao cliente




1. Selecione VPN Dialer > Properties > Name the connection (Discador VPN > Propriedades >
Nomear a conexao do VPN 3000).
2. Selecione Authentication > Group Access Information. O nome do grupo e a senha devem
corresponder ao que esta no PIX na declaragéo vpngroup <group_name> password ********,
Ao clicar em Connect (Conectar), o tunel de criptografia é ativado e o PIX atribui um enderego IP
do conjunto de teste (somente mode-config é suportado com o cliente VPN 3000). Em seguida,
vocé pode abrir uma janela de terminal, acessar o enderego 172.18.124.157 via empresa de
telecomunicacoes e ser autenticado por AAA. O comando telnet 192.168.1.x no PIX permite
conexdes a partir de usuarios no pool com a interface externa.

VPN 3000 2.5 autenticado - Externo - Configuragéo
parcial de PIX

i p address outside 172.18.124. 157 255. 255. 255.0

i p address inside 10.31.1.101 255.255.255.0

aaa-server topix (outside) host 172.18.124.114 cisco
timeout 5

aaa aut hentication telnet consol e topix

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transform set nyset
crypto map nymap 10 i psec-i saknp dynami ¢ dynmap

crypto map nmymap client configuration address initiate
crypto map nymap client configuration address respond
crypto map nymap i nterface outside

i saknmp enabl e outside

i saknmp identity address

| I——— ISAKMP Policy for VPN 3000 Client runs 2.5 code.
i sakmp policy 10 authentication pre-share isaknp policy

10 encryption des isakmp policy 10 hash md5 !--- The 2.5
client uses group 1 policy (PIX default). isakmp policy
10 group 1 isaknmp policy 10 lifetine 86400 !--- ISAKMP

Policy for VPN Client runs 3.0 code. isaknp policy 20
aut henti cation pre-share isaknp policy 20 encryption des
i sakmp policy 20 hash md5 !--- The 3.0 clients use D-H
group 2 policy and require PIX 6.0 code. isaknp policy
20 group 2 isakmp policy 20 lifetine 86400 ! vpngroup
vpn3000 address-pool test vpngroup vpn3000 idle-tine
1800 vpngroup vpn3000 password ******** {@g| net
192.168. 1. 0 255. 255. 255. 0 out si de

SSH - Dentro ou fora

O PIX 5.2 adicionou suporte a Secure Shell (SSH) versao 1. O SSH 1 € baseado em uma versao
preliminar de novembro de 1995 da IETF. As versdes 1 e 2 do SSH nao sao compativeis entre si.
Consulte as Perguntas Frequentes do Shell Seguro (SSH) para obter mais informacdes sobre o
SSH.

O PIX é considerado o servidor SSH. O trafego de clientes SSH (ou seja, caixas executando
SSH) para o servidor SSH (o PIX) é criptografado. Alguns clientes SSH versao 1 estao listados
nas notas de versao do PIX 5.2. Os testes em nosso laboratério foram feitos com o F-secure SSH
1.1 no NT e versao 1.2.26 para Solaris.

Nota:Para o PIX 7.x, consulte a segdo Permitindo o Acesso de SSH de Gerenciando o Acesso ao
Sistema.
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Configurar SSH autenticado por AAA

Conclua estes passos para configurar o SSH autenticado AAA:

1. Certifique-se de que é possivel executar telnet para PIX com AAA ligado, mas sem SSH:
aaa- server Aut hQut bound protocol radius (or tacacs+)
aaa aut hentication telnet consol e Aut hQutbound
aaa- server Aut hOQutbound host 172.18.124.111 ci sco

Observagao: quando o SSH é configurado, o comando telnet 172.18.124.114 255.255.255
nao é necessario porque o ssh 172.18.124.114 255.5 255.255.255 inside € emitido no PIX.
Ambos os comandos sao incluidos para fins de teste.

2. Adicione o SSH usando estes comandos:
host nane goss- d3- pi x515b
donai n-nane rtp.cisco.com
ca gen rsa key 1024!--- caution: The RSA key is not be saved without !--- the ca save all
command. !--- The write mem command does not save it. !--- In addition, if the PIX has
undergone a write erase !--- or has been replaced, then cutting and pasting !--- the old
configuration does not generate the key. !--- You nust re-enter the ca gen rsa key command.
l--- |If there is a secondary PIX in a failover pair, the write standby !--- conmand does
not copy the key fromthe primary to the secondary. !--- You nust al so generate and save
the key on the secondary device



ssh 172.18.124. 114 255. 255. 255. 255 i nsi de
ssh timeout 60

aaa aut hen ssh consol e Aut hQut bound

| oggi ng trap debug

| oggi ng consol e debug

3. Emita o comando show ca mypubkey rsa no modo de configurago.
goss-d3- pi x(confi g) #show ca mypubkey rsa
% Key pair was generated at: 08:22:25 Aug 14 2000
Key name: goss-d3-pix.rtp.cisco.com
Usage: General Purpose Key
Key Dat a:
30819f 30 0d06092a 864886f 7 0d010101 05000381 8d003081 89028181 00ad4bch
€9c174d5 0657a0f 3 c94e4b6d 32ac8500 6b84e754 59e20df4 f28c257d 13laf21d
4c0a8f 4c e79d8b6d a3520f aa 1a42d577 c6adfe51 9d96fa62 f3be07fb 01e082d7
133cecff bf24f653 bc690bll ee222070 413c1920 d02321f8 4fc3c5f1 f0c6e077
81e93184 af 55438b dcdcda34 cOa5f5ad 87c435ef
67170674 4d5ba5le 6d020301 0001
% Key pair was generated at: 08:27:18 Aug 14 2000
Key name: goss-d3-pix.rtp.cisco.com server
Usage: Encryption Key
Key Dat a:
307¢300d 06092a86 4886f 70d 01010105 00036b00 30680261 00d4f 61b ec45843a
4ad9266d bl25ee26 efc63cc4 e5e9cdad 9418ee53 6ed4dl6ef 3d0dc864 4d4830c8
fa7f 110e 8a576led 4ca73ea7 5d405862 6f 3150df 9eb0dlle 9c4d3563 95ff5lae
6711d60b 9al415e4 19201d3f 03b455ea cldf 9a4l b3a5a73f 4f 020301 0001

4. Tente um Telnet a partir da estagcao Solaris:
rtp-evergreen#./ssh -c 3des -1 cisco -v 172.18.124.157

Observagao: "cisco" € o nome de usuario no servidor RADIUS/TACACS+ e 172.18.124.157
€ o destino.

Configurar SSH local (sem autenticacdo AAA)

Também é possivel configurar uma conexdo SSH para o PIX com autenticagao local e nenhum
servidor AAA. No entanto, ndo ha um nome de usuario discreto por usuario. O nome de usuario &€
sempre "pix".

Use estes comandos para configurar o SSH local no PIX:

host nane goss- d3- pi x515b

domai n-nane rtp.cisco.com

ca gen rsa key 1024!--- caution: The RSA key is not saved without !--- the ca save all conmand.
l--- The write mem command does not save it. !--- In addition, if the PIX has undergone a write
erase !--- or has been replaced, then cutting and pasting !--- the old configuration does not
generate the key. !--- You nust re-enter the ca gen rsa key comand. !--- If there is a
secondary PIX in a failover pair, a write standby !--- comuand does not copy the key fromthe
primary to the secondary. !--- You nust al so generate and save the key on the secondary device
ssh 172.18.124. 114 255. 255. 255. 255 i nsi de

ssh timeout 60

passwd ci scol23

Como o nome de usuario padrao nesta organizagéo € sempre "pix," 0 comando para conexao ao
PIX (este era 3DES de uma caixa Solaris) é:

./ssh -c 3des -1 pix -v <ip_of_pix>

Depuracido SSH




Depurar sem o comando debug ssh - 3DES e 512-cipher

109005: Authentication succeeded for user 'cse' from0.0.0.0/0
to 172.18.124.114/0 on interface SSH

109011: Authen Session Start: user 'cse', sid 0

315002: Permitted SSH session from 172.18.124. 114 on interface inside
for user "cse"

315011: SSH session from 172.18.124.114 on interface inside
for user "cse" termnated normally

Depurar com o comando debug ssh - 3DES e 512-cipher

goss- d3- pi x#debug ssh
SSH debuggi ng on
goss- d3- pi x# Devi ce opened successfully.
SSH: host key initialised.
SSH. SSH client: IP = "'172.18.124.114" interface # =1
SSH1: starting SSH control process
SSH1: Exchangi ng versions - SSH-1.5-Ci sco-1.25
SSH1: client versionis - SSH1.5-1.2.26
SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc
SSH1: SSH SMSG PUBLI C_KEY nessage sent
SSH1: SSH CMSG _SESSI ON_KEY nessage received - nmsg type 0x03, length 112
SSH1: client requests 3DES cipher: 3
SSH1: keys exchanged and encryption on
SSH1: authentication request for userid cse
SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA server
SSH(cse): user 'cse' is authenticated
SSH(cse): user authentication request conpleted
SSH1: aut hentication successful for csel09005:

SSH1: starting exec shell Authentication succeeded for user
from0.0.0.0/0 to 172.18.124.114/0 on interface SSH
315002: Permitted SSH session from 172.18.124.114 on interface inside

for user "cse

Depuracgao - 3DES e cifra 1024

cse

goss- d3- pi x# Devi ce opened successfully.

SSH: host key initialised.

SSH: SSH client: IP = "'172.18.124.114" interface # = 1

SSH1: starting SSH control process

SSH1: Exchanging versions - SSH-1.5-C sco-1.25

SSH1: client version is - SSH1.5-1.2.26

SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc

SSH1: SSH SMSG _PUBLI C_KEY nessage sent

SSH1: SSH _CMSG_SESSI ON_KEY nessage received - MSG type 0x03, |ength 144

SSH1: client requests 3DES cipher: 3

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen method is 'use AAA', aaa server group ID =3

SSH(cse): starting user authentication request,
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpleted

SSH1: aut hentication successful for csel09005

SSH1: starting exec shell Authentication succeeded for user
from0.0.0.0/0 to 172.18.124.114/0 on interface SSH

315002: Pernmitted SSH session from 172.18.124.114 on interface inside
for user "cse

cse



Depuracgio - DES e cifra 1024

Observagao: esta saida € de um PC com SSH, ndo Solaris.

Devi ce opened successfully.

SSH: host key initialised.

SSH. SSH client: IP = "'172.18.124.99' interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSHO: client versionis - SSH1.5-W.0

SSHO: decl are what cipher(s) we support: O0x00 0x00 0x00 0x04

SSHO: SSH SMSG _PUBLI C_KEY nessage sent

SSHO: SSH_CMSG_SESSI ON_KEY nessage received - MSG type 0x03, |ength 144

SSHO: client requests DES cipher: 2

SSHO: keys exchanged and encryption on

SSHO: aut hentication request for userid ssh

SSH(ssh): user authen nmethod is 'use AAA', aaa server group ID =4

SSH(ssh): starting user authentication request,
and waiting for reply from AAA server

SSH(ssh): user 'ssh' is authenticated

SSH(ssh): user authentication request conpleted

SSHO: aut hentication successful for ssh109

SSHO: invalid request - 0x2500

SSHO: starting exec shell5: Authentication succeeded for user 'ssh
from0.0.0.0/0 to 172.18.124.99/0 on interface SSH

109011: Authen Session Start: user 'ssh', sid 1

315002: Permitted SSH session from 172.18.124.99 on interface outside
for user "ssh"

Depuracgao - 3DES e 2048-cipher

Observagio: esta saida € de um PC com SSH, nao Solaris.

goss- d3- pi x# Devi ce opened successfully.

SSH: host key initialised.

SSH. SSH client: IP = "'161.44.17.151' interface # = 1

SSH1: starting SSH control process

SSH1: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSH1: client versionis - SSH1.5-W.0

SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc

SSH1: SSH SMSG PUBLI C_KEY nessage sent

SSH1: SSH CMSG _SESSI ON_KEY nessage received - MSG type 0x03, length 272

SSH1: client requests 3DES cipher: 3.

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3

SSH(cse): starting user authentication request,
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpleted

SSH1: aut hentication successful for csel0900

SSH1: invalid request - 0x255:

SSH1: starting exec shell Authentication succeeded for user
from0.0.0.0/0 to 161.44.17.151/0 on interface SSH

109011: Authen Session Start: user 'cse', Sid 2

315002: Permitted SSH session from 161.44.17.151 on interface inside
for user "cse

que pode dar errado

cse




Solaris debug - 2048-cipher e Solaris SSH

Observagao: o Solaris n&o pdde lidar com a cifra 2048.

rtp-evergreen.cisco.com lInitializing random
seed file /export/home/cse/.ssh/random seed
RSA key has too many bits for RSAREF to handl e (max 1024).

Senha ou nome de usuario invalido no servidor RADIUS/TACACS+

Devi ce opened successfully.
SSH: host key initialised.
SSH: SSH client: IP = "161.44.17.151" interface # = 1
SSH1: starting SSH control process
SSH1: Exchanging versions - SSH1.5-C sco-1.25
SSH1: client version is - SSH1.5-W.0
SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc
SSH1: SSH SMSG _PUBLI C_KEY nessage sent
SSH1: SSH CMSG_SESSI ON_KEY nessage received - MSG type 0x03, length 272
SSH1: client requests 3DES cipher: 3
SSH1: keys exchanged and encryption on
SSH1: authentication request for userid cse
SSH(cse): user authen method is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA serverss-d3-pi x#
SSH(cse): user authentication for 'cse' failed
SSH(cse): user authentication request conpleted
SSH1: password authentication failed for cse
109006: Authentication failed for user 'cse'
from0.0.0.0/0 to 161.44.17.151/0 on interface SSH

Usuario nao permitido por meio do comando:

ssh 172.18.124.114 255.255.255.255 inside

Tentativas de conexao:

315001 : Sessao SSH negada de 161.44.17.151 em interface interna

Com a chave removida do PIX (com o uso do comando ca zero rsa) ou ndo salva com o comando
ca save all

Devi ce opened successfully.
SSH: unable to retrieve host public key for 'goss-d3-pix.rtp.cisco.com,

term nate SSH connecti on.
SSH- 2145462416: Session di sconnected by SSH server - error Ox00 "Internal error”
315004: Fail to establish SSH session because Pl X RSA host key retrieval failed.
315011: SSH session from0.0.0.0 on interface outside for user

di sconnected by SSH server, reason: "Internal error” (0x00)

O servidor AAA esta inoperante:

SSH: host key initialised.

SSH: SSH client: IP = "'172.18.124.114"' interface # =0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSHO: client version is - SSH1.5-1.2.26

SSHO: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc



SSHO: SSH_SMSG PUBLI C_KEY nmessage sent 302010: O in use, O nost used
SSHO: SSH_CMSG_SESSI ON_KEY nessage received - MSG type 0x03, |ength 144
SSHO: client requests 3DES cipher: 3
SSHO: keys exchanged and encryption on
SSHO: aut hentication request for userid cse
SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA server 1090
SSH(cse): user authentication for 'cse' failed
SSH(cse): user authentication request conpleted
SSHO: password aut hentication failed for cse0
SSHO: authentication failed for cse
SSHO: Session di sconnected by SSH server - error 0x03 "status code: 0x03"
2: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109002: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109002: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109006: Authentication failed for user 'cse' fromO0.0.0.0/0
to 172.18.124.114/0 on interface SSH
315003: SSH login session failed from 172.18.124.114 (1 attenpts)
on interface outside by user "cse
315011: SSH session from 172.18.124.114 on interface outside for user "cse"
di sconnected by SSH server, reason: "status code: 0x03" (0x03)
109012: Authen Session End: user 'cse', Sid 0, elapsed 352 seconds

O cliente é configurado para o 3DES, mas ha uma unica chave DES no PIX:

Observagio: o cliente Solaris ndo suportava DES.

GOSS- PI X# Devi ce opened successful ly.

SSH: host key initialised

SSH: |icense supports DES: 1.

SSH. SSH client: IP = "'172.18.124.114" interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSHO: client versionis - SSH1.5-1.2.26

SSHO: decl are what cipher(s) we support: Ox00 0x00 0x00 0x04

SSHO: SSH SMSG PUBLI C_KEY nessage sent

SSHO: Session di sconnected by SSH server - error 0x03 "status code: 0x03"

315011: SSH session from 172.18.124.114 on interface outside for user ""
di sconnected by SSH server, reason: "status code: 0x03" (0x03)

e no Solaris CLI:

Sel ected ci pher type 3DES not supported by server.
Como remover a chave RSA do PIX

Ca zero rsa

Como salvar a chave RSA do PIX

ca save all

Como permitir o SSH de fora do cliente SSH

ssh outside_ip 255.255.255.255 outside



Habilitar autenticacéao

Com o comando:
aaa authentication enable console topix

(em que topix € a nossa lista de servidores), o usuario utiliza um prompt para nome de usuario e
senha, que € enviado para o servidor TACACS ou RADIUS. Como o pacote de autenticagcao para
habilitagao € o mesmo que o pacote de autenticagao para login, se o usuario puder efetuar login
no PIX com o TACACS ou o RADIUS, podera habilitar por meio do TACACS ou do RADIUS com
0 mesmo nome de usuario/senha.

Mais informacdes sobre esses problemas estao disponiveis na ID de bug da Cisco CSCdm47044
(somente clientes_registrados) .

Informacdes de syslogg

Enquanto o relatério de AAA so é valido para conexdes pelo PIX, ndo para o PIX, se syslogging
for configurado, as informagdes sobre 0 que o usuario autenticado fez serdo enviadas ao servidor
syslog (e ao servidor de gerenciamento de rede, se configurado, por meio de syslog MIB).

Se syslogging estiver configurado, mensagens como essas serao exibidas no Servidor syslog:

Nivel de notificagdo de desvio de registro:

111006: Consol e Login from pi xuser at consol e

111007: Begin configuration: 10.31.1.40 reading fromternminal
111008: User 'pixuser' executed the 'conf' command.

111008: User 'pixuser' executed the 'hostnane’ command.

Nivel informativo da armadilha de registro (que inclui o nivel de notificacdo):

307002 : Sessao de login Telnet permitida a partir de 10.31.1.40

Obtenha acesso quando o servidor AAA estiver inoperante

Se o servidor AAA estiver inoperante, vocé pode digitar a senha Telnet para acessar o PIX
inicialmente, depois pix para o nome de usuario e, em seguida, a senha de ativagao (enable
password what ) da senha. Caso a habilitagdo de senha nao esteja na configuragao PIX, digite pix
como nome de usuario e pressione Enter. Se a senha de ativagao estiver definida, mas nao for
conhecida, vocé precisara de um disco de recuperacao de senha para redefini-la.

Informacdes a serem coletadas se vocé abrir um caso de TAC

Se vocé ainda precisar de assisténcia apds seguir as
etapas de solugao de problemas acima e quiser abrir um
caso no Cisco TAC, inclua as seguintes informagdes.
- Descricao do problema e detalhes relevantes de
topologia



//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

- Troubleshooting executado antes de abrir 0 caso
- Saida do comando show tech-support
- Saida do comando show log apds a execugao com o
comando de depuragio de registro colocado em
buffer ou capturas do console que demonstram o
problema (se disponivel)
Anexe os dados coletados para o seu caso em um
formato ndo compactado e texto simples (.txt). Vocé
pode anexar informagdes para o seu caso, carregando-o
com o uso da Case Query Tool (somente clientes
registrados). Se ndao conseguir acessar a Case Query
Tool, vocé podera enviar as informagcdes em um anexo
de e-mail para attach@cisco.com com o numero do caso
na linha de assunto da sua mensagem.

Informacoes Relacionadas

. Referéncias do comando Cisco Secure PIX Firewall
- PIX RADIUS TACACS+



mailto:attach@cisco.com
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
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