Configurar a autenticagao EAP-TLS com OCSP
no ISE
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Introducao

Este documento descreve as etapas necessarias para configurar a autenticagdo EAP-TLS com
OCSP para verificagdes de revogacao de certificados de clientes em tempo real.

Pré-requisitos



Requisitos
A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Configuracéo do Cisco ldentity Services Engine
» Configuragao do Cisco Catalyst
* Protocolo de Status de Certificado Online

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software e hardware:

Patch 6 do Identity Services Engine Virtual 3.2
C1000-48FP-4G-L 15.2(7)E9

* Windows Server 2016
Windows 10

As informacodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Diagrama de Rede

Esta imagem mostra a topologia usada para o exemplo deste documento.
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Informacgdes de Apoio

No EAP-TLS, um cliente apresenta seu certificado digital ao servidor como parte do processo de
autenticacao. Este documento descreve como o ISE valida o certificado do cliente verificando o
CN (nome comum) do certificado em relagao ao servidor do AD e confirmando se o certificado foi
revogado usando o OCSP (Online Certificate Status Protocol), que fornece o status do protocolo
em tempo real.

O nome de dominio configurado no Windows Server 2016 é ad.rem-xxx.com, usado como
exemplo neste documento.

Os servidores OCSP (Online Certificate Status Protocol) e AD (Ative Diretory) mencionados neste
documento sdo usados para validagao de certificado.

+ FQDN do Ative Diretory: winserver.ad.rem-xxx.com
* URL de Distribuigcdo de CRL: http://winserver.ad.rem-xxx.com/ocsp-ca.crl
* URL da autoridade: http://winserver.ad.rem-xxx.com/ocsp

Esta € a cadeia de certificados com o nome comum de cada certificado usado no documento.

» CA: ocsp-ca-common-name

Certificado do cliente: clientcertCN

Certificado do servidor: ise32-01.ad.rem-xxx.com
Certificado de Autenticacdo OCSP: ocspSignCommonName

Configuracoes

Configuracao no C1000

Essa é a configuragdo minima na CLI do C1000.

aaa nhew-model

radius server ISE32
address ipv4 1.x.x.181
key ciscol23

aaa group server radius AAASERVER
server name ISE32

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0


http://winserver.ad.rem-system.com/ocsp-ca.crl
http://winserver.ad.rem-system.com/ocsp

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
switchport access vlan 12
switchport mode access
authentication host-mode multi-auth
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

Configuracao no PC com Windows
Etapa 1. Configurar autenticagao de usuario

Navegue até Authentication, marque Enable IEEE 802.1X authentication e selecione Microsoft:
Smart Card ou outro certificado.

Clique no botao Configuragdes, marque Usar um certificado neste computador e selecione a CA
confiavel do Windows PC.

¥ t Propert : Smart Card or other Certificate Properties
g:ﬂwmm . P
Selact this option to provide authenticated network access for a gertficate on this compuler
this Ethemet er. k] Use simple certificate selection (Recommended)
EETRERAR IR SRS i I 7] Verky the server's ideniy by vaidating the certficate
Choase a network authentication method: [[] Connect to these senvers jexamples:sny 1:srv 2. " srv3 com):
Microsoft: Smart Card or other cerificate
[] Bemember my credentials for this conmection each
time I'm loggad on A~
] Eallback to unautharized network access
] Symantec Enterprise Mobde Root for Microsoft
Addiional Settings... (] testca
] VerSign Class 2 Public Primary Cerification Authorty - G5
[ VeriSign Universal Root Certfication Authorty v
< »
View Certificate
[[] Don't promet user to authorize new servers or trusied cedification
authorities.
OK Cancel

| [[] Use a gifenent user name for the connection

Habilitar Autenticacao de Certificado

Navegue atéAuthentication, checkAdditional Settings. SelecioneAutenticacdo do usuario ou do



computador na lista suspensa.

4

Metworking  Authenbeation

Selact this option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802.1X authentication

Choogse a network authentication method:
Microsoft: Smart Card or other cerificate Seitings

[] Bemember my credentials for this connection each
time I'm logged on

B Ealback to unauthorized network access

OK Cancel

Especificar Modo de Autenticacao

Etapa 2. Confirmar certificado do cliente

Navegue até Certificates - Current User > Personal > Certificates e verifique o certificado do

cliente usado para autenticacao.

802. 1 settings

] spedify authentication mode

Uiser or computer authentication Save edenbals

Delete credentials for all users

[CJEnabile single sign on for this network

Perform immediately before user logon

B File Acion View Faorites Window Help
=AM & XE=|Hm
= A lssued To - lszued By Expiration Dt Intended Purposes Friendly Namae Sastur  Cetificate Te. Actions
L (5 Centificates - Current User P -
w ] Personal =
R hrm:m{m oeEp-ca comman-name Client Authentication wespeclient I Mare Acioaz
] Trusted oGt Lerication Authorities

] Certificates
» () Enterprise Trust

Confirmar certificado do cliente

More Actions

=k =}k

Clique duas vezes no certificado do cliente, navegue até Details, verifique os detalhes de Subject,
CRL Distribution Points, Authority Information Access.

* Assunto: CN = clientcertCN

» Pontos de Distribuigdo de CRL: http://winserver.ad.rem-xxx.com/ocsp-ca.crl

* Acesso as informagdes da autoridade: http://winserver.ad.rem-xxx.com/ocsp



http://winserver.ad.rem-system.com/ocsp-ca.crl
http://winserver.ad.rem-system.com/ocsp
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Show: :-:Ah-
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RSA (2043 Bits)

0500
|51/ Basic Constraints Subject Type=End Entity, Pat...
[y |subject Key Identifier
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{3 | autherity Key Identfier

Felkay 11cane

KeylD=430ec3585c992d 2...

Mt < K Envinkar ot

Value Cal

Detalhe do Certificado do Cliente

K 5| Certificate

General Detais  Certification Path

Show: | <All>

Value

[1}CRL Distribution Point: Distr...

[ Authority Info Access: A...

Chent Authentication (1.3.6. L....

X n | Certificate
General Detals  Certification Path

ghow: | <All> -

Valoe -~

Chent Authentication (1.3.6.1....

¥ [1]Authority Info Access: Acc...
xca certificate EETIETY g e
shal || Thasrbpent algonithen shal
62469298 57958 30 W as... 2] Thwambgrint 62 46 94 98 579568 30 39 a5...
ocsp-dient - LJM name ocsp-chent
v
[1JCRL Distribution Point [1)Authority Info Access
Distribution Point Name:

I URL =http:/fwinserver.ad.rem- ;. __m.comfocsp-ca.al I

Configuragao no Windows Server

Etapa 1. Adicionar usuarios

Access Method=On dne Certificate Status Protocol

N
Alternative Name:
URL whttp:/fwinserver.ad.rem-s_il m.com/ocsp

Navegue atéUsuarios e computadores do Ative Diretory, clique emUsuarios. Adicione
clientcertCN como nome de logon de usuario.

clientcert CN Properties

clientcert CM Properties 7

[ Urboek acoeunt
Account pptions:
[ Utser must change password at nexd logon ~
[ User carnct change password oo Bemove
[[] Password newver expires
[ Stare password using reversible encryption w Primay group: Domain sers
Accourt expires ; Thene is no need to changes Prmary oroup unless
@ Neve SelFamany GoU8 o) have Macintosh chents or POSD{compkant
- apphcations
(O End of | Friclay Juy 5. 2024
Cancel Bpoly Heip [ OK | Cancel Eoply Help

Nome de Logon do Usuario

Etapa 2. Confirmar servico OCSP

Navegue até Windows, clique em Online Responder Management. Confirme o status do servidor

OCSP.
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Status do servidor OCSP

Clique em winserver.ad.rem-xxx.com, verifique o status do certificado de assinatura OCSP.

e :
File Action View Help

=% x| H

3 Oriing ReSponden winsenerad./em-1, 1L A.com T
G Revocation Cenfiguration & | Cenrtifica

b Genersl Detsis Certhzabon Path
7§ winserver.ad.rem-. 1le n.com

Certification path

i_*] S -CA-COMmmOn-Name

Yeew Certificate

Cereficate gtatus:
[Thes certificate is OK.

Recocation Configuration Status E

I-* Sigring Cestficate: Ok ]

Yoow Sgring Confcals
Revecation Provider Sishus:

[Tyme Microsch CRLbasad mvocation stahs provder
The revocation provider is sucossshuly using the cument configuration

Status do Certificado de Autenticagdo OCSP
Configuragao no ISE

Etapa 1. Adicionar dispositivo

Navegue até Administragdo > Dispositivos de rede, clique no botdo Adicionar para adicionar o



dispositivo C1000.

= Cisco ISE
Metwork Devices  Netweork Device Groups  Metwark Device Prafiles
Meowork Dewices L~ G000
Crmp
~ Network Devices
Devite Securty Settings
Namo C1000
Description
1P Acdress ‘e 1 uen
Duvico Profile & Cmes

Madcal Name

Softeare Version

Metwork Device Group

Location All Locations

PSEC Na

Davice Typo All Davico Typas

-] RADIUS Authentication Settings

RADIUS UDP Semings

Protogcel RADIUS

External RADIUS Sérvers RADIUS Sérvar Séequ

3z

I Shared Secret cisco123

[0 Use Secend Shared Secrot

Adicionar dispositivo

Etapa 2. Adicionar Ative Diretory

Navegue até Administragdo > Fontes de identidade externas > Ative Diretory, clique na

guiaConexéo e adicione o Ative Diretory ao ISE.

* Nome do ponto de jungéo: AD_Join_Point
« Dominio do Ative Diretory: ad.rem-xxx.com

= Cisco ISE

Administration - Network Resources

ences  MAC Managers

Extérnal MOM pxGrid Dirg<t Connectors

Administration - Identity Management

Identities Groups I External Identity Sources I Identity Source Sequences Settings

External Identity Sources Connection Allowed Domains PassivelD Groups Anributes

7 Certificate Authentication §

l * Join Point Name AD_Join_Polnt I

- . Domain
<2 AD_.Join_Paint
= LDAP
3 Refresh Table
= ODBC
(] ISE Node ISE Node R.. Status
= RADIUS Token
~ RSA SecurlD [0  ise32-01.ad.rem-sy wm.c.. STANDALONE @ Operational

= SAML Iid Providers

1 Social Login

Adicionar Ative Diretory

Advanced Semings

Domain Controller

winserver. ad.rem-s, ste...

Site

Default-First-Site-Na...

Location Services



Navegue até a guia Grupos e selecione Selecionar grupos do diretério na lista suspensa.

= Cisco ISE Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
External Identity Sources Connection Allowed Domains PassivelD Groups Anributes Advanced Settings
> 3 Certificate Authentication
~  SID

~ 3 Active Directory D I Select Groups From Directory I

Selecionar grupos do diretério

Clique em Recuperar grupos na lista suspensa. Checkad.rem-xxx.com/Users/Cert Publishers e
clique em OK.

Select Directory Groups

Tl fsdren i sl B i 4 ey Py B e by

I'.'u-.ul--lr---rl--—- I

hl

L] L e

B e W S e §-7-F-Fi-aiwhiele i -l LRS- A T

L L o BT e e e I

LD SR LRt el
By s s Ty B e
ey e e T l—

T T
I T L e 1
e I L L e e
e w1 o T Sl
e L R e TR L

wll =y = e T Ly

BT -l DT TR AR - AT

0T - D - PR P AT

B8 Y e R PR e

TR T - o T - RO T T

Bl F el DAl i RO R e

BT I - L 0 B TSRO - DT LR

BB - RO -

B R T ol Y R IR O~ D LT

B =0 T =8 DL D = LS PR PR AL

TR - D R - PR LT

Verificar Publicadores de Certificados

Etapa 3. Adicionar perfil de autenticacao de certificado

Navegue para Administragao > Fontes de identidade externas > Perfil de autenticagao de
certificado, clique no botao Adicionar para adicionar um novo perfil de autenticacao de certificado.

* Nome: cert_authen_profile_test

* Repositdrio de Identidades: AD_Join_Point

Usar identidade do atributo do certificado: assunto - nome comum.
» Corresponder Certificado de Cliente ao Certificado no Repositorio de Identidades: Somente



para resolver a ambiguidade de identidade.

= Cisco ISl Administration - Identity Management

Idantities Groups Extarnal ldantity Sources Identity Source Sequances Jeings

Wi At 1 Profiles List - perl_asuthen_peofie_test
Extarnal ldentity Sources

Cenificate Authentication Profile

I = Certificate Authentication | I

= con_suthen_profile_les * Mame

cort_awsthen_profile_test

< Preloaded_Cerificate_Prof

[ scrap e
Active Direciony
= AD_Join_Poink
LDAP
- anas Identity Store AD_ Jain_Poing bl
RADIUS Token
RSA Securil Ulse Identity From 0 Cemficate Acribame Sulpjact - Comman Narme e
A bl Prrcreiche
SAML K Providers Ty Any Subject or Albemative Mame Arrdbutes in the Certificate (for Active Derectary Only)
Socinl Login
Match Cliont Cortificats Ci bz
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Adicionar perfil de autenticagdo de certificado
Etapa 4. Adicionar sequéncia de origem de identidade

Navegue até Administragéo > Sequéncias de origem de identidade, adicione uma Sequéncia de
origem de identidade.

* Nome: Identity_AD
» Selecione Certificar Autenticagéo Profile: cert_authen_profile_test
 Lista de pesquisa de autenticagao: AD_Join_Point



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources ldentity Source Sequences Sattings

\dentsty Scoaice Sequoncos List » Identity_AD

I Identity Source Sequence I

~ |dentity Source Sequence

* i 3
e Identity_AD

[rescnpd on

~ Certificate Based Authentication

H Splect Conifcate Authontcation Profile cart_authen_prafile

~ Authentication Search List

A st of identity sources that will be accessed in sequence until first authentication succeads
Awailable Selected

. -~ . -~
Internal Endpoints AD_Join_Point

Imermal Users
Guest Uisers

All_AD Join_Points

=
Adicionar Sequéncias de Origem de Identidade
Etapa 5. Confirmar certificado no ISE

Navegue até Administration > Certificates > System Certificates, confirme se o certificado do
servidor esta assinado pela CA confiavel.

= CGisco IS Administration - System
Daplayment Licensing Conificates Logaing Mairtenance Upgrade Health Checks Backup & Restore Admin Access Fettings
SAML_ie37-01,adre _I8eI3-01adsem-ny moo Thu, 7 May 2034 Tow, 1 May 2039 -]
Gartficats Wasapement Aeth
Trusted Contificates S - —— " pred, 7 May 7039 o
OCTP Coant Profls
Active
Certificane Signing Requests
Corncate Periodic Chect e
dspn-gy @mcom Con - Vo, 1 a wodl, T WA ] [-]
A-
Active
Gartficats Autheriny 3
CHueII-01 s rem-s, | 1 comE Porta Dotauss Portal Gartiicass Gogup (7). 432-01.40amm-1y - smcom Py —— Tue, 4 Jan 2074 od, 4 3 ]
CACACEmmSAN ST R0004
Active
— ram w5 mcom — Tue. 4 ol 4 Jum 3035 B
e Active

Server Certificate

Navegue até Administration > Certificates > OCSP Client Profile, clique no botdo Add para



adicionar um novo perfil de cliente OCSP.

* Nome: ocsp_test_profile

» Configurar URL do Respondente OCSP: http://winserver.ad.rem-xxx.com/ocsp

Cisco ISE

Deployment Licensing Certificates Logging Maintenance Upgrade
Conificate Management v Edit OCSP Profile
System Certificates
Trusted Certific: I * M ocsp_test_profile I
| TSP Cliedt Prafile
Description

Cenificate Signing Requosts

‘Cenificate Pesiodic Check Se. © Configure OCSP Responder

Cortificate Authosity 3 ~ Server Connection
[[) Enable Secondary Sarvar

© Always Access Primary Servers First

(O Failback to Primary Server After Intervad 5

~ Primary Server

*URL hupdf rad.rem-s g 2m.eomfoesy I @

() Use OCSP URLs specified in Authority Information Access (ALA)

Ennile Nance Extension Suppart
Valldate Response Signatune

Enabie Nonce Extension Suppart
Validate Responso 5 ®

“ Response Cache

Health Checks

Administration - System

Backup & Restore

Minutes |

I * Cache Entry Time To Live 1440 Minutes

I Clear Cache

Perfil do cliente OCSP

Admin Access

Settings

~ Secondary Server

URL  hrepeff

Enable Nonce Extension Suppost
Validse Responie Signature

Navegue até Administration > Certificates > Trusted Certificates, confirme se a CA confiavel foi

importada para o ISE.

= (Cisco ISE Administration - System i
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Encipcints

CA confiavel

Verifique a CA e clique no botao Edit, insira os detalhes da configuragcado OCSP para Certificate

Status Validation.


http://winserver.ad.rem-system.com/ocsp

» Validar com base no Servico OCSP: ocsp_test_profile
* Rejeitar a solicitacédo se o OCSP retornar o status DESCONHECIDO: marque
* Rejeitar a solicitacdo se o Respondente OCSP estiver inacessivel: marque
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Validagao do status do certificado
Etapa 6. Adicionar protocolos permitidos

Navegue para Policy > Results > Authentication > Allowed Protocols, edite a lista de servigos
Default Network Access e marque Allow EAP-TLS.
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Passo 7. Adicionar conjunto de politicas

Navegue para Politica > Conjuntos de politicas, clique em + para adicionar um conjunto de

politicas.

* Nome do conjunto de politicas: EAP-TLS-Test
» Condicoes: Network Access Protocol EQUALS RADIUS
* Protocolos Permitidos/Sequéncia de Servidores: Acesso Padrao a Rede

= Gisco ISE

) Samtus  Policy Set Hsme Daseription

Adicionar conjunto de politicas

Policy - Policy Se1s

Conditions

I P — I

Etapa 8. Adicionar politica de autenticagao

Allowed Pratoceis | Server Sequence  Hia  Actions  View



Navegue até Policy Sets, clique em EAP-TLS-Test para adicionar uma politica de autenticagao.

* Nome da regra: Autenticagdo EAP-TLS
» Condicoes: Network Access EapAuthentication EQUALS EAP-TLS AND Wired_802.1 X
* Uso: Identity_AD

Statws  Rule Name Conditions Use Hits  Actions

Adicionar politica de autenticagao
Etapa 9. Adicionar Politica de Autorizagao

Navegue até Policy Sets, clique em EAP-TLS-Test para adicionar uma politica de autorizagao.

* Nome da regra: EAP-TLS-Authorization
+ Condigdes: CERTIFICATE Subject - Common Name EQUALS clientcertCN
* Resultados: PermitAccess

Status  Rube Name Conditians Profiles Security Groups Hits  Actions

Adicionar Politica de Autorizagao

Verificar

Etapa 1. Confirmar sessao de autenticagcao

Executeshow authentication sessionsinterface GigabitEthernet1/0/3 details o comando para confirmar a sessdo de autenticagdo no C1000.

<ttroot>
Switch#

show aut henti cation sessions interface G gabitEthernetl/0/3 details

Interface: GigabitEthernetl/0/3
MAC Address: b496.9114.398c
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: clientcertCN
Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Restart timeout: N/A



Periodic Acct timeout: N/A

Session Uptime: 111s

Common Session ID: 01C20065000000933E4E87D9
Acct Session ID: 0x00000078

HandTe: 0xB6000043

Current Policy: POLICY_Gil/0/3

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
Method status Tist:
Method State

dotlx Authc Success

Etapa 2. Confirmar registro ao vivo do Radius

Navegue até Operations > RADIUS > Live Logons na GUI do ISE e confirme o registro em tempo real para autenticaggo.

= Cisco ISE Operations « RADIUS

Live Logs Liva Sessions

Miscanfigured Supplicants Misconfigured Natwork Davicas RADIUS Drops Chant Stopped Responding

0 0 0 0
N e SO
Time Status Detalls  Repea..  identity Endpoint I Endpoint..  Authentication Policy Authorization Palicy Authorizatio...
- Endpoint 10 Endpaint Pr
» EAF

Log ao vivo do Radius

Confirme o registro ao vivo detalhado da autenticacéo.

Repeat Countar

0

P Address
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Crypto,2024-06-05 09:43:33,064,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto::Result=0, CryptoLib.CSSL.OCSP Callback -

starting OCSP request to primary

,SSL.cpp:1444

Crypto,2024-06-05 09:43:33,064,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Start processing OCSP request

URL=http://w nserver.ad. rem xxx. conf ocsp

, use nonce=1,0cspClient.cpp:144

Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

Recei ved OCSP server response

,0cspClient.cpp:411
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
User certificate stat

,0cspClient.cpp:598
Crypto,2024-06-05 09:

43:

43:
43:

43:
43:

43:

us:

43

Cood

:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

perform OCSP request succeeded

, status: Good,SSL.cpp:1684

// Radius session

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:
33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:
33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

:Result=0,

:Result=0,

:Result=0,
:Result=0,

:Result=0,
:Result=0,

:Result=0,

:Result=0,

Crypto.OcspClient:

Crypto.OcspClient:

Crypto.OcspClient:
Crypto.OcspClient:

Crypto.OcspClient:
Crypto.OcspClient:

Crypto.OcspClient:

ipe

ipe

ipe
ipe

ipe
ipe

ipe

CryptoLib.CSSL.OCSP C

Radius,2024-06-05 09:43:33,120,DEBUG,0x7f982d7b9700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=1( AccessRequest)

Identifier=238 Length=324
[1] User-Name - value:

clientcertCN

]

[

[4] NAS-IP-Address - value: [1.x.x.101]
[50103]

[24] State - value: [37CPMSessionID=01C20065000000933E4E87D9;31SessionID=1se32-01/506864164/73;]
[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[5] NAS-Port - value:

Radius,2024-06-05 09:43:33,270,DEBUG,0x7f982d9ba700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=2( AccessAccept)

Identifier=238 Length=294
[1] User-Name - value:

[clientcertCN]

Radius,2024-06-05 09:43:33,342,DEBUG,0x7f982d1b6700,cntx=0000017401,sesn=1se32-01/506864164/74,CPMSessi

Code=4( Account i ngRequest)


http://winserver.ad.rem-system.com/ocsp

Identifier=10 Length=286

[1] User-Name - value: [clientcertCN]

[4] NAS-IP-Address - value: [1.x.x.101]

[5] NAS-Port - value: [50103]

[40] Acct-Status-Type - value: [Interim-Update]

[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[26] cisco-av-pair - value: [audit-session-id=01C20065000000933E4E87D9]
[26] cisco-av-pair - value: [method=dotlx] ,RADIUSHandler.cpp:2455

Radius,2024-06-05 09:43:33,350,DEBUG,0x7f982e1be700,cntx=0000017401, sesn=ise32-01/506864164/74,CPMSessi
Code=5( Account i ngResponse)

Identifier=10 Length=20,RADIUSHandler.cpp:2455

2. Despejo TCP

No dump TCP no ISE, vocé espera encontrar informagdes sobre a resposta OCSP e a sesséo Radius.

Solicitagéo e resposta OCSP:

LIETS

No. Time = 1dentffication ﬂ S.Port Destination I:I.WL! Thme to Live: Pratocal Li TCP.Se Nextze TCP.Ac Info

4o [ 340 z024-06-05 oe:a3:33.093523 Tnease (660 1.1 . 181 25844 1.: 1. .57 80 &4 0CSP 2 1 197 1 Request
- 141 2024-96-95 99:43:33.104108 ex@ll7 (279) 1.1 7 W7 &2 1.1. .. 181 25544 128 OCS5P 1671 1 1687 157 Response

Captura de pacotes de solicitagéo e resposta OCSP

» Frame 1481: 1671 bytes on wire (13368 bits), 1671 bytes captured (13368 bits)

» Ethermet II, Src: Viware 98:c9:91 (B8:58:56:9B8:c9:91), Dst: VMware 95:57:1c (BO:58:56:98:57:1c)
» Internet Protocol Version &, Src: 1.7 . 57, Dst: 1..3°.7.181

s Trantmission Control Protacal, Sec Poct: B8, Dt Port: 25844, Seq: 1, Ack: 197, Len: 1685

responseStatus: successful (@)
v respanseBytes
ResponseType Td: 1,3.6.1.5.5.7.48.1.0 (fd-pkix-ocsp-basic)
w EasicOCSPResponse
w thsResponseData
responderlD: bykey (2)
producedat: Jun 5, 2024 9043033 . O00000od
“~ responses: 1 ltem
w SingleResponse
il
¢ gertStatus: good (@)
H » 16105 90, 200DR000
nextUpdate: Jul 4, 2024 16:85:53. 30280088
v responsefxtenszions: 1 item

Capturar Detalhes da Resposta OCSP

Sessdo Radius:
146 2024-06-05 S2:43:33.11817% exdbcé {!BBTE) 1.7%.. %192 67181 1.17..5.181 1645 25% RADIVS EL--) Access-Request id=238
18% 2024-06-05 S:43:33_270244 @xelld (829) 1.10..%181 67181 1.7°%. 718 1645 64 RADIUS 136 Access-Accept idw238

2 Bx9be7 (39879) 1.20% 71 1646 1 °7 7,181 1646 255 RADIUS 328 Azeounting-Request id=10
188 2024-06-05 09:43:33.358036 eud3Ta (550} 1.17....181 1646 1.0 7 ...181 1646 64 RADIVS 82 Accounting-Response 1d=10
267 2024-06-05 00:43:36.35%9621 Gxdbch (396880) 1.7%,,..181 1646 1.104.4.181 1646 255 RADIVS 334 Accounting-Request id=11
268 2024-06-05 S:43:36. 369035 @xdfd (1161) 1.1 % ,~.181 1646 1.19% 181 1646 64 RADIUS 62 Accounting-Response idell

Captura de pacote de sessao Radius
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Configurar a autenticacéo EAP-TLS com ISE

Configurar certificados TLS/SSL no ISE
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