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|ntroducéo

Este documento descreve como configurar a Integragéo do Cisco ISE 3.1 SAML SSO com um Provedor de
| dentidade Externo, como o Azure Ative Diretory (AD).

Pré-requisitos

Requisitos



A Cisco recomenda que vocé tenha conhecimento destes topicos:

1. CiscoISE 3.1
2. ImplantacGes de SAML SSO
3. AD do Azure

Componentes Utilizados

As informagdes neste documento sao baseadas nestas versdes de software e hardware:

1. CiscoISE 3.1
2. AD do Azure

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de laboratério
especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma configuragéo
(padrdo) inicial. Se arede estiver ativa, certifique-se de que vocé entenda o impacto potencial de qualquer
comando.

| nfor macoes de Apoio

Provedor deidentidade (IdP)

E aautoridade do Azure AD neste caso, que verifica e declara umaidentidade de usuério e privilégios de
acesso a um recurso solicitado (o "Provedor de Servicos').

Provedor de servicos (SP)
O recurso ou servico hospedado que o usuario pretende acessar, 0 Servidor de Aplicativos | SE, neste caso.

SAML

A SAML (Security Assertion Markup Language) € um padrdo aberto que permite que o 1dP passe
credenciais de autorizacdo para o SP.

Astransagfes SAML usam Extensible Markup Language (XML) para comunicagdes padronizadas entre o
provedor de identidade e os provedores de servicos.

O SAML éolink entre a autenticacdo de uma identidade de usuario e a autorizagdo para usar um Servico.
Assercado SAML

Uma Assercdo SAML é o documento XML que o provedor de identidade envia ao provedor de servicos que
contém a autorizacdo do usuario.

Existem trés tipos diferentes de Assercdes SAML - autenticacdo, atributo e decisdo de autorizacdo.

» Asassercoes de autenticacdo comprovam aidentificacéo do usuario e fornecem ahoraem que o
usuério efetuou login e o método de autenticacdo usado (Kerberos, dois fatores, como exemplos)

» A asser¢do de atribuicao passa os atributos SAML, pedacos especificos de dados que fornecem
informacBes sobre 0 usuario, para o provedor de servicos.

» Uma assercao de decisao de autorizagcdo declara se 0 usudrio esta autorizado a usar 0 Servico ou se o
provedor de identidade negou sua solicitacdo devido a umafalha de senhaou afalta de direitos ao



Servico.

Diagrama de fluxo de alto nivel

O SAML funciona passando informagdes sobre usuarios, logons e atributos entre o provedor de identidade,
0 Azure AD e o provedor de servicos, I SE.

Cada usuério faz logon umavez em um Logon Unico (SSO) com o provedor de identidade, o provedor do
Azure AD passa os atributos SAML para o | SE quando o usuario tenta acessar esses servigos.

O ISE solicita autorizagdo e autenticagcdo do Azure AD como mostrado naimagem.
Web Browser ISE
¢ee

User selects SAML Login
option on ISE GUI

Internal Redirection to Azure
https://login.microsoftonline.com/

SAML Request, Identity Provider (Azure AD) authenticates the use

Encoded SAML Response is returned along with assertion data

&

SAML Response is sent to Service Provider (ISE)

B
-

ISE confirms successful authentication as a
result of SAML Response parsing, browser
is redirected and logged into ISE GUI

A

r Y

Configurar alntegracéo de SSO SAML com o Azure AD

Etapa 1. Configurar o provedor deidentidade SAML no I SE



1. Configurar o Azure AD como Fonte de ldentidade SAML Externa

No ISE, navegue para Administracéo > Gerenciamento de identidades > Fontes de identidade exter nas
> Provedores de ID SAML e clique no bot&o Adicionar.

Insira o Nome do provedor de | Ds e cliqgue em Enviar parasavélo. O Nomedo provedor delD é
significativo apenas para o | SE, como mostrado naimagem.

= Cizsco IS] Administration - ldentity Mar

Identities Groups External Identity Sources dentity Source Sequences Settings

ATurg
External ldentity Sources

SAML Identity Provider

tication Gurnveerial

* d Provider Mame

CYDBC Descriphion

2. Configurar o método de autenticacéo do | SE

Navegue até Administragéo >Sistema > Acesso de administrador > Autenticacgo > Método de autenticacdo
e selecione o botdo de op¢do Baseado em senha.

Selecione 0 Nome do provedor de ID necessario criado anteriormente na lista suspensa Origem da
identidade como mostrado naimagem.



= Cisco

Deployment

Authentication

Authorization

Administrators

Settings

Licensing Certificates Logging

Authentication Method

Authentication Type (

O Password Based

() Client Certificate Based

Maintenance

Password Policy

* ldentity Sounce

SAML:Azure

3. Exportar informagdes do provedor de servigos

Uparade Health Checks Backup & Re

Account Disable Policy

LockfSuspend Settings

Navegue até Administracéo > Gerenciamento de identidades > Fontes de identidade exter nas >
Provedores de |d SAML > [Seu Provedor SAML].

Alterne a guia para I nformagdes do provedor de servicos e cligue no botdo Exportar como mostrado na

imagem.



ldentity Provider List » Azure_SAML

SAML Identity Provider

General dentity Provider Config. service Provider Info.

Service Provider Information

[:] Load balancer

Export Service Provider Info. Export

Includes the following portals:

Sponsor Portal {default)

Faca o download do arquivo .xml e salve-o. Anote o valor de L ocation URL e entityID.

<?xml version="1.0" encoding="UTF-8"?>

<md:EntityDescriptor entityID="http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd" xmlns:md="urn:oasi:
<md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigr
<md:KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIFT]jCCAzagAwIBAgINAg2amS1L6NAE8FY+tzANBgkghkiGOw@BAQWFADAIMSMwIQYDVQQDEXpPT
QUIMX21zZTMtMS@x0S5ja3VtYXIyLmNvbTAeFw@yMTA3SMTkwMzI4MDBaFw@yNjA3MTgwMzI4MDBa
MCUxIzAhBgNVBAMTGINBTUXxfaXNIMy@xLTE5LmNrdWlhcjIuY29tMIICIjANBgkqhkiGOw@BAQEF
AAOCAgBAMIICCgKCAgEAvilad+S0uP3j@37yCOXnHAzADupfqcgwecpllQnFxhVfnDdOixGRT81iaQ
1zdKhpwf/BsJeSznXyaPVxFcmMFHbmyt469Q/jQQEyt7YhyohGOt1op@1gDGwtOnWZGQ+ccvgXSL
GelHYd1DtE1LMEcGg1lmCd56GfrDcJdX@cZJmiDzizyjGKDdPf+1VM5JHCOo6UNLF1IFyPmGvcCXnt
NVqsYvxSzF038ciQqlm@sqrVrrYZuIUAXDWUNUg9pSGzHOFkSsZRPxxrQh+3N5DEFF1MzybvmlFYu
9h83gL4WJWMizETO6Vs/DOp6BST2MPXxKe790R5T fxFqJDIDNYgCnHMGooVmnSSnDsAgWebvFluhZ
NGGkH5ROgT7v3CDrdFtRoNYAT+Yv0941KzFCSE@sshykGSjgVn31XQ5vgDH1PvgNaYs/PWiCvmI/
wYKSTn9/hn7JM1DqOR1PGEkVjg5WbxcViejMrrIzNrIciFNz1FuggaE8tC7uyuQZa2rcmTrXGWC1
sDU4uOvFpFvrcC/lavr9Fnx7LPwXa0asvJd19SPbD+qYgshz9AI/nIXaZzdioHzEQwa8pkoNRBwjZ
ef+WFC9dWIy+ctbBTO+EMO6X]j1laTI1lbV8OmN/6LhiS8g7KpFz4RN+agliubpgZ5058Z0t9ggkpFw
kVS9vT4EOzwNGo7pQI8CAWEAAaNOMHsSwIAYDVRORBBkwF4IVaXNIMy@xLTESLmNrdWlhcjIuY29t
MAWGA1UdEwQFMAMBAT8wCwYDVROPBAQDAGL sMBOGA1UdDgQWBBRIkY2z/9H9PpwSNOPGARC]j5iaZ
oDAdBgNVHSUEF jAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDQY JKoZIhvcNAQEMBQADggIBAIE6mMNBL
206Dkb6THdgKd9goN8N2bj+34ybwxqvDSwGtn4NA6HYy1q7N61iJzAD/7s0ZfHgOT2UTgZpRFIFsHN
CGchSHqDt3bQ7g+GWlvcgreC7R46genaonXVr1tRwllvVIdCf8JQFFMxya/rIC4mxVeoo0j1F19d
rvDBH+XVEt67DNQWkuLp8zPJUuqfadH@vdm6oF3uBteO/pdUtEi6fObqrOwCyWdITjq7KXFd2ITW
hMxaF sv8wWcVuOMDPkPOXxUwwt6gfHObE51uT4EYVuuHiwMNGbZqggb+aduSkX/ETfiDVoLSLEKI31
nf/341cuRTJUmDh9g2mppbBwOcxzoUxDm+HReSe+0JhRCyIJcOvUpdNmYC8cfAZuiV/e3wk@BLZM
1gV8FTVQSnra9LwHP/PgeNAPUcCRPXSwaKE4rvjvMc@aS/iYdwZhziJ8zBdIBanMv5mGulnvTEt9K
EEwj9ys1IHmdqoH3Em@F@gnzR@ORvsMPbJxAoTFjfoITTMdQXNHhg+wlPOKXS2GCZ29vAM52d8ZCq
UrzOVxNHKWKwWER/q1GgaWvh3X/G+z1shuUQDrJcBdLcZI1WKUMa6XVDj18byhBM7pFGwg4z9Y JZGF



/ncHcoxFY759LA+m7Brp7FFPiGCTPWSE@V7bUMSDmMmg/53NoktfJ1CckaWE87myhimj@

</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>

<md:
<md:
<md:
<md:
<md:
<md:
<md:

<md
<md

</md:SPSSODescriptor>

NameIDFormat>urn:
NameIDFormat>urn:
NameIDFormat>urn:
NameIDFormat>urn:
NameIDFormat>urn:
NameIDFormat>urn:
NameIDFormat>urn:

oasis:
oasis:
oasis:
oasis:
oasis:
oasis:
oasis:

</md:EntityDescriptor>

Atributos de interesse do arquivo XML:

names:
names:
names:

names

names:
names:
names:

tc:
tc:
tc:
(tc:
tc:
tc:
tc:

SAML :
SAML :
SAML :
SAML :
SAML :
SAML :
SAML :

1.

NP, P DNREPEN
(SIS IR N

:nameid-format:
:nameid-format:
:nameid-format:
:nameid-format:
:nameid-format
:nameid-format:
1:

nameid-format

transient</md:NameIDFormat>
emailAddress</md:NameIDFormat>
persistent</md:NameIDFormat>
unspecified</md:NameIDFormat>

:WindowsDomainQualifiedName</md:NameIDFormat>

kerberos</md:NameIDFormat>

:X509SubjectName</md:NameIDFormat>
:AssertionConsumerService index="@" Location="https://10.201.232.19:8443/portal/SSOLoginResponse.act:
:AssertionConsumerService index="1" Location="https://ise3-1-19.onmicrosoft.com:8443/portal/SSOLoginl

entityl D="http://Ciscol SE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumer Service L ocation="https://10.201.232.19:8443/portal/SSOL oginResponse.action"

AssertionConsumer Service L ocation="https.//ise3-1-
19.onmicrosoft.com:8443/portal/SSOL ogi nResponse.action”

Etapa 2. Definir Configuractesdo Azure AD IdP

1. Criar um Usuariodo Azure AD

Facalogon no painel do centro de administracdo do Azure Ative Diretory e selecione seu AD como
mostrado naimagem.


http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action

Azure Active Directory admin center

El® Dashboard
= All services

* FAVORITES

B Azure Active Directory

b Users

) Enterprise applications

Dashboard > Default Directory

o Default Directory | Overview

Azure Active Directory

0 Overview
#" Getting started
= Preview hub

#. Diagnose and solve problems

Manage

ﬂ Users

& Groups

8E External Identities

4. Roles and administrators

& Administrative units (Preview)
H Enterprise applications

Ld Devices

& App registrations

]

! |dentity Governance
E'  Application proxy

Licenses

E=

B Azure AD Connect
&= Custom domain names

Makbility (MDM and MAM)

oy

Passwaord reset

2 Switch tenant -E[ Delete tenant -+ Create a tenant [ What's new

ﬂ Azure Active Directory can help you enable remate work for your employees and pe

Default Directory

l £ Search your tenant

} Tenant information

Your role
Global administrator More info

License
Azure AD Premium F2

Tenant ID

Bdaces48-115d-4ad9-a3bf-7660..

Primary domain

ekorneyccisco.onmicrosoft.com

Sign-ins

a
28
26
24
22

z

@ Azure AD Connexc

Status
Mot enabled

Last sync
Sync has never run

Mg 23

Selecione Users, cliqgue em New User, configure User name, Name el nitial Password conforme necessério.
Clique em Criar como mostrado naimagem.



Identity

User name * (5) | rmck e |@| gdplab2021.onmicrosoft... |

The domain name | nead isn't shown here
Mame* (0 | mck \/|
First name | |
Last name | |
Password

@ Auto-generate password
O Let me create the password

Initial password ] sesesees

|:| Show Password

2. Criar um Grupo do Azure AD

Selecione Grupos. Clique em Novo grupo.

Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

s + New group | + Download groups il Delete

&8 All groups

22 Deleted a This page includes previews available for your evalus
eleted groups

« Diagnose and solve problems ‘ © Saarch
earch groups

Mantenha o tipo Grupo como Segur anga. Configure 0 nome do grupo como mostrado naimagem.



Azure Active Directory admin center

E Dashbeoard > TAC > Groups >
Edll Dashboard

New Group
= All services
#* FAVORITES .
Group type * (@
B Azure Active Directory | Security
& s Group name * (@ |
i Enterprizse applications | ISE Admin Group

Group description (D

| Enter a description for the group

Azure AD roles can be assigned to the group @
e =
\ Yes )

Membership type * (&

| Assigned

Owners

Mo owners selected

Members

Mo members selected

3. Atribuir Usuario do Azure AD ao Grupo

Clique em Nenhum membr o selecionado. Escolha o usuario e clique em Selecionar. Clique em Criar
paracriar o grupo com um Usuério atribuido aele.



Add members X

Search (&
F mek b

mck
mck@gdplab202 1.onmicrosoft.com

Selected items

Mo items selected

Anote o I D de objeto do grupo, nestatela, ele € 576c60ec-c0b6-4044-a8ec-d395b1475d6€e para o gr upo
I SE Admin como mostrado naimagem.

Dashboard >

£ Groups | All groups
TAC - Azure Active Directory

v + Newgroup + Download groups [5] Delete L) Refresh ZZ Columns Pre

&8 Al groups
a This page includes previews. available for your evaluation. View previews =

&8 Deleted groups

# Diagnose and solve problems

g =0 |/’-‘ Search groups o Add filters
SEtE Mame Object Id Group Ty
& General |:| . ISE Admin Group 576c60ec-c0b6-4044-a8ec-d395b1475d6e |  Security

@ Expiration

£} Naming policy

4. Criar um Aplicativo Empresarial do Azure AD



Em AD, selecione Enterprise Applications e clique em New application.

Azure Active Directory admin center

“  Dashboard > Default Directory » Enterprise applications

E Dashboard . . . . .
shoa === Enterprise applications | All applications
= All services BEE Defaut Directory - Azure Active Directory
% FAVORITES = -+ Mew application == Columns [ Preview feat
B Azure Active Directory Overview
'B Try out the new Enterprise Apps search preview! Click to ena
& users 0 overview
£L Enterprise applications X Diagnase and solve problems Application type Applications status
| Enterprise Applications A | | Aniy
Manage
£ Al applications [ First 50 shown, to search all of your applications, enter a displ

Selecione Criar seu proprio aplicativo.



Azure Active Directory admin center

& Dashboard Enterpnise applications

Efl pashboard

Browse Azure AD Gallery

i= Al services

#* FAVORITES

Create your own application | (D Request new gallery app A&7 Got feedback?

B Azure Active Directory
ﬂ You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience, =%

ﬂ Users

i - — — ) _
! enterprise applications [,-" Search application Single Sign-on : All Liser Account Management : All Catege

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform

adWs

Google Cloud
On-premises applications
Add an on-premises application Learn about Application Proxy
Corfigure Azurs AD Apglication Prawy to enabls securs remots Learm how 10 use Application Prony 1o pronide secu
access 0 your en-pramisse applications.

—3 Federated S50 ?.I Prowvisioning
Featured applications

Adobe Creative Cloud Adobe |dentity
A hicrosoft Corporation ‘ Management

Adobe Adobe 2

Insirao nome do seu aplicativo e selecione o botdo de opcdo Integrar qualquer outro aplicativo que ndo
estgga na galeria (Nao galeria) e clique no botéo Criar conforme mostrado naimagem.



Create your own application

What's the name of your app?

| ISE_3_1_Admin_SSO v

What are you looking to do with your application?
O Configure Application Froxy for secure remote access to an on-premises application

O Register an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Mon-gallery)

5. Adicionar Grupo ao Aplicativo

Selecione Atribuir usuérios e grupos.



Azure Active Directory admin center

i Dashbeoard > Enterprise applications >
 Destbord sz ISE_3_1_Admin_SSO | Overview
= All services Enterprise Application
% FAVORITES «
B Azure Active Directory i Overview Properties
B lveers M Deployment Plan H Name @
£ enterprise applications Manage | ISE_3_1_Admin_SSO (8] |

Application ID (0
| 76ba2beb-ag18-4016-aad7-... [ |

Il properties

& Owners : =

ObjectiD &
&, Roles and administrators (Preview) [ 22aedi32-82c7-47f2-ab3d-1... Ej]
&2 Users and groups

Getting Started

3 single sign-on
P Provisioning
B application prowy & 1. Assign users and groups E
C Self-service Pravide specific users and groups access
to the applications
Security Assign users and groups

& Conditional Access

Clique em Adicionar usuério/grupo.

Arure Active Directory admin center

Dashiboard > Enterprize applications > ISE_3_1_aAdmin_S50

s\ pankea ® ISE_3_1_Admin_SSO | Users and groups
= Al services —_— Interprse Appleanan
PR = + Add uengroup t i =5 Colamng B Got feedback?

B Arure Active Directary B overview
D The spphication wil sppear far srtigred users within My Apps. Set visible ta ubersT' 15 no in properties o peeeent this, =

Creplary 1F
B e [ Ceployment Fan
BB ervterprise applications Manage A Farit 200 showm, to search all users & groups, enber a deiplay name.
il' Propenies Display Name Daject Type

Clique em Usuarios e grupos.



Azure Active Directory admin center

« Dashboard > Default Directory > Enterprise applications > Add an application

Ell Dashboard Add Assignmeﬁt

= All services Default Directory

# FAVORITES

Users and groups

} Azure Active Directory
Mone Selected

:. Users

s=t Enterprise applications
User

Escolha o grupo configurado anteriormente e clique em Selecionar .
Note: Selecione 0 conjunto certo de usuérios ou grupos que obtém acesso conforme pretendido, a

medida que os usuarios e grupos mencionados aqui obtém acesso ao | SE apos a conclusdo da
configuragao.

Users and groups

22 Search

- ISE Admin Group
mck
mck@gdplab2021.onmicrosoft.com

Quando o grupo estiver selecionado, clique em Atribuir.




Azure Active Directory admin center

El Dashboard
= All services
# FAVORITES

} Azure Active Directory

ﬂ, Users

s=. Enterprise applications

a Dashboard > Default Directory > Enterprise applications > Add an application

Add Assignment

Default Directory

A\ When you assign a group to an application, only users directly in the group will have ac
does not cascade to nested groups.

Users and groups

1 group selected.

User

Como resultado, 0 menu User s and groups do aplicativo configurado € preenchido com o grupo

selecionado.

Azure Active Directory admin center

Eil Dashboard
= All services
% FAVORITES

B Azure Active Directory

& Users

) Enterprise applications

Dashbeoard > I15E_3_1_Admin_550

A ISE_3_1_Admin_SSO | Users and groups

Enterprise Application

+ Add userfgroup ¢ t [0 Remove -

B Overview

m Denl + Bl ﬂ The application will appear for assigned wsers within My Apps. Set “visibl
eployment Plan

Manage # First 200 shown, to search all users & groups, enter a display name.

il Properties Display Mame

&8 Cwners D . ISE Admin Group

=

as  Roles and agministrators (Preview)

&2 Users and groups

6. Configurar um Aplicativo Empresarial do Azure AD

Navegue de volta para seu Aplicativo e clique em Configurar logon unico.



Azure Active Directory admin center

i Dashbeoard > Enterprise applications >

Ell pashboard . .
“ z22 ISE_3_1_Admin_SSO | Overview
= All services Enterprise Application
%  FAVORITES *K
B Azure Active Directory i Overview Properties
B lveers M Ceployment Plan H Name @
: . ISE_3_1_Admin_S50 ]
8 Enterprise applications Manage | |

Application 1D (@)
| 76ba2beb-ag18-4016-aad7-... [ |

Il properties

&b Owners

ObjectiD &
& Roles and administrators (Preview) l 22aedf32-82¢T-47f2-ab34-1.. [y I
&2 Users and groups .
Getting Started
3 single sign-on
P Provisioning ——
B application prowy & 1. Assign users and groups E
C Self-service Pravide specific users and groups access
to the applications
Security Assign users and groups

& Conditional Access

Selecione SAML napréximatela



Azure Active Directory admin center

Dashboard * Enterprise applications > 1SE_3_1_Admin_550
ELl pashboard H H H
_:}) ISE_3_1_Admin_S50 | Single sign-on
= Al seraces Emberperse Application
% FAVORITES & .
n ¢ Select a single sign-on method  Help me gecide
Orerasw

B Anare Active Direciony

& Users

Depleryment Plan

B2 enterprise applications Mansge

Wl Propemies

O

Brizabled

Lingle sigr-on is not enabled. The user
wor't be able to liunch the app from
My AppE

3

SAML

Rich and secure authentication io
applications using the SAML (Security
Agsartion Mariap Language) profocol.

& Owrners

il Roles and administrators (Praview)

& Users and groups

D tingle tga-on

b Provisianng ( Dj Linked
Lirk i an applcation in My Apps
andfor Office 365 application launcher,

B apphcation peooy
S Self-senvice
Security

% Conditional Acoess
i- Permissicns

B Teken encrypion
Aty

D Sigrng

il Usage & insights
B s logs

‘ Provisiening logs

AL0Es rinnews

Clique em Editar ao lado de Configuracéo SAML basica.

Set up Single Sign-On with SAML

Read the configuration guide = for help integrating ISE30.

Basic SAML Configuration 2 Edit

Identifier (Entity 1D} Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL COptional
Relay State Optional
Logout Url Optional
e User Attributes & Claims 2 Edit
givenname user.givenname
surname usérsurname
emailaddress user.mail
name user.userprincipalname

Unigue User Identifier user.userprincipalname

Preencha o identificador (ID daentidade) com o valor de entityl D do arquivo XML da etapa Export
Service Provider Information. Preencha URL deresposta (URL do servico de consumidor de



asser ¢ao) com o valor de L ocations de AssertionConsumer Service. Click Save.

Note: A URL de resposta atua como uma lista de passagem, que permite que determinadas URLs
atuem como uma origem quando redirecionadas para a pagina ldP.

Basic SAML Configuration

E Save
=l |

Identifier (Entity ID) * @©
The default identifier will be the audience of the SAML response for [DP-initiated 550

Default
http://CiscolSE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd @® f
http://adapplicationregistry.onmicrosoft.com/customappsso/primary |:| 0] O]
|
Reply URL (Assertion Consumer Service URL) * ©
The default reply URL will be the destination in the SAML response for IDP-initigted 550
Default

https://10.201.232.19:8443/portal/SSCLoginResponse.action ®

Sign on URL @

Enter a sign on URL

Relay State @

Enter a relay state

Logout Url @

Enter a logout url




7. Configurar Atributo de Grupo do Ative Diretory

Pararetornar o valor de atributo de grupo configurado anteriormente, clique em Editar ao lado de

Atributos e declaragfes do usuario.

User Attributes & Claims

givennarme

surname
emailaddress

name

Unigue User |dentifier

& Edit

user.givenname
user.surname

user.mail
user.userprincipalname
user.userprincipalname

Clique em Adicionar uma declaracdo de grupo.

Azure Active Directory admin center

£l Dashboard
= All services
% FAVORITES
% Azure Active Directory

.ﬂ. Users

=8 Enterprise applications

o

Dashboard > Enterprise applications > ISE30 > SAML-based Sign-on >

User Attributes & Claims

-+ Add new claim | -+ Add a group claim |[== Columns

Required claim

Claim name

Unigue User Identifier (Name DY)

Additional claims
Claim name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
http://schemas xmlsoap.org/ws/2005,/05/identity/claims/givenname
http:/fschemas xmlsoap.org/ws/2005/05/identity/claims/name

http:/fschemas xmlsoap.org/ws/2005/05/identity/claims/surname

Selecione Grupos de seguranca e clique em Salvar. Selecione | D do grupo no menu suspenso Atributo
de origem. Margue a caixa de selecdo para personalizar o nome da declaragcéo de grupo einsira o nome

Groups.

W

L

W

L

L

L



Group Claims
Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

{:} Mone

(:) All groups

@ Security groups
O Directory roles

{:} Groups assigned to the application

Source attribute *

| Group 1D

Advanced options

Customize the name of the group claim

Mame (required)

| Groups

Mamespace (optional)

|:| Emit groups as role claims (@

Anote o nome da reivindicacdo do grupo. Nesse caso, sdo Grupos.



Azure Active Directory admin center

Ell Dashboard
= All services
% FAVORITES
® Azure Active Directory

sers

Enterprise applications

L8

4

Dashboard *» Enterprise applications > ISE_3_1_Admin_550 > SAML-based Sign-on >

User Attributes & Claims

~+ Add new claim Add a group claim  E2 Columins

Required claim

Claim name Value
Unigue User Identifier (Name 1D) LSer.)
Additional claims
Claim name Value
Groups USer..
http://schemas.xmlscap.org,/ws/2005/05/identity/claims /femailaddress user.il
http://schemas.xmilsocap.org/ws/2005,/05/identity/claims/givenname Lser.d
http://schemas.xmiscap.org/ws/2005,/05/identity/claims/name usear.|
http://schemas.xmlsoap.org/ws/2005,/05/identity/claims/surname LSEr.

8. Baixar Arquivo XML de Metadados de Federacdo do Azure

Clique em Download no XML de Metadados de Feder acdo em Certificado de Assinatura SAML.

SAML Signing Certificate

Stafus

Thumbprint

Expiration

Maotification Email

App Federation Metadata Url

Certificate (Baseod)
Certificate (Raw)

Active
B2AFABBATBIS0OCS3IDEZDSSECSYEEACE15CEE4462
TA19/2024 12:16:24 PM
chandandemo@outlook.com

https://login.microsoftonline.com/182900ec-e960... [

Download
Download

|Federation hetadata <ML

Cownload |

Etapa 3. Carregar Metadados do Azure Ative Diretory para | SE

&7 Edit

Navegue até Administracéo > Gerenciamento de identidades > Fontes de identidade exter nas >
Provedores de |d SAML > [Seu Provedor SAML].



Alterne aguiapara Config. do provedor deidentidade e clique em Procurar. Selecione o arquivo XM L
de Metadados de Feder agdo na etapa Baixar XML de M etadados de Federacdo do Azure e clique em

Salvar.
= Cisco ISE Administration - Identity Management
Identities Groups External ldentity Sources Identity Source Sequences Settings
antiny Provider List Azure
External ldentity Sources
= SAML Identity Provider
Certificate Authentication F General Identity Provider Config. Service Provider Info. Groups At

I Active irectory
1 LDAP
1 ODBC
I RADIUS Token
1 RSA SecurlD
SAML Id Providers

1 Social Login

Identity Provider Configuration
Import Identity Frovider Config File | Choose File (1)

Provider Id

Single Skgn On URL hups://login.microsoftonline.com/182900ec-e960-4340-bd20-24522197

Single Sign Out URL (Redirect) hitps:fflogin.microsoftonline.comf182000ec-e960-4340-bd20-24522197
Signina Certificates

Subject Issuer Valid From Valid To (E:

CM=Microsoflt Azure Federated 550 Certificate CM=Microsoft Azur_. Mon Jul 19 12:1622_.  Fri Jul 19 12:

Etapa 4. Configurar grupos SAML no ISE

Alterne paraaguia Grupos e cole o valor de Nome da reivindicagdo de Configurar atributo de grupo do
Ative Diretory em Atributo de associacéo de grupo.



= Cisco IS Administration - Identity Management

ldentities Groups External |dentity Sources Identity Source Sequences settings

v Provider List ATUne
External Identity Sources
= SAML Identity Provider
M Certificate Authentication F General Identity Provider Config Service Provider Info Groups

! Active Directory
Groups
I LDAP

Group Membership Attribute | groups

1 ODBC

I RADIUE Token

! RSA SecurlD

B9 SAML Id Providars :I Name in Assertion Name in

Clique em Add. Preencha Nome em Asser ¢ao com o valor de 1D do Objeto de Grupo do Grupo de
Administracédo do | SE capturado em Atribuir Usuario do Ative Diretory do Azure ao Grupo.

Configure Name no | SE com alista suspensa e selecione o grupo apropriado no I SE. Neste exemplo, o
grupo usado é o Super Admin. Click OK. Click Save.

Isso cria um mapeamento entre Grupo no Azure e Nome do grupo no | SE.

'd .

Add Group

*Mame in Assertion 576c60ec-c0bf-4044-38ec-d3

*Mame in ISE Customization Admin v
ER.S Admin

ERS Cperator

Elevated System Admin
™ Helpdesk Admin
ldentity Admin

MnT Admin

Metwork Device Admin
FPolicy Admin

REBAC Admin

SPOG Admin

Super Admin

System Admin
TACACS+ Admin

o]

(Opcional) Etapa 5. Configurar Politicas RBAC

A partir da etapa anterior, ha muitos tipos diferentes de niveis de acesso de usuérios que podem ser
configurados no ISE.

Para editar as RBAC (Role Based Access Control Policies, Politicas de controle de acesso baseado em



funcdes), navegue até Administration > System > Admin Access > Authorization > Permissions >
RBAC Palicies e configure conforme necessario.

Estaimagem é uma referéncia a configuracéo de exemplo.

v RBAC Policies

Confirme se a configuracéo esta funcionando corretamente.

Rule Name Admin Groups Permissions
: Customization Admin Policy If Customization Admin T then Customization Admin M
[ ed System Admin Po If  Elevated System Admin T System Admin Menu Ac
’ ERS Admin Policy f !ERS Admin T then Super Admin Data Acce
y ER [ r Po If  ERS Operator 1 Super Admin Data Acce
+  ERS Trustsec Po If  ERS Trustsec i e Super Admin Data Acce
- elpdesk Admin f  Helpdesk Admin T e Helpdesk Admin Menu .
[ de dmin | If  Identity Admin + en  ldentity Admin Menu Ac
. InT Admin Policy If  MnT Admin T = MnT Admin Menu Acce!
- etwork Device If  MNetwork Device Admin T e Metwork Device Menu 2
[ F P It Policy Admin T en  Policy Admin Menu Ace
’ RBAC Admin Po f RBAC Admin T hen RBAC Admin Menu Acc
- ead Only Admir If  Read Only Admin t en  Super Admin Menu Acc
. SPOG Admin Po If  SPOG Admin -+ 1ien Super Admin Data Acce
’ Super Admin Po If  Super Admin T e Super Admin Menu Acc
[ Super Admin_Azure If  Super Admin + Super Admin Menu Acc
: System Admin Po If  System Admin T he System Admin Menu Ac
- ACACS+ A If  TACACS+ Admin T e TACACS+ Admin Menu
Verificar



Note: O teste de Logon do SAML SSO da funcionalidade de teste do Azure n&o funciona. A
solicitacdo SAML deve ser iniciada pelo | SE para que 0 SSO SAML do Azure funcione corretamente.

Abraatelado prompt de login da GUI do ISE. Vocé vera uma nova opgdo para Fazer login com SAML.

1. Acesse apaginade Login daGUI do ISE e cliqgue em Login com SAML.

Nlr
CISCO

l[dentity Services Engine

Intuitive network security

Log In With SAML

‘ Log In With ISE ‘

English | B&3E

Problems logging in?

2. Vocé seraredirecionado para atela de logon da Microsoft. Insira suas credenciais de nome de usuério de
uma conta em um grupo mapeado para o | SE como mostrado aqui e clique em Avancgar como mostrado na
imagem.



Be Microsoft
Sign in

mck@gdplab2021.onmicrosoft.com

Can't access your account?

3. Insira sua Senha para o usuario e clique em Entrar.

Be Microsoft
& mck@gdplab2021.onmicrosoft.com

Enter password

Forgot my password

4. Agoravoceé seraredirecionado para o painel de controle do aplicativo | SE com as permissdes apropriadas
configuradas com base no grupo do I SE configurado anteriormente conforme mostrado naimagem.



= Cisco

Sumimary

Tanal Endpainta Activg Endpoints Rijected Endpainta AnpablaEs Bahnvior Authanticnted Gudats

F iy i~ e i~y
0 0 0 0

L L L

AUTHENTICATIONS i HETWORK DEVICES ERDPCHNTS

Troubleshooting

Esta secdo fornece informagdes que podem ser usadas para o troubleshooting da sua configuracao.

Problemas comuns

E vital entender que a autenticagdio SAML é tratada entre o navegador e o Ative Diretory do Azure.
Portanto, vocé pode obter erros relacionados a autenticacdo diretamente do Provedor de Identidade (Azure)
onde o compromisso do | SE ainda n&o foi iniciado.

Problema 1. O erro "Sua conta ou senha esta incorreta" é visto depois que vocé insere as credenciais. Aqui,
os dados do usuario ainda ndo sdo recebidos pelo | SE e o processo neste ponto ainda permanece com o 1dP
(Azure).

O motivo mais provavel é gue as informagdes da conta estéo incorretas ou a senha néo esta correta. Para
corrigir: redefina a senha ou fornega a senha correta para conta, como mostrado naimagem.



B® Microsoft

& mck@gdplab2021.onmicrosoft.com

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password

Problema 2. O usuario ndo faz parte do grupo que deve ter permissao para acessar 0 SAML SSO.
Semel hante ao caso anterior, 0s dados do usuério ainda ndo sdo recebidos pelo | SE e 0 processo neste ponto

ainda permanece com o IdP (Azure).

Para corrigir isso: verifique se a etapa de configuragdo Add group to the Application é executada
corretamente como mostrado naimagem.



2% Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADST550105: The signed in user
‘userwithoutgroup@gdplab2021.onmicrosoft.com’ is not assigned to a role for the
application '76b82bch-a918-4016-aad7-b43bc4326254'(ISE_3_1_Admin_550).

Troubleshooting details it
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 1215ceal-c349-4bee-022d-2625998222101

Correlation Id: 710626e0-45¢1-4fad-baas-ff7584ecfa10

Timestamp: 2021-08-04T22:48:022

Message: AADSTS50105: The signed in user 'userwithoutgroup@gdplab2021.onmicrosoft.com’
is not assigned to a role for the application '76b82bcb-ag818-4016-3ad7-
b43bcd3262541SE_3_1_Admin_S50).

Flag sign-in errors for review: Enzble flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes, Flagged events make diagnostics available and are raised to admin attention.

Problema 3. O Servidor de Aplicativos | SE ndo pode tratar solicitages de logon SAML. Esse problema
ocorre quando a solicitacdo SAML é iniciada do Provedor de I dentidade, Azure, em vez do Provedor de
Servico, ISE. Testar o Logon SSO do Azure AD néo funciona, pois o | SE ndo oferece suporte a solicitagbes
SAML iniciadas pelo Provedor de | dentidade.



10.201.232.19:84

B

This page isn‘t working

10.201.232.19 is currently unable to handle this re




Dashiboard » Enterprise applcations > ISE_3_1_Admin_550
ISE_3_1_Admin_SSO | SAML-based Sign-on

T Upload metadats file 2 Change single dgn-on fr
B Onerview

Test single sign-on with ISE_3_1_Ad:

R Got feedback?
wde IS Teat thit apphcation

) Microsoft recommends installing the My &pps Secure Sigerin Ex

m Ceployment Plan grenname user.grenname ks thied - party conkies if you have installed it but this messag:
urname USETSuMame
emailaddress user.mail
Manage
mame USErUSerprncipainame Please make sure you hine configuned 1SE_3_1_Admin_S50 belone
Il Progerties Groups UL groups
Wnigue User Identifier USET USRIpInCipainame
& Cwmers
s Rolies and Sdminstralons (Prévead (reguings browse

©

SaML Signing Cartificate

& Users and grougs
3 single sign-on St Acive Resalving errars
i igne
Thumbprn BI4FRBATEISOCSIDEIDSITCATERNCE ypovy) ancoumber an error in the sign-in page. phease paste it balow
D Prevaoning Expiratian TAS/2024, 12:16:24 PM retry
Motification Ema chandandemo@outiock oom
Application praxy Wihat dioses Ehe edrad laok kke?
B Apphcation provy App Federation hetadata Url https:/loginmicrosoétonkine com 182 ST e e
& Self-service Certdicale (Basedd)
Certeheate (Raw)
Security Federation Metadata XML
B Conditional Access

Sat up BE_3_1_Admin_550

[~

+ Permissicns

ﬂ Teked enafyplicn woull néed to configure the application to irk with Azure AD.

Lesgim URL

Activity hitps:/loginmacroscfionlinecom, 182

Azure AD Icentifier hittpsy stewindows.nety/ 1829006 -2
D Signein bogs . e |

Logout URL hitpsloginmacrosoftonling. com, 182
fil Usage & insights Wil thic-ber- e Iptnaction

Audit logs

Prowissoning bogs

Test single sign-on with I5E_3_1_Admin_ 530

wm agneon 15 working. Users will need 10 be added to Users and group

Problema 4. O ISE exibe o erro "Acesso negado” apds uma tentativa de login. Este erro ocorre quando o
nome da declaragéo do grupo criado anteriormente no Aplicativo Azure Enterprise ndo corresponde no I SE.

ADCELT révelwd

Para corrigir isso: verifique se 0 nome da declaracéo de grupo no Azure e no | SE na guia Grupos de
Provedores de Identidade SAML sdo iguais. Consulte as etapas 2.7 e 4 na se¢do Configurar SAML SSO
com 0 Azure AD deste documento para obter mais detal hes.



T
CISCO

ldentity Services Engine

n Access Denied

Intuitive network security

Log In With SAML

=

{ Log In With ISE

-

English | B&3E

Problems logging in?

Solucéo de problemasdo | SE

O nivel de log dos componentes aqui deve ser alterado no | SE. Navegue até Oper acdes > Solucéo de
problemas > Assistente de depuracao > Configuracgdo do log de depur acéo.

Nome do componente ||Nivel delog Nome do arquivo delog

portal DEBUG guest.log




opensaml DEBUG ise-psc.log

saml DEBUG ise-psc.log

Logs com Login SAML e Nomes de Declaracgao de Grupo Incompativeis

Conjunto de depuragdes que exibe o cenario de solucéo de problemas de incompatibilidade de nome de
declaracdo no momento da execucédo do fluxo (ise-psc.log).

Observacao: fique de olho nos itens em negrito. Os registros foram reduzidos para fins de clareza.

1. O usuario éredirecionado paraa URL do IdP na pagina de administracéo do ISE.

<#root>

2021-07-29 13:48:20,709 INFO
2021-07-29 13:48:20,712 INFO

[admin-http-pool46][] api.services.persistance.dao.DistributionDAO -::::-
[admin-http-pool46][] cpm.admin.infra.spring.ISEAdminControllerUtils

forwardStr for: https://10.201.232.19/admi n/Logi nAction. do

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.
[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.

IDP URL: https://login.mcrosoftonline.con 182900ec-e960-4340-bd20-e4522197ecf 8/ samd 2

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

SAML request - spUrl ToReturnTo: https://10.201. 232

2021-07-29 13:48:20,844 DEBUG
2021-07-29 13:48:20,851 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-7][]
[https-jsse-nio-10.201.232.19-8443-exec-7][]
[https-jsse-nio-10.201.232.19-8443-exec-7][]
[https-jsse-nio-10.201.232.19-8443-exec-7][]

[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.
[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.

2. A resposta SAML é recebida do navegador.

<#root>

2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]

cpm.
cpm.
cpm.
cpm.

cpm

cpm.
cpm.
cpm.

saml . framework.
saml . framework.
saml . framework.
saml . framework.

19: 8443/ port al / SSOLogi nResponse. acti on

.saml.framework.
saml. framework.
saml. framework.
saml. framework.

impl.
impl.

impl.
impl.
impl.
impl.

impl.
impl.

SAML
SAML

SAML
SAML
SAML
SAML

SAML
SAML

impl.SAN
impl.SAN
impl.SAN
impl.SAN

-::::- Decoded SAML relay state of: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalIld_EQUALS@®@49a:

2021-07-29 13:48:27,177 DEBUG

-::::- Decoded SAML message

[https-jsse-nio-10.201.232.19-8443-exec-10][] opensaml.ws.message.decode:


https://10.201.232.19/admin/LoginAction.do
https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action

2021-07-29 13:48:27,182
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183

opensaml.common.binding.

2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,184

2021-07-29 13:48: 27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
decoding.BaseSAMLMessageDecoder -:::
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.

[ https-jsse-nio-10.201. 232.

3. A andlise do atributo (assercado) foi iniciada.

<#root>

2021-07-29
2021-07-29
2021-07-29
2021-07-29

13:
13:
13:
13:

48:
48:
48:
48:

27,184
27,184
27,184
27,184

2021-07-29 13:48: 27,184

2021-07-29 13:48: 27,184

2021-07-29 13:48: 27,184

2021-07-29 13:48: 27,184

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

13:
13:
13:
13:
13:
13:
13:
13:

48:
48:
48:
48:
48:
48:
48:
48:

27,184
27,184
27,184
27,184
27,184
27,184
27,184
27,184

[ parseAttri butes] Set

2021-07-29 13:48:27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

on | dpResponse object -

DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[ https-jsse-nio-10.

[ htt ps-j sse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

201.
201.
201.
201.

201.

201.

201.

201.

201.
201.
201.
201.
201.
201.
201.
201.

232

232

232.

232.

232.

232.

232

232

232

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19- 8443-exec-10][]

.19-8443-exec-10][]
232.
232.

19-8443-exec-10]11[]
19-8443-exec-10]11[]

.19-8443-exec-10][]

19- 8443- exec-10][]

19- 8443- exec-10][]

19- 8443- exec-10][]

19- 8443- exec-10] [ ]

.19-8443-exec-10]1[]
232.
232.

19-8443-exec-10]11[]
19-8443-exec-10]11[]

.19-8443-exec-10]1[]
232.
232.

19-8443-exec-10]11[]
19-8443-exec-10]11[]

.19-8443-exec-10]1[]
232.

19-8443-exec-10]11[]

opensaml.
opensaml.
opensaml.
opensaml.

opensaml.
cpm.saml.
opensaml.

saml2.binding.decc
ws .message.decode:
ws .message.decode:
common.binding.

:- Intended message destination endpoint:

common.binding.

framework.

impl.

common.binding.

cpm san . framewor k. i npl .

cpm.saml.
cpm.saml.
cpm.saml.
cpm.saml.

cpm sani

cpm sani

cpm sani

cpm sani

cpm.saml.
cpm.saml.
cpm.saml.
cpm.saml.
cpm.saml.
cpm.saml.
cpm.saml.
cpm.saml.

framework.
framework.
framework.
framework.

. framewor k.

. framewor k.

. framewor k.

. framewor k.

framework.
framework.
framework.
framework.
framework.
framework.
framework.
framework.

attribute<http://schemas. xm soap. org/ ws/ 2005/ 05/

impl.
impl.
impl.
impl.

i mpl

i mpl

i mpl

i mpl

impl.
impl.
impl.
impl.
impl.
impl.
impl.
impl.

dent i

de

hs
de
SAl
de

SAl
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assinatura.

2021-07-29 13:48:27,185
2021-07-29 13:48:27,185
2021-07-29 13:48:27,185
2021-07-29 13:48:27,185
2021-07-29 13:48:27,185

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]

saml.
cpm.saml.
cpm.saml.
cpm.saml.
cpm.saml.

cpm.

framework.
framework.
framework.
framework.
framework.

impl.

impl.
impl.
impl.
impl.
impl.

SAN

SAN
SAN
SAN
SAN
SAN


https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://schemas.microsoft.com/identity/claims/tenantid
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/identity/claims/identityprovider
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/claims/authnmethodsreferences
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http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
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[admin-http-pool5@][] ise.rbac.evaluator.impl.

5. Validagdo da autorizagdo RBAC.
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MenuPermissionEvaluatorImp]

*************************Rbac Log Summary for user SamlUSer*************************

2021-07-29 13:48:27,360 INFO

2021-07-29 13:48: 27,368 ERROR

java. |l ang. Nul | Poi nt er Excepti on

2021-07-29 13:48: 27,369 I NFO

2021-07-29 13:48: 27,369 I NFO

2021-07-29 13:48: 27,369 ERROR

2021-07-29 13:48: 27,369 I NFO

[admin-http-pool5@][] com.cisco.ise.util.RBACUtil -::::

[ admi n- htt p-pool 50][]

[ admi n- htt p-pool 50][]

[ admi n- htt p-pool 50][]

[ admi n- htt p- pool 50][]

- Populating cache

[adm n-http-pool 50][] cpmadmin.infra.utils.Perm ssionEval uationUtil -:::

cpm adnmin.infra.action.LoginAction -::::- In Login
cpm adnin.infra.action.LoginAction -::::- In Login
cpm adnmin.infra.action.LoginAction -::::- Can't sa\
cpm adnmi n. i nfra. action. Logi nActi onResul t Handl er -::


http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
mailto:mck@gdplab2021.onmicrosoft.com
mailto:name=mck@gdplab2021.onmicrosoft.com

2021-07-29 13:48:27,369 INFO [adm n-http-pool50][] cpmadm n.infra.spring.|SEAdm nControl lerUtils -:::


https://10.201.232.19/admin/LoginAction.do

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



