Configurar o Portal do Patrocinador do ISE 3.0
com o Azure AD SAML SSO

Contents

Introduction

Prerequisites

Requirements

Componentes Utilizados

Diagrama de fluxo de alto nivel

Configurar

Etapa 1. Configurar o provedor de identidade e o portal do patrocinador do SAML no ISE
1. Configurar o Azure AD como Origem de Identidade SAML Externa
2. Configurar o Portal do Patrocinador para usar o Azure AD

3. Exportar informacdes do provedor de servicos

Etapa 2. Definir as Configuracdes do IdP do Azure AD

. Criar um Usuario do Azure AD

. Criar um Grupo AD do Azure

. Atribuir Usuario do Azure AD ao Grupo

. Criar um Aplicativo Azure AD Enterprise

. Adicionar grupo ao aplicativo

. Configurar um Aplicativo Azure AD Enterprise

. Configurar Atributo de Grupo do Ative Diretory

. Baixar Arquivo XML de Metadados de Federacdo do Azure

Etapa 3. Carregar Metadados do Azure Ative Diretory para o ISE
Etapa 4. Configurar grupos SAML no ISE

Etapa 5. Configurar o mapeamento de grupo de patrocinadores no ISE
Verificar

Troubleshoot

Problemas comuns

Solucao de problemas do cliente

Troubleshooting do ISE

0 NG O | WIN =

Introduction

Este documento descreve como configurar um servidor SAML do Azure Ative Diretory (AD) com o
Cisco ldentity Services Engine (ISE) 3.0 para fornecer recursos de Logon Unico (SSO) para
usuarios Patrocinadores.

Prerequisites

Requirements



A Cisco recomenda que vocé tenha conhecimento destes topicos:

1. Cisco ISE 3.0
2. Conhecimento basico sobre implantagdes de SSO SAML
3. Azure AD

Componentes Utilizados

1. Cisco ISE 3.0
2. Azure AD

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.
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Configurar

Etapa 1. Configurar o provedor de identidade e o portal do patrocinador do SAML
no ISE

1. Configurar o Azure AD como Origem de Identidade SAML Externa

No ISE, navegue para Administration > Identity Management > External Identity Sources > SAML
Id Providers e clique no botao Add.



Insira o ID do provedor e clique em Enviar para salva-lo. O nome do provedor de ID é significativo
somente para o ISE, como mostrado na imagem.

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources dentity Source Sequences Settings

External ldentity Sources

SAML Identity Provider

B3 Certificate Authentication F General Identity Provider Config Service Provider Info
——
=1 Active Directory
* Id Provider Name Azure_SAML
=} EXAMPLE
I LDAP Description Azure Active Directory
| ODBC

! RADIUS Token
RSA SecurlD

1 SAML Id Providers
Social Login

I REST (ROPC)

2. Configurar o Portal do Patrocinador para usar o Azure AD

Navegue até Centros de trabalho > Acesso de convidados > Portais e componentes > Portais de
patrocinadores e selecione seu Portal de patrocinadores. Neste exemplo, o Portal do Patrocinador
(padrao) é usado.

Expanda o painel Configuragdes do portal e selecione seu novo IDP SAML na sequéncia de
origem da identidade. Configure o Nome de dominio totalmente qualificado (FQDN) para o portal
do patrocinador. Neste exemplo, é esponsor30.example.com. Clique em Salvar como mostrado
na imagem.



= Cisco IS Work Centers - Guest Access

Overview Idantities Identity Groups Ext |d Sources Administration Metwork Devices Portals & Components Manage Accounts

Guest Porals

Gust Types

Sponsor Portal (default) Default portal used by sponsers to cred
Sponsor Groups

Language Flie P
Sponsor Portals

Fortal test URL

Portal Behavior and Flow Settings Portal Page Customization

Fortal & Fage Settings

™ Portal Settings

S pon: ¥ 8445
Allgwed Interfaces: * Make aglaelions in one of BOM columae based on your PSN configurations
if bonding Is nat configured if bonding Is configured
on a PSN, use: an a PSN, use:

Uses Gigabt Ethernet 4 as
primary, § a5 backup

e Qroup e Default Portal Certificate Group .-

Configure cenificates at:

Work Genters > Guest Access > Administration > System Cenificates

sponsor30.example.com

Identity source sequence: * Azure_SAML i

Configure authentication methods: at;
Waork Genters > Guest Access > |dentitles » Identity Source Sequences

Work Genters > Guest Access > Ext Id Sources > SAML Identity Providers

3. Exportar informagdes do provedor de servigos

Navegue até Administration > Identity Management > External Identity Sources > SAML Id

Providers > [Your SAML Provider].

Policy Elamants

Mude para a guia Informagées do provedor de servigos. e clique no botdo Exportar conforme

mostrado na imagem.



ldentity Provider List » Azure_SAML

SAML Identity Provider

General dentity Provider Config. Service Provider Info.

Service Provider Information

(] Load balancer

Export Service Provider Infa. Export

Includes the following portals:

Sponsor Portal {default)

Baixe o arquivo zip e salve-o. Nele, vocé pode encontrar 2 arquivos. Vocé precisa do arquivo XML
chamado de Portal do Patrocinador.

Anote o Location da Resposta de Ligagdes de SingleLogoutService, o valor de EntitylD e os
valores de Location de AssertionConsumerService Binding.

<?xm version="1.0" encodi ng="UTF-8"?>

<md: Enti tyDescriptor xm ns:nd="urn: oasis: nanes:tc: SAM.: 2. 0: net adat a"

entityl D="http://C scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429" >

<md: SPSSCDescri pt or Aut hnRequest sSi gned="f al se" Want Asserti onsSi gned="true"
pr ot ocol Support Enuner ati on="urn: oasi s: nanmes: tc: SAM.: 2. 0: prot ocol ">

<md: KeyDescri ptor use="signi ng">

<ds: Keyl nfo xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: X509Dat a>

<ds: X509Certi ficate>

M | FZj CCA06gAWM BAgl QX1oAvWAAAAChgVd9c EEWOz ANBgk ghki GOWOBAQAMADAI MSMM QYDVQQD
ExpTQULMXOI TRTMM.TFI ay 5| eGFt cGx| Lii\vbTAe FwOy MDAS MTAx MDMy Mz FaFwOy NTAS MDk x MDYy
Mz FaMCUx | zAhBgNVBAMIG NBTUx f SVNFMz At MAWF LmVAYWLwWbGUUY29t M | CI j ANBgkghki GOwWOB
AQEFAACCAg8AM | CCgKCAgEAt +M xKf uZvg/ oAWGES6zr UYL3H2Jw Zwly Js6sJ8/ BpP6SwW027wh
FXnESXpgnmmoSVr VEcQ r Ddk 3l 8UYNNn/ +98PPkl i / 4f t yFj ZK9Ydever D6nr A2MeoL.Czd kWy/ y4i
vvVeYuWB44py Sm65awWvr 03984x9esHgyLahExs9gui LIr yD497XnmNP4Z8eTHCct u777Pul 1wLO4
QOYUs2s0zXvRI8D9Jok/ +Pj H3bj nVKapgqAcNEFVk8Ez9x 1sMBUgFwWP4YdZz QB9I RvkQdl JGv My f
aégn+KaddJnnl bXKFbr TaFi i 21 vRs3qHIOmWIf YRnYeMyl 9/ PhzvSFt j Re32x/ aGh23j 9dCsVXnQ
ZmXpZy xxJ8p4Rqy M Ygkf xnQXXt VOKOSRZPFn60+i szUW2hARRG t EOhTuVXpbon@&dT109JeeEe
S1E5uxenJvYkU7mvanvBj YQN6qVyyogf 8FA HTSf d6TDsK3Ghne G g50Pr Bvvg5qE6Or xxNvgSVZ
1dhx/ i HZAZ1yYSVdwi zsZMOWOP] Swr RPx/ h8l 03dj eWDaL5R1AF1qTFHVHSNYi gzh6Fyj dkUJH66
JAygPeOPKIFRgYzh5vWJ41qvdQ | Gk3c/ zYi 57MR1Bs0nk SvkOGbnj Ssh+EehnYyLLB8FG3De2V
ZaXaHz37gnm CNNTZHr n+GBOCAWEAAa OBk TCBj j AgBgNVHREEGTAXghVJ U0Uz MOOx ZW uZXhhbXBs
ZS5j b20WDAYDVROTBAUWAWEB/ z AL BgNVHQB EBAMCAUWWHQYDVROOBBYEFPT/ 6j pf yugxRol bj z\W
858W TP1MB0GALUdJ QQAVBQGCCs GAQUFBWIVBBggr BgEFBQC DAj ARBgl ghk gBhv hCAQEEBAMCBK Aw
DQYJKoZI hve NAQEMBQADgg! BABGyWZbLaj M2LyLASg/ / 4N6nL+xu/ 91 MiVw NVBQodF+j OWisWL5a
VPSQU2t 3Ckd/ | lanvpK+cp77NM 09V9oW 3/ Znj ZHGoFAI cHnl GCoEj nC1TvLau7ZzhCCl | 37DFA
yMKDr XLi 3pR+ONl XI TI vj pHTTzr KniLNHhkxkx/ Js51 uz+MyRKPSFNMWI0g4 XGej yKzJW qEu+bcl
i dC / gBNuCHgqnFeMB2I GQ7j VOMLkBj Lb4pTDbYk4f M bJVh4V2Pgi ++6M f XAYEWL+LHj SGHOQT
PSMB+k pv 1wHHp G QSire J 4t XVXVISWINCHLX QZL BPNMUZor huYC! LXZxv XHLHGIJOYKx 9l k9Ubd2
s5JaD+GN\8j gnmbXXAau7S4Bawf vCo3boQ XnSvgcl uHIYFi R2I p2n/ 2X0WhbhdPHYZt qG eqBWebHr
41 1z18FXbl YyMezpl kht OOvkP5mAl RO2VXBKkvx2WPj t zQr vt SXgv TCOKEr YCBM j nuwszt V7FVTV
JNdFWGOsnXC70YngZeuj Zyj PoUnf RKZI 34VKZp4i C6bZsd bWE9SkdquvOPa@ec XTv80OCVBYUegl
vt Opdel 8h/ 9j | ndLGBdFOr bADGHi i eTcnt SDAW3E7JFnS/ oHW7FsASA 81 x Xf c ONUX/ LODx3j TNd
ZI AXp4j uy SODI x9y Dy Mdy VOf

</ ds: X509Certificate>

</ ds: X509Dat a>



</ ds: Keyl nf 0>

</ nd: KeyDescri pt or >

<md: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Request . acti on?port al =bd48c1
al-9477-4746- 8e40- e43d20c9f 429"

ResponselLocati on="htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on"/>
<md: Nanel DFor mat >ur n: oasi s: hames: t ¢: SAM.: 2. 0: nanei d-f ormat : t r ansi ent </ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hames: t c: SAML: 1. 1: nanei d- f or mat : emai | Addr ess</ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hames: t c: SAM.: 2. 0: nanei d- f or mat : per si st ent </ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hames: t ¢c: SAM.: 1. 1: nanei d- f or mat : unspeci f i ed</ nd: Narrel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hanmes: t c: SAM.: 1. 1: nanei d-

f or mat : W ndowsDomai nQual i f i edName</ nmd: Nanel DFor nat >

<md: Nanel DFor mat >ur n: oasi s: names: t c: SAML: 2. 0: nanei d- f or nat : ker ber os</ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hanmes: tc: SAML: 1. 1: nanei d- f or mat : X509Subj ect Nanme</ nd: Nanel DFor nat >
<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="0"/>
<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10. 48. 23. 86: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="1"/>

<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10.48. 26. 63: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="2"/>

<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10.48. 26. 60: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="3"/>

<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-1lek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="4"/>
<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-2ek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="5"/>
<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-3ek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="6"/>

</ md: SPSSODescr i pt or >
</ md: Enti tyDescri ptor>

De acordo com o arquivo XML:

SingleLogoutService
ResponseLocation="https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.act
io_nll

IDdaentidade="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumerService
Location="https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise30-
1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise30-
2ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise30-


https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action
https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action

3ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

Etapa 2. Definir as Configuragdes do IdP do Azure AD
1. Criar um Usuario do Azure AD

Facga login no Painel do Centro de Administragdo do Azure Ative Diretory e selecione seu AD
como mostrado na imagem.

Azure Active Directory admin center

Dashboard > Default Directory

b
=L Dashboard H :
= (i § Default Directory | Overview
= All services Azure Active Directory
 FAVORITES b % Switchtenant [i] Deletetenant |+ Create atenant (7 What's new [z Preview features 7 Got feedback?
% Azure Active Directory @ Overview
.

:‘ Ueare #  Getting started ) )

— ﬂ Azure Active Directory can help you enable remote work for your employees and partners, Leam mon L]
1 . T 8 Preview hub
&' Enterprise applications

#. Diagnose and solve problems &

Default Directory
Manage
|+ Search your tenant

& Users

& Groups % Tenant information @ Azure AD Connect

B5 External Identities

Your role Status
i Roles and administrators ‘Global administrator More info Mot enabled
& Administrative units (Preview) License
Azure AD Premium P2 Last syne

) licati
Enterprise applications Sync has never run
Tenant ID

Sl Devices
64ace648-115d-4ad9-a3bf-7660...
. App registrations

Primary domain
2/ |dentity Governance ekomeyedisco.onmicrosoft com

£ Application proxy

4 Llicenses
Sign-ins

b Azure AD Connect 3

8

%= Custom domain names 26
24

I Mobility (MDM and MAM) f:

Password reset Aug 23

Selecione Users, clique em New User, configure User name, Name e Initial Password. Clique em
Criar como mostrado na imagem.


https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action

Azure Active Directory admin center

® Dashboard > Users >

=1 Dashboard

New user
= All services Default Directory
EAVCIITES 7 Got feedback?
b Azure Active Directory

:. Users

() Create user (O Invite user

&= Enterprise applications ) )
Create a new user in your Invite a new guest user to
organization. This user will have a collaborate with your organization.
user name like The user will be emailed an
alice@ekorneyccisco.onmicrosoft.com. invitation they can accept in order
| want to create users in bulk to begin collaborating.

| want to invite guest users in bulk

Help me decide

Identity
User name = (1) | alice w |@| ekorneyccisco.onmicroso... | E
The domain name | need isn't shown here

Name * (@ | Alice o |
First name | |
Last name | |
Password

(:) Auto-generate password

@ Let me create the password
Initial password * (&) | """"" v

2. Criar um Grupo AD do Azure

Selecione Grupos. Clique em Novo grupo conforme mostrado na imagem.

Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

& + New grou \J_/ Download groups E[ Delete D Refresh == Columns
group group

&2 All groups

8 Deleted a This page includes previews available for your evaluation. View previews —>
eleted groups

K Diagnose and solve problems [ > Search groups l +? Add filters

Mantenha o tipo de grupo como Seguranga. Configure o nome do grupo conforme mostrado na
imagem.



Azure Active Directory admin center

&«

Dashboard > Default Directory > Groups >

Edl Dashboard New Group
‘= All services

# FAVORITES

Group type *
b Azure Active Directory | Security = |
]
Users

v Group name * (O
EEE Enterprise applications | Sponsor Group \/|

Group description (&

| Enter a description for the group |

Azure AD roles can be assigned to the group (Preview) @
(v NI

Membership type * (@

| Assigned 7

Owners

No owners selected

Members

Mo members selected

3. Atribuir Usuario do Azure AD ao Grupo

Cligue em Nenhum membro selecionado. Escolha o usuario e clique em Selecionar. Clique em
Criar para criar o grupo com um Usuario atribuido a ele.



Add members X

Search ()

AAD Terms Of Use
d52792f4-ba38-424d-8140-adas5bB83f293

Alice
alice@ekorneyccisco.onmicrosoft.com
Selected

E

A

o

©
A
A
A
A
A

azrure
azure @ekorneyccisco.onmicrosoft.com

Azure AD |dentity Governance - Directory Management
ec245c98-4a90-40c2-955a-88b727d97151

Azure AD |dentity Governance - Dynamics 365 Management
cd95cfdc-814f-46a1-89f0-657921c9fbel

Azure AD |dentity Governance Insights
58c746b0-a0b0-4647-a8f6-12dde5981638

Azure AD Identity Protection
fcbB8d9e5-1f76-45ef-99aa-2148054 18498

Azure AD Notification
fc03f97a-9db0-4627-a216-ec98ce542018

Azure ESTS Service
00000001-0000-0000-c000-000000000000

Selected items

Alice

) ) i Remove
alice@ekorneyccisco.onmicrosoft.com

Anote a ID do objeto de grupo, nesta tela, ela é 626733b-eb37-4cf2-b2a6-c2895fd5f4d3 para o
grupo de patrocinadores.



Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

« 4 New group | Download groups [ Delete Q) Refresh == Columns
& Al groups
B ikt — 0 This page includes previews available for your evaluation. View previews —
# Diagnase and solve problems I 7 Seach rouns +o Add filters
Settings Name Object Id Group Type
& General ] ISE Group eebfdcb9-91e2-4989-8c06-eef2cd3f69a3 Security
B Expiration O B sronsor Group 1626733b-eb37-dcf2-b2a6-c2895fd5fdd3 Security

&3 Naming policy

4. Criar um Aplicativo Azure AD Enterprise

Preview features

Membership Type
Assigned

Assigned

Em AD, selecione Enterprise Applications e clique em New application conforme mostrado na

imagem.

Azure Active Directory admin center

“ Dashboard » Default Directory > Enterprise applications

BB [Eesticoa === Enterprise applications | All applications

= All services = Default Directory - Azure Active Directory
% FAVORITES L + Mew application == Columns % Preview features 7 Got feedback?
b Azure Active Directory Deandam
0 Try out the new Enterprise Apps search preview! Click to enable the preview. =
O Overview

& Users

B Enterprise applications #. Diagnose and solve problems

Application type Applications status

Application visibility

| Enterprise Applications i | | Any

Manage

B All applications

Selecione o aplicativo N&o é galeria como mostrado na imagem.

vl |Any

| First 50 shown, to search all of your applications, enter a display name or the application ID.

Azure Active Directory admin center

&«

El Dashboard

Add an application =

:— All services

* FAVORITES . .
0 Click here to try out the new and improved app gallery. =

B Azure Active Directory

:. s Add your own app
£ Enterprise applications BpR Application BPS On-premises
iy~ you're B. Y application
developing
Configure Azure AD

Register an app you're
working on to integrate
it with Azure AD

Application Proxy to
enable secure remote
access.

Digite o nome do aplicativo e clique em Adicionar.

Dashboard > Default Directory > Enterprise applications >

e Mon-gallery
uld application

Integrate any other
application that you
don't find in the gallery

7 Got feedback?




Azure Active Directory admin center

21l Dashboard
= All services

“ FAVORITES

} Azure Active Directory

ﬂ Users

&

Add your own application

Dashboard > Default Directory > Enterprise applications > Add an application >

Name * (0

| 1SE30

Once you decide on a name for your new application, click the "Add"” button below and we'll walk you through some
simple configuration steps to get the application working.

&= Enterprise applications

Supports: (O

SAML-based single sign-on

Learn more

Automatic User Provisioning with SCIM

Learn more

Password-based single sign-on

Learn more

5. Adicionar grupo ao aplicativo

Selecione Atribuir usuarios e grupos.

Azure Active Directory admin center

Ell Dashboard
= All services
% FAVORITES
b Azure Active Directory
& Users

Enterprise applications

i

&

- Enterprise Application
E Overview
[ oeployment Plan

7. Diagnose and solve problems

Manage

Properties

ke

Owners

Users and groups

© B

Single sign-on

o

Provisioning

Application proxy

@ o

Self-service

Security

& Conditional Access

Cliqgue em Adicionar usuario.

Azure Active Directory admin center

1l Dashboard

= All services

FAVORITES

Azure Active Directory

Users

& P o »

Enterprise applications

4«

Properties

Mame )
ISE30

Dashboard > Default Directory » Enterprise applications > Add an application > 1SE30

g2 ISE30 | Overview

nJ

Application ID 0

20ee030a-1206-4265-80ce-9 .,

.o

Object D @

Oebaact6-Ocel-4924-84a6-0 ..

Getting Started

|

to the applications

Assign users and groups

& 1. Assign users and groups

Provide specific users and groups access

F. ISE30 | Users and groups

Enterprise Application

B Overview
[[I] Deployment Plan

X Diagnose and solve problems

Manage
I Properties
&2 Owners

£ Users and groups

: ¢

Edit [5] Remove

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30

7 Update Credentials

—:D 2. Set up single sign on
Enable users to sign into their application
using their Azure AD credentials
Get started

== Columns 7 Got feedback?

0 The application will appear on the Access Panel for assigned users. Set 'visible to users? to no in properties to prevent this. —*

Display Mame

Mo application assignments found

| First 100 shown, to search all users & groups, enter a display name.



Clique em Usuarios e grupos.

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

Add Assignment

‘= All services Default Directory

1l Dashboard

% FAVORITES

Users and groups

b Azure Active Directory >
None Selected
:. Users
1] . . . >
== Enterprise applications

User

Escolha o Grupo configurado anteriormente e clique em Selecionar.

Note: Cabe a vocé selecionar o conjunto certo de usuarios ou grupos que devem obter
acesso.

Users and groups X

L
LA
m
o
a
-

_-":'

Alice
alice@ekorneyccisco.onmicrosoft.com

azure
azure@ekorneyccisco.onmicrosoft.com

Eugene Korneychuk
ekormeyc@cisco.com

ISE Group

Sponsor
sponsor@ekorneyccisco.onmicrosoft.com

sponsor Group
Selected

28000

Quando o grupo for selecionado, clique em Atribuir conforme mostrado na imagem.



Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

== All services Default Directory

1l Dashboard

+ FAVORITES

A\ When you assign a group to an application, only users directly in the group will have access. The assignment

b Azure Active Directory does not cascade to nested groups.

:. Users

22 Enterprise applications

Users and groups

>
1 group selected.

>
User

Como resultado, o menu Usuarios e grupos de seu aplicativo deve ser preenchido com o grupo
selecionado.

Azure Active Directory admin center

& Dashboard > Default Directory » Enterprise applications > Add an application > ISE30

® ISE30 | Users and groups

11 Dashboard

= All services Enterprise Application
% FAVORITES o + Adduser ¢~ Edit [0 Remove 2 Update Credentials == Columns
. Azure Active Directory . (e
p © The application will appear on the Access Panel for assigned users. Set visible to users? '
a Deployment Plan
Users
£ Enterprise applications # Diagnose and solve problems First 100 shown, to search all users & groups, enter a display name.
Manage Display Name
Il Properties 'l B Sponsor Group
£ Owners

&8 Users and groups

6. Configurar um Aplicativo Azure AD Enterprise

Volte para o Aplicativo e clique em Configurar logon Gnico conforme mostrado na imagem.



Azure Active Directory admin center

] Dashboard

All services

FAVORITES

Azure Active Directory

Be & »

Users

Enterprise applications

4

&

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30

i ISE30 | Overview
Enterprise Application
L
E Overview Properties
M peployment Plan Name ()
# Diagnose and solve problems u [ ISE30 t]

Application ID (0

Manage

20ee030a-1a06-4a65-80ce-9 ... [y |
il properties

Object ID @
&8 Owners

OeGaact6-Ocel-4924-84a6-0 .. f'J

A Users and groups
Getting Started
2D Single sign-on
& Provisioning
L Application proxy |.| 1. Assign users and groups
G self-service Pravide specific users and groups access
to the applications
Security Assign users and groups

® Conditional Access

Selecione SAML na préxima tela.

Azure Active Directory admin center

1 Dashboard
= All services
# FAVORITES
% Azure Active Directory
& Users

) Enterprise applications

&

Dashboard » Enterprise applications > ISE30

3) ISE30 | Single sign-on

Enterprise Application

Select a single sign-on method

Q

B Overview

m Deployment Plan

X Diagnose and solve problems Disabled

Single sign-on is not enabled. The user

Manage won't be able to launch the app from
== My Apps.

i Properties

& Owners

& Users and groups

D Single sign-on

Clique em Editar ao lado de Configuragdo SAML basica.

D

2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

Help me decide

{3

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.




Azure Active Directory admin center

Dashboard > Enterprise applications > ISE30

A Dashboard H
== ashibodr ISE30 | SAML-based Sign-on
:— All services Enterprise Application
o & 7 Upload metadata file <2 Change single sign-on mode Test this application 7 Got feedback?
B Azure Active Directory S Overview
[ m Deployment Plan P | H - ith SAM
£ Users Set up Single Sign-On with SAML
= . o # Diagnose and solve problems
=0 Enterprise applications Read the configuration guide = for help integrating ISE30.
Manage
o Basic SAML Configuration 5
Il Properties & Edit
23 Owners Identifier(Enlily D) Required
Reply URL (Assertion Consumer Service URL) Required
B Users and groups Sign on URL Optional
Relay Stat Optional
3)ishgedgion Lapauk Optona
2 Provisioning
7 Application proxy
e User Attributes & Claims 2 Edit
C Salf-service L .
givenname user.givenname
Security surname usersurname
® Conditional Access emailaddress user.mail
name user.userprincipalname
% Permissions Unigue User Identifier useruserprincipalname
Q' Token encryption
Activity SAML Signing Certificate -//¢ Edit
D sign-ins Status Active
i Usage & insights (Preview) Z‘:_m‘:P"“‘ ?ff:g::‘;?ﬂ":;‘i‘:‘m““m‘W’“E”“‘M
iration , 2:00:
E Audit logs Motification Email ekomeyc@cisco.com
& Frovisicning logs (Preview) App Federation Metadata Ur | https://login.microsoftonline.com/64ace648-115d .. )
Certificate (Basebd) Dewnload
ACCess reviews Centificate (Raw) Download
Federation Metadata XML Download

Troubleshooting + Support

Preencha o ldentificador (ID da entidade) com o valor de ID da entidade do arquivo XML da etapa
Exportar informagées do provedor de servigos. Preencha a URL de resposta (URL de servigo do
consumidor de assergéo) com o valor de Locais do AssertionConsumerService. Preencha o valor
de Url de Logoff com ResponseLocation do SingleLogoutService. Clique em Salvar.

Note: A URL de resposta atua como uma lista de aprovagao, o que permite que
determinados URLs atuem como origem quando redirecionados para a pagina IdP.



Basic SAML Configuration X

Save

Identifier (Entity ID) = ©
The default identifier will be the audience of the SAML response for IDP-initiated 550

Default
‘ http://Ciscol SE/bd48c1a1-9477-4746-8e40-e43d20c9f429 v ‘ @ 0
Reply URL (Assertion Consumer Service URL) = @
The default reply URL will be the destination in the SAML response for IDP-initiated S50
Default

https://sponsor30.example.com:8445/sponsorportal/550LoginResponse.action 0]
https://10.48.23.86:8445/sponsorportal/550LoginResponse.action
https.//10.48.26.63:8445/sponsorportal/S50LoginResponse.action
https.//10.48.26.60:8445/sponsorportal/S50LoginResponse.action
https.//ise30-1ek.example.com:B445/sponsarportal/550LoginResponse.action

https.//ise30-2ek.example.com:B445/sponsarportal/550LoginResponse.action

Uooggd

‘ https://ise30-3ek.example.com:8445/sponsorportal/S50LoginResponse.action w ‘

Sign on URL ©

Enter a sign on URL

Relay State ©

Enter a relay state

Logout Url &

| https.//sponsor30.example.com:8445/sponsorportal/SS0OLogoutResponse.action e

7. Configurar Atributo de Grupo do Ative Diretory

Para retornar o valor do atributo do grupo configurado anteriormente, clique em Editar ao lado de
Atributos e reivindicagdes do usuario.



User Attributes & Claims

givenname
surname
emailaddress
name

Unigue User |dentifier

user.givenname
USer.surname

user.mail
user.userprincipalname
user.userprincipalname

Clique em Adicionar uma reivindicagéo de grupo.

£ Edit

Azure Active Directory admin center

« Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >

User Attributes & Claims

Ell Dashboard
= All services

% FAVORITES -+ Add new claim

» Azure Active Directory

& Users Required claim

& Enterprise applications Claim name

-+ Add a group claim [== Columns

Unigue User Identifier (Name ID)

Additional claims

Claim name

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Value

user.userprincipalname [nameid-for... ***

Value

user.mail
user.givenname
user.userprincipalname

user.surname

Selecione Grupos de seguranga e clique em Salvar. O atributo de origem retornado na assercéo é
um ID de grupo, que € um ID de objeto de grupo capturado anteriormente.



Group Claims X

Manage the group daims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
O MNone

(:) All groups

@ Security groups
(:) Directory roles

(::1 Groups assigned to the application

Source attribute *

| Group 1D v

Anote o nome da Reivindicagdo para o grupo. Nesse caso, € 0
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups.

Azure Active Directory admin center

«

Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >

£l Dashboard User Attributes & Claims
= All services
% FAVORITES -+ Add new claim Add a group claim == Columns

» Azure Active Directory

& Users Required claim
1) Enterprise applications Claim name Value
Unique User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http:/fschemas.microsoft.com/ws/2008/06/identity/claims/groups user.groups [SecurityGroup]
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail

http://schemas xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname

8. Baixar Arquivo XML de Metadados de Federagéo do Azure

Cliqgue em Download em XML de metadados de federagdo em SAML Signing Certificate.


http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

SAML Signing Certificate 2 Edit

Status Active

Thumbprint 97 72DAA60A43ACDAZACSFBFOSEEIIEDTDAATBAESZ
Expiration 9/16/2023, 10:57:46 AM

Motification Email ekorneyc@cisco.com

App Federation Metadata Url https://login.microsoftonline com/64ace648-115d ... [
Certificate (Basebd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Etapa 3. Carregar Metadados do Azure Ative Diretory para o ISE

Navegue até Administration > Identity Management > External Identity Sources > SAML Id
Providers > [Your SAML Provider].

Mude para a guia Config. provedor de identidade. e clique no botdo Procurar. Selecione o ficheiro
XML de Metadados de Federacao na etapa Transferir XML de Metadados de Federagdo do Azure
e clique em Guardar.

Note: A falha da interface do usuario com a configuragao do provedor de identidade deve
ser tratada em CSCvv74517.

= Cisco ISE Administration - Identity Management

Identities Groups External |dentity Sources Identity Source Sequences Settings

1 Agure_SAML
External ldentity Sources

SAML Identity Provider

Gertificate Authentication Profile General Identity Provider Config. Service Provider Info Groups Attributes Advanced Settings

Agtive Directory

< EXAMPLE
LDAP |dentity ProvideerCianfiguration
STEE Impon Idestivgfravigar Boaka Pt Choose file radoftonline.com/G4ace648 - 1 15d-4ad9- a3bf- 7660 1b018d5c/saml2

Single Sign Out URL (Redirect) hitps://login.microsoftaniine.com/64zce648- 1150-4ad9-a3bf- 7660 1b018dSc/samiz
RADIUS Tok bl =
S Token Signing Certificates

RSA SecurlD
Subject - Issuer Valid From Valld To (Expira... Serlal Number
SAML Id Providers
CN:=Microsoft Azure Fecerated 550 Certificate  CN=Microsoft Azure.. Wed Sep 16 08:57._  Sal Sep 16 08:57:4_ 54 FB 3C 2881 49 6B B..
=3 Azure_SAML

Social Login

REST (ROPC)

Etapa 4. Configurar grupos SAML no ISE

Mude para a guia Grupos e cole o valor do Nome da reivindicagao do atributo Configurar Grupo
do Ative Diretory no Atributo de Associagao do Grupo.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv74517

= Gisco ISE

Identities Groups

External Identity Sources

Identity Source Sequences Settings

External Identity Sources
. @
Certificate Authentication Profile
w3 Actlve Directory
< EXAMPLE
1 LDAP
£ oDBC
RADIUS Token
| RSA SaecurlD
SAML Id Providers
=4 Azure_SAML
£ Soclal Login

1 REST (ROPC)

Provider List 3 Azure_SAML

SAML Identity Provider

Administration - Identity Management

Genaral Identity Provider Config. Service Provider Info Groups Attributes
—
Groups
Group Membership Attribute  tp:J/schemas.microsoft.comfws/ 2008/ 06/ /identity/claims/groups
+ Aad
O Name In Assertion ~. Name In ISE

Advanced Settings

Clique em Adicionar. Preencha o Nome na Assercao com o valor da ID do Objeto do Grupo
Patrocinador capturado em Atribuir Usuario do Azure Ative Diretory ao Grupo. Configure o Nome
no ISE com o valor significativo nesse caso, é o Grupo de Patrocinadores do Azure. Click OK.

Clique em Save.

Isso cria um mapeamento entre o Grupo no Azure e o nome do Grupo que pode ser usado no

ISE.

e

Add Group

*Mame in Assertion

*Name in |SE

e

eb37-4cf2-b2a6-c2895fd514d3

Azure Sponsor Group

‘ Cancel ]

X

Ty

Etapa 5. Configurar o mapeamento de grupo de patrocinadores no ISE

Navegue até Centros de Trabalho > Acesso de Convidado > Portais e Componentes > Grupos de
Patrocinadores e selecione Grupo de Patrocinadores que deseja mapear para o Grupo AD do
Azure. Neste exemplo, ALL_ACCOUNTS (padrao) foi usado.



= Cisco IS

tity Groups Exi Id Sources Administration Network Devices Portals & Components

Sponsor Groups

A SpONSor ks assigned the permissions from all matching Sponsor groups (multiphe matches are permittad)

Enabled Name

ALL_ACCOUNTS (default)

GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default)
L]

Work Centers - Guast Access

Member Groups

Clique em Membros... e adicione Azure_SAML:Azure Sponsor Group a Seleted User Groups. Isso
mapeia o Grupo de Patrocinadores no Azure para o Grupo de Patrocinadores ALL_ ACCOUNTS.
Clique em OK. Clique em Salvar.



Select Sponsor Group Members

Select the user groups who will be members of this Sponsor Group

Available User Groups Selected User Groups

Search | Search

II

Mame Y = Mame s

Employee ALL_ACCOUNTS (default)
GROUP_ACCOUNTS (default) Azure_SAML:Azure Sponsor
Group

OWN_ACCOUNTS (default)

o

lI

Verificar

Use esta segao para confirmar se a sua configuragao funciona corretamente.

Note: O novo usuario é forcado a alterar a senha do usuario no primeiro login. E aceite que

as etapas de verificagcdo AUP nao cobrem isso. A verificacdo abrange o cenario, em que os
usuarios fazem login nao pela primeira vez, e a AUP ja foi aceita uma vez pelo Patrocinador
(alice).



Agora, se vocé abrir o Portal do Patrocinador (na URL do teste, por exemplo), sera redirecionado
para o Azure para entrar e, em seguida, voltar para o Portal do Patrocinador.

1. Inicie o Portal do Patrocinador com seu FQDN no link do URL do Teste do Portal. O ISE deve

redireciona-lo para a pagina de entrada do Azure. Insira o nome de usuario criado anteriormente
e cligue em Avangar.

" Microsoft
Sign in

alice@ekorneyccisco.onmicrosoft.com

Can't access your account?

Sign-in options

2. Digite a senha e clique em Entrar. A tela de login do IdP redireciona o usuario para o Portal do
Patrocinador do ISE inicial.



Be Microsoft

« alice@ekorneyccisco.onmicrosoft.com

Enter password

Forgot my password

Sign in

3. Aceite o0 AUP.

CISCO Sponsor Portal

Acceptable Use Policy
Please read the Acceptable Use Policy.

You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco Systems offers the
Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not permitted. Hosting a web server or any other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail, collection of other people's personal data without their knowledge and interference with other network users
are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is unreasonably
excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems reserves the right
to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision, amendment, or
modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting.

Help

4. Neste ponto, o usuario do patrocinador deve ter acesso total ao portal com permissdes de
grupo de patrocinadores ALL_ACCOUNTS.



Welcome alice@ekorneyccisco.onmicrosoft.com ~

CI1SCO Sponsor Portal

Create Accounts Manage Accounts (0) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Guest type:
Contractor (default) (v

Maximurmn devices that can be connected: 5 | Maximum access duration: 365 days
Guest Information Access Information
Random Import _ End of business day
First name: ‘ 23:59
| | Duration:*
Last name: | 90 | Days (Maximum:365)
| | From Date (yyyy-mm-dd) * From Time *
Emall address: ‘ 2020-08-16 (1} ‘ ‘ 11:22 (] ‘
| To Date (yyyy-mm-dd) * To Time *
Mobile number:
| — | ‘ 2020-12-15 (1} H 10:22 @‘

coor
| |

Person being visited (email):

Reason for visit:

Group tag:

Language:
English - English (v]

Help

Sign Out

6. O usuario deve ser desconectado com éxito e redirecionado para a tela de login novamente.



& Microsoft

Pick an account

alice@ekorneyccisco.onmicrosoft.co
m

—|— Use another account

Troubleshoot

Esta secéo fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Problemas comuns

Evital entender que a autenticacdo SAML é tratada entre o navegador e o Azure Ative Diretory.
Assim, vocé pode obter erros relacionados a autenticagao diretamente do provedor de identidade
(Azure), onde o comprometimento do ISE ainda n&o foi iniciado.

Problema 1. O usuario digita a senha errada, nenhum processamento de dados do usuario foi
feito no ISE, o problema vem diretamente do IdP (Azure). Para corrigir: Redefina a senha ou
forneca os dados de senha corretos.



BT Microsoft
« alice@ekorneyccisco.onmicrosoft.com

Enter password

Your account or password 15 incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password

Problema 2. O usuario nao faz parte do grupo que deveria ter permisséo para acessar SAML
SSO, novamente nesse caso, nenhum processamento de dados do usuario foi feito no ISE, o
problema vem diretamente do IdP (Azure). Para corrigir: Verifique se o grupo Add (Adicionar) a
etapa de configuragao do aplicativo foi executado corretamente.



BT Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com' is
not assigned to a role for the application "92ecf9db-766a-42bf-
af42-617e95d44675"(I1SE).

Troubleshooting details b
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: £125020b-adb1-4a5e-2ea8-2c700701fe00

Correlation Id: 09a3bce1-8dcB-464d-ab97-85e2bf1f0a33

Timestamp: 2020-05-21T13:03:072

Message: AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com’ is
not assigned to a role for the application '892ecf9db-766a-42bf-af42-617e95d44675'(ISE).

Advanced diagnostics: Enable
If you plan on getting support for an issue, turn this on and try to reproduce the error. This
will collect additional information that will help troubleshoot the issue.

3. O Sing Out nao funciona como esperado, esse erro € visto - "Falha no Logout SSO. Ocorreu
um problema ao encerrar a sessao SSO. Entre em contato com o help desk para obter
assisténcia." Ele pode ser visto quando a URL de logoff ndo esta configurada corretamente no IdP
de SAML. Nesse caso, este URL foi usado como
"https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da
-9457-41e8-87d7-0965b0714db2" enquanto deveria ser
"https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action" Para corrigir:
digite a URL correta na URL de Logoff no IdP do Azure.



https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

-

CISCO Sponsor Portal

Error

S50 Logout failed.

There was a problem to logout from your SSO session. Please contact help desk for assistance.

Help

Solucéo de problemas do cliente

Para verificar se o payload SAML é recebido, vocé pode usar as ferramentas de desenvolvedor
da Web. Navegue até Ferramentas > Web Developer > Rede se vocé fizer uso do Firefox e
efetuar login com credenciais do Azure no Portal. Vocé pode ver a resposta SAML criptografada
na guia Params:

I|I III Welcome alicefdekomeyccisco.onmicrosoft.oom = §
ICIE‘COI Sponsor Portal

Manage Accourts (0) Panding Accounts (0) Natices (0)

Creaie, mansge, and appoove guest accounts.

Guast typa:
Contractnr fdetaut)
| 8
Guest Information hceess Intormation
End of business
. e -
First nams:
& O nspector [ Consale > Debupger  {) StyleEditer () Performance L Momery  T) Metwer [0 Storage ¢ Accessiniiey ¥ whavs New ([ adbick Plus B g x
v 11 Q, @ Ml HTML E53 U8 XHR Foats images MeSa WS Ot ParEsl Logh | Disable Cackd Mo Thistting & HAR S

Satus Method  Domasn Fie Cauze Type Transtarred Size [E]  Headers Cookles  Pararvs  Responis  Timings  Securny

LOETTEN o

[ 124] .

GET [T desiinp-logo.erg ] Brg

B GET 104823808448 = Frg

[ 1e2] GET @ LHGBLIE s s

[2ea] GET ¥ css

o] aET e B

[ 102} GE i ript P

[ 2ee] GET 104823868405 agple-ion.png ™ g

ED GET B I04RITRRBNE  iwlesales ] x-bzan

[22] GET ) 10.48.I TN BAGE Bank semi sdicuTEnt ikl

ED GET 104293868485 background png ™ Brg

D POST B M4RITANELIE  pensingmetien ahe faem wi2E S ;;_:?O:Oida
[ 12 POST @ 104833008480 bootatrap asten ke pon 480 KB b

[ 20a] GET 604873868448 ineolinput.css styleshest [ cached 26,68 KB e
— - Fequest payload

O 17reauests  S55.05KB /20041 KBtanstewed  Finish: 16218 Madi 1,348 cached 1 SAMLREsponscePHSaodL] | BBV LTE LERSDFYTHS Y Un Y t 2001 25 80YWESUWT dEriit 2 0BMOV TN 10603

Troubleshooting do ISE

O nivel de log dos componentes aqui deve ser alterado no ISE. Navegue até Operations >
Troubleshoot > Debug Wizard > Debug Log Configuration.

Nome do componente Nivel de log Nome do arquivo de log
acesso de convidado DEBUG guest.log
portal-web-agéo DEBUG guest.log

opensamol DEBUG ise-psc.log

amostra DEBUG ise-psc.log

Conjunto de depuragdes em funcionamento no momento da execugao correta do fluxo (ise-



psc.log):

1. O usuario é redirecionado para a URL do IdP no portal do patrocinador.

2020-09- 16 10:43:59, 207 DEBUG [ htt ps-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUtils::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020-09- 16 10:43:59, 211 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM.Uils::isOracle() - checking whether |DP URL
indicates that its OAM | DP URL

https://1ogin. mcrosoftonline.conl 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ sam 2

2020-09- 16 10:43:59, 211 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. i npl . SAM_LFacadel npl -::::- SPProviderld for Azure_SAM is:

http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020-09- 16 10:43:59, 211 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUtils::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020-09- 16 10:43:59, 211 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. request - providerld (as should be found in
I dP configuration):

http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020-09- 16 10:43:59, 211 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. request - returnTold (relay state):
_bd48clal-9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d_EQUALSbd48clal- 9477- 4746- 8e40-
e43d20c9f 429_SEM port al Sessi onl d_EQUALS8f al9bf 2- 9f a6- 4892- b082-

5cdabf b5daal_SEM t oken_EQUALSQA6CZJQD7X67TLYHE4Y3EMBEY097E2J_SEM _DELI M TERsponsor 30. exanpl e. com
2020-09- 16 10:43:59, 211 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM request - spUrl ToReturnTo

https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2. A resposta SAML é recebida do navegador.

2020- 09-16 10:44: 11, 122 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State
_bd48clal-9477-4746- 8e40-e43d20c9f 429 _DELI M TERport al | d=bd48clal-9477- 4746- 8e40-
e43d20c9f 429; port al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHEAY3EMBEY097E2J; _DELI M TERsponsor 30. exanpl e. com

2020- 09-16 10:44: 11, 126 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0QA6CZJQD7X67TLYHE4Y3EMBEYO97E2J;

2020-09-16 10:44: 11, 126 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State
:_bd48clal-9477-4746- 8e40-e43d20c9f 429 DELI M TERport al | d=bd48clal-9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHEAY3EMBEY097E2J; _DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44: 11, 126 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J;

2020- 09-16 10:44: 11, 129 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State
_bd48clal-9477-4746- 8e40-e43d20c9f 429 _DELI M TERport al | d=bd48clal-9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHEAY3EMBEY097E2J; _DELI M TERsponsor 30. exanpl e. com

2020- 09-16 10:44: 11, 129 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0QA6CZJQD7X67TLYHE4Y3EMBEY097E2J;



2020-09-16 10:44:11, 133 DEBUG [ https-jsse-nio-10. 48.
SAML response -

cpm sam . framewor k. i npl . SAMLFacadel npl -::::-

23. 86- 8445- exec- 8] []
Rel ay State:

_bd48clal-9477-4746- 8e40- e43d20c9f 429 _DELI M TERport al | d=bd48clal-9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;
t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10. 48.
SAML HTTPRequest -

cpm sam . framewor k. i npl . SAMLFacadel npl -::::-

23. 86- 8445- exec- 8] []

Portal Session info:

portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-

5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10. 48.
SAML response -

cpm sam . framewor k. i npl . SAMLFacadel npl -::::-

23. 86- 8445- exec- 8] []
Rel ay State:

_bd48clal-9477-4746- 8e40- e43d20c9f 429 _DELI M TERport al | d=bd48clal-9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;
t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-j sse-ni o-10. 48.
SAML flow initiator

cpm sam . framewor k. i npl . SAMLFacadel npl -::::-
i s: sponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-j sse-ni o-10. 48.
I's redirect

cpm sam . framewor k. i npl . SAMLFacadel npl -::::-
I nitiatorPSN: sponsor 30. exanpl e. com

Thi s node's host nane: | SE30-1ek LB: null request

2020-09-16 10:44:11, 182 DEBUG [ https-j sse-ni o-10. 48.
This node is the initiator

cpm sam . framewor k. i npl . SAMLFacadel npl  -::::-
this node host name is:sponsor30. exanpl e. com

2020-09-16 10:44:11, 184 DEBUG [ https-jsse-nio-10. 48.
Setting Docurent Bui |l der Factory attribute

org. opensanl . xm . par se. Basi cPar ser Pool -::::-

Server

23. 86- 8445- exec- 8] []
PSN s Host nane

23. 86- 8445- exec- 8] []
requi ered:

Name: sponsor 30. exanpl e. com
23. 86- 8445- exec- 8] []

(sponsor 30. exanpl e. com

23. 86- 8445- exec- 8] []

"http://javax. xm . XMLConst ant s/ f eat ur e/ secur e- pr ocessi ng'

2020-09-16 10:44:11, 187 DEBUG [ https-j sse-nio-10. 48.
Setting Docurent Bui |l der Factory attribute

org. opensanl . xm . par se. Basi cPar ser Pool -::::-

23. 86- 8445- exec- 8] []

"http://apache. org/ xm / f eat ures/ di sal | ow doct ype- decl '

2020-09-16 10:44:11, 190 DEBUG [ https-j sse-nio-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
org. opensam . ws.transport. http. H t pServl et Request Adapt er

transport of type:

2020-09-16 10:44:11, 190 DEBUG [ https-j sse-ni o-10. 48.
opensam . sam 2. bi ndi ng. decodi ng. HTTPPost Decoder -::::

23. 86- 8445- exec- 8] []
- Beginning to decode nessage from i nbound

23. 86- 8445- exec- 8] []
- Decoded SAM. relay state of:

_bd48clal-9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d_EQUALSbd48clal- 9477- 4746- 8e40-
e43d20c9f 429_SEM port al Sessi onl d_EQUALS8f al19bf 2- 9f a6- 4892- b082-
5cdabf b5daal_SEM t oken_EQUALSQA6CZJQD7X67TLYHE4Y3EMBEY097E2J_SEM _DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 190 DEBUG [ https-j sse-nio-10. 48.
opensam . sanl 2. bi ndi ng. decodi ng. HTTPPost Decoder -:::

request

2020-09-16 10:44:11, 191 DEBUG [ https-j sse-ni o-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09-16 10:44:11, 193 DEBUG [ https-j sse-ni o-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::

Security-based Signaturel npl el ement

2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::
2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::

al gorithms, and HVAC output length to Signature

2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::
2020-09- 16 10:44:11, 197 DEBUG [ https-jsse-nio-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09- 16 10:44:11, 197 DEBUG [ https-jsse-nio-10. 48.
opensam . sam 2. bi ndi ng. decodi ng. HTTPPost Decoder -::::
2020-09- 16 10:44:11, 197 DEBUG [ https-jsse-nio-10. 48.
opensanm . saml 2. bi ndi ng. decodi ng. BaseSAM_2MessageDecoder -::::-

instant from status response

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::

23. 86- 8445- exec- 8] []
:- Cetting Base64 encoded nmessage from

23. 86- 8445- exec- 8] []

- Parsing nessage streaminto DOM docunent
23. 86- 8445- exec- 8] []

- Unmarshal | i ng nessage DOM
23. 86- 8445- exec- 8] []

- Starting to unmarshall Apache XM.-

23. 86- 8445- exec- 8] []

- Constructing Apache XM.Si gnature object
23. 86- 8445- exec- 8] []

- Addi ng canoni calization and si gning

23. 86- 8445- exec- 8] []

- Adding Keylnfo to Signature
23. 86- 8445- exec- 8] []

- Message succesfully unnmarshal | ed
23. 86- 8445- exec- 8] []

- Decoded SAML nessage
23. 86- 8445- exec- 8] []
Extracting I D, issuer and issue
23. 86- 8445- exec- 8] []

- No security policy resolver attached to



this nessage context, no security policy evaluation attenpted

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensanm . ws. message. decoder . BaseMessageDecoder -::::- Successfully decoded nmessage
2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Checki ng SAML nessage i ntended
destinati on endpoi nt against receiver endpoint

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Intended nmessage destination
endpoi nt :

https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Actual nessage receiver endpoint:
https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::-

SAML decoder's URI Conparator -

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on] vs.

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on]

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

SAML nessage intended destination endpoi nt matched recipi ent endpoi nt

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response

st at usCode: ur n: oasi s: names: t c: SAM.: 2. 0: st at us: Success

3. A analise de atributo (assercao) foi iniciada.

2020- 09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft.comidentity/clainms/tenantid

2020- 09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas. m crosoft.comidentity/clains/tenantid> add val ue=<64ace648- 115d- 4ad9-
a3bf - 76601b0f 8d5c>

2020-09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
attribute<http://schemas. m crosoft.comidentity/clains/tenanti d> val ue=<64ace648-115d-4ad9- a3bf -
76601b0f 8d5c>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft.comidentity/clains/objectidentifier

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas.nicrosoft.confidentity/clains/objectidentifier> add val ue=<50ba7e39-
e7f b- 4cbl- 8256- 0537e8a09146>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
attribute<http://schemas. m crosoft.comidentity/clains/objectidentifier> value=<50ba7e39-e7fb-
4cbhl- 8256- 0537e€8a09146>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft. comidentity/clains/displaynane

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas.n crosoft.conmidentity/clains/displaynane> add val ue=<Alice>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object

attribute<http://schemas. m crosoft.comidentity/clains/displayname> val ue=<Alice>

4. O atributo de grupo é recebido com o valor de f626733b-eb37-4cf2-b2a6-c2895fd5f4d3,



validagéo de assinatura.

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.com ws/ 2008/ 06/i dentity/cl ai ns/ groups

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas.m crosoft.com ws/2008/06/identity/clains/groups> add val ue=<f 626733b-
eb37- 4cf 2- b2a6- c2895f d5f 4d3>

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
- attribute

<http://schemas. m crosoft. confws/ 2008/ 06/identity/clains/groups> val ue=<f 626733b- eb37- 4cf 2- b2a6-
c2895f d5f 4d3>

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.comidentity/clains/identityprovider

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas.nicrosoft.confidentity/clains/identityprovider> add

val ue=<https://sts.w ndows. net/ 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ >

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
- attribute

<http://schemas. m crosoft.conlidentity/clains/identityprovider>

val ue=<https://sts.w ndows. net/ 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ >

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.com cl ai ns/ aut hnet hodsr ef erences

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas. nicrosoft.conf clai ns/aut hnnet hodsr ef erences> add

val ue=<http://schenmas. n crosoft.conf ws/ 2008/ 06/ i dentity/ aut henti cati onnet hod/ passwor d>

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |IdpResponse object
- attribute

<http://schemas. m crosoft. coni cl ai ns/ aut hnnet hodsr ef er ences>

val ue=<http://schenmas. n crosoft.conf ws/ 2008/ 06/ i dentity/ aut henti cati onnet hod/ passwor d>

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nanme

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenmas. xn soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nane> add

val ue=<al i ce@kor neycci sco. onni crosoft. conp

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
- attribute

<http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nanme>

val ue=<al i ce@kor neycci sco. onni crosoft. conp

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLU il s::getUser NanmeFr omAsserti on:
IdentityAttribute is set to Subject Name

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM.Ut il s::getUser NameFr omAssertion: usernane

val ue from Subj ect is=[alice@korneycci sco.onm crosoft.conj

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445-exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUtil s::getUser NaneFromAssertion: usernane set
to=[al i ce@kor neycci sco. onm crosoft. conj

2020- 09-16 10:44: 11,200 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: Found val ue for 'usernang'
attribute assertion: alice@korneyccisco.onm crosoft.com



2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttri butesParser:readDi ct]
2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sanm . framework. cfg. ldentityProviderMgr -::::- getDict: Azure_SAM.

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttributesParser:readDict]: read Dict
attri but e=<Ext er nal G oups>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas.n crosoft.comidentity/claimnms/displaynane> NOT configured in |IdP
di ctionary, NOT caching

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLAt tri butesParser -::::- [cacheGoupAttr] Adding to cache

Ext er nal Group val ues=<f 626733b- eb37- 4cf 2- b2a6- c2895f d5f 4d3>

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAt tri butesParser -::::- [parseAttributes]

Attribute <http://schemas.nicrosoft.comidentity/claims/tenantid> NOT configured in |IdP

di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAt tri butesParser -::::- [parseAttributes]

Attribute <http://schemas.nicrosoft.comidentity/clains/identityprovider> NOT configured in |dP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas.n crosoft.comidentity/clains/objectidentifier> NOT configured in |dP
di ctionary, NOT caching

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ name> NOT configured in IdP
di ctionary, NOT caching

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas. m crosoft.com cl ai nms/ aut hnrmet hodsr ef erences> NOT configured in IdP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

ci sco. cpm sam . framewor k. SAMLSessi onDat aCache -::::- [storeAttributesSessi onData]

i dSt or e=<Azur e_SAM_> user Nane=al i ce@kor neycci sco. onm crosoft. cons

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttributesParser:getEmail] The emai
attribute not configured on IdP

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: emmil attribute val ue
2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44: 11,201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal |D:bd48clal-9477-4746-
8e40- e43d20c9f 429

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERpor t al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com



2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLU il s::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM.Uils::isOracle() - checking whether |DP URL
indicates that its OAM

IDP URL: https://login.mcrosoftonline.con 64ace648-115d-4ad9- a3bf-76601b0f 8d5c/ sam 2

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAM_LFacadel npl -::::- SPProviderld for Azure_SAM is:

http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- ResponseVal i dati onCont ext:

IdP URI: https://sts.w ndows. net/64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/

SP URI: http://C scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429

Assertion Consuner URL: https://sponsor30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on
Request 1d: _bd48clal-9477-4746-8e40-e43d20c9f 429_DELI M TERport al | d_EQUALSbd48clal-9477-4746-
8e40- e43d20c9f 429 _SEM port al Sessi onl d_EQUALS8f a19bf 2- 9f a6- 4892- b082-

5cdabf b5daal_SEM t oken_EQUALSOQA6CZJQD7X67TLYHE4Y3EMBEY097E2J_SEM _DELI M TERsponsor 30. exanpl e. com
Client Address: 10.61.170.160

Load Bal ancer: null

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . f ramewor k. val i dat ors. SAMLSi gnatureValidator -::::- no signature in response

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- Validating signature of assertion
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. BaseSi gnatureVal idator -::::- Determine the signing certificate
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. BaseSi gnatureValidator -::::- Validate signature to SAM. standard

with cert: CN=M crosoft Azure Federated SSO Certificate
serial : 112959638548824708724869525057157788132
2020-09-16 10:44: 11,202 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec- 8] []

org.opensanl . security. SAMLSi gnatureProfileValidator -::::- Saw Envel oped signature transform
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensanl . security. SAMLSi gnatureProfileValidator -::::- Saw Excl usive Cl4N signature
transform

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat or s. BaseSi gnatureValidator -::::- Validate signature againsta signing

certificate

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Attenpting to validate signature using key
fromsupplied credenti al

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensanm . xm . si gnature. SignatureValidator -::::- Creating XMSi gnature object
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []
org.opensanm . xm . si gnature. SignatureValidator -::::- Validating signature with signature

algorithm URI: http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Validation credential key algorithm'RSA",
key instance class 'sun.security.rsa. RSAPublicKeyl mpl'’

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Signature validated with key from supplied
credenti al

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . f ramewor k. val i dat ors. SAMLSi gnatureVal idator -::::- Assertion signature validated

succesful l'y
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . f ramewor k. val i dat or s. WebSSOResponseVal i dator -::::- Validating response
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. val i dat or s. WebSSOResponseVal idator -::::- Validating assertion

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. val i dators. AssertionValidator -::::- Assertion issuer succesfully validated



2020- 09- 16 10:44: 11, 204 DEBUG [ https-j sse-nio-10
cpm sam . framewor k. val i dat ors. Asserti onVal i dat or
val i dat ed

2020- 09- 16 10:44: 11, 204 DEBUG [ https-j sse-nio-10
cpm sam . framewor k. val i dat ors. Asserti onVal i dat or
2020- 09- 16 10:44: 11, 204 DEBUG [ https-j sse-nio-10
cpm sam . framewor k. val i dat ors. Asserti onVal i dat or
2020- 09- 16 10:44: 11, 204 DEBUG [ https-j sse-nio-10
cpm sanm . framewor k. i npl . SAMLFacadel npl
al i ce@korneycci sco. onmi crosoft.com
2020- 09-16 10:44: 11,204 DEBUG [ https-j sse-ni
cpm sanm . framewor k. i npl . SAMLFacadel npl
2020- 09-16 10:44: 11,204 DEBUG [ https-j sse-ni
cpm sanm . framewor k. i npl . SAMLFacadel npl
Certificate] as signing certificates
2020- 09-16 10:44: 11,204 DEBUG [ https-j sse-ni
cpm sanm . framewor k. i npl . SAMLFacadel npl
name=al i ce@kor neycci sco. onmi crosoft.com

f or mat =ur n: oasi s: nanmes: tc: SAM.: 1. 1: nanei d- f or nat
8bed- 6dd2f dd46800, tine diff=26329

2020- 09-16 10:44: 11,292 DEBUG [ https-j sse-nio-10
cpm sanm . framewor k. i npl . SAMLFacadel npl Au
1dP I D: Azure_SAML

o-10

o-10
Re

o-10

SAML Response:

SAML Response:

SAML Response:

. 48. 23. 86- 8445- exec-8][]
-::::- Authentication statenents succesfully

. 48. 23. 86- 8445- exec-8][]

Subj ect succesfully validated

. 48. 23. 86- 8445- exec-8][]

Condi tions succesfully validated

. 48. 23. 86- 8445- exec-8][]

val i dati on succeeded for

. 48. 23. 86- 8445- exec-8][]

found signature on the assertion
. 48. 23. 86- 8445- exec-8][]

trieve [CN=M crosoft Azure Federated SSO

. 48. 23. 86- 8445- exec- 8] []
| ogi nl nf o: SAMLLogi nl nf o:
:emuai | Addr ess, sessi onl ndex=_4b798ec4- 9aeb- 40dc-

. 48. 23. 86- 8445- exec- 8] [ ]

t henti cat ePort al User Session: nul | | DPResponse:

Subj ect: alice@korneyccisco.onm crosoft.com

SAML St atus Code: urn:oasi s: hames: tc: SAM.: 2. 0: st at us: Success
SAML Success:true

SAML St atus Message: nul |

SAML enmi | :

SAML Exception: null UserRol e : SPONSOR

2020- 09-16 10:44: 11,292 DEBUG [ https-j sse-nio-10
cpm sanm . framewor k. i npl . SAMLFacadel npl Au
aut hent i cat eSAM_User nessageCode: nul | subj ect: al
2020-09-16 10:44:11,306 INFO [RM TCP Connection
api . servi ces. server.rol e. Rol el npl Fet ched
8bff-1le6-996c- 525400048521

. 48. 23. 86- 8445- exec- 8] []
t henti cat ePort al User about to call
i ce@kor neycci sco. onm crosoft.com
(346358)-127.0.0.1][]
Rol e I nformation based on Rol el D: 6dd3b090-

2020- 09- 16 10:44: 11, 320 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 8] [ ]

ci sco. cpm sam . framewor k. SAMLSessi onDat aCache -::::

i dSt or e=<Azur e_SAM_> user Nane=<al i ce@kor neycci s

[ SAMLSessi onDat aCache: get Gr oupsOnSessi on]
co. onm crosoft. conp

2020- 09- 16 10:44: 11, 320 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 8] [ ]

ci sco. cpm sam . framewor k. SAMLSessi onDat aCache -::::

i dSt or e=<Azur e_SAM_> user Nane=<al i ce@kor neycci s
attri but eName=<Azur e_SAM.. Ext er nal G oups>

[get Attribut eOnSessi on]
co. onm crosoft.conp

5. O grupo de usuarios € adicionado aos resultados da autenticacdo para que possa ser usado

pelo Portal, a autenticacdao SAML é passada.

2020- 09-16 10:44: 11, 320 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl
SAML. response to AuthenticationResult,
€2895f d5f 4d3]

al |

retri

Aut hent i cat ePort al User

added user groups from
eved groups:[f626733b-eb37-4cf 2- b2a6-

2020- 09-16 10:44: 11, 320 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm san . franmewor k. i npl . SAMLFacadel npl
6. Sair é acionado. O URL de Logout é recebido

Aut henti cate SAML User

resul t : PASSED

na Resposta SAML;

https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action.

2020- 09- 16 10: 44: 51, 462 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 8] [ ]

cpm sam . framewor k. i npl . SAMLFacadel npl
SAMLUti | s::isOracle() checki ng whet her
https://1ogin.mcrosoftonline.com 64ace648- 115d-

-:::alice@korneycci sco. onm crosoft.com -
I DP URL indicates that

its OAM | DP URL:
4ad9- a3bf - 76601b0f 8d5c/ sam 2

2020-09- 16 10: 44: 51, 462 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 8] [ ]

cpm sam . framewor k. i npl . SAMLFacadel npl

-:::alice@korneycci sco. onm crosoft.com -

get Logout Met hod


https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

- et hod: REDI RECT_METHOD_LOGOUT

2020-09-16 10:44:51, 462 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onm crosoft.com -

get Si gnLogout Request - nul |

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -

bui | dLgout Request - | ogi nl nf o: SAM_LLogi nl nf o: name=al i ce@kor neycci sco. onmi crosoft.com

f or mat =ur n: oasi s: nanmes:tc: SAM.: 1. 1: nanei d- f or mat : enai | Addr ess, sessi onl ndex=_4b798ec4- 9aeb- 40dc-
8bed- 6dd2f dd46800, tine diff=26329

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmi crosoft.com -

SAMLU i | s::isLoadBal ancer Configured() - LB NOT configured for: Azure_SAM.

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmi crosoft.com -

SAMLU il s::isOracle() - checking whether IDP URL indicates that its OAM |DP URL:
https://1ogin.m crosoftonline.con 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ sam 2

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmni crosoft.com- SPProviderld
for Azure_SAM. is: http://Ci scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -

bui | dLgout Request - spProviderld: http://C scol SE/ bd48clal-9477- 4746- 8e40- e43d20c9f 429
2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -

bui | dLgout Request - | ogout URL: https://l ogin. m crosoftonline.com 64ace648-115d-4ad9- a3bf -
76601b0f 8d5¢c/ sam 2

2020-09-16 10:44:53, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal |D:bd48clal-9477-4746-
8e40- e43d20c9f 429

2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- Is redirect requiered:

I nitiatorPSN: sponsor 30. exanpl e. com Thi s node's host nanme: | SE30- 1ek LB: null request Server

Name: sponsor 30. exanpl e. com

2020-09-16 10:44:53, 248 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- This node is the initiator (sponsor30.exanple.com
thi s node host name is:sponsor30. exanpl e. com

2020-09-16 10:44:53, 249 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 249 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info:8fal9bf2-
9f a6- 4892- b082- 5cdabf b5daal

2020-09-16 10:44:53, 250 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]

org. opensan . xm . par se. Basi cParserPool -::::- Setting DocumentBuil der Factory attribute
"http://javax. xm . XMLConst ant s/ f eat ur e/ secur e- processi ng'

2020-09-16 10:44:53, 251 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

org. opensanl . xm . par se. Basi cParserPool -::::- Setting DocumentBuil der Factory attribute
"http://apache. org/ xm / f eat ures/ di sal | ow doct ype- decl '

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]

opensanm . ws. message. decoder . BaseMessageDecoder -::::- Beginning to decode nessage from i nbound
transport of type: org.opensam .ws.transport. http. Htt pServl et Request Adapt er

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensam . saml 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::- Decoded Rel ayState: _bd48clal-
9477- 4746- 8e40- e43d20c9f 429_DELI M TER8f al9bf 2- 9f a6- 4892- b082-

5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com



2020-09-16 10:44:53, 253 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensanm . saml 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::- Base64 decodi ng and inflating
SAML nessage

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensanl . ws. message. decoder . BaseMessageDecoder -::::- Parsing nmessage streaminto DOM docunent
2020-09- 16 10:44:53, 256 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

opensani . ws. message. decoder . BaseMessageDecoder -::::- Unmarshal ling nmessage DOM

2020-09- 16 10:44:53, 256 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

opensani . ws. mnessage. decoder . BaseMessageDecoder -::::- Message succesfully unmarshalled
2020-09- 16 10:44:53, 256 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

opensan . sanl 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::- Decoded SAM. nessage
2020-09- 16 10:44:53, 256 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec-4] []

opensam . sam 2. bi ndi ng. decodi ng. BaseSAM_2MessageDecoder -::::- Extracting ID, issuer and issue

instant from status response

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensan . ws. message. decoder . BaseMessageDecoder -::::- No security policy resolver attached to
this nessage context, no security policy evaluation attenpted

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensanm . ws. message. decoder . BaseMessageDecoder -::::- Successfully decoded nmessage

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Checki ng SAML nessage i ntended
destination endpoi nt against receiver endpoint

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Intended nmessage destination
endpoi nt: https://sponsor30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensanm . common. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Actual nessage receiver endpoint:
htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. decoder's URI Conparator -

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on] vs

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on]

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- SAM. nmessage intended destination
endpoi nt mat ched reci pi ent endpoi nt

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response

st at usCode: ur n: oasi s: names: t c: SAM.: 2. 0: st at us: Success

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429_DELI M TERS8f a19bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal |D:bd48clal-9477-4746-
8e40- e43d20c9f 429

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f a19bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info:8fal9bf2-
9f a6- 4892- b082- 5cdabf b5daal

2020-09-16 10:44:53, 257 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 257 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:53, 258 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUtils::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020-09-16 10:44:53, 258 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM.Utils::isOracle() - checking whether |DP URL
indicates that its QAM IDP URL: https://login. mcrosoftonline.com 64ace648-115d-4ad9- a3bf -
76601b0f 8d5¢c/ sam 2

2020-09-16 10:44:53, 258 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]



cpm sam . framewor k. i npl . SAM_LFacadel npl -::::- SPProviderld for Azure_SAM is:

http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020-09- 16 10: 44:53, 258 DEBUG [ htt ps-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- ResponseVal i dati onCont ext:

IdP URI: https://sts.w ndows. net/64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/

SP URI: http://C scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429

Assertion Consuner URL:

htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

Request 1d: _bd48clal-9477-4746-8e40-e43d20c9f 429_DELI M TER8f al9bf 2- 9f a6- 4892- b082-
5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

Client Address: 10.61.170.160

Load Bal ancer: null

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureVal i dator -::::- Logout Response signature validated
succesful l'y

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- This is Logout Response (only
REDI RECT i s supported) no signature is on assertion, continue

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . f ramewor k. val i dat or s. WebSSOResponseVal i dator -::::- Validating response
2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []
cpm sam . framewor k. val i dat or s. WebSSOResponseVal idator -::::- Validating assertion

2020-09- 16 10: 44:53, 259 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec-4] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: validation succeeded for null
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