Configurar o ISE 2.3 Facebook Social Media
para portais de convidados
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Introduction

Este documento descreve como configurar a integragcéo do Cisco Identity Services Engine (ISE)
2.3 com credenciais do Facebook para acesso de convidado autenticado.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Configuragao do Identity Services Engine (ISE)
- Configuracao basica do aplicativo do Facebook

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco ISE versao 2.3

- Login social do Facebook

- Cisco Wireless LAN Controller (WLC) verséo 8.3.102.0
The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.
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Configuracao

A configuragao do aplicativo Facebook apresentada € um exemplo e nao uma configuragao
recomendada pela Cisco.

1. Configurar aplicativo do Facebook

Va para https://developers.facebook.com e registre o novo aplicativo.

© Register —— (&) First App —— () Tell Us About You

Welcome to Facebook for Developers

Lets get started with your first app

I @2 mail.com

O painel do aplicativo mostra a ID do aplicativo e a chave do segredo do aplicativo, que serédo
usadas no ISE para criar o login social externo.


https://developers.facebook.com

< C' | @ Secure | https://developers.facebook.com/apps/6209¢ = dashboard/

#8 1seApp APP ID: 6200c Nl .~ View Analytics # Tools & Support Dc
Dashboard
Click to see analytics for this app. b
Settings Dashboard
Roles
s ISEApp o
App Review This app Is in development mode and can only be used by r it :
API Version (7 App 1D

v2.10 62096
+ Add Product App Sacret

sssossee Show

@ Get Started with the Facebook SDK

Choose Platform

our quick start guides to set up the Facebook SDK for your iOS or Android app, Facebook

Web Game or website

Torne publico o aplicativo criado.
&« C' | & Secure | https//developers.facebook.com/apps/6209¢ N '<Vicw-status/ b
&R 1seApp APP ID: 6200~~~ View Analytics % Tools & Support  Docs

Dashboard
Settings

Make ISEApp public?

Roles

Alerts Yes Your app is currently live and available to the public.

App Review

Submit Items for Approval

+ Add Product

Some Facebook integrations require approval before public usage Start a Submission

Before subm ase consult our Platform

Policy and Review Guidelines

ng your app for review, |

Approved Items ~

LOGIN PERMISSIONS

2. Integrar o ISE ao aplicativo do Facebook

Use as informag¢des mencionadas abaixo para integrar o aplicativo Facebook ao Cisco ISE.

Navegue até Administration > Identity Management > External Identity Sources > Social Login e
adicione um novo armazenamento.



il Identity Services Engine Home » Conte i » Operations » Palicy ~ Administration

» System - ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identities Groups External Identity Sources Identity Source Sequences » Settings

External Identity Sources sheall ot New
e S Social Login
» [ Certificate Authentication Profile
v . :kr:iive Directory
“g AD o
£ Loap Description
[ oDbBeC
.| RADIUS Token
) R8A SecurlD
[ SAML Id Providers Type * Facebook i
__ Social Login

Name * FacebookApp

AppID* G200 e —

App Secret * 00000000000000000000000000800000 m
S

Configure o Portal de Convidado do ISE para Permitir login social.
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Depois de configurar o Portal de Convidados do ISE para permitir o login social, o login social
sera preenchido com URLs e precisara ser adicionado as configuragdes do aplicativo do
Facebook, URLs de redirecionamento OAuth validos.



":""l" Identity Services Engine Home ¢ Context Visibility » Operations * Policy * Administration + Work Centers

E24-]

» System = |denfity Management » Network Resources  » Dewice Porlal Management  pxGnd Services  » Feed Service  » Threal Centnc NAC

Click here to

» ldentities  Groups  External ldeniity Sources  Idenfity Source Sequences  * Setfings

External Identity Sources Social Login > FacebookApp

= v i Social Login

o
QL
4

» T Certificate Authentication Profile
== " Nams * FacabookApp
v [ Active Directory
<y AD

Bl LDAP Description

& COBC

| RADHUS Token

. RSASecurD

£ SAML ki Providers Type * | Facebook 1
v Secial Login

App 1D * B0 e —

App Secrat * L L Y Y] m

Portal Self-Registered Guest Portal (default) x -

a Add all these automated redirect URLs 1o the App seltings

hitps . — 1008443
hittpes ) E— 120:8443
hitps /| — nel 8443

Adicione o login do Facebook dos produtos e adicione URLs de redirecionamento OAuth validos.

Os URLs serao gerados automaticamente no ISE ap6s a associagao bem-sucedida do portal ISE
ao login social externo do Facebook.



< C' | @ Secure | https://developers.facebook.com/apps/6209¢ ]/ b-login/
@ ISEApp APP ID: 6200t ——] ~* View Analytics #% Tools & Support

Dashboard

Settings Client OAuth Settings
Roles

Alerts = Client OAuth Login

App Review

Force Web OAuth Reauthentication

Lo en S pi enter thei
Facebook Login
r OAuth Login
0l redi Gt un for
Quickstart
+ Add Product Valid OAuth redirect URIs

hitps: /[ 46.100:8443/ - || hitps:/ [l 46.120:8443/ » | | hitps:/ [mmha. net:8443/ -

Login from Devices

3. Configurar politicas de autenticagdo e autorizagéo

A configuracao do ISE segue as mesmas etapas de configuragao do Guest CWA (Central Web
Authentication).

(Para ver as etapas de configuragao do ISE CWA, consulte o documento abaixo:

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-
web-auth-00.html)

‘il Identity Services Engine Home » Context Visibility » Operations = Palicy + Administration + Work Genlers License Wamning &

Policy Sets |~ Profiing  Posture  Client Provisioning  » Policy Elements

Policy Sets = Default @

Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits

@ Default Default policy set Default Network Access x v (e 40

¥ Authentication Policy (3)

+  Status Rule Name Conditions Use Hits  Actions
Wired_MAB Internal Endpoints x v
@ wmes OR 5 o
Bl  wireless_MaB ¥ Options
@ Wired_802 1X All_User_ID_Stores x v
@ Dot1X OR 0 ‘ﬂ'
Wireless_802.1X ¥ Options
All_User_ID_Stores X
@ Default 0 Q
¥ Options

? Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions


https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/115732-central-web-auth-00.html

s Engine Home » Context Visib Operatio = Palicy » Administration

Policy Sets | Profiling  Posture  Client Provisioning » Policy Elements

All_User_ID_Stores x v
@ Default 0 'ﬁ’

¥ Options

¥ Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions

W Authorization Policy (12)

Results
+
Status Rule Name Conditions Profiles Security Groups Hits  Actions

E Guest_Flow
ra @ Wi-Fi_Guest_Access AND * PermitAccess + Guests x v o 5 ﬁ
E Wireless_MAB

Vs ©  WiFi_Redirect_to_Guest_Login Bl wireless_mas x Cisco_WebAuth_Wireless + Select from list v+ 12 -3

Verifique se o intervalo de enderegos ip do Facebook (31.13.0.0/16) esta excluido da ACL de
redirecionamento da WLC

- I 1l | 5 Save Configuration  Ping
CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists > Edit <Back | Add
¥ AAA
General General
« RADIUS
Authentication Access List Name Redirect-ACL
Accounting
Ealiback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
LDAP 0.0.0.0 / 0.0.0.0 if a
Local Net Users 1 Permit 0.0.0.0 0.0.0.0 upp Any Any Any  Any 2391
MAC Filtering
3 0.0.0.0 0.0.0.0
w Disabled Clients 2 Permit / ! 1cMp Any Any Any  Any 161 [~}
; el 0.0.0.0 0.0.0.0
User Login Policies
AP Policies . 0.0.0.0 /  —=0.0 /
Permit An Ay An An Any 1360
Password Policies — 0.0.0.0 255.255.0.0 " ¥ i % v n
P ==0.0 / 0.0.0.0 /
b Local EAP Permit An An An An An 1884
= " 255255.0.0 0.0.0.0 ¥ i Y e a
Advanced EAP
0.0.0.0 / 31.13.0.0 /
5 Permit Any Any Arny An Any F08 ﬂ
» Priority Order 0.0.0.0 255.255.0.0 U i v
. 31.13.0.0 / 0.0.0.0 !
¥ Certificate Permit An Any An An Anv 844
= 255.255.0.0 0.0.0.0 i i ¥ X Y a
* Access Control Lists 0.0.0.0 / 0000 !
Access Control Lists L Deny 0.0.0.0 0.0.0.0 Any Any Any Any  Any 7424 [~

CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

-

v

Web Auth

TrustSec SXP

Local Policies

-

Advanced

Verificar

Quando o usuario convidado é redirecionado, ele € apresentado com a opgao Fazer login com o
Facebook.



cIsco Sponsored Guest Portal

Welcome
Welcome to the Guest Portal. Sign on with the username and password provided to you

Username:
\

Password:

Please read the terms and conditions.

I agree to the terms and conditions

OR

Kl Login with Facebook

Don't have an account?

Esse botéao tira proveito do aplicativo recém-criado e redireciona para a pagina de login do
facebook, onde o usuario digitara suas credenciais do facebook.

facebook s

Log into Facebook

I mail -

or

Create New Account

Forgot account?
Not now

Apods a autenticagdo bem-sucedida, o usuario convidado redireciona de volta para o Portal do
ISE.
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CII s CIO Sponsored Guest Portal

Welcome Message

Click Continue fo connect to the network
You're very close lo gaining network access

Logs ao vivo do ISE Radius:

~ Operations

*RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control

Live Logs  Live Sessions
[E

[ ] Mi Network Devices RADIUS Drops @ Client Stopped Responding @ Repeat Counter @
o

0 0 0 0 0

Refresh  Every 1 minute ~ | Show | Latest 100 records |~ |Within  Last 24 hours A

< Refresh  © Reset Repeat Counts 2 ExportTow Y Fitter=
Time Status Details Repeat ... Identity Endpoint ID Posture St...  Endpoint Profile Authenticat... Authorization Policy

x ~ tity Endpaint ID
Aug 21, 2017 10:04 06 404 AM o a 0 Ulugbek Yusubaliev E4 A4 71 85FB6A Windows 10-Workstation Default Default >> Wi-Fi_Guesi_Ac
Aug 21, 2017 10:04.06.397 AM a Ulugbek Yusubaliev E4:A4:7185:FB.6A Windows10-Woarkstation Default Default >> Wi-Fi_Guesi_Ac
Aug 21, 2017 10:04.06.385 AM B a E4:A4.71:85:FB.6GA
Aug 21, 2017 10:04.05.766 AM a Ulugbek Yusubaliev E4:A471:85FB.6GA
Aug 21, 2017 10:01.07 080 AM a E4:A471.85FB.6A E4.A4.T1:85FB.6A Intel-Device Default =>> M Default >> Wi-Fi_Redirect_
Aug 21, 2017 0959 59 321 AM a E4 A4 7185 FB.6A E4 A4 7185FB.6A Intel-Device Default >> M Default >> Wi-Fi_Redirect_
Aug 21, 2017 09:59:59.302 AM a E4:A4.71:85:FB:GA
Aug 21, 2017 09:59:49.261 AM a E4:A4:71:85FB:6A E4:A4.71:85:FB:GA Default == M...  Default == Wi-Fi_Redirect_



aluils - dentity Services Engine

Overview

Event

Usermanme

Endpoint id
Endpoint Profile
Authentication Policy
Authorization Policy

Buthorization Result

Authentication Details

Source Timestamp
Recelved Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id
Endpoint Profile
Authentication ldentity Store
ldentity Group

Audit Session Id
Authentication Method
Service Type

Hetwork Device

Troubleshoot

5236 Authonze-Only succeeded
Llugbek Yusubahay
E4.A4:7T1:85FB 6A &
Windows10-Worksiation
Default

Defaull == Wi-Fi_Guest Access

Guests PermiAcoess

2017-08-21 10:04:06.395
2017-08-21 10004:06 3497
ISE23

5236 Authorize-Only succesded
Uugbek Yusubaliev
Guesiliser
E4:A4:T1:B5FB.GA
g4-g4-71-85-b-Ga

Windows 10-Workstation
GuestEndpoints
[e249a0500000007 558a 1502
Authorize Only

Authonze Only

WLC



Depuracgdes no ISE

Para habilitar depuragdes no ISE, navegue para Administration > System > Logging > Debug Log
Configuration, selecione o n6 PSN e altere o nivel de log dos seguintes componentes para
DEBUG:

‘el Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers License Waming &

~ System + Identity Management + Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deploymenl  Licensing + Certificates  ~ Logging » Mainlenance Upgrade » Backup & Reslore + Admin Access * Seftings
—_—

(]
Local Log Settings Node Lisl > ISE23.rtpaaa.net
Debug Level Configuration
Remote Logging Targets @
Longing Categories Edt BE)Reset to Defaut Show [ Quick Filter -|IN8
Message Catalog Component Name Description

Debug Log Configuration

Collection Filters

DEBUG

DEBUG

Registros a serem verificados - ise-psc.log e guest.log. Vocé pode segui-los diretamente da CLI
do ISE:

ise23-1/admin# show logging application ise-psc.log tail

Durante a conexao com o aplicativo Facebook, o ISE mostra o erro de tempo limite da conexao:

2017-08-21 08:28:18,003 DEBUG [admin-http-pool22][] com.cisco.cpm.oauth.OAuthClient -::::- Got
error while checking OAuth settings for AppId: [123456789] and secret key: ****

2017-08-21 08:28:18,003 ERROR [admin-http-pool22]][]
admin.restui.features.social.SociallLoginUIApi -::::- ERROR

connect timed out

Verifique se o n6 ISE tem uma conexao direta com a Internet.

Usando o proxy enderegado no bug CSCve87511 "Suporte de login social com servidor proxy"


https://tools.cisco.com/bugsearch/bug/CSCve87511
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