As Javas atualizam reforgcam verificagdes CRL a
revelia que impedem o NSP e o convidado fluem
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Introducao

Este documento descreve um problema encontrado onde a atualizacdo a mais atrasada das
Javas quebra o abastecimento do suplicante e os alguns fluxos do convidado que usam o Access
Control Lists (ACLs) e a reorientacao.

Informacgdes de Apoio

O erro esta no CiscoSPWDownloadFacilitator e 1€ “ndo valida o certificado. O aplicativo ndo sera
executado.”
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Se vocé clica mais informagéo, vocé recebe a saida que se queixa sobre o Certificate Revocation
List (CRL).

java.security.cert.CertificateException: java.security.cert.
Cert Pat hVal i dat or Exception: java.io.| CException: DerlnputStream getLength():



| engt hTag=127, too big.
at com sun. depl oy. security. Revocati onChecker. checkOCSP( Unknown Sour ce)
at com sun. depl oy. security. Revocati onChecker. check(Unknown Source)
at com sun. depl oy. security. Trust Deci der. checkRevocat i onSt at us( Unknown Sour ce)
at com sun. depl oy. security. Trust Deci der. get Val i dati onSt at e( Unknown Sour ce)
at com sun. depl oy. security. Trust Deci der. val i dat eChai n( Unknown Sour ce)
at com sun. depl oy. security. Trust Deci der.i sAl | Perm ssi onG ant ed( Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . i sTrust edByTr ust Deci der
(Unknown Source)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . get Tr ust edCodeSour ces( Unknown Sour ce)
at com sun. depl oy. security. CPCal | backHandl er $Par ent Cal | back. st r at egy
(Unknown Source)
at com sun. depl oy. security. CPCal | backHandl er $Par ent Cal | back. openC assPat hEl enent
(Unknown Source)
at com sun. depl oy. security. Depl oyURLC assPat h$Jar Loader . get JarFil e
(Unknown Source)
at com sun. depl oy. security. Depl oyURLC assPat h$Jar Loader . access$1000
(Unknown Source)
at com sun. depl oy. security. Depl oyURLC assPat h$Jar Loader $1. r un( Unknown Sour ce)
at java.security.AccessController.doPrivil eged(Native Method)
at com sun. depl oy. security. Depl oyURLCl assPat h$Jar Loader . ensur eOpen
(Unknown Source)
at com sun. depl oy. security. Depl oyURLC assPat h$Jar Loader . <i ni t >(Unknown Sour ce)
at com sun. depl oy. security. Depl oyURLC assPat h$3. r un( Unknown Sour ce)
at java.security.AccessController.doPrivil eged(Native Method)
at com sun. depl oy. security. Depl oyURLC assPat h. get Loader ( Unknown Sour ce)
at com sun. depl oy. security. Depl oyURLC assPat h. get Loader ( Unknown Sour ce)
at com sun. depl oy. security. Depl oyURLC assPat h. get Resour ce( Unknown Sour ce)
at sun. pl ugi n2. appl et . Pl ugi n2Cl assLoader $2. r un( Unknown Sour ce)
at java.security.AccessController.doPrivil eged(Native Method)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . fi ndd assHel per (Unknown Sour ce)
at sun. pl ugi n2. appl et. Appl et 2Cl assLoader . fi ndd ass(Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . | oadCd ass0( Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . | oadd ass( Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . | oadCd ass0( Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . | oadd ass( Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . | oadd ass( Unknown Sour ce)
at java.l ang. d assLoader .| oadC ass(Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Cl assLoader . | oadCode( Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Manager . i ni t Appl et Adapt er (Unknown Sour ce)
at sun. pl ugi n2. appl et. Pl ugi n2Manager $Appl et Execut i onRunnabl e. r un( Unknown Sour ce)
at java.l ang. Thread. run(Unknown Sour ce)
Suppressed: com sun. depl oy. security. Revocati onChecker $St at usUnknownExcepti on
at com sun. depl oy. security. Revocati onChecker. checkCRLs( Unknown Source)
34 nore
Caused by: java.security.cert. CertPathValidatorException:
java.io.|l Cexception: DerlnputStream getlLength(): |engthTag=127, too big.
at sun.security. provider.certpath. OCSP. check( Unknown Source)
at sun.security. provider.certpath. OCSP. check( Unknown Source)
at sun.security. provider.certpath. OCSP. check( Unknown Source)
... 35 nore
Caused by: java.io.|OException: DerlnputStream getlLength(): |engthTag=127, too big.
at sun.security.util.DerlnputStream getLengt h(Unknown Sour ce)
at sun.security.util.DerVal ue.init(Unknown Source)
at sun.security.util.DerVal ue. <init>(Unknown Source)
at sun.security.provider.certpath. OCSPResponse. <i ni t >( Unknown Sour ce)
38 nore

Problema

Na versao de java a mais atrasada (a versao 7, atualiza 25 - o 5 de agosto liberado, 2013), o
Oracle introduziu uma configuragao padrao nova que forgasse o cliente a validar o certificado



associado com todo o applet contra qualquer CRL ou protocolo status em linha do certificado
(OCSP).

Os associados de assinatura de Cisco do certificado com estes applet ttm um CRL e um OCSP
listados com Thawte. Devido a esta mudanga nova, quando o cliente das Javas tenta alcangar
para fora a Thawte, é obstruido ou por uma porta ACL e/ou por uma reorientagao ACL.

O problema é seguido sob a identificacdo de bug Cisco CSCui46739.

Solugao

Reparo do lado do controlador do 1 Switch ou do Sem fio da opgao

1. Reescreva alguns reorientam ou ACL com base na porta a fim permitir o trafego a Thawte e
a Verisign. Infelizmente, uma limitagcdo com esta opcgao é que os ACL nao podem ser criados
dos Domain Name.

2. Resolva a lista CRL manualmente, e pde-na na reorientagao ACL.

Nota: As regras do Firewall puderam precisar de ser atualizado se o cliente precisa de se
comunicar com um Firewall.

[user @ser-1linux |ogs]$ nsl ookup
>crl.thawt e. com

Server: 64.102. 6. 247
Addr ess: 64. 102. 6. 247#53

Non- aut horitative answer:

crl.thawte.com canonical nane = crl.ws.symantec. com edgekey. net.

crl.ws. symant ec. com edgekey. net canoni cal name = e6845. ce. akanmmi edge. net.
Nane: €6845. ce. akanmi edge. net

Address: 23.5.245.163

>ocsp. t hawt e. com
Server: 64.102. 6. 247
Addr ess: 64. 102. 6. 247#53

Non- aut horitative answer:

ocsp. t hawt e. com canoni cal name = ocsp. veri si gn. net.
Nane: ocsp. veri si gn. net

Address: 199.7.48.72

Se a mudanca e os clientes destes nomes de DNS resolvem algo mais, reescreva a reorientagao
URL com os enderecos actualizados.

O exemplo reorienta o ACL.:

5 remark | SE | P address

10 deny ip any host X X X X (467 matches)
15 remark crl.thawte.com

20 deny ip any host 23.5.245.163 (22 natches)
25 remark ocsp.thaw e. com

30 deny ip any host 199.7.52.72

40 deny udp any any eq donmin (10 matches)

50 pernmit tcp any any eq ww (92 nat ches)

60 pernmit tcp any any eq 443 (58 nmatches)


https://tools.cisco.com/bugsearch/bug/CSCui46739

Os testes mostraram a resolugao OSCP e CRL URL a estes enderecos IP de Um ou Mais
Servidores Cisco ICM NT:

OCSP

199.7.48.72
199.7.51.72
199.7.52.72
199.7.55.72
199.7.54.72
199.7.57.72
199.7.59.72

CRL
23.4.53.163
23.5.245.163
23.13.165.163
23.60.133.163
23.61.69.163
23.61.181.163

Esta ndo pdde ser uma lista completa e p6de mudar baseado na geografia, assim que os testes
sdo exigidos para descobrir que enderegos IP de Um ou Mais Servidores Cisco ICM NT os
anfitrides resolvem em cada exemplo.

Opcao 2 - Reparo do lado do cliente

Dentro da secao avangada do painel de controle de Java, o grupo executa verificagdes da
revogacao de certificado sobre ndo verifica (n&do recomendado).

OSX: Preferéncias > Javas do sistema
Avancado
Execute a utilizagao da revogacgao de certificado: A mudanga “nao verifica (n&o
recomendado)”

Windows: Control Panel > Javas
Avancado
Execute a utilizagado da revogacgao de certificado: A mudanga “nao verifica (néo
recomendado)”
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