Configurar o CSSM no local e registrar licengas
com o ISE
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Introducao

Este documento descreve a integracdo do CSSM On-Prem com o Cisco ldentity Service Engine
(ISE) e Cisco Smart Account, garantindo uma configuragao perfeita.

Pré-requisitos
Requisitos

ISE 3.X

Cisco Smart Software Manager(CSSM) Versao 8 Versao 202304 +

Componentes Utilizados

* Identity Service Engine 3.2 patch 2
* SSM no local 8.20234



» Servigos do Windows Ative Diretory 2016 (DNS e Autoridade de Certificagao)
* VMWare ESXi versao 7

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma

configuragéo (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Configurar

Diagrama de Rede

ISE

Proxy
10.4.23.23

' (optional)

Cisco Smart Licensing

CSSM On-Prem
1042360
cssm.testlab.local

DNS and CA
10.4.23.39

Topologia geral

Instale o CSSM Local no VMWARE ESXi.

1. Faca o download do Cisco IOS®. Vocé pode usar o proximo link:
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. Carregue o ISO no VMWARE ESXi.

Navegue até Storage > Datastore Browser.


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi
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Secao do navegador de dados

3. Clique em Criar Diret6rio para criar uma nova pasta (opcional).

e ——

. : -+ ! py{ #3 Create directory ) (& Refresh
§ datastorel & .sod.sf

I
B [oatastore1]

Close
Criagao de diretorio

Neste exemplo, a pasta CSSM foi criada:



{2 Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1 ] .sdd.sf
i CSSM

E [datastore1) CSSM/

Close:

Criagao de pastas

4. Clique em Carregar e escolha o arquivo ISO.

e Open
« = 4+ & » ThisPC » Downloads
Organize = Mew fodder
L Marme
#* Qu
mC < Today (1)
dc S5M_On-Prem-B-202304
& Yesterday (9)
= P Earlier this week (17)
C Earlier this year (34)
fi Along time ago (25)
fi
5
= Thi
e ¥ <

File name: | SSM_On-Prem-8-202304

Carregando ISO

Agora o arquivo ISO esta na pasta CSSM:



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

O carregamento de ISO foi concluido

5. Crie a Maquina Virtual. navegue até Maquina Virtual > Criar / Registrar VM.

vmware EsXi’ root@10.4.23.59 ~

15 Create 1 Register VM Refresh € Search
L

)., virtual maching w  Slabus v Used space w  Guest 05 ~ HostCPU  ~  Hestimem,,.

Criando uma nova VM etapa 01

6. Escolha Create a new virtual machine e clique em next.



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest OS
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settin

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

Criando uma nova VM etapa 02

7. Em seguida, configure os proximos parametros:

* Nome: Informe o0 nome da sua maquina virtual.

Compatibilidade: selecione ESXi 6.0 ou posterior ou ESXi 6.5 ou posterior.

» Familia de sistemas operacionais convidados: Linux.

» Versdo do SO convidado: escolha CentOS 7 (64 bits) ou Other 2.6x Linux (64 bits)

Clique em Next.

41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest 0OS
2 Select a name and guest OS5

3 Select storage

Specify a unique name and OS

4 Customize setting Mame

CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 wirtual machine w
Guest OS family Linux ~

Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




Nome da VM e I0S

8. Selecione seu armazenamento e clique em Avangar.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

pdl 2 Select a name and guest 03 Select the storage type and datastore

@ Persistent Memor

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

Lista de armazenamento

9. Configure os proximos parametros:

» CPU: 4 no minimo. A configuragao real do vCPU depende do seu requisito de escala



Observacao: a quantidade de nucleos por soquete precisa ser definida como 1,
independentemente do numero de soquetes virtuais selecionados. Por exemplo, uma
configuracédo de 4 vCPUs precisa ser configurada como 4 soquetes e 1 nucleo por

soquete.
+ [d cPuU 4
Cores per Socket 1 Sockets: 1

* Memoria: 8 GB
+ Disco rigido: 200 GB e verifique se o provisionamento esta definido como Thin Provision.



» 3 Hard disk 1 200 GB

Maximum Size 869.33 GB
Location [datastore1] CSSM TAC Browse...
Disk Provisioning @ Thin provisioned

() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly Zeroed

Configuragao do disco

» Adaptador de rede: selecione o tipo de adaptador E1000 e selecione Connect at Power On
(Conectar ao ligar).

~ EN Network Adapter 1 VM Network y

Status Connect at power on

Adapter Type E1000e .
Definigao de configuragdes de rede

» Unidade de CD/DVD: selecione "Arquivo ISO de dados" e selecione o arquivo I1SO.

f& Datastore browser

& Upload |5 Download [5 Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2...
vmimages #m CSSM " 4

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

imagem ISO

Vocé pode verificar o resumo das configuragdes depois de concluir as etapas anteriores.



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

Customize settings

Configure the virtual machine hardware and virlual machine additional options

hdl 4 Customize settings

5§ Ready to complete

» |l crPu

» MR Memory

*» O3 Hard disk 1

* [ SCSI Controller 0
SATA Controller 0

B USB controller 1

4 v i
8 GB ~
200 GB -.,

ViMware Paravirtual

UsSB 2.0 v
» M Network Adapter 1 WM Network w Connect
* 9 CD/DVD Drive 1 Datastore ISO file . [ Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |

Resumo da configuragéo da VM 01

Clique em Next.

10. Clique em Finalizar.

?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Ready to complete

¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard

+ 3 Select storage

' 4 Customize settings

b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
MNetwork adapters 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDED
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 Mew SATA controller
Hard disk 1

Back MNexct

| < Fn:nsh'“j Cancel
_ ! |

Resumo da configuragao da VM 02



Configuracao inicial de CSSM no local .

1. No VMWARE ESXi, navegue para Maquinas virtuais, selecione sua VM e clique em Ligar.

vmware ESXi-
13 Mavigat . 51 Mocalhosbiocaldomaln - Virtual Machi
= [ Host
Manage T Creatn | Regsior Vil @E i & Retiosh | Actons @, Search
Monitod Wirtual maching v Sals v Used space v Guest 05 w Mol namn ~  Host CPU ~  Host memory v
(5 CSSM TAC S Momal 308 GB ContDS 7 (B4-bit) Unikriown 0 MHz o MB
~ £ sterge [ 1] e . 1iems ,
» £ dataston
Moriicd
More storage... ceu
Com(S T (54.ba) u
€3 Natworking [ 1] 0 MHz
- MEMOAY i
4 aB
268 STORAGE E
a.08 Ga8
Opcao Ligar

2. Vocé tem varias opgoes para gerenciar o console da VM. Selecione Console > Abrir console
do navegador.

| "1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | [ Eunaﬂle| | weron [y Pos

i Open browser console
4 — — I
‘ W Open console in new window

4 Virtual machine

. § cssMTAC

& Open console in new tab
Quick filters...

: l!’ Launch remote console

3. Download VMRC

Opgoes para gerenciar a VM

3. Defina suas configuragdes de rede.



Observagao: € importante configurar o endereco IP do servidor DNS que resolve o FQDN
CSSM.



M On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:
CPU Model; Intel{R) Xeon(R) CPU ES-26

Avd @ 2.40GHz CPU Threads: 4 Architecture: 64-bit

Total Systermn Memory: 8174636 kB ee Mermory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled d Enable USE: Disabled i |
Network Settings:
Network Device: ensl192 ~
IPv4 Configuration IPv6é Configuration

Method: Static v Method: Disabled

Address 10.4.23.60 Address:

Metmask: 255.255.248.0 Prefix:

Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas

10k.23.20
Help | OK |

Clique em Ok para configurar sua nova senha CLI.

4. Em seguida, o processo de instalacao € iniciado e concluido até que vocé veja o prompt de
acesso.

@ cssm

R R R R R R R R R n R ]
Authorized access only!?

Disconmect IMMEDIATELY if you are not an authorized user?!??
All actions Will be monitored and recorded
(SRR IR R R AR R R R R R IR R R AR R R R R R AR R AR E RR AR R R R R R AR AR R AR R A AR

35M-On-Prem login: _




5. Abra um navegador e digite https://<ip_address_CSSM>.

3 5 O & hitpss 1042360

Er

On-Prem License Workspace cI1SCO

Wialoomis to Smant Softwans Manager On-Pram whions you can locally manags

I_ Dg i ntD dan Existi ng AGCDU nt Smuast Licensing and perform local Account Management functions far your

arganization

Fongot Password

pagina de login do CSSM

Usar as credenciais padrao:
Nome de usuario: admin
Senha: CiscoAdmin!2345

6. Selecione seu idioma.
7. Crie uma nova senha da GUI.
8. Configure 0 nome comum do host. (exemplo: hostname.seudominio).

Nesse caso, o cssm.testlab.local foi configurado como Host Common Name.



Welcome to Cisco Smart Software Manager On-Prem

1 2 3 <

Hast Comemen Name

Products that support Stning SS1 Cert Checlong require the S5M On-Frem's "Host Common Namea™ to match the “destnation™ URL address., For exampla
s Products ussng Smarl Transpon must use both the "license smart url™ configuration and the “cssm testiab local™ value i the URL siring
s« Logacy products using S Call Home must usae both the “destinaton address hilp™ configuration and the "cssmoiestiab boecal™ value n the URL sinng

If the above URLs do not match expectations, refer to the 55M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the commect
waliie,

The option to configure altemative nameas (SAN) 5 available in Admin Console under Sacunty -> Certricales and can be conliqured after the inilial sabig

cssm.lestlab. kocal

v (I

Configuragdo de nome comum do host

9. Valide sua configuracéo e clique em Apply.

1 2 3 4

Review and Confirm

Cince you click “Apply”, you will be redirected to the login page where you will need to login with your new password. Please ensure you have secursly stored your password for
future kogins.

Review and Confirm

Languags Seiscted Englich
Fassword Rese! Yos
Hast Comman Name: scombic. clscolat com

-

Configuragdes iniciais de CSSM concluidas.

Integrar o CSSM no local com Smart Account

Vocé precisa associar sua Smart Account ao seu CSSM no servidor local.
1. Abra sua Cisco Smart Account usando o préximo link:

https://software.cisco.com/

2. Em seguida, selecione Manage Licenses na se¢cao Smart Software Manager.



https://software.cisco.com/

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to
Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and
manage users.

Manage account >

Download and Upgrade

Download new software or updates
to your current software.

Access downloads >

EA Workspace

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Access EA Workspace >

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >

Opcéao Gerenciar licencas

3. Navegue até Inventario e copie o nome de sua Conta inteligente e Conta virtual. Neste guia,
esta é InternalTestDemoAccount67 e AAA MEX TEST.

CIsco Q @ &

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP), Smart Software Manager

Cisco Software Central

Cisco Software Central > Smart Software Licensing i IntemalTesiDemoAccounte? cisco.com

SL Product Details  Support Help

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferances On-Prem Accounts Activity

Virtual Account: AAAMEX TEST =

General Licenses Product Instances Event Log

Virtual Account

Descriptian: Only for tests

Default Vifual Account: Mo

pagina Software Cisco

4. Abra a GUIl do CSSM e selecione a opcdo Admin Workspace.



On-Prem License Workspace

Smart Software Manager On-Prem

.

License

Track and sranagn Smar Liconsing

Menu principal do CSSM.

5. Em seguida, selecione Contas.

‘1CI|I!":::'IE;'| Admin Workspace | i Helo, Local Admin  Log Out

S

Administration

Foaquast an Account

Gol an Accouni b your ciganizabion. Tho Asteunt must b sgpaend By your Sysiam
ASMBESIEe of Sysham Oparalor Balony i can B U

Faquert Acoiss 1o an Exmteg Accoud

Subwmd & requost for aocess 10 a0 oaeing local Account. Apgeoval mis] e granted by o Sman
Aocoun| Adminesieaion for your local Accoun]

Kol tho peoperisss of your Accounts and RsS0Ciate sosting Liser s wih ACcounts



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization




, Sera necessario inserir 0 nome de usuario e a senha da sua Conta inteligente da Cisco e
clicar em Enviar.

Account Registration
Enter S50 Credentials

otegoma@cisco.com

Passwond ©
TTIlI LI
Submit
Opcao Aprovar.

Em seguida, clique em avancgar para aceitar o registro da conta.

Account Registration x|

Review Account Requasts

Account Name Demo Account
Cisco Smart Account InternalTestDemoAccounts? cisco.com +
Cisco Virtual Account AAA MEX TEST= D
Requestor Email otegoma@cisco.com
Request Date 2023-Jul-27 15:00:31
Message to Approver

Cancal

Registro de conta.

Para confirmar o status do registro, navegue até Conta e o status da conta deve ser como ativo.



%)

Accounts
Account Account Requesis Event Log \
Maw Acaodnt ﬂ_} Search by Account Name
Sherwansg Al 1 Reconds
Account Requested By Cisco Smart Account Cisco Virtual Account Account Status Actions

DCema Actount OlegoMma@cisco.com IntemalTesiDem... AAA MEX TEST Actions

Showang A1 1 Riecords

_ 4
Status da conta.
Agora abra sua Conta inteligente (https://software.cisco.com/). Em seguida, selecione a opg¢ao
On-Prem Accounts para ver o novo registro.
o Cisco Software Central el Q © @4
- CisCo
Chico Safwaie Conirdd = Sman Softwars Licensing il intemalTestDemodocountl? csco com
Smart Software Licensing 5L Froduct Detals Suppont Help
AGTS Inveriory Cornie 1o Sman Loansing Ripais Proforencss On-Praen Accounts ALy
On-Prem Accounts |
\
Mirw OnePrarm... [ Search by Name Q
Hime Product Instances  Last Sync Up Eom On. Last Symc Do 10 O Synchicnlsation Due erakan Adarts Actiang

Peiin Peaii
0 2023 Jul3T 15:10:24 2023-Juk3T 15:18:25 2023-Aug-28 151935 8. 202304 Actiong =

Showirg 1 Riscord

Na Conta Local.

OPCAO 2: Registre seu CSSM no local sem uma conexao com a Internet.

Se vocé escolher Manual Registration, clique em Generate Registration File. Isso cria uma
solicitagao de registro que sera baixada para o seu computador.


https://software.cisco.com/

Manual Registration El

1. Generate an Account Registration File using the button below and save the file to your PC

—
( Generate Reg-stra@

2. Reqister the Account with your Smart Account on Smart Software Manager
+ Log into Cisco Smart Software Manager

« Navigate to the "Satellites” section of Smart Software Licensing and click the "New satellite._." button
« When prompled, upload the Account Registration File
« An Account Authorization File will be generated. Download the file to your PC

3. Upload this Account Authorization File below

Browse

Registro manual.

Em seguida, abra sua Conta inteligente (https://software.cisco.com/) e navegue até Contas locais.

Clique em Novo no local

—  Cisco Software Central el Q @ &%
- CIsCO
Cieen Software Central > Sman Software Licansing Ml intemaiTestiDemolocountbT csco.com =
Smaﬁ Sﬂﬂware Llcensfng SL Product Detalls  Support Help
Adets meesnlory Coarmeert B0 Smarl Licenging Repaits Preferences Gn-Prem Accounts Aty

On-Prem Accounts

0 Major  Hide s L]
' Maw On-Fraim... ' (3 Zparch by Name Q,
Mame Procuct Instances  Last Sync Up from On- Last Sync Down ba On- Synchrontzation Due Version Mgty Actions

Prem Preen

Mo Recseds Found
Adicionando novo Local.

Em seguida, configure os proximos parametros:

* Nome no local: € um nome personalizado do novo registro.
» Arquivo de registro: Clique em Escolher arquivo e selecione a Solicitagdo de registro.
* Virtual Account: cole seu nome de Virtual Account.


https://software.cisco.com/

— Illl & 3w 4 kv Downloads w3 Seach Downloads
— Cisco Software Central

& nlos a2
c l Chganize = M Folder =- (3 a
1 Mame Date maodified Type
New On-Prem s ol ~ voday
Cisco Software Central > Smant Enter a name, select the On-Prem Registration Fie gend | wmart_satelite_registration_request20230727.ymi 2772023 M YMAL F
wirked and chose 3 virlual Scoount 16 JES0CE with thi
Smart Software Lice e for yOu 1o Sowniload and use 10 Comphete the registral Yesterday
Last wiek
* OraPrasm Nama: Demo? CSSM on Ppth .
Aets | bventory | Convert i Sman | Earbier this manth
» Registration Fiis m Ma fie i 1 Last month
On-Prem Accounts * Virual Acoount ALK MEX TEST ] Earfier this yeue
|
{
Nang Descripaicn | |
| NewOnProe.. (G ARAMEX TEST Oy for beats
Filo name: | Al Fles
Mams
Mobe: Smart Account roles used 10 resinict BooEs Cipeny Cancel
Manager wed pomal So not appdy in the: On-Frem R Sy
On-Prem adminisiative applicaton wil be abie o use | 0 manage all Virtual Accounls.,
o Rsoonds o Desplay

Ganaraba Authorization File

Arquivo de autorizagao.

E clique em Gerar arquivo de autorizagao.

Em seguida, faga o download do arquivo de autorizagao.

Authorization File Generated

v The On-Prem Authorization File was successfully generated. Download the file and install it
using the Smart Software Manager On-Prem setup tool.

Download Authorization File Close

Baixando arquivo de autorizacao.

Abra a GUIl do CSSM para carregar o arquivo de autorizacio. Clique em Procurar, escolha o
arquivo e clique em Carregar.



Manual Registration

1. Generale an Account Regisiration File using the bution below and save the file to your PC

Generate Regisiration File

2. Register the Account with your Smant Account on Smart Software Manager
+ Log into Cisco Smart Software Manager
+ Navigate to the “Satelites” section of Smart Software Licensing and chick the “New satelite. . button
= When prompted, upload the Account Registration File
« An Account Authorization File will be generated. Downboad the file 1o your PC

3. Upload this Account Autherization Fie below | (@ Cargar archivos

& ~ 1 & » ThisPC » Downloads v O L s

Organize = Mew folder
Marme

I Desktc Today (2)

¥ Downl #
4 Docun #

0 smart-on-prem-authorization_2023-Jul-27 17_59_56.yml
| smart_satellite_registration_request20230727.yml

Carregando arquivo de autorizagao.

Em seguida, navegue até Sincronizagao e clique em Ag¢des > Sincronizagdo manual >
Sincronizagdo completa.

NI
CISCO

On=Frem Admin Workspace

Smart Software Manager On-Prem

. @ AL counts Scheduies Evendl Log

Aroess Seftings

Aanagireenl o Do
! Q
. ° O Hema Sabelitn Hame Ll & stion Des Rty Athicas
Accounts Support O OemaAccount Demal CH5M on 22T 1B M2 Aug b 100 Srjtat o ewT i Suse e bl I LEE I
L=
Désable Sciheduled Synchronzation
o) -
— Dala Privacy
o
R0 ST OGN L]

. i Mareadl Sy hronaaton v | sencans symenmoniatce
ek Users Full Synie hromiiason

SECURy

Manual Sync (Sincronizagao manual).

Baixe o arquivo de solicitagao de sincronizagao.



license-sync-request-Sat_20230727-6.yml
Completado — 4.5 KB

Manual Synchronization L

Mostra

2 Upinad the ke b Smar Softeans Manager. and rcenit @ SMCFONEAton respanse

82 . Log irto Sman Software Manager, and navigate % the Salelites page
= Ui the Fidy Symc. ., ackon lsied for this satelite fo upload ihis synchronization Tig
* Save he prose file oy Smart

3. UpHoal SyTCNAZANON rESPonse: e 1o e satente
[Examinac...| tingun anthiva selet cionado.

Baixando a Sincronizagao de Arquivos.

smart_satellite_registration_request202307 27 yml

! Completado — 1.0 KB

smarl_satellite_registration_request20230727 yml
Completado — 1.0 KB

r todas las descargas

Abra sua Smart Account, selecione On-Prem Account, procure seu nome CSSM On-Prem na lista

e cligue em Agdes > Sincronizagao de arquivos

—  Cisco Software Central ST Q @ &
- CISCO
Cisco Software Central > Smart Software Licensing 0 IrcermalTeuDemaioenuntiT CHoo com w
Smart Software Licensing 5L Product Detats Support Help
Aleria Invveriony Conrvert 10 Sman Licensing Rapodts Prfetenies On-Pram Accounty Activity
On-Prem Accounts
Row On-Praem... k] Search by Name Q
Hame Product Instances  Laa2 Syne Up from On- Lait Syne Down 1 On- Symehronization Due Versian Asits Astions
Prem Prem
DemoZ CS5M on Prem (] B304 Actiong -
File Syme...
—

Carregando sincronizagao de arquivos.

Em seguida, carregue o arquivo de solicitagdo de sincronizagao e cliq
resposta.

ue em Gerar arquivo de



Synchronize On-Prem @

Upload the synchronization file generated by the Smart Software Manager On-Prem and click generate
response file,

* Synchronization File: Choose File (license-syn.. 30727-6.yml

Generate Response File Cancel

? Open o
— o "T'" é * Dowrloads A {3 Search Downloads 0o
Organize ~ New folder = - [ a

| license-sync-request-Sat_20230727-6.yml [f}

Gerar um arquivo de resposta.

Em seguida, clique em Download Synch Response File

Chaco Saltware Central = Smart Software Licensing il mtemalTestDemaAcoouns? clsca.com

Smart Software Licensing 8L Product Detals Support Help

Aleris Inveniory Convert bo Smant Licensing Reports Preterences On-Prem Accounts Auctiiity

On-Prem Accounts

Hew On-Frem.,, Glr Swarch by Name a,
Name Product instances  Last Sync Up from On- Last Sync Down to On- Syncheonization Due Version Aleris Actions
Prem Piem
Demo2 CSSM on Prem 0 2023 Jul-27 18:41:40 2023 Jul-27 18:38:20 H23-Aug-26 18:41:40 8202504 Doramicad Symch File Actions =
Showang 1 Risoord

Sincronizar arquivo.

Por fim, carregue o Synch Response File no CSSM no local.




Manual Synchronization

1. Dowmibodd (he Sxiemle Synchronizalon dala Se 1o your PG
Dommioad File:

2. Uplaad e fike 10 Smart Sofware Manager, and receve & syNchronzasion response
B o Log into Sman Softeare Manager, and nanigate (o the Sabeites page

» Ui thir Fike Sync. . action Esied for this sabelie 1o upload this synchronization kg
* Sarve (e SyNchronizabon response fike g by Smart [

hronization response fis 10 the salaiite

4 & » This PC » Downloads » v O oo

MNew folder

Mame

J - Today ()
O smart-on-prem-sync-file_2023-hul-27 18_45_03.yml
[ license-sync-request-5at_20230727-6.yml
[ smart-on-prem-authorization_2023-Jul-27 17_59_56.yml
[ smart_satellite_registration_request20230727 yml

Sincronizagao concluida.

Integrar o CSSM no local com o ISE.

1. Abra a GUI do CSSM e selecione Admin Workspace.

atren]n,

On-Prem License Workspace cisco

Admin Wosicspace | Hello, Local Admin Log Out

Smart Software Manager On-Prem

a 1%

License o
Administration

Srrari Licensing

Tunek and o1 Simar] L - Rogquast an Account
Gaptl an Account for youe ofganizabon. Tha Account mus! e appeowvesd by your System
Adminesiiaied of Systom Opovales bolons & can by used
Risquirsd Acooss bo e Exrbng Accous]
Subinal & fogpetnl of ACCASS 10 &0 axsleg kcal Accounl. Approval musl be granted by & Smar
ACCOUNE ASmEnisirmion 808 your keoal Acooun
Manngo Account

Modity By pOperties. of your ACCounts and Associats aosting Use I0s with Accounts.

Menu principal do CSSM.

2. Navegue até Seguranga > Certificados > Gerar CSR



Observagao: € importante ter o nome do host + dominio configurado no Nome comum do
host porque o ISE usa esse parametro para estabelecer uma conexao com o CSSM.
Vocé pode usar um endereco IP em vez do nome do host + dominio, entretanto a
recomendacao € usar o nome do host + dominio



Observacao: as proximas etapas descrevem o procedimento para instalar o certificado da
GUI no CSSM. Se vocé quiser proteger a conexao de gerenciamento ao seu CSSM de
GUI usando um certificado assinado por sua CA (Autoridade de Certificagdo) pessoal,
vocé precisara verificar as proximas etapas. Caso contrario, verifique diretamente a etapa
9.



Account Password Certificates Event Log

cssmotestlab.local

Subject Altermative Name

MOTE: The Host Common Mame is typically composed of Host + Domain Name{FQDN) and will look like “www.yoursite.com” or “yoursite.com”. The SSL Semver
Cerificate used for product communications is specific to the Commaon Name that has been issued at the Host. Therefore, the Common Name must match the Web
address you will use to configure the Cisco Product when connecting to SSM On-Prem. The Common name is a part of the Subject Alternatre Mame by default. if you
change the Common Name or add Subject Alternative Mame, you must resynchronize your Local Account in order for Cisco to issue a new product certificate(TG cert).

Browser Cerlificate

Add | Generale C5R

localhost

n (Defaull Certificate) EXPIRATION DATE: 2025-JUL-18
CA Certificates
Add
Description Subject Expires On Created Actions

Mo Records Found

opgéo de CSR.

3. Em seguida, insira suas informagdes pessoais. Esteja ciente de que o Nome alternativo do
assunto é criado automaticamente usando o mesmo valor que o Nome comum. O download
do CSR é feito automaticamente apds clicar em Gerar.



Generate CSR

Ccssm testiab, local

A SNEADNNE L

Testlab

Mexco d

fexico City

Mesico City

SaleeC ] Adernabve Hame

cssm testiab local

Generate Cancel

Detalhes de CSR.

4. Assine o CSR: para obter mais informacgdes, consulte "Criar certificados da CA do
Windows." neste documento.

5. Carregue o certificado CA raiz.



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
n Home Share View
ShiGaTinealas * T » This PC » Desktop » certs o
Add .
SN *
- . ! .
Description Sul 4 - ¥ =1
i C55M cer Root CA
L]

Carregando CA raiz.

Clique em Continuar.

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@<IP>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console, After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another rebool, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Procead

Opgéo Prosseguir.



6. Insira uma descrigao, escolha o certificado raiz e clique em OKk.

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] 44 Cancel

Descrigdo da CA raiz.

7. Carregue o CSR assinado pela CA (CSSM ldentity Certificate).

Browser Certificate
| = | certs
Add Generate CSR - Home Share  Wiew
« % = Dusktop » ours v
logalhost R
a (Default Certificate) g
CA Certificates . - LR
Add . CS5M cor Rt CA
L]
£ items
Search by Description
Description Subject Expiras On Created Actions
RootCA IDC=com/DC=ciscotac/CN=ci: 2026-Jul-24 09:26:34 2023-Jul-30 19:41:06 Actions

Carregando o certificado de identidade CSSM.



Observagao: OBSERVACAO: no nosso caso, o certificado intermediario ndo existe em
nossa CA. No entanto, se vocé usar um certificado intermediario em sua arquitetura, o
certificado intermediario sera obrigatorio.

8. Em seguida, confirme se ambos os certificados foram instalados.



Browser Certificate

Add Generate CSR

| a cssm.testlab.local EXFIRATION DATE: 2025-JUL16

CA Certificates

Add

Search by Description

Description Subject Expires On Created Actions

/DCslocal/DCstestlab/CNetes 2027-Ape-14 22:51:26 2024-Jul-16 21:18:52 Actions

Validacao de certificados.

9. Crie um token no SSM Local: selecione Espacgo de Trabalho de licenciamento.

; sl
On=Prem Admin Workspace l I ! Log Cut

CIsco

Systam Haalth

o0
Q Yiou! SR o Wl

. v Hafie EEMLOn-Priam
Wersion B0 H
AnOis Uiptime: Sy

Smart Software Manager On-Prem

Blitwark Suppat

lanngement Canlor
Resourcs Mondlor Pecentags

= T
FAM
DisE B

5

Aooounts Zocurity  Synchwonization )
il - 8 gMia 3T HBAS

@D i

AP Toolke Soltings U

Rpoant Alerts

Pagina do Workspace.

10. navegue até Smart Licensing.

a0l ]ls
I I Admin Workspace ‘ Hella, Local Admin Log Cut

On-Prem License Workspace CISCO

Smart Software Manager On-Prem m

& S,

License
Administration

Smart Licensing
Roquas! an Accour

Track and marags Sman Licensing
Gal an Account for your erganizatbion. The Account musl bo approved by your Sysbem
Administrator or System Operator befors it can be used.

Fisquad) Acsbss 16 an Exstng Account
Subeit & redeiel fof JE008E 10 AR LEtiy ] Il Aceasird. Appiawval ! ba grarted b’_.l 2 Sman
Acoour Admnistraton lod your lacal Accownl.



Pagina de licenciamento do CSSM Smart
11. Procure sua Conta virtual local e clique em Novo token e em Continuar.

Smart Licensing

Algrts Invantory Convent to Sman Licensing Reports Preferences Acthvity

Local Virtual Account:  Default

Genaral Licenses Froduct Instances Sl Using Policy EventLog
Local Virtual Account
Description This is the defaull virtual account created during company accoun! creation,
Detauit Local Virizal Account: Yas

Product Instance Registration Tekens

The registration tokens below can be used b0 register new product instances 1o this Local Virtual Account. For products that support Sman Transpon, you must configune the license smar ul™ on the
product o use the Smar Transport Registration URL. For products that support Sman Licensing Using Policy that use oy as ransport, you must configure the Ticense smart ranspon csiu® 1o use the
CELY Transpor URL. For legacy products that $1ill use Sman Gall Home, you must configure the “destination address hiltp® on the product 1o use the Smart Call Home Reglstration URL, The
recommended method ks Smart Transport. Please consull your Products Configuration Guide for setting the deslination URL value,

Meww Token...

Nova opcao de token.

12. Selecione Create Token e copie-o.

Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Dafault
Description
Expire After 30 Days

Enter a value between 1 and 9939, but Cisco recommends @ maximum of 30 days

Max. Number of Uses

The token will be expired whan either the exgiration or the maximum uses is reached.

Allow export-controlled functionality on the products registered with this token ©

Create Token Cancel

Criacao de novo token.




Registration Token

Detalhes do token.

13. Abra a GUI do ISE e navegue para Administration > Systems > Licensing, em seguida,
cligue em Registration details, selecione o SSM On-Prem server Host method, e cole o
token.

License Type

Choose Registration Details 1o acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required dertails 10 enable Cisco ISE licenses. When
you click Register, you agree to the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

O Permanent License Reservation

O Specific License Reservation
“~ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Registration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

Registro de licengas.

14. Insira o FQDN do SSM no local no Host do servidor no local do SSM e clique em Registrar.



SSM On-Prem server

casm.testiab. kocal

Observagao: € importante ter o nome de host + dominio configurado no Nome comum do
host porque o ISE usa esse parametro para estabelecer uma conexao com o CSSM.



Vocé pode usar um enderego IP em vez do nome do host + dominio, entretanto a
recomendacao € usar o nome do host + dominio

15. E, finalmente, o registro foi completado.

o Server Response

Smart Licensing registered successfully

Registro concluido.

Criar certificados da autoridade de certificacdo do Windows.

Se vocé for o administrador da Autoridade de certificacado, devera fazer o seguinte:

1. Abra um navegador e navegue até http://localhost/certsrv/
2. Cliqgue em Request a certificate.

€ 3 O @ bahostiersn P 0> @ ] F

Microsoft Active Direclony Cortificabe Sorvices — logonetwork-WIN-GEMMSUCGGH0-CA

Welcome

Use this Web site to fequest a cenificate for your Web browser, e-mail client, or other program. By using a certificale. you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and. depending upon the type of certificatle you request, perform other security lasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request

For more information aboul Active Directory Certificate Services, see Aclive Directory Certificale Services Documentation.

View the status of a pending certificate request
Download a CA certificats. certificate chain, or CRL

Solicitar certificado.

3. Clique em solicitagao de certificado avangado.

Microsoft Active Directory Certificate Services — ciscotac-ca

Request a Certificate

Select the certificate type:
Wi i r Certificat

E-Mail Protection Certificate

Or, submit 31 advanced certificate request. |

Solicitagao avangada de certificado.



http://localhost/certsrv/

4. Abra o CSR gerado anteriormente. Em seguida, copie as informagdes e cole-as na

solicitacido salva.

----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBGb091gPOMaxtbNFGgDnvcewEQEY LynunuF Shil/ f TuZ Jov fweSs¥FAJ ORIV
11x%drW5GkD/ TBrwdsXhnel«k1FyjSzive+EFdBz I4A0+yG1x TuEU* REYF j1BNFAL
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
WVFATe6EMeb i S S Dk RBGEUOL +FADuKARAUSEHRVHERK 2XFCm BuBF 2 Tev e TF
Knk2+zamoHt i RTw/ cDQ4n2 12807 Ce sNECDT WGl EFufrqink alad S+eXbadAgHB
ANGEM] Awligkghk 1 GBBC04 T ZARMBRGAIVIEQRYHERCFHN Y2 18VMUY 21 Y 298
Y 29 tMABGL 5065 TR IDOEBOWUAAS TBAQALY + 3qRrOviPEAT ok KN HOBRES 106 R
(dq+ICEIGEPBARIhpoBhVPLL fINVIHSyeB]qSgradcdbtu NTH/gR5 1AaGQRhTPUE
HGdPwBuk PRy dy s BEERUGE F yHN AWt HGETwt AZ I9UPTo LAVP+UNRT Fe Sk ab 5 Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HVxGuSI50kMLAHUE T 7bMos BQWAT vE SR S Dulime / / 1 Sy BelMynr g T Ak 8Ny Dz pUSR
S a2 7 FORCS FRSLUMAxQE+TCq AUk TobBa iU v I T+ hLCEBAR+ ¥ D]

----- END CERTIFICATE REQUEST-----

Enviar certificado.

|:_ Microsoft Acthve Directorg Ceetit. % | 4
= O @ localhostfcertsryfeartrgqutasp = 2 @ 8

Microsoft Active Direclory Cestificabe Senvices — ciscotac-ca

Submit a Certificate Request or Renewal Request

To submil & savisd request to the CA, pasie a base-G4-encoded CMC or PRCSE #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

EnklezasoHt iNIn cDEe2 T 2EpTCasNBCDT ioalGE. =
AAGGH AwBighghk 1 CowaBCQax Iz ANMBBEALLMEQEY
: YUY THTMARGE 5005 T BDGEBCRIAAS TRARALIF+ g
m;m /dge1CgIBEPENIhESE VL Y IHS Y e B S gead
(M o HEdPwEukPRHCy Oy s SEERUGEF yHHaRtNGRZ wt Az 35
PHOE @0 or | COTKANGNK SwnSidehizs  BYCgdlCCOTULOMSATAG
PHER W7} S Bk L BT Too s GmR Tt B Db 4
FRITaTTFONC 3 PRSI x 3+ TOq L AL T obBad Linw'y
""" EMD CERTIFICATE REQUEST----- =

b

Additional A

Altrimites

Apbés clicar em Enviar, o download do certificado é feito automaticamente.

5. Baixe agora a raiz do certificado de autoridade de certificagdo. navegue de volta para
http://localhost/certsrv/ e selecione Baixar um Certificado de Autoridade de Certificagao,

Cadeia de Certificados ou CRL.

Welcome

Use this Web site to request a cerlificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the type of certificate you request, perlorm other security tasks.,

You can also use this Web site to download a centificate authority (CA) cerlificate, cerificale chain, or cerlificale revocation list (CRL). or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerlificate Services Documentation.

Select a task:
Request a certificate

Wiew the status of a pending cerlificale request
| Daownload a CA certificate cerificale chain, of CRL |

Baixar CA raiz.

6. Baixe o certificado CA usando o método de codificacido Base64.


http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64
Download CA cerificate
Download CA cerliicate chain
Download latest base CRL

Opcao de base 64.

Adicionar registros DNS no Windows Server.

Se vocé for o administrador, adicione os FQDNs do ISE e do CSSM.

1. Abra o Gerenciador DNS: digite "DNS" no localizador do Windows e abra o aplicativo DNS.



opcgao DNS.

2. Navegue até Forward Lookup Zones > E escolha seu dominio.

2 DNS Manager

File Action View Help
ke ﬁ 2ill:a il E ﬂ ng

-

, DNS

~ H WIN-2UQRQOIVHTS

~ || Forward Lookup Zones

msdcstestlablocal
| testlab.local
Reverse Lookup Zones

1 Trust Points
| Conditional Forwarders

i E

Mame

,-_l_rnsdcs

:_iltes

—_tep

1 udp

::l DomainDnsZones

j ForestDnsZones
E-|{sa me as parent folder)
E—I{sa me as parent folder)
E-I{sa me as parent folder)
E_lasl:-lse32p3-’|3m

E—I frne

EjMn-Zuqrqo1'th5

Type

Start of Authority (SOA)
Mame Server (NS)

Host (4)

Host (A)

Host (&)

Host (&)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh75.testlabl..
1042339

1042321

104.23.61

104.2339

Timestamp

static
static
TA6/2024 10:00:00 AM
static
static
static



3. Clique com o botao direito do mouse em um espaco preto sobre a tela e selecione "New
Host (A or AAAA)"



Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



