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Introduction

Este documento descreve a configuragao do ASR 9000 Series Aggregation Services Router
(ASR) para autenticar e autorizar via TACACS+ com o servidor Cisco ldentity Services Engine
2.4.

Informagdes de Apoio

Ele exemplifica a implementagao do modelo administrativo de autorizagdo baseada em tarefas
que é usado para controlar o acesso do usuario no sistema de software Cisco IOS® XR. As
principais tarefas necessarias para implementar a autorizacdo baseada em tarefas envolvem
como configurar grupos de usuarios e grupos de tarefas. Os grupos de usuarios e grupos de
tarefas sao configurados por meio do conjunto de comandos do software Cisco IOS® XR usado
para servigos de Autenticagao, Autorizagao e Contabilidade (AAA). Os comandos de autenticagéo
sao usados para verificar a identidade de um usuario ou do principal. Os comandos de
autorizagao sao usados para verificar se um usuario autenticado (ou principal) recebe permissao
para executar uma tarefa especifica. Os comandos de contabilidade sao usados para o registro
de sessoOes e para criar uma trilha de auditoria por meio da gravacao de determinadas agdes
geradas pelo sistema ou pelo usuario.



Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Implantagdo do ASR 9000 e configuragao basica
- Protocolo TACACS+
- Implantagao e configuragao do ISE 2.4

Componentes Utilizados
As informacdes neste documento sao baseadas nestas versdes de software e hardware:

- ASR 9000 com Cisco I0S® XR Software, versao 5.3.4
. CiscoISE 24

As informacgdes neste documento sao criadas a partir de dispositivos em um ambiente de
laboratério especifico. All of the devices used in this document started with a cleared (default)
configuration. Se a rede estiver ativa, certifique-se de que o impacto potencial de qualquer
alteracao de configuracao seja completamente compreendido.

Configurar

Componentes predefinidos no IOS® XR

Ha grupos de usuarios e grupos de tarefas predefinidos no IOS® XR. O administrador pode usar
esses grupos predefinidos ou definir grupos personalizados de acordo com o requisito.

Grupos de usuarios predefinidos

Esses grupos de usuarios sédo predefinidos no IOS® XR:

Grupo de g

- Privilégios
usuarios
Depurar e solucionar problemas de recursos (geralmente usados pela equipe do Suporte
Técnico da Cisco).

Configurar protocolos de rede como o OSPF (Open Shortest Path First) (normalmente use

Cisco-Support

netadmin L

por administradores de rede).
operador Realize atividades diarias de monitoramento e tenha direitos de configurag&o limitados.
root-Ir Exiba e execute todos os comandos em um unico RP.

sistemaraiz Exiba e execute todos os comandos para todos os RPs no sistema.

Execute tarefas de administracao do sistema para o roteador, como manter onde os dumy
do nucleo sao armazenados ou configurar o reldgio do Network Time Protocol (NTP).
serviceadmin Execute tarefas de administragao de servicos, como Session Border Controller (SBC).

sysadmin

Cada grupo de usuarios predefinido tem determinados grupos de tarefas mapeados para eles e
nao podem ser modificados. Use estes comandos para verificar os grupos de usuarios
predefinidos:



RP/0/RSP0O/CPUO:ASR9k#sh aaa usergroup ?

| Output Modifiers

root-1r Name of the usergroup
netadmin Name of the usergroup
operator Name of the usergroup
sysadmin Name of the usergroup
retrieval Name of the usergroup
maintenance Name of the usergroup
root-system Name of the usergroup

provisioning Name of the usergroup
read-only-tg Name of the usergroup
serviceadmin Name of the usergroup
cisco-support Name of the usergroup
WORD Name of the usergroup
<Cr>

Grupos de tarefas predefinidos

Esses grupos de tarefas predefinidos estao disponiveis para que os administradores usem,
normalmente para a configuragao inicial:

- suporte da cisco: Tarefas do pessoal de suporte da Cisco
- netadmin: Tarefas do administrador de rede
- operador: Tarefas diarias do operador (para fins de demonstracao)
- root-Ir: Proteger tarefas do administrador do roteador do dominio
- sistema raiz: Tarefas do administrador em todo o sistema
- sysadmin: Tarefas do administrador do sistema
. serviceadmin: Tarefas de administragao de servigos
Use estes comandos para verificar os grupos de tarefas predefinidos:

RP/0/RSP1/CPUO:ASR9k#show aaa taskgroup ?

| Output Modifiers

root-1r Name of the taskgroup
netadmin Name of the taskgroup
operator Name of the taskgroup
sysadmin Name of the taskgroup
root-system Name of the taskgroup

serviceadmin Name of the taskgroup
cisco-support Name of the taskgroup
WORD Name of the taskgroup
<cr>

Use este comando para verificar as tarefas suportadas:

RP/0/RSP1/CPUO:ASR9k#show aaa task supported

Esta é a lista de tarefas suportadas:
servigos

AAA Acl Admin Ancp ATM bASicos Bedl Bfd bgp

Inicializagao Pacote call-home Cdp CEF Cgn Cisco-Support config-mgmt config-s
Nao , servicos de

Crypto DIAG permitido Drivers Dwdm Eem EIGRP Ethernet ext-acc
Sistema

Estrutura gﬁ]satre de de Firewall FR Hdlc host-services Hsrp interfaci



arquivos

Inventario ip-services IPv4 IPv6 Isis L2vpn  Li Lisp registro
Lpts Monitor  mpls-ldp mpls-static mpls-te Multicast Netflow Rede nps
OSPF Ouni Pbr pkg-mgmt pos-dpt PPP Qos Rcmd costela
Rip root-Ir f:;ema route-map route-policy Sbc Snmp: sonet-sdh  estatico
Sysmgr Sistema  Transporte tty-access Tunel Universal Vlan VPDN vrrp

Cada uma dessas tarefas mencionadas pode ser fornecida com qualquer uma dessas ou todas
as quatro permissoes:

Ler Especifica uma designacao que permite apenas uma operacao de leitura.

Gravar Especifica uma designagcédo que permite uma operagao de alteragdo e permite implicitamente u
operacgao de leitura.

Executar Especifica uma designacao que permite uma operacao de acesso; por exemplo, ping e Telnet.

Debug Especifica uma designagao que permite uma operagédo de depuragao.

Grupos de tarefas definidos pelo usuario

Os administradores podem configurar grupos de tarefas personalizados para atender a
necessidades especificas. Aqui estd um exemplo de configuragao:

RP/0/RSP1/CPU0:ASR9k (config) #taskgroup TAC-Defined-TASK
RP/0/RSP1/CPU0:ASR9k (config-tg) #task ?

debug Specify a debug-type task ID

execute Specify a execute-type task ID

read Specify a read-type task ID
write Specify a read-write-type task ID
RP/0/RSP1/CPU0:ASR9k (config-tg) #task read aaa
RP/0/RSP1/CPU0:ASR9k (config-tg) #task write aaa
RP/0/RSP1/CPU0:ASR9k (config-tg) #task execute aaa
RP/0/RSP1/CPUO:ASRIk #task debug aaa
RP/0/RSP1/CPU0:ASR9k (config-tg) #task read acl
RP/0/RSP1/CPU0:ASR9k (config-tg) #task write acl
RP/0/RSP1/CPU0:ASR9k (config-tg) #task execute acl
RP/0/RSP1/CPU0:ASR9k (config-tg) #commit

( )
( )
( )
(config-tg)
( )
( )
( )
( )

RP/0/RSP1/CPU0:ASR9k#show aaa taskgroup TAC-Defined-TASK
Task group 'TAC-Defined-TASK'

Task IDs included directly by this group:
Task: aaa : READ WRITE EXECUTE DEBUG
Task: acl : READ WRITE EXECUTE

Task group 'TAC-Defined-TASK' has the following combined set
of task IDs (including all inherited groups):
Task: aaa : READ WRITE EXECUTE DEBUG
Task: acl : READ WRITE EXECUTE
Descrever comando pode ser usado para encontrar o grupo de tarefas e a permissao necessarios

para um determinado comando.

Exemplo 1.



RP/0/RSP1/CPUO:ASRI9k#describe show aaa usergroup
Package:

User needs ALL of the following taskids:

aaa (READ)
RP/0/RSP1/CPUOQ:ASRIk#

Para permitir que um usuario execute o comando show aaa usergroup, grupo de tarefas: aaa de
leitura de tarefas deve ser atribuido ao grupo de usuarios.

Exemplo 2.

RP/0/RSP1/CPU0:ASR9k (config) #describe aaa authentication login default group tacacs+
Package:

User needs ALL of the following taskids:

aaa (READ WRITE)
RP/0/RSP1/CPUO:ASR9k (config) #

Para permitir que um usuario execute o comando authentication login default group tacacs+do
modo de configuragao, grupo de tarefas: leitura de tarefas write aaa deve ser atribuido ao grupo
de usuarios.

Os administradores podem definir o grupo de usuarios que pode herdar varios grupos de tarefas.
Aqui esta o exemplo de configuragao:

RP/0/RSP1/CPUO:ASR9k#show aaa usergroup TAC-Defined
Tue Feb 16 00:50:56.799 UTC
User group 'TAC-Defined

Inherits from task group 'operator'

User group 'TAC-Defined' has the following combined set
of task IDs (including all inherited groups) :

Task: basic-services : READ WRITE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: logging : READ

RP/0/RSP1/CPUO:ASR9k#conf t
RP/0/RSP1/CPUO:ASR9k (config) #usergroup TAC-Defined
RP/0/RSP1/CPU0:ASR9k (config-ug) #taskgroup TAC-Defined-TASK
RP/0/RSP1/CPU0:ASR9k (config-ug) #commit

RP/0/RSP1/CPUO:ASR9k#show aaa usergroup TAC-Defined
Tue Feb 16 00:51:31.494 UTC
User group 'TAC-Defined!

Inherits from task group 'operator'

Inherits from task group 'TAC-Defined-TASK'

User group 'TAC-Defined' has the following combined set

of task IDs (including all inherited groups) :
Task: aaa : READ WRITE EXECUTE DEBUG
Task: acl : READ WRITE EXECUTE



Task: basic-services : READ WRITE EXECUTE DEBUG

Task: cdp : READ
Task: diag : READ
Task: ext-access : READ EXECUTE
Task: logging : READ

Configuragiao AAA no roteador

Configure o servidor TACACS no roteador ASR com o endereco IP e o segredo compartilhado a
serem usados.

RP/0/RSP1/CPU0:ASR9k (config) #tacacs-server host 10.106.73.233 port 49
RP/0/RSP1/CPU0:ASR9k (config-tacacs-host)#key 0 cisco
RP/0/RSP1/CPU0:ASR9k (config-tacacs-host) #commit

!
tacacs-server host 10.127.196.160 port 49

key 7 14141B180FOB
!

Configure a autenticacao e a autorizacao para usar o servidor TACACS configurado.

#aaa authentication login default group tacacs+ local
#aaa authorization exec default group tacacs+ local

Configure a autorizagdo do comando para usar o servidor TACACS configurado (opcional):

Note: Assegure-se de que a autenticagao e a autorizagao funcionem conforme esperado e
assegure-se de que os conjuntos de comandos também estejam configurados corretamente
antes de habilitar a autorizacdo do comando. Se nao estiver configurado corretamente, os
usuarios talvez nao consigam inserir nenhum comando no dispositivo.

#aaa authorization commands default group tacacs+

Configure a contabilizagdo de comandos para usar o servidor TACACS configurado (opcional).

#aaa accounting commands default start-stop group tacacs+
#aaa accounting update newinfo

Configuragéo do servidor ISE

Etapa 1. Para definir o IP do roteador na lista de clientes AAA no servidor ISE, navegue até
Administration > NRecursos de rede > Dispositivos de rede conforme mostrado na imagem. O
segredo compartilhado deve ser o mesmo que o configurado no roteador ASR, como mostrado na
imagem.



- |dentity Services Engine Home ibility Ope » Policy ~ Adminigtration + Work Centers

» System  » |dentity Management = Network Resources » Device Portal Management  pxGrid Senvices » Feed Senvice » Threat Centric NAC
~Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM » Location Senices
—
(]

Metwork Devices List > New Network Device

Network Devices

Network Devices

Default Device

* Mame |LAB_ASR
Description | Lap_aSR device

[ Address  +| *IP: [ 10.106.37.160 [N e

Device Security Settings

* Device Profile &% Clsco | » &

L —

* Network Device Group

Location [ ap o ':'SetToDehuk.

IPSEC [1s IPSEC Device © | [.set To Default

Device Type [asg © ] [ Set To Defauk |

[m RADIUS Authentication Settings

» TACACS Authentication Settings

Shared Secrel | qanes | Show |

Enable Single Connect Mode []

& Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O s sNuP Settings

[m] » Advanced TrustSec Seltings
Suome JEET

Configuracao do dispositivo de rede

* ldentity Services Engine Home onte ity 0 » Policy ~ Administration » Work Centers

» System  » Identity Management = «Metwork Resources | » Device Portal Management  pxGrid Services b Feed Senvice  » Threat Cenfric NAC

+Metwork Devices ~ Netwaork Device Groups Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MDM » Location Senices
——

(]
Metwork Devices Network Devices
Default Device
f Edit BsDunlicate e
Device Security Seftings JEdt Jhadd [ypupicate | @aimport @rExport v | @ M Delete ~
Name «  IPfMask Profile Name Location Type Description
[0 LaB_ASR 10.106.37.16... % Csco & LAB ASR LAB_ASR device

Configuragao do dispositivo de rede

Etapa 2. Defina os grupos de usuarios de acordo com seu requisito, no exemplo, como mostrado
nesta imagem, vocé usa quatro grupos. Vocé pode definir os grupos em Administration > |dentity
Management > Groups > User Identity Groups. Os grupos criados neste exemplo sao:

1. Operador ASR

2. ASR-Operator-AAA
3. ASR-RootSystem
4. ASR-Sysadmin



it Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  |dentity Management » Network Resources » Device Poral Management  pxGrid Services » Feed Semvice » Threat Centric NAC

» Identiies  Groups  External ldentity Sources  |dentity Source Sequences b Settings

—
Identity Groups User Identity Groups
S =)
vl v i JEdit dbAdd | YDelete v | @almport ghExport v
» [ Endpoint identity Groups Mame & | Description

* User ldentity Groups
S ALL_ACCOUNTS (default)
5L ASR-Operator
2

&% ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
R-Operator
R-Operator-AAA

St ASR-Operator-AAL
51 ASR-RootSystem
2

L1 ASR-Sysadmin

2

R-RootSystem
R-Sysadmin

22 Employee Default Employee User Group
£ GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group

&2 GuestType_Contractor (default) Identity group mirroring the guest type

:';'} Employes
:';"1 GROUP_ACCOUNTS (default)
4;".';"1 GuestType_Contractor (default)

0ooooooooooo

5 GuestType_Daiy (defautt) &2 GuestType_Daily (default) Identity group mirroring the guest type
;Zg GuestType_SocialLogin (defauk} &2 GuesfType_SocialLogin (default) Identity group mirroring the guest type
5 GuestType_Weekly (defaut) A1 GuestType_Weekly (default) Identity group mirroring the guest type
;;g OWN_ACCOUNTS (default) S OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group

Grupos de identidadesEtapa 3. Como mostrado na imagem, crie 0s usuarios e mapeie-os para o
respectivo grupo de usuarios criado antes.

'tk Identity Services Engine Home b ContextVisibilty  » Operations  » Policy [EESCIRGEC N » Work Centers

» System | wldentity Management  » Network Resources  » Device Portal Management  pxGrid Sendces  » Feed Senice  » Threat Centric NAC

w|dentiies  Groups  External Identity Sources  |dentity Source Sequences  » Seffings
—

[

- Network Access Users

Latest Manual Network Scan Res.. st doadd [Echange Status ~  @eIeort Qb Export + | 3¢ Delete + yDupicate

Status HName 4  Description First Name Last Name Emai Address User Identity Groups Admin
[0 E@Enabled ¢ ASRaaa ASR-Operator-AAA
O Enabled  § ASRRead ASR-Operator
[J mEnsbled ¢ ASRRoot ASR-RootSystem
[0 @Enabled ¢ ASRwrite ASR-Sysadmin

Identidades/usuarios

Note: Neste exemplo, os usuarios internos do ISE sdo usados para autenticacéo e
autorizacao. As autenticacdes e autorizagdes com a fonte de identidade externa estao fora
do escopo deste documento.

Etapa 4. Defina o Perfil do Shell a ser enviado para os respectivos usuarios. Para fazer isso,
navegue para Centros de trabalho > Administragao de dispositivos > Elementos de politica >
Resultados > Perfis TACACS. E possivel configurar um novo perfil de shell como mostrado nas
imagens, bem como para versdes anteriores do ISE. Os perfis de shell definidos neste exemplo
sdo:

1. ASR_Operator

2. ASR_RootSystem

3. ASR_Sysadmin

4. Operador_com_AAA



ldentity Services Engine Home » Contex y Operations » Policy » Administration - Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture |« Device Administration » PassivelD

b Overview  » Identities  User ldentity Groups  Extld Sources b Metwork Resources  «Policy Elements  Device Admin Policy Sets  Reports  Settings
I

(<]
TACACS Profiles
+ Conditions
0 Selected
» Network Conditions
= Refresh + Add Duplicate M Trash= Edit
~ Results 1 .
L' nName Type Description
RLOIEL LIS [ ASR_Operator Shell
TACACS Command Sets
|: ASR_RootSystem Shell
TACACS Profiles
[0 ASR_Sysadmin Shell
[]  Default Shell Profile Shell Default Shell Profile
[ Deny All Shell Profile Shell Deny All Shell Profile
O Operator_with_AAA Shell
E WLC ALL WLC WLC ALL
[0 WLCMONITOR WLC WLC MONITOR

Perfis de shell para TACACS

Vocé pode clicar no botdo Adicionar para inserir os campos Tipo, Nome e Valor, conforme
mostrado nas imagens na se¢ao Atributos personalizados.

Para a funcdo Operador:

* |dentity Servi 8 “ontex » Operations 2plicy » Administration ~Work Centers

» Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  ~Device Administration = » PassivelD
b Overview » Identities User Identity Groups Extld Sources » MNetwork Resources = Palicy Elements Device Admin Palicy Sets Reports Settings
———
o
N TACACS Profiles = ASR_Operator
» Conditions
TACACS Profile

» Network Conditions
Mame ASR_Operator

~ Results
Description
Allowed Protocols
TACACS Command Sets
A Profil

TACACS Profiles Task Attribute View Raw View
Common Tasks
Common Task Type  Shell g

[ Default Privilege | o | (Select 010 15)
[T Maximum Privilege ’ S | (Select 0to 15)
7] Access Control List | o]
[ Auto Command | (] |
[ Mo Escape | o | (Select true or false)
[ Timeout ’ ) | Minutes (0-9999)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes
+ Add @ Trashv (@ Edit - 24
LI Type Name Valug
[T MANDATORY tagk nwic #operator i
< >

perfil de shell do operador ASRPara funcao de sistema raiz:



~Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture | wDevice Administration  » PassivelD
» Overview  » Identities  Userldenfity Groups  Extld Sources  » Network Resources = Policy Elements  Device Admin Policy Sets ~ Reports
——
(]
TACALCS Profiles » ASR_RootSystem
+ Conditions.
TACACS Profile
» Network Conditions
Mame ASR_RootSystem
~ Results
Description
Allowed Protocols
TACACS Command Sets
TACACS Profil ——— )
rones Task Attribute View  Raw View

Commeon Tasks

Common Task Type = Shel 2

[] Default Privilege | o |
[ Maximum Privlege | o |
[ Access Control List | o |
[ Auto Command | o |
[ NoEscape | o |
[ Timeout | O |
[ Idie Time [ o |

Custom Attributes

4 add @ Trash> (& Edit
L Type Name Value
[ MANDATORY task e #root-system

<

perfil de shell do ASR Root SystemPara a fungao sysadmin:

Setlings

(Select0to 15)

(Select 0 to 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

G

»



» Network Access  » GuestAccess  » TrustS8ec  » BYOD  » Profiler  » Posture | = Device Administration = » PassivelD
» Overview  » Identities  Userldentity Groups  Extld Sources  » Network Resources v Policy Elements
(]
TACACS Profiles = ASR_Sysadmin
» Conditions
TACACS Profile
» Network Conditions
Mame ASR_Sysadmin|
~ Results
Description
Allowed Protocols
TACACS Command Sets
TACACS Brofil —
£AC= Frofles Task Aftribute View  Raw View
Common Tasks
Common Task Type = Shel R

~Work Centers

[ DefaultPrivilage | Q|
[ Maximum Privilege | Q |
[ Access Control List | o |
[ Auto Command | Q |
[T NoEscape | Q I
[ Timeout [ (] ]
[ Idie Time | o |
Custom Attributes

+ Add @ Trash~ & Edit

L Type Name Value

[T MAMDATORY task wi #sysadmin

<

Device Admin Policy Sets  Repors

Settings

(Select 0to 15)

(Select 0t 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

-2

Ga

perfil de shell ASR SysadminPara a fungao de operador e AAA:



';',','4'2' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration «Work Centers

» Metwork Access  » GuestAccess  » TrustSec » BYOD  » Profiler  » Posture - Device Administration | » PassivelD
v Ovendew  » ldentities  Userldentity Groups  Esid Sources  » Network Resources - Policy Elements  Device Admin Policy Sets  Reports  Seftings
—
o

TACACS Profiles = Operator_with_AAA
» Conditions
TACACS Profile

+ Network Conditions
Mame Operator_with_AAA

~ Results
Description
Allowed Protocols
TACACS Command Sels
TACACS Profil P
orles Task Attribute View Raw View
Common Tasks
Common TaskType = Shel ™
[ Default Privilege | v | (Select 0o 15)
[ Maximum Priilege | o | (SelectOto 15)

[~ Access Control List ’ o l

L."

l

[T Mo Escape | o | (Select true or false)
|
|

[T Auto Command

[ Timeout © | Minutes (0-9999)

[ Idie Time © | Minutes (0-9999)

Custom Attributes

+ Asa @ Trashv Edit .
L Type Name Value
[] MANDATORY task rw:aaa #operator 21

< >

Operador com perfil de shell AAAEtapa 5. Configure a Sequéncia de Origem da Identidade para
usar os Usuarios Internos em Administragdo > Gerenciamento de Identidade > Sequéncias de
Origem da Identidade. E possivel adicionar uma nova Sequéncia de Origem de Identidade ou
editar as disponiveis.



atfian]in

cisce  ldentity Services Engine Home + Context Visibility » Operations ¥ Policy + Administration » Work Centers

» System | wldentity Management  » Network Resources  » Device Portal Management  puGrid Senvices  » Feed Senvice  » PassivelD  » Threat Cenftric NAC

b ldentities  Groups  External Identity Sources  |dentity Source Sequences  » Settings

Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence
v Identity Source Sequence

* Name | All_User_ID_Stores

Description | A buiit-in Identity Sequence to include all User Identity Stores

v Certificate Based Authentication

[] Select Certificate Authentication Profile  Preloaded_Certfficate § ©

* Authentication Search List

A set ofidenfity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
All_AD_Join_Points
GuestUsers
=
<«

* Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

() Do not access other stores in the sequence and set the "AuthenticationStatus™ attribute to "ProcessError

(®) Treatas ifthe user was not found and proceed to the next store in the sequence

(CReset)

Etapa 6. Configure a politica de autenticagdo em Centros de Trabalho > Administragao de
Dispositivos > Conjuntos de Politicas de Administragéo de Dispositivos > [Escolher Conjunto de
Politicas] para usar a Sequéncia do Repositério de Identidades que contém os usuarios internos.
Configure a autorizagdo com base no requisito com o uso dos grupos de identidade de usuario
criados anteriormente e mapeie os respectivos Perfis de Shell, como mostrado na imagem.

‘el dentity Services Engine Home

¥ Network ACcess b GUestAccess b TrustSec  »BYOD  » Profler 3 Posture PasshelD
Click here o 9o witeless setup and visibility etup Do net shew b

» Overdew  » Mdendies  UserldentityGrewps ExidSources  » NetworkResources  » PolicyElements Device Ademin PolicySets  Repords  Seftings

Policy Sets - ASR TACACS policy

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits
0 DEVICE Device Trpe EQUALS Al Divice TrpesRASR
©  ASRTACASS polcy AND Detaun Device Admin -+

©  DEVICELocation EQUALS All LocationsiLAS

¥ Authentication Policy (1)

+ Status  Ruie Name Conddtions Use Hits  Actions

@ Detaun 0 o
¥ options

Politica de autenticacao

As politicas de autorizagdao podem ser configuradas de varias maneiras com base no requisito. As
regras mostradas aqui na imagem se baseiam no local do dispositivo, no tipo e no grupo de
identidade do usuario interno especifico. Os perfis de shell selecionados serao enviados no



momento da autorizagao, juntamente com os conjuntos de comandos.

¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions.

™ Authorization Policy (5)

Resuns
+
Stalus  Rule Name Conditions Command Sets Shell Profiles His  Actions

& IntemalUses lgentityGroup EQUAL S User Ioentity Groups ASR-RO0ESyS1em

@ asR_RootSystem_Rule AND @  DEVICE-Locabon EQUALS All LocationssLA PermitAliCommands o SR_RoctSrste = - 8 &
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Politica de autorizacao

Verificar

Use esta sec¢ao para confirmar se a sua configuragao funciona corretamente.

Operador

Verifique o grupo de usuarios e os grupos de tarefas atribuidos ao ler o usuario no roteador.

username: ASRread
password:

RP/0/RSP1/CPUO:ASR9k#show user
ASRread

RP/0/RSP1/CPUO:ASR9k#show user group
operator

RP/0/RSP1/CPUO:ASR9k#show user tasks

Task: basic-services : READ WRITE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: logging : READ

Operador com AAA

Verificar o grupo de usuarios e os grupos de tarefas atribuidos quandoasara o usuario faz login no
roteador.

Nota:o pacote corresponde a tarefa do operador enviada do servidor TACACS juntamente
com as permissoes de leitura, gravagao e execugao da tarefa AAA.



username: asraaa
password:

RP/0/RSP1/CPUO:ASR9k#sh user
asraaa

RP/0/RSP1/CPUO:ASR9k#sh user group
operator

RP/0/RSP1/CPUO:ASR9k#sh user tasks

Task: aaa : READ WRITE EXECUTE

Task: basic-services : READ WRITE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: logging : READ

Sysadmin

Verificar o grupo de usuarios e os grupos de tarefas atribuidos quandoasrwrite o usuario faz login
no roteador.

username: asrwrite
password:

RP/0/RSP1/CPU0O:ASR9k#sh user
asrwrite

RP/0/RSP1/CPUO:ASRI9k#sh user group
sysadmin

RP/0/RSP1/CPUO:ASR9k#sh user tasks

Task: aaa : READ

Task: acl : READ WRITE EXECUTE DEBUG
Task: admin : READ

Task: ancp : READ

Task: atm : READ

Task: basic-services : READ WRITE EXECUTE DEBUG
Task: bcdl : READ

Task: bfd : READ

Task: bgp : READ

Task: boot : READ WRITE EXECUTE DEBUG
Task: bundle : READ

Task: call-home : READ

Task: cdp : READ WRITE EXECUTE DEBUG
Task: cef : READ

Task: cgn : READ

Task: config-mgmt : READ WRITE EXECUTE DEBUG
Task: config-services : READ WRITE EXECUTE DEBUG
Task: crypto : READ WRITE EXECUTE DEBUG
Task: diag : READ WRITE EXECUTE DEBUG
Task: drivers : READ

Task: dwdm : READ

Task: eem : READ WRITE EXECUTE DEBUG
Task: eigrp : READ

Task: ethernet-services : READ

--More--

(output omitted )

Sistema raiz



Verificar o grupo de usuarios e os grupos de tarefas atribuidos quandoraiz o usuario faz login no
roteador.

username: asrroot
password:

RP/0/RSP1/CPUO:ASR9k#show user
asrroot

RP/0/RSP1/CPU0:ASR9k#show user group
root-system

RP/0/RSP1/CPUO:ios#show user tasks

Task: aaa : READ WRITE EXECUTE DEBUG
Task: acl : READ WRITE EXECUTE DEBUG
Task: admin : READ WRITE EXECUTE DEBUG
Task: ancp : READ WRITE EXECUTE DEBUG
Task: atm : READ WRITE EXECUTE DEBUG
Task: basic-services : READ WRITE EXECUTE DEBUG
Task: bcdl : READ WRITE EXECUTE DEBUG
Task: bfd : READ WRITE EXECUTE DEBUG
Task: bgp : READ WRITE EXECUTE DEBUG
Task: boot : READ WRITE EXECUTE DEBUG
Task: bundle : READ WRITE EXECUTE DEBUG
Task: call-home : READ WRITE EXECUTE DEBUG
Task: cdp : READ WRITE EXECUTE DEBUG
Task: cef : READ WRITE EXECUTE DEBUG
Task: cgn : READ WRITE EXECUTE DEBUG
Task: config-mgmt : READ WRITE EXECUTE DEBUG
Task: config-services : READ WRITE EXECUTE DEBUG
Task: crypto : READ WRITE EXECUTE DEBUG
Task: diag : READ WRITE EXECUTE DEBUG
Task: drivers : READ WRITE EXECUTE DEBUG
Task: dwdm : READ WRITE EXECUTE DEBUG
Task: eem : READ WRITE EXECUTE DEBUG
Task: eigrp : READ WRITE EXECUTE DEBUG
--More--

(output omitted )

Troubleshoot

Esta secéao disponibiliza informagdes para a solugao de problemas de configuracao.

Verifique o relatério do ISE em Operations > TACACS > Live Logs. Clique no simbolo de lupa
para ver o relatério detalhado.

< Reesh A ExportTo-

Logged Time Status Details Usemname Network Device IP Remote Address  Authorization Policy Authentication Policy Ise Hode

(< < I < I
;5

(< < D O <
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Estes sdo alguns comandos uteis para solucionar problemas no ASR:



- show user

- show user group

- mostrar tarefas do usuario
- show user all
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