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Introducao

Este documento descreve como configurar e verificar o TrustSec em um Switch Catalyst e um
Wireless LAN Controller com o Identity Services Engine.

Pré-requisitos
A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Conhecimento basico dos componentes do Cisco TrustSec (CTS)

» Conhecimento basico da configuragao CLI dos switches Catalyst

» Conhecimento basico da configuragao da GUI dos Cisco Wireless LAN Controllers (WLC)
» Experiéncia com a configuragao do Identity Services Engine (ISE)

Requisitos

Vocé deve ter o Cisco ISE implantado em sua rede, e os usuarios finais devem autenticar-se no
Cisco ISE com 802.1x (ou outro método) quando se conectam com fio ou sem fio. O Cisco ISE
atribui ao trafego uma Security Group Tag (SGT) depois que eles se autenticam em sua rede sem
fio.

Em nosso exemplo, os usuarios finais sao redirecionados para o portal do Cisco ISE Bring Your
Own Device (BYOD) e recebem um certificado para que possam acessar com seguranca a rede
sem fio com o Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) depois que
concluirem as etapas do portal BYOD.

Componentes Utilizados

As informacgdes neste documento sdo baseadas nas seguintes versdes de hardware e software:

+ Cisco Identity Services Engine, versao 2.4

» Switch Cisco Catalyst 3850, versao 3.7.5E

* Cisco WLC, versao 8.5.120.0

» Ponto de acesso sem fio Cisco Aironet no modo local

Antes da implantagéo do Cisco TrustSec, verifique se o switch Cisco Catalyst e/ou os modelos
Cisco WLC+AP + verséao de software tém suporte para:

» Tags de grupos TrustSec/Security

Inline Tagging (caso contrario, vocé pode usar o SXP em vez do Inline Tagging)
* Mapeamentos estaticos de IP para SGT (se necessario)

* Mapeamentos estaticos de sub-rede para SGT (se necessario)

* Mapeamentos estaticos de VLAN para SGT (se necessario)

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto



potencial de qualquer comando.
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Neste exemplo, a WLC marca os pacotes como SGT 15, se de um consultor, e + SGT 7, se de
um funcionario.

O switch negara esses pacotes se eles forem do SGT 15 ao SGT 8 (os consultores nao podem
acessar servidores marcados como SGT 8).

O switch permite esses pacotes se forem do SGT 7 ao SGT 8 (os funcionarios podem acessar
servidores marcados como SGT 8).

Meta

Permitir que qualquer pessoa acesse GuestSSID.
Permita que os consultores acessem o SSID do funcionario, mas com acesso restrito.
Permita que os funcionarios acessem o SSID do funcionario com acesso total.

Dispositivo Endereco IP  [VLAN
ISE 10.201.214.230(463
Catalyst Switch [10.201.235.102(1115
WLC 10.201.214.229(463
Ponto de acesso(10.201.214.138|455
Nome Nome de usuario|Grupo AD [SG SGT
Jason Smithjjsmith Consultores |Consultores de consumerizagao de Tl 15
Sally Smith [smith Funcionarios|Funcionarios adeptos da consumerizagao de TI|7
n/a n/a n/a TrustSec_Devices 2

Configuracdes

Configurar o TrustSec no ISE



TrustSec Overview

Plan Security Groups Create Components Push Policy
Identify resources that require different levels of Create security groups for resources, user Push the matrix policy live.
protection groups and Network Devices as defined in the
preparation phase. Also, examine if default Push the SGTs, SGACLs and the matrix to the
Classify the users or clients that will access SGTe can be used to match the roles defined. network devices @
those resources
Define the network device autharization policy Real-time Monitoring
Objective is to identify the minimum required by assigning SGTs to network devices. Check dashboards to monitor current access.
number of Security Groups, as this will simplify
management of the matrix Policy Auditing
Define SGACLs to specify egress policy. Examine reports to check access and
Preliminary Setup authorization is as intended.
Set up the TrustSec AAA server. Assign SGACLSs to cells within the matrix to

enforce security.
Set up TrustSec network devices.

Exchange Policy

Check default TrustSec seftings to make sure Configure SXP to allow distribution of IP to SGT
they are acceptable. mappings directly to TrustSec enforcement
devices.

If relevant, set up TrustSec-ACI policy group
exchange to enable consistent policy across
your network.

Consider activating the workflow process to
prepare staging policy with an approval process.

Configurar o Cisco ISE como um servidor AAA TrustSec

Identity Services Engine Home b Context Visibiity  » Operafions » Policy b Adminisiration

b Metwork Access b Guest Access |~ TrustSec » BYOD » Profiler + Posture » Device Administration » PassivelD

b Overview  + Components b TrusiSec Policy Policy Sets b SHP b Troubleshoot  Reporis b Settings
I
<]
AAA Servers List = corbinise
AAA Servers

Security Groups

IP SGT Static Mappin
e *Name | CISCOISE

Security Group ACLs

Metwork Devices

Descripfion
Trustzec AAL Servers
*IP [ 10.201.214.230 | (Example: 10.1.1.1)
*Port 1812 | (Valid Range 1 o 65535)

Rt

Configurar e verificar se o switch foi adicionado como um dispositivo RADIUS no Cisco ISE



vl Identity Services Engine

Home

v Context Visibility ¢ Operations » Policy

~ Administration

+ Work Centers

b System + Identity Management ~ Metwork Resources ¢ Device Portal Management  pxGrid Services ¢ Feed Semnvice ¢ Threat Cenfric NAC
* Metwark Devices Metwork Device Groups MNetwork Device Profiles  Extemal RADIUS Servers RADIUS Server Sequences MAC Managers  Extermal MDM ¥ Location Services
o
Network Devices Metwork Devices List = CatalystSwitch
Metwork Devices
Default Device
* Name | CatalystSwitch
Device Security Settings
Description | Catalyst 3850 Switch
IPAddress  +| *IP: [ 10.201.235.102 IE
* Device Profile i
ails Cisco = &0
Software Version |:|
* MWetwork Device Group
Location [ Locations | [ Set To Default |
IPSEC  [no | [ 5etTo Default |
Device Type o)l Device Types | [ SetTo Default |
M [+ RADIUS Authenticafion Settings
RADIUS UDP Settings
Frolocsl  RADIUS /
" Shared Secrel [ pdmini23 | [ Hide |
Use Second Shared Secret [ i
| Show |
CoAPort [ 1700 | | SetTo Default |
RADIUS DTLS Settings
DTLS Required  []
Shared Secret  |radius/dils i

Configurar e verificar se a WLC foi adicionada como um dispositivo TrustSec no Cisco ISE

Insira suas credenciais de login para SSH. Isso permite que o Cisco ISE implante os

mapeamentos estaticos de IP para SGT no switch.

Vocé pode cria-los na GUI da Web do Cisco ISE em work Centers > TrustSec > Components > IP SGT Static

M appings como mostrado aqui:
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Dica: se vocé ainda ndo configurou o SSH em seu Switch Catalyst, vocé pode usar este guia: Como configurar o Secure Shell (SSH)
no Switch Catalyst.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_01000.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_01000.html

Dica: se vocé ndo quiser permitir que o Cisco | SE acesse seu Switch Catalyst por SSH, podera criar mapeamentos estéticos | P para
SGT no Switch Catalyst com a CLI (mostrado em uma etapa aqui).

Verifique as configuractes padréo do TrustSec para garantir que sejam aceitaveis (opcional)



stlnal T = oo B -
el |dentity Services Engine

Hame ¢ Contect Visibiling ¢+ Operations » Policy ¢+ Administration = Wark Centers

b Metwork Access ¢ Guest Access | = TrustSec | » BYOD ¢ Profiler  » Posture  * Device Administration  » PassivelD
¢ Ovarview ¢ Components  ® TrustSec Policy  Policy Sets ¢ 53XP » Troubleshoot  Reports  ~ Settings
I
o

General TrustSec Setlings General TrustSec Settings

TrustSec Matrix Setlings
Verify TrustSec Deploymant
Work Process Settings

SXP Seltings [C] Automatic werification after avery deploy (i
ACI Sattings Time after deploy process minutes (10-60)

Protected Access Credential (PALC)

“Tunnel PAC Time To Live [s0 | [oays -

*Proactive PAC update when % PAC TTL is Left

Security Group Tag Numbering

(8] System Will Assipn SGT Numbers
[C] Ewcept Numbers [n Range -  From | 1,000 To| 1,100

() Usar Must Entar SGT Numbers Manually

Security Group Tag Numbering for APIC EPGs

[C] System will assign numbers In Range -  From | 10,000




“tuthe Identity Services Engine Home v Context Visibiity v Operaions v Palicy v Admindstration

b Metwork Access ¢ Guest Access  +TrustSec | » BYOD ¢ Profiler v Posture ¢ Device Administration  » PassivelD

b Owverview ¢ Componants ¢ TrustSec Poloy  Policy Sels # SXP # Troubleshood  Reporls = Sebings

——
o
General TrustSec Satiings Security Group Tag Numbering for APIC EPGs
TrusiSec Matrix Seitings [ system will assign numbers In Range -  From | 10,000
Wiork Process Salfings
SXP Settings Automatic Security Group Creation
ACI Setlings

[[] Auto Create Security Groups When Creating Authorization Rules (i
SGT Number Range For Auto-Creation - From | 5,000 To 5,100
Automatic Naming Options

Select basis for names, [Security Group name will be shorened to 32 characters)

Mama Will Include Rula Name i
Optional Addions Policy Set Mame (7

Prefix | SGT

Suffis: | 8GT
Exampla Name - Rulalame

IP SGT static mapping of hostnames

(= Create mappings for all IP addresses returned by DNS query

() Create mapgings only for the frst IPvd address and the first IPvG address returned by DNS query

Save Recet

Criar tags de grupo de seguranca para usuarios sem fio

Crie um grupo de seguranca para consultoresde BYOD - SGT 15
Crie um grupo de seguranca para funciondrios adeptos da consumerizacdo de Tl - SGT 7



el dentity Services Engine

Home » Conbadt Visibility » Dperations » Paolicy » Adminiztration
b Metwork Access b Guest Access | ~TrustSec | » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD
b Overview  ~Componénts b TrustSec Policy  Policy Sets  » SXP ¢ Troubleshoot  Reports  » Setings
o
Security Groups Security Groups
For Policy Export go fo Administration » System = Backup & Resiore » Policy Expori Page
IP SGT Static Mapping
Security Group ACLs
Network Devices G Edit + Add & Import A Export ~ B Trash - © Push @ Verify Deploy
pListze RAS Se0ers Icon Name J2 SGT (Dec / Hex) Description
— @) BYODconsultants 15/000F SGT for consultants who use BYOD - restrict intemal access
— @ BYODemployees 7007 SGT for employees who use BYOD - allow internal access
@ Contractors 510005 Contractor Security Group
@ Employees 40004 Employee Security Group
—_— g EmployeeServer BM000E Resfricted Web Server - Only employees should be able to access
@ Gussts BI0008 Guest Security Group
@ Metwork_Senices 300003 Metwork Services Security Group
@ Cuarantined_Systems 255/00FF Quarantine Security Group
g Restricted\WebServer B0008
@ TrusiSec_Devices 200002 TrustSec Devices Security Group
? Unknown 00000 Unknown Security Group

Criar mapeamento estético de |P para SGT para o servidor Web restrito

Learned from

Faga isso para qualquer outro endereco | P ou sub-rede em sua rede que ndo seja autenticado no Cisco | SE com MAC Authentication Bypass

(MAB), 802.1x, Profiles, etc.

= Work Centers

1;'-'.-.';';’ Identity Services Engine Home b G perations F Policy
b Metwork Access ¢ Guest Access | ~TrusiSec | » BYOD  » Profiler  * Posture  * Device Administration  » PassivelD
¥ Overview = Components  * TrustSec Policy  Pelicy Sets  » SXP » Troubleshool  Repors  » Sellings
o
Sacurly Groups IP SGT static mapping > 10.201.214.132
IP SGT Static Mapping IP addressies) - * 10201214132

Security Group ACLs

Metwark Devices

Add to a mapping group

Trustzec AAA Seirvers

» Map to SGT individually

Send 1o

SGT~

EmployeaSerer (2/0008)

SXP Domain

Deploy to devices

Criar Perfil de Autenticago de Certificado

w default

All TrustSec Devices

Cancal m



Identity Services Engine

Homa » Conbe:xd
» System - |dentity Management | » Metwork Resources ¢ Device Poral Management  puGrid Services ¢ Feed Service  » Threal Centric HAC

k Wenfitiecs Groups  Exiemal Identity Scurces  ldenfity Source Sequences b Seftings

External Identity Sources Cedificate Authentication Profiles Ligt » Hew Certificate Authentication Profile
e Certificate Authentication Profile
= L4

] Cenfcate Authentication Profie
» [E5 Active Directory

*Hame | EYODCertificalesuthPrafile |

B Loar
&5 oosc Description | Allow BOZ 1x authenbcation to EYOD using usemame=password + EAP-TLS authentication to BYOD
5 RADWS Token using certificate
Bl REA SesurlD /I
[l SAML id Providers
[ Social Login identity Stere [ Windows_AD_Server  J

Use Idenlity From ) Cestificate Attibute [Subject - Common Name r| @

) Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only)

Maich Chent Cerlificate Against
Certificate In ldentity Store Never

(®) Only to resobve identity ambiguity

3 Abways perform binary comparison

()

Criar Sequéncia de Origem de Identidade com o Perfil de Autenticacéo de Certificado de Antes



::Illsélf: Identity Services Engine Hoame » Context Visibiity + Operations ¢ Policy - Administration

» Systemn |~ ldentity Management  » Metwork Resources ¢ Device Poral Managemeni  pwGrid Services ¢ Feed Service  p Threat Centric HAC

¥ ldeniities Groups Exdernal Ideniity Sources  Ildenfity Source Sequences  » Seffings

ldentily Sowrce Sequences List > Hew Identity Source Sequence

Identity Source Sequence

w |dentity Source Sequence

*Hame | BYOD_ldentity_Sequence |

Description | allow vsemames+password and cerlificale for BY QD authentication

by

= Cedificate Based Authenbication

¥ Selecl Cerificate Authentication Profile | BYODCeddificatefuthPr =

w» Authentication Search List

A 5¢l of ienkity sources that vall be accessed in sequénce until first autheéntication suctaads

Availabile Selecied
Internal Endpaints P Tiindaws_AD_Server "
Gues! Users | Inbemal Users
| | L
k-2
L | I
GO
i ! | b L

w Advanced Search List Seltings
If a selecied dentity store cannol be accessed for authentication

® Do not access other stores in the sequence and s#1 the “AuthenticationStalus™ attribute to "FrocessEmor

) Treat as if the user was not found and proceed to the next store in the saquence

Submit Cancel |

Atribuir aos usudrios sem fio (funcionarios e consultores) um SGT apropriado

Nome Nome de usuario|Grupo AD |SG SGT
Jason Smith(jsmith Consultores |Consultores de consumerizagéo de TI 15
Sally Smith [smith Funcionarios|Funcionarios adeptos da consumerizagao de TI|7
n/a n/a n/a TrustSec_Devices 2
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Atribuir SGTs aos dispositivosreais (switch e WLC)

el Identity Services Engine

Home  Conlexd Visibility ¢ Operabons ¥ Palicy ¥ Admindsiration = Wk Centers

b Nebwerk Access ¢ Guest Access  =TrustSec | » BYOD  » Profiler ¢ Posture ¢ Device Administration ¢ PassivelD

b Overview  # Components = TrusiSec Policy Policy Sets  # SXP b Troubleshoot  Reporis b Seftings
N
o

Metwork Device Authorization

= Egress Policy
Define the Network Device Authorization Policy by assigning SGTs 1o network devices. Drag and drop rules o change the crder
Matrices List Fubks Name Conditions Secunty Group
Matric i Tag_TrustSec_Devices i DEVICE:Device Type equals to All Desice Types then TrusiSec_Devices
E Default Rule L) no rules defined or no match then Unknowm
Source Tree
Destination Tree

Metwork Device Authorization

Definir SGACL s para especificar a politica de saida

Permitir que os consultores acessem em qualquer lugar externo, mas restringir interno:



et [dentity Services Engine

Home v Context Visibility v Operations + Policy v Administration - Work Centers

b Metwork Access b Guest Access =TrustZec | » BYOD b Profiler  » Posture p Device Administrafion  » PassivelD
b Overview = Components P TrustSec Policy  Policy Sets  » SXP b Troubleshoot  Reports b Settings
I
o
Security Groups ACLs List = RestrictConsultant
Security Group ACLs

Security Groups

IP SGT Static Mapping

_ ¥ MName | pectrictConsultant
Security Group ACLs

Description

Metwork Devices Deny Consultants from going to internal sites such as: hitps://10.201.214.132

Trustsec AAA Servers

IPVersion (@) |pvd () IPv6 () Agnostic

* Security Group ACL content permit j

deny tcp dst 2g 30

deny top dst eg 443
permit ip

Permita que os funciondrios acessem qualquer lugar externo e qualquer lugar interno:

e dentity Services Engine

Home » Context Visibility v Operations + Paolicy + Administration - Work Centers
p Metwork Access ¢ Guest Access | ~Trust3ec | » BYOD  » Profiler v Posture  » Device Administration  » PassivelD
b Overview  *Components b TrusiSec Policy  Policy Sets b SXP » Troubleshoot  Reporis b Settings
I
<]
Security Groups ACLs List = AllowEmployee
Security Group ACLs

Security Groups

IP 3T Static Mapping
) Y Mame | allowEmployee
Security Group ACLs

Description

Metwork Devices Allow Emplovees to ping and access sites in browser

Trustsec AAA Servers

IPVersion @ |pva (O IPvé () Agnostic

* Security Group ACL content permit j

permit tcp dst eq 80
permit tcp dst eq 443
permit ip

Permitir que outros dispositivos acessem servigos bésicos (Opcional):



wlile Identity Services Engine

Home » Context Visibility » Operations » Palicy

b Metwork Access b Guest Access = TrustSec + BYOD ¢ Profiler  » Posture  » Device Administration

» Overview  ~Components  » TrustSec Policy  Policy Sets  » SXP  » Troubleshoot  Reports  » Settings
I

o
Security Groups Security Groups ACLs List > LoginServices
Security Group ACLs
IP SGT Static Mapping
* Name i .
Security Group ACLs LoginServices|
Network Devices Description

This is an ACL for Login services

Trustsec AAA Servers

IPVersion @ 1pva O 1Pve (O Agnostic

Security Group ACL content permit udp dst eq 67

permit udp dst eq 53
permit tcp dst eq 53
permit tcp dst eq 838
permit udp dst eq 88
permit udp dst eq 123
permit tcp det eq 135
permit udp dst eq 137
permit udp dst eq 359
permit tep dst eq 389
permit udp dst eq 636
permit tcp dst eq 636
permit tcp dat eq 445
permit tcp dst eq 1025
permit tep dst eq 1026

Save Reset

Generation 1D:

S

Redirecione todos os usuarios finais para o Cisco | SE (para redirecionamento do portal BY OD). N&o inclua o tréfego DNS, DHCP, ping ou

WebA uth, pois eles ndo podem ir para o Cisco | SE:

“tsch' Identity Services Engine Home » Context Visibility » Operations + Policy » Administration

1

-y

b Metwork Access b GuestAccess | ~TrustSec  » BYOD  » Profiler  » Posture  » Device Administration

» Overview ~Componenls P TrustSec Folicy  Policy Sets  » SXP » Troubleshool  Reporls b Sedtings
I
o
Security Groups ACLs List = New Security Group ACLs
Security Group ACLs

Security Groups

IP SGT Static Mapping
* Mame  qs
Security Group ACLs

Description

Network Devices ACL to allow ISE services to occur

Trusisec AAA Servers

IPVersion @) pva (O IPvé () Agnostic

* Security Group ACL content deny udo dst g 67

demy udp dst g 53
deny tep dst 2g 53
deny icmp

deny fcp dst gg 8443
permit ip

Submit Cancel |

Apligque suas ACLs namatriz de politicas TrustSec no Cisco | SE

Generation ID: 0

Permitir que os consultores acessem em qualquer lugar externo, mas restringir os servidores Web internos, como https://10.201.214.132


https://10.201.214.132

Permitir que os funcionarios acessem em qualquer lugar externo e permitir servidores Web internos:

b Ovenan b Compomasts v Tamiies Pobey  PolySels B S0P ) Trutiestesl  fepers b Selings
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acesso SSH ou HTTPS depois de implantar o Cisco TrustSec: e i e e

Permita que o Cisco ISE Allow Multiple SGACLs:

"Osey Identity Services Engine Home  » Context\Visibiity b Operaions  » Policy b Adminisiration [EREITO

» Mebwork Access } Guest Access - TrustSec » BYOD » Profiler } Posture p Device Administration » PassivelD

b Cverview  » Components b TrusiSec Policy  Policy Sets v SXP » Troubleshoot  Reporls - Settings
I

< ]
General TrustSec Settings TrustSec Matrix Settings
TrustSec Mairix Settings = Allow Multiple SGACLs (i
Work Process Settings /" Allow Monitoring
) = Show SGT Mumbers i
SXP Seftings
ACI Settings Appearance Settings | Custom Theme ¥|i
Set In Cell i Color  Pattern
permit [0 ¥ v
v

e 7 [
seacts B[ |7
Default for Matrix (Inherited) i

Permit I:I ¥ B
Deny I:I ¥ =
v

sGacLs | |7

Status lcons
Enabled

Disabled 20
Nonitor ® &

Save Reset

CliquePush no canto superior direito do Cisco | SE para enviar sua configuragdo para seus dispositivos. Vocé também precisa fazer isso



novamente mais tarde:

There are TrustSec configuration

changes thatl has not been nolified to

nefwork devices. To nolify the relevant
nélwork devices about these changes

ckek the push buthon.

Configurar o TrustSec no Switch Catalyst

Configurar o Switch para Usar o Cisco TrustSec para AAA no Switch Catalyst



Dica: este documento supde que seus usudrios sem fio ja tenham obtido éxito com o0 BY OD do Cisco | SE antes da configuragdo
mostrada aqui.

Os comandos mostrados em negrito ja foram configurados antes disso (para que o BY OD Wireless funcione com o ISE).

<#froot>



Cat al yst Swi t ch(confi g) #aaa new nodel

Cat al yst Swi t ch(confi g)#aaa server radi us policy-device

Cat al yst Swi t ch(config)#i p device tracking

Cat al yst Swi t ch(confi g) #radi us server Cl SCO SE

Cat al yst Swi t ch(confi g-radi us-server)#address ipv4 10.201.214. 230 aut h-port 1812 acct-port

CatalystSwitch(config)#aaa group server radius AAASERVER
CatalystSwitch(config-sg-radius)#server name CISCOISE

CatalystSwitch(config)#aaa authentication dotlx default group radius
CatalystSwitch(config)#cts authorization 1ist SGLIST
CatalystSwitch(config)#aaa authorization network SGLIST group radius

Cat al yst Swi t ch(confi g)#aaa aut horizati on network default group AAASERVER

Cat al yst Swi t ch(confi g)#aaa aut hori zati on aut h-proxy default group AAASERVER

Cat al yst Swi t ch(confi g)#aaa accounting dot1x default start-stop group AAASERVER

Cat al yst Swi t ch(confi g)#aaa server radi us policy-device

CatalystSwitch(config)#aaa server radius dynamic-author
CatalystSwitch(config-Tocsvr-da-radius)#client 10.201.214.230 server-key Adminl23

1813



Observagéo: a chave PAC deve ser amesma que o segredo compartilhado RADIUS especificado na Administration > Network
Devices > Add Device > RADIUS Authentication Settings se¢do.

<#froot>

Cat al yst Swi t ch(confi g) #radi us-server attribute 6 on-for-login-auth

Cat al yst Swi t ch(confi g) #radi us-server attribute 6 support-nultiple



Cat al yst Swi t ch(confi g) #radi us-server attribute 8 include-in-access-req

Cat al yst Swi t ch(confi g) #radi us-server attribute 25 access-request include

CatalystSwitch(config)#radius-server vsa send authentication
CatalystSwitch(config)#radius-server vsa send accounting

Cat al yst Swi t ch(confi g) #dot 1x system aut h-contr ol

Configure a chave PAC no servidor RADIUS para autenticar o switch parao Cisco ISE

CatalystSwitch(config)#radius server CISCOISE
CatalystSwitch(config-radius-server)#address ipv4 10.201.214.230 auth-port 1812 acct-port 1813
CatalystSwitch(config-radius-server)#pac key Admin123

M e RADILS Authentication Settings

Ha DS DD >ettings

Frofocol RADILS

" Shared Secred | Admini23

Usze Second Shared Secret [

Hide



Observagéo: a chave PAC deve ser amesma que o segredo compartilhado RADIUS especificado na Administration > Network
Devices > Add Device > RADIUS Authentication Settings se¢do no Cisco | SE (como mostrado na captura de tela).

Configurar credenciais CTS para autenticar o switch parao Cisco ISE

CatalystSwitchtcts credentials id CatalystSwitch password Admin123



"tiee  Identity Services Engine Home b Conted Vishilly  + Operaions  + Policy -.-'-c"l'l":-ll.'!:um

b Syadaim b bdenbly Mansgement =~ Hetdk Aesourtes b Devics Porlsl Mansgament!  poleod Senvioas  p Faed Sardce ¥ Thiaad Ca

= Matwork Devices  Hebwork Device Groups  MNetwork Device Profilies  Exfamal RADIUS Sarvers RADIUE Server Sequences  MAC Mana

= P
o * Advanced TrusiSec Setlings

Hetwodk Devices

Lretst Device * Device Authentication Settings

Device Security Seltings

Use Device 1D for TrusiSec Identification =

Device Id | CatalystSwinch
" Fasyword Adminl ¥y Hde

Observacdo: as credenciais CTS devem ser iguais a I D do dispositivo + senha que vocé especificou em As credenciais CTS devem
ser iguaisa D do dispositivo + senha que vocé especificou na secdoAdministration > Network Devices > Add Device > Advanced



TrustSec Settings no Cisco | SE (mostrada na captura de tela).

Em seguida, atualize sua PAC para que ela chegue novamente ao Cisco ISE:

CatalystSwitch(config)#radius server CISCOISE
CatalystSwitch(config-radius-server)#exit
Request successfully sent to PAC Provisioning driver.

Ativar CTS globalmente no switch Catalyst

CatalystSwitch(config)#cts role-based enforcement
CatalystSwitch(config)#cts role-based enforcement vlan-list 1115 (choose the vlan that your end user devices are on only)

Faga um mapeamento |P-para-SGT estético para os servidores Web restritos (opcional)

Esse servidor Web restrito nunca vem através do | SE para autenticagdo; portanto, vocé deve marcéa-lo manualmente com a CLI do Switch ou a

GUI daWeb do I SE, que é apenas um dos muitos servidores Web da Cisco.

CatalystSwitch(config)#cts role-based sgt-map 10.201.214.132 sgt 8

Verificar o TrustSec no Switch Catalyst

CatalystSwitch#show cts pac

AID: EF2E1222E67EB4630A8B22D1FF0216C1

PAC-Info:

PAC-type = Cisco Trustsec

AID: EF2E1222E67EB4630A8B22D1FF0216C1

I-ID: CatalystSwitch

A-ID-Info: Identity Services Engine

Credentia Lifetime: 23:43:14 UTC Nov 24 2018

PA C-Opague: 000200B80003000100040010EF2E1222E67EB4630A 8B22D 1FF0216C10006009C0003010025D40D409A 0DDA F352A 3F1A 9884A C3F
Refresh timer is set for 12w5d



CatalystSwitch#cts refresh environment-data
Environment data download in progress

CatalystSwitch#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 2-02:TrustSec_Devices
Server List Info:
Installed list: CTSServerList1-0001, 1 server(s):
*Server: 10.201.214.230, port 1812, A-1D EF2E1222E67EB4630A8B22D 1FF0216C1
Status = ALIVE flag(0x11)
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Multicast Group SGT Table:
Security Group Name Table:
0001-31:
0-00:Unknown
2-00:TrustSec_Devices
3-00:Network_Services
4-00:Employees
5-00:Contractors
6-00:Guests
7-00:BY ODemployees
8-00:EmployeeServer
15-00:BY ODconsultants
255-00:Quarantined_Systems
Transport type = CTS_ TRANSPORT_IP_UDP
Environment Data Lifetime = 86400 secs
Last update time = 16:04:29 UTC Sat Aug 25 2018
Env-data expiresin 0:23:57:01 (dd:hr:mm:sec)
Env-data refreshesin 0:23:57:01 (dd:hr:mm:sec)
Cache data applied = NONE
State Machine is running

CatalystSwitch#show cts role-based sgt-map al
Active |IPv4-SGT Bindings Information

IP Address SGT Source

10.201.214.132 8 CLI
10.201.235.102 2 INTERNAL

IP-SGT Active Bindings Summary

Total number of CLI bindings =1
Total number of INTERNAL bindings=1
Total number of active bindings = 2



Configurar TrustSec no WLC

Configurar e verificar sea WL C é adicionada como um dispositivo RADIUS no Cisco ISE

vl Identity Services Engine

Home v Context Visibility ¢ Operations » Policy - Administration + Work Centers

b System + Identity Management ~ Metwork Rescurces ¢ Device Portal Management  pxGrid Services ¢ Feed Semnvice ¢ Threat Cenfric NAC

* Metwark Devices Metwork Device Groups MNetwork Device Profiles  Extemal RADIUS Servers RADIUS Server Sequences MAC Managers  Extermal MDM ¥ Location Services
I
o

. Metwork Devices List = CiscoWLC
Hetwork Devices
Metwork Devices

Default Device
* Name | CiscoWLC
Description | cigep 3504 WLC

Device Security Settings

PAddress <] *IP: [ 10.201.235.123 | i3z |

* Device Profile

A Cisco =

Software Version

* Metwork Device Group

Location |Al| Locations | |_ Set To Default |
IPSEC [1yg | [ set To Default |
Device TYPE [ a)f Device Types | [ setTo Default |

M |5 RADIUS Authenticafion Settings

RADIUS UDP Settings

Protocol  RADIU S/

* Shared Seoret [ig | | Hide |

Use Second Shared Secret [

(_show |
CoA Port [ 1700 | | Set To Default |
RADIUS DTLS Settings
DTLS Required [
Shared Secret radius/dils '
CoA Port [ 2083 | [ Set To Default |
Issuer CA of ISE Cerlificates for Cod |Select if required (optional) - | i

DHNE Mame

Configurar e verificar seaWLC foi adicionada como um dispositivo TrustSec no Cisco | SE

Esta etapa permite que o Cisco | SE implante mapeamentos estéticos de IP para SGT naWLC. Vocé criou esses mapeamentos na GUI da Web

do Cisco ISE em Centros de trabalho > TrustSec > Componentes > M apeamentos estéticos | P SGT em uma etapa anterior.



"duc Identity Servic Home  » ConlextVishiily  » Operaons  + Poicy PRIl WorkCenlers

» System  » Identity Management = - Network Resources ¢ Device Porfal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~ Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM ¥ Location Services
I

o M [+ Advanced TrustSec Seifings
HNetwork Devices

EeiiBette ~ Device Authentication Settings /
Device Security Setfings
Use Device 1D for TrustSec ldentification

Device Id | CiscoWLC

+ TrustSec Notifications and Updates \

* Download environment data every |1 Minutes  ~ |

* Dovmioad peer authorization palicy every [ | [Davs |
* Reauthentication every ll | |Days =]

* Download SGACL lists every [ | [Minutes_~]

Other TruziSec devices to trust this device R —
Send configuration changes to device Using @ coa O cu (S5H) —

Send from - ,m

Ssh Key

+ Device Configuration Deployment

Inciude this device when deploying Security Group

Tag Mapping Updales
Device Interface Credentials /

* EXEC Mode Password Hide | —i—
Enable Mode Password | Hide | ie—

= Out Of Band (00B) TrustSec PAC

Issue Date 27 Aug 2018 01:58:32 GM
Expiration Date | 25 Nov 2018 01:58:32 GMT

Issued By | Network Device

Generate PAC



Observag&o: usamosisso Device Id e Password em uma etapa posterior, em Security > TrustSec > General nainterface do usuério
daWeb daWLC.

Habilitar fornecimento de PAC de WLC



CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
b Server Index 2
eneral
» RADIUS Server Address{lpvd/Tpvi) 10.201.214.230

Authenhication
Accounting
Fallback
DS
Dowmilcaded AVP
k TACACS+
LD&AP
Local Met Users
MAC Filtening
w [Disabled Clients
User Login Pohcies
AP Policies
Pazsword Polcies

Local EAF
Advanced EAP
Priority Order
Certificate

Access Control Lists

Wireless Protection
Policies

Wab Auth

TrustSec

Local Policies
OpenDNS
Advanced

Habilitar TrustSec no WLC

Shared Secret Format

Shared Secret

Confirm Shared Secret

Key Wrap

Apply Ci5co 15E Default settings
Port Humber

Server Status

Suppornt for Cod

Server Timeouk

Hetwork User

Managpement

Management Retransmit Timesut
Tunnel Proxy

Bealm Ligt

PAC Provigsonang

IFSec

ASCH ¥

(Detsgred For FIPS cuttomers and requires B key wrap comphsnt RADIUS tarver)

1812

Enablad *

Enabled ¥

5 seconds

# Enable
Enable

5 seconds

. Enable

* Enable

Enable



Save Configuration  Ping Logout  Refres

hlllilllh

CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Security General _Clear DevicelD | Refresh Env Data | Apply |

* ARA /

General -
» RADIUS L Enable
Buthenticaticn Device Id CiscoWiLe
Accownting
Fallback Password LELETL
i Inline Tagging

Downloaded AVP

¥ TACACS+
LDaP Enviranment Data

Local Het Lisers

MAC Filtering Current State START

w [igabled Chents Last Siatus WAITING_RESPONSE
Uaer Logen Pahigs
AP Policies

1.Cizar Davicald will cear Device [D and password

[
e 2.Apoly button will configune Device 1D ang other parameters

k Local EAP
Advanced EAP

k Priority Order

¢ Certificate

F Access Control Lists

Wireless Protection
Policias

F Web Auth

+ TrustSec
GEFETE] lf—
SXP Config
Paliey

Local Policies
¢ OpenDNS

F Advanced



Observagdo: o CTS Device Id e o Password devem ser iguais ao Device Id e Password que vocé especificou na se¢do
Administration > Network Devices > Add Device > Advanced TrustSec Settings no Cisco | SE.

Verificar seaPAC foi ProvisionadanaWLC

Vocé vé que aWLC tem a PAC fornecida com éxito depois de clicar em Refresh Env Data (vocé faz isso nesta etapa):



CI5CO

MONITOR  WLANs CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMAMDS HELFP FEEDBACK

Security

- AAA
General
= RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
F TACACS+
LDAP
Local Net Users
MAL Filtering
= Disabled Clients
User Login Policies
AF Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

F Web Auth

w TrustSec
General
SXP Config
Paolicy

Local Policies
b OpenDNS
b Advanced

Server Index

Server Address(Ipwd/Tpve)
Shared Secret Format
Shared Secret

Confirm Shared Secret
Key Wrap

Apply Cisco 15E Default settings
Part Number

Server Status

Support for Coa

Server Timesaut

Network User

Management

Management Retransmit Timeout
Tunnel Proxy

Baalm L

PAC Provisioning

PAC Params

PALC A-1D Length
PAC A-1D
PALC Lifetime

IPSec

RADIUS Authentication Servers > Edit

F
10,201.214.230
ASCIL T

ELL

e

(Designed for FIPS customers and réguires 8 key wrap compliant RADIUS server)

1312

Enabled T
Enabled ¥

5 seconds
# Enable

| Enable

5 | seconds

Enable
#| Enable /
16 Clear PAC

ef2e1222e67ebd63028b2241/0216¢1
‘Wed Nov 21 00:01:07 2018

Enable

Download de dados do ambiente CTS do Cisco ISE parao WLC

Apobs clicar Refresh Env Data, 0 WLC faz o download dos SGTs.



Save Configurabion  Pin Logout Refresh
ala]n ve Config Bing  Logout R

CISCO MONITOR. WILANs CONTROLLER  WIRELESS ) MAMAGEMENT COMMANDS HELF FEEDBACK A Home
Security Clear DeviceID | Refresh Env Data |
General
Apply |
* AAA
General
* RADIUS .
Authentication CTs ¥ Enable
LEETITY Device Id |CiscoWLC |
Fallback
DNS Password |H"" |
Downloaded AVP . ) .
» TACACS+ Inline Tagging |/
LDAP
Local Met Users Environment Data /
MAC Filtering
# Disabled Clients Current State COMPLETE
User Login Policies
AP Policies Last Status START
Password Policies Environment Data Lifetime 86400
(seconds)
b Local EAP Last update time {seconds) Mon Aug 27 02:00:06 2018
Advanced EAP
} Priority Order Environment Data expiry 0:23:59:58 (dd:hr:mm:sec)
Environment Data refresh 0:23:59:58 (dd:hr:mm:sec)

} Certificate

b Access Control Lists Security Group Name Table

> Wireless Protection 0:Unknown -
Policies 2:TrustSec Dewices
3:
4 : Emg
b Web Auth 5:Contractors
£:Gussts
v TrustSec 7iEY0Demployecs -eij—
General 2:Employecfaryelr —i— -
SXP Config 15:EY¥0Dconsultant s -
Policy 255:Quarantined Systems A
Local Policies 1.Clear DevicalD will clear Device ID and password
b O DNS 2.Apply button will configure Device ID and other parameters
pen
b} Advanced

Habilitar downloads e aplicagdo de SGACL no trafego

||Il!l‘||
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT
Wireless All APs > APb838.61ac.3598 > Trustsec Configuration
* Access Points
&l APs AP Name APbBIE.61ac. 3558
Zazth s Base Radio
= Radios MAC b8:38:61:b8:05:70

B0Z2.11a/nfac
802.11bfgfn

Dual-Band Radios TrustSec Configuration /
Global Configuratian -
b Advanced CTS Override Enabled ¥
o lf—
Mesh Sgacl Enforcement e
¥ ATF 1.Inline tagging is supported i oniy Flex mode AP (Applicable to 11ac
o
RF Profiles A7)

2.5XPvd{Listener/Speaker/Both) is supported in Flex,Flex+bridge AP
FlexConnect Groups  (Applicable to 1iac AF)
FlexConnect ACLS

FlexConnect WVLaMN
Templates



Atribuir aWLC e ao ponto de 0 SGT de 2 (TrustSec_Devices)

Dé aWLC+WLAN um SGT de 2 (TrustSec_Devices) para permitir o tr&fego (SSH, HTTPS e CAPWAP) de/paraa WLC + AP através do
switch.

Sawe Conbigurabion  Ping  Logout Refresh

HONITOR  WLANS LER WIRELESS SECURITY HMANAGEMENT COMMANDS HELP FEEDBACK A Home

WLANs WLANs > Edit ‘CiscoEmployee’ < Back Apply

RS | Gemeral | Security | QoS | Policy-Mapping | Advanced

WLANE Tunnenng =

b Advanced Turnel Profile Neme ¥

mONS

mMONS Snowping Enabled
TrustSee

Security Growp Tog 2
OpenDNS -

OpenDNS Mode -~ Ignore ¥

DpenDNS Profile Mome ¥

Fabric Configuration

Fabdic Erabled
Mability
Selective Reanchor Enabled

U3 Intorface

UF Interface Emakied
U3 Reporting Interval ED]

Habilitar marcacdo embutidano WLC

Saye Configurstion  Ping  Logout Refresh

i)

MONITOR WLANe CONTROLLER  W]RELES: SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK M Home
Security General Clear DevicelD | Refresh Enw Data | Apply |
* AAA
Geners] ot @ sk
- RADIUS Enable
thentsation Dewice 14 CiseeWill
Accounting
Fallback Password s
i friire T +
Downloaded AVP -y
¥ TACACS +
LDAP Environment Data
T Current Saate cemEETE
waibE i Last Stakus START
User Login Policies
AP Pelicies Environment Dts Lifetime (seconds) 26400
Pas 2
Sadnrord Pl Last update teme (zecends) Mon Aug 27 02:00:06 2018
* Local EAP
Advanced EAP Ervvranment DEts expiry 0:233:34:31 (dd:hrzmmisec)
b Priority Order Environment Dits refresh 0:23:34:31 (ddhr-mm:sec)
b Certificate

Securty Groun Hame Table
b Access Control Lists

Wiraless Protaction
Poliches

b Web Auth

* TrustSec
General
SXP Config
Poliey

Local Policies
b OpenDNS
¢ Advanced

V]

clear Device 1D and password
nfigure Device [0 and ther peramaters

Em Wireless > Access Points > Global Configuration role para baixo e selecione TrustSec Config.



CISCO MONITOR WLANs CONTROLLER WIRHESS SECURITY MANAGEMENT
Wireless All APs TrustSec Configuration
* Access Points
all aps
Direct APs TrustSec
= Radios
802.11a/n/fac Sgacl Enforcement ]
802.11b/g/n
Duzal-Band Radios I Inline Taging o) I
oigge- Global Configuration AP SXP State
¢ Advanced i
Default Password |u--uu
Mesh
» ATE S¥P Listener Min Hold Time (seconds)
RF Profiles SXP Listener Max Hold Time (seconds)
FlexConnect Groups SX¥P Speaker Hold Time (seconds)
FlexConnect ACLs Recanciliation Time Period {seconds)
FlexConnect VLAM
Templates Retry Pericd {seconds) 120
OEAP ACLs Peer Config
Network Lists Pear IP Address | |
¢ B802.11a/nfac Passvrord
b 802.11bfg/n | Mod
Local Mode Speaker ¥
b Media Stream ==
> Application Visibility ADD
And Control
Lync Server Peer IP Address Password SXP Mode
Count
- 1.Inline tagging is supperted in only Flex mode AP {Applicable to 11ac
Timers AFR)
" 2.8XPvd{Listener/Speaker/Beth) is supperted in Flex, Flax+bridge AP
Netflow {Applicable to 11ac AF)
F QoS

Ativar marcacdo em linha no switch Catalyst

<ffroot>

CatalystSwitch(config)#interface TenGigabitEthernet1/0/48

Catal ystSwitch(config-if)#description goestoW.C

Catal ystSwitch(config-if)#swi tchport trunk native vlan 15

Catal ystSwitch(config-if)#sw tchport trunk allowed vlan 15,455,463, 1115

Catal ystSwitch(config-if)#sw tchport node trunk



CatalystSwitch(config-if)#cts role-based enforcement
CatalystSwitch(config-if)#cts manual
CatalystSwitch(config-if-cts-manual)#policy static sgt 2 trusted

Verificar

MONITOR  WiAM: CONTROLLER WIRELESS  SECURITY  MANAGEMENT COMMANDE  WILP  FEEDEACK
Monitor Clients Entries 1 - 10f 1
SURTETY Cumrrent filter Nene [Shacse Flter] [Clner Filter]

¥ Acoess Polmts

¥ Cisco Cleandir

e Elient MAC Adds 17 mddreund lpet  Tve) AP Hame WLAN Profils LA SS10 Uver Hams #ratocal Status Al ot Skt id
» O SR 18201235425 APRB1. 6100, 35FBCORBIN CornEmpiyee CornEmpioyes omith B02.418 [Fre— W .
¥ Rogues

¥ Redundancy
Clieats
Sleeping Clients
Multicast

¥ Applications

b Lync
Loscal Prafiling

CatalystSwitch#show platform acl counters hardware | SGACL inc
Quedade SGACL IPv4 de saida (454): 10 quadros

Quedade SGACL IPv6 de saida (455): 0 quadros

Queda de célula SGACL IPv4 de saida (456): 0 quadros

Queda de célula SGACL IPv6 de saida (457): 0 quadros



Dica: se vocé usar um Cisco ASR, Nexus ou Cisco ASA, o documento listado aqui pode gjudar a verificar se suas marcagdes SGT
est&o sendo aplicadas: Guia de solucéo de problemas do TrustSec.

Autentique para rede sem fio com o0 nome de usuario jsmith password Admin123 - vocé encontraa ACL deny no switch:


https://community.cisco.com/t5/security-knowledge-base/trustsec-troubleshooting-guide/ta-p/3647576

&  hps//10.201.214132 o0

This site can't be reached

10.201.214.132 ook 1060 long b respond.

Try:
Checking the connaction

ERA_CONMECTION_TIMED _CuT

RELOAD






Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



