Analise as capturas de firewall do Firepower
para solucionar problemas de rede
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Introducao

Este documento descreve varias técnicas de analise de captura de pacotes que visam solucionar
problemas de rede de forma eficaz.

Pré-requisitos

Requisitos
A Cisco recomenda que vocé tenha conhecimento destes topicos:

 Arquitetura da plataforma Firepower
* Logs de NGFW
» Packet Tracer de NGFW

Além disso, antes de comecar a analisar capturas de pacotes, é altamente recomendavel atender
a estes requisitos:

» Conhecer a operacao do protocolo - Nao comece a verificar uma captura de pacote se nao
entender como o protocolo capturado opera.

+ Conhecer a topologia - Vocé deve conhecer os dispositivos de transito de ponta a ponta. Se
isso nao for possivel, vocé deve pelo menos conhecer os dispositivos upstream e
downstream.

» Conheca o dispositivo - Vocé deve saber como o dispositivo lida com pacotes, quais sao as
interfaces envolvidas (entrada/saida), qual é a arquitetura do dispositivo e quais séo os
varios pontos de captura.

» Conhecer a configuragao - Vocé deve saber como um fluxo de pacote deve ser tratado pelo
dispositivo em termos de:



- Interface de roteamento/saida
- Politicas aplicadas
- Tradugao de Enderego de Rede (NAT)
» Conhecer as ferramentas disponiveis - Junto com as capturas, é recomendavel estar pronto
para aplicar outras ferramentas e técnicas (como registro e rastreadores) e, se necessario,
correlaciona-las com os pacotes capturados.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

* A maioria dos cenarios é baseada no FP4140 executando o software FTD 6.5.x.
« FMC executando o software 6.5.x.

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

A captura de pacotes é uma das ferramentas de solugéo de problemas mais negligenciadas
disponiveis atualmente. Diariamente, o Cisco TAC resolve muitos problemas com a analise dos
dados capturados.

O objetivo deste documento € ajudar os engenheiros de rede e seguranca a identificar e
solucionar problemas comuns de rede com base principalmente na analise de captura de
pacotes.

Todos os cenarios apresentados neste documento sdo baseados em casos de usuarios reais
vistos no Centro de Assisténcia Técnica da Cisco (TAC).

O documento aborda as capturas de pacotes do ponto de vista do Cisco Next-Generation Firewall
(NGFW), mas os mesmos conceitos também se aplicam a outros tipos de dispositivos.

Como coletar e exportar capturas da familia de produtos NGFW?

No caso de um dispositivo Firepower (1xxx, 21xx, 41xx, 93xx) e um aplicativo Firepower Threat
Defense (FTD), um processamento de pacote pode ser visualizado conforme mostrado na
imagem.
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1. Um pacote entra na interface de entrada e é tratado pelo switch interno do chassi.

2. O pacote entra no mecanismo FTD Lina, que faz principalmente verificagdes de L3/L4.

3. Se a politica exigir que o pacote seja inspecionado pelo mecanismo Snort (principalmente
inspecgao L7).

4. O mecanismo Snort retorna um veredito para o pacote.

5. O mecanismo LINA descarta ou encaminha o pacote de acordo com a conclusao do Snort.

6. O pacote sai do chassi através do switch interno do chassi.

Com base na arquitetura mostrada, as capturas de FTD podem ser realizadas em trés (3) locais
diferentes:

« FXOS
* Mecanismo FTD Lina
* Mecanismo Snort de FTD

Coletar Capturas FXOS

O processo € descrito neste documento:

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-
quide/b GUI FXOS ConfigGuide 271/troubleshooting.html#concept E8823CC63C934A909BBCODF12F

As capturas de FXOS s6 podem ser feitas na dire¢cao de entrada do ponto de vista interno do
switch sdo mostradas na imagem aqui.
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Aqui sao mostrados dois pontos de captura por diregao (devido a arquitetura de switch interno).


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED
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Os pacotes capturados nos pontos 2, 3 e 4 tém uma tag de rede virtual (VNTag).

~ Observagao: as capturas no nivel do chassi FXOS estao disponiveis apenas nas
plataformas FP41xx e FP93xx. FP1xxx e FP21xx n&o fornecem esse recurso.

Habilitar e Coletar Capturas Lina do FTD

Principais pontos de captura:

* Interface de entrada
* Interface de saida
« Caminho de seguranga acelerado (ASP)

FTD Snort engine
Internal
Switch
(FX0S)

!::a;ckrsl;-l ne FTD LINA engine B e pa T e on e
inte £5

Vocé pode usar a interface do usuario do Firepower Management Center (FMC Ul) ou a CLI do
FTD para ativar e coletar as capturas do FTD Lina.

Habilite a captura a partir do CLI na interface INSIDE:

<#root>
firepower#

capture CAPlI interface INSIDE natch icnp host 192.168.103.1 host 192.168.101.1




Essa captura corresponde ao trafego entre os IPs 192.168.103.1 e 192.168.101.1 em ambas as
direcoes.

Habilite a captura ASP para ver todos os pacotes descartados pelo mecanismo FTD Lina:

<#root>
firepower#

capture ASP type asp-drop al

Exportar uma captura Lina de FTD para um servidor FTP:

<#root>
firepower#

copy /pcap capture: CAPl ftp://ftp_usernane:ftp_password@92. 168. 78. 73/ CAPI . pcap

Exportar uma captura FTD Lina para um servidor TFTP:

<#root>
firepower#

copy /pcap capture: CAPl tftp://192.168.78.73

A partir da versao 6.2.x do FMC, vocé pode ativar e coletar capturas FTD Lina da interface do
FMC.

Outra maneira de coletar capturas de FTD de um firewall gerenciado pelo FMC é essa.
Passo 1

No caso de captura LINA ou ASP, copie a captura para o disco FTD.

<#root>
firepower#

copy /pcap capture:capin di sk0: capi n. pcap

Source capture name [capin]?

Destination filename [capin.pcap]?
e



Passo 2

Navegue até o modo especialista, localize a captura salva e copie-a para o local
/ngfw/var/common:

<#root>

firepower#
Console connection detached.

>

expert
admin@firepower:~$
sudo su

Password:
root@firepower:/home/admin#

cd /mmt/ di skO
root@firepower:/mnt/disk0#
Is -al | grep pcap

-rwxr-xr-x 1 root root 24 Apr 26 18:19 CAPI.pcap
-rwxr-xr-x 1 root root 30110 Apr 8 14:10

capi n. pcap

-rwxr-xr-x 1 root root 6123 Apr 8 14:11 capin2.pcap
root@firepower:/mnt/disk0#

cp capin. pcap / ngfw var/conmon

Etapa 3

Faca login no FMC que gerencia o FTD e navegue até Devices > Device Management. Localize o
dispositivo FTD e selecione o icone Solucéo de problemas:

%




Passo 4

Selecione Solugao de problemas avancgada:

aliafn Firepower Management Center o 5penien P— —
CISCO . th I Health Monitor Anclia .

Health Monitor

Appll o

(1] mzafaira_FP2110-2 Generate Troubleshooting Files

fdvanced Troublashooting

Especifique o0 nome do arquivo de captura e selecione Download:

"':|I's-i"_!:'l' HGCchr M?I-F‘IEI-QCH"IDJ'IT Center Q, Overview Analysis Policies Devices Objects AMP Intelligence

Advanced Troubleshooting
mzafeiro_FP2110-2
File Dowmnlboad Threat Defense CLI Packet Tracer Capture w/Trace

Filix

Capin.pcap

Para obter mais exemplos sobre como habilitar/coletar capturas da interface do usuario do FMC,
consulte este documento:

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html

Habilitar e Coletar Capturas Snort de FTD

O ponto de captura é mostrado na imagem aqui.


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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Habilitar captura no nivel do Snort:

<#root>

>

capture-traffic

Please choose domain to capture traffic from:

0 - bril
1 - Router
Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

Para gravar a captura em um arquivo com o nome capture.pcap e copia-lo via FTP para um
servidor remoto:

<#root>

>

capture-traffic

Please choose domain to capture traffic from:

0 - bril
1 - Router
Selection?

1

Please specify tcpdump options desired.



(or enter '?' for a list of supported options)
Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture

>

file copy 10.229.22.136 ftp / capture. pcap

Enter password for ftp@l10.229.22.136:
Copying capture.pcap
Copy successful.

>

Para obter mais exemplos de captura em nivel de Snort que incluam diferentes filtros de captura,
marque este documento:

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html

Troubleshooting

Caso 1. Sem TCP SYN na interface de saida

A topologia € mostrada na imagem aqui:

. Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1/2 I E1/3.202
INSIDE OUTSIDE

=]

f |

E1/3.203
152.168.3.x/24|] DMz

Descri¢cao do problema: o HTTP n&o funciona
Fluxo afetado:
IP orig.: 192.168.0.100

IP do Horario de Verao: 10.10.1.100


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

Protocolo: TCP 80
Capturar analise

Habilitar capturas no mecanismo LINA do FTD:

<#froot>

firepower#

capture CAPl int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int OUTSIDE match ip host 192.168.0.100 host 10.10.1.100

" Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1/2 A E1/3.202
INSIDE —@_ OUTSIDE
[ 4

#

E1/3.20

192.168.3.x/24] DMz

Capturas - Cenario Funcional:
Como linha de base, € sempre muito util ter capturas de um cenario funcional.

A captura feita na interface NGFW INSIDE é como mostrado na imagem:

‘ CAPl-working.pcap
File Edit Miew Go Capture Analyze Statistics Telephony Wireless JTools Help

Am . ©® RER«»EFELE Al

[ tcp.siream eq 1

Na. Time Source Destination Pratoesl  Length Infg o
2 @.258878 |192.168.6.168 16.16.1.188 TCP 66 1779 + 88 [SYN] Sequ‘Hin=3192 Len=8 MS55=1460 WS=4 SACK_PERM=1
3 ©.081221 |10.10.1.168 192.168.9. 168 TCP 66 80 » 1779 [SYN, ACK] $eg=0 Ack=1 Win=8192 Len=0 MS55=138@ WS=256 SACK_PERM=1
4 9.000488 |192.168.0.1068 16.168.1.168 TCP 54 1779 + 80 [ACK] Seq=1|Ack=1 Win=656248 Len=0
5 0.000200 1192.168.9.109 19.10.1.180 HTTP 369 GET / HTTP/1.1

eﬁ 9.602182 |16.16.1.168 192.168.0.168 HTTP 966 HTTP/1.1 200 OK (text/html) e
7 ©.066830 [192.168.0.1080 19.10.1.100 HTTP 331 GET /welcome.png HTTP/1.1
8 9.821727 |10.18.1.108 192.168.0. 168 TCP 1434 80 + 1779 [ACK] Seg=913 Ack=593 Win=65792 Len=1388 [TCP segment of a reassembled PDU]
9 9.000000 |10.16.1.188 192.168.9.188 TCP 1434 88 + 1779 [ACK] Seq=2293 Ack=593 Win=565792 Len=1388 [TCP segment of a reassembled PDU]
10 &, 000626 |192.168.9,108 16.10.1.180 TCP 54 1779 » 80 [ACK] Seq=593 Ack=3673 Win=66248 Len=0

» Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

» Ethernet II, Sr‘ci Cisco fc:fc:d8 (dc:de:iS:-Fc:-Fc:dB),l Dst: Cisco f6:1d:ae (@@:be:75:f6:1d:ae) e

> Internet Protocol Version 4, Src: 192.168.6.100, Dst: 10.18.1.100
© Transmission Control Protocol, Src Port: 1779, Dst Port: 88, Seq: @, Len: @

Pontos principais:

1. Handshake triplo do TCP.

2. Intercambio de dados bidirecional.

3. Nao ha atrasos entre os pacotes (com base na diferenca de tempo entre os pacotes).
4. O MAC origem é o dispositivo downstream correto.



A captura feita na interface NGFW OUTSIDE é mostrada na imagem aqui:

‘ CAPO-working.pcap
File Edit View Go Capture Analyze 3tatistics Telephony Wireless Tools Help

dm ;e RO QenEFS =5 aaai
| W [tcp.stream eq 1
Ho, Tirne Source Destination Protocol  Length Info
29.258787 192.168.0.100 10.10.1.100 iCcP 781779 + 88 [SYN] S5eq=8 Win=8192 Len=0 M55=138@ WS=4 SACK_PERM=1
39.000534 10.10.1.100 192.168.0.100 TCP 70 80 » 1779 [SYN, ACK] 5Seq=0 Ack=1 Win=8192 Len=0 M55=1460 WS=256 9ACK_PERM=1
4 9.800564 192.168.0.108 16.18.1.1806 TCP 581779 + 80 [ACK] Seq=1 Ack=1 Win=66240 Len=0
59.800534 192.168.0.160 16.18.1.1e8 HTTP 373 GET f HTTR/1.1 o
68.201663 10.10.1.16e 192.168.0.108 HTTP 978 HTTP/1.1 260 OK (text/html)
79.067273 192.168.9.100 16.10.1.100 HTTP 335 GET /welcome.png HTTP/1.1
80.021422 10.10.1.100 192.168.0.100 TCP 1438 88 » 1779 [ACK] 5eq=913 Ack=593 Win=65792 Len=138@ [TCP segment df a reassembled FDU]
9 0.000015 10.10.1.10@ 192.168.08.100 TCP 1438 88 + 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=1388 [TCP segment [of a reassembled PDU]

Frame 2: 7@ bytes on wire (568 bits), 78 bytes capture @ bits)

Ethernet II, Src: Cisco_f6:1d:8e (0@:be:75:f6:1d:8e),|Dst: Cisco_fc:fe:d8 (4c:de:35:fc:fc:d8)

> 882.1Q Virtual LAN, PRI: @, DEI: @, ID: 282
> _Internet Protocol Version 4, Src: 192.168.9.108, Dst: 10.10.1.109
» [Transmission Control Protocol, Src Port: 1779, Dst Port: 80, Seq: @, Len: 8

Pontos principais:

1. Os mesmos dados da captura CAPI.
2. O MAC destino € o dispositivo upstream correto.

Capturas - cenario nao funcional

Na CLI do dispositivo, as capturas sao assim:

<#root>

firepower#

show capture

capture CAPI type raw-data interface INSIDE
[Capturing - 484 bytes]

match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.0.100 host 10.10.1.100

Conteudo CAPI:

<#root>
firepower#

show capture CAP

6 packets captured

1: 11:47:46.911482 192.168.0.100.3171 > 10.10.1.100.80:

(2]



S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 11:47:47.161902 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 11:47:49.907683 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
4: 11:47:50.162757 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
5: 11:47:55.914640 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460, nop,nop, sackOK>
6: 11:47:56.164710 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460, nop,nop, sackOK>

<#root>
firepower#

show capt ure CAPO

0 packet captured

0 packet shown

Esta é aimagem da captura CAPI no Wireshark:

.No. Time Source Destination Protocol Length Info
16.600000 192.168.0.100 10.18.1.100 TCP 663171 » 80 [SYN] Seq=8 Win=8192 Len=9 =1468 WS=4 SACK_PERM=1
0 28 192.168.0.100 16.16.1.180 TCP + 88 [SYN] Seq=9 8192 Len= £=1460 WS=4 SACK_PERM=1

Frafe 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet I c:I(isco_Fc:fc:dB (4c:de:35:fc:fc:d8) | Dst: Cisco_f6:1d:ae (00:be:75:f6:1d:ae)
Internet P ol Version 4, Src: 192.168.6.108, Dst: 16.16.1.166
Transmission Control Protocol, Src Port: 3171, Dst Port: 80, Seq: @, Len: 8

Pontos principais:

1. Somente os pacotes TCP SYN séo vistos (sem handshake triplo do TCP).
2. Ha duas sessbes TCP (portas de origem 3171 e 3172) que ndo podem ser estabelecidas. O



cliente de origem reenvia os pacotes TCP SYN. Esses pacotes retransmitidos sao
identificados pelo Wireshark como retransmissoes de TCP.

3. As retransmissdes de TCP ocorrem a cada ~3 e depois a cada 6 segundos etc.

4. O endereco MAC origem € proveniente do dispositivo downstream correto.

Com base nas duas capturas, pode concluir-se que:

» Um pacote de 5 tuplas especificas (src/dst IP, src/dst port, protocol) chega ao firewall na
interface esperada (INSIDE).
* Um pacote nao deixa o firewall na interface esperada (EXTERNA).

Acodes recomendadas

As acgdes listadas nesta secao tém como objetivo restringir ainda mais o problema.
Acéo 1. Verifique o rastreamento de um pacote emulado.

Use a ferramenta packet-tracer para ver como um pacote deve ser tratado pelo firewall. Caso o
pacote seja descartado pela politica de acesso do firewall, o rastreamento do pacote emulado
sera semelhante a esta saida:

<#root>

firepower#

packet-tracer input INSIDE tcp 192.168.0.100 11111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS- LI ST



Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

Acao 2. Verifique os rastreamentos de pacotes ativos.

Ative o rastreamento de pacotes para verificar como os pacotes TCP SYN reais sao tratados pelo
firewall. Por padrédo, somente os primeiros 50 pacotes de entrada sao rastreados:

<#root>
firepower#

capture CAPI trace

Limpe o buffer de captura:

<#root>
firepower#

cl ear capture /al

Caso o pacote seja descartado pela Politica de Acesso do firewall, o rastreamento sera
semelhante a esta saida:

<#root>
firepower#

show capture CAPI packet-nunber 1 trace



6 packets captured

1: 12:45:36.279740 192.168.0.100.3630 > 10.10.1.100.80: S 2322685377:2322685377(0) win 8192 <m
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

1 packet shown

Acéo 3. Verifique os logs do FTD Lina.

Para configurar o Syslog no FTD via FMC, consulte este documento:



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-
on-FTD-via-FMC.html

E altamente recomendavel ter um servidor Syslog externo configurado para logs FTD Lina. Se
nao houver um servidor Syslog remoto configurado, habilite os logs de buffer local no firewall
enqguanto soluciona os problemas. A configuragao de log mostrada neste exemplo € um bom
ponto inicial:

<#root>
firepower#

show run | oggi ng
Togging enable
logging timestamp

Togging buffer-size 1000000
Togging buffered informational

Defina o pager do terminal como 24 linhas para controlar o pager do terminal:

<#root>
firepower#

term nal pager 24

Limpe o buffer de captura:

<#root>
firepower#

cl ear | ogging buffer

Teste a conexao e verifique os logs com um filtro do analisador. Neste exemplo, os pacotes séo
descartados pela Politica de acesso de firewall:

<#root>
firepower#

show | oggi ng | include 10.10.1.100

Oct 09 2019 12:55:51: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3696 dst OUTSIDE:10.10.1.100/80


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html

Oct 09 2019 12:55:51: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3697 dst OUTSIDE:10.10.1.100/80
Oct 09 2019 12:55:54: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3696 dst OUTSIDE:10.10.1.100/80
Oct 09 2019 12:55:54: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3697 dst OUTSIDE:10.10.1.100/80

Acao 4. Verifique as quedas de firewall ASP.

Se voceé suspeitar que o pacote foi descartado pelo firewall, podera ver os contadores de todos os
pacotes descartados pelo firewall no nivel do software:

<#root>
firepower#

show asp drop

Frame drop:
No route to host (no-route) 234
Flow is denied by configured rule (acl-drop) 71

Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15
Flow drop:

Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15

Vocé pode habilitar as capturas para ver todas as quedas de nivel de software do ASP:

<#root>
firepower#

capture ASP type asp-drop all buffer 33554432 headers-only

f:') Dica: se vocé nao estiver interessado no conteudo do pacote, podera capturar apenas os
cabecalhos do pacote (opgéo apenas cabecalhos). Isso permite capturar muito mais
pacotes no buffer de captura. Além disso, vocé pode aumentar o tamanho do buffer de
captura (por padrao € 500Kbytes) para um valor de até 32 Mbytes (op¢ao de buffer).
Finalmente, a partir do FTD versao 6.3, a opgao de tamanho de arquivo permite configurar
um arquivo de captura de até 10 GBytes. Nesse caso, vocé s6 pode ver o conteudo da
captura em um formato pcap.

Para verificar o conteudo da captura, vocé pode usar um filtro para restringir sua pesquisa:

<#root>

firepower#



show capture ASP

18:
19:
26:
29:
45:
46:

Nesse caso, como 0s pacotes ja estao rastreados no nivel da interface, o motivo para a queda

07:
07:
07:
07:
07:
07:

51:57
51:58
52:00
52:01
52:06
52:07

.823672
.074291
.830370
.080394
.824282
.074230

192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.

O OO O oo

i nclude 10.10.1.100

.100.
.100.
.100.
.100.
.100.
.100.

12410
12411
12410
12411
12410
12411

V V.V V VYV

10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.

N

.100.
.100.
.100.
.100.
.100.
.100.

80:
80:
80:
80:
80:
80:

nuvmoumoumouvmnm

1870382552:
2006489005

1870382552

2006489005

1870382552(0)
2006489005 (0)

:1870382552(0)
2006489005
1870382552:
12006489005 (0)

2006489005 (0)
1870382552(0)

win
win
win
win
win
win

8192
8192
8192
8192
8192
8192

nao € mencionado na captura ASP. Lembre-se de que um pacote s6 pode ser rastreado em um
lugar (interface de entrada ou queda de ASP). Nesse caso, € recomendavel usar varios descartes
de ASP e definir um motivo especifico para o descarte. Aqui estda uma abordagem recomendada:

1. Limpe os contadores de queda ASP atuais:

<ffroot>

firepower#

cl ear asp drop

2. Envie o fluxo cujos problemas vocé soluciona através do firewall (execute um teste).

3. Verifique novamente os contadores suspensos do ASP e anote os que foram aumentados.

<{froot>

firepower#

show asp drop

Frame drop:
No route to host (

no-route

)

Flow is denied by configured rule (

acl -drop

)

71

234

4. Habilite a(s) captura(des) ASP para as quedas especificas vistas:

<ttroot>

firepower#

<mss
<mss
<mss
<mss
<mss
<mss



capture ASP_NO ROUTE type asp-drop no-route

firepower#

capture ASP_ACL_DROP type asp-drop acl-drop

5. Envie o fluxo cujos problemas vocé soluciona através do firewall (execute um teste).

6. Verifique as capturas ASP. Nesse caso, os pacotes foram descartados devido a uma rota

ausente:

<#root>

firepower#

show capture ASP_NO ROUTE |

93:
95:
101:
102:
116:
117:

07:
07:
07:
07:
07:
07:

53:

53

53:
53:
54:
54:

52.
:52.
55.
55.
01.
01.

381663
632337
375392
626386
376231
626310

192.
192.
192.
192.
192.
192.

include 192. 168.

168.
168.
168.
168.
168.
168.

[eNeNoNoNoNol

.100.
.100.
.100.
.100.
.100.
.100.

12417
12418
12417
12418
12417
12418

V V.V V VYV

10.
10.
10.
10.
10.
10.

Acéo 5. Verifique a tabela de conexao FTD Lina.

10.
10.
10.
10.
10.
10.

. 100. *10.

N e N S

10. 1. 100

.100.
.100.
.100.
.100.
.100.
.100.

80:
80:
80:
80:
80:
80:

nuvmouvmoumouvnm

3451917925:
1691844448:

3451917925

1691844448

3451917925(0)
1691844448(0)

:3451917925(0)
1691844448:
3451917925:

1691844448(0)
3451917925(0)

:1691844448(0)

win
win
win
win
win
win

Pode haver casos em que vocé espera que o pacote saia da interface 'X', mas por quaisquer
razoes ele sai da interface 'Y'. A determinacao da interface de saida do firewall € baseada nesta
ordem de operacao:

1. Pesquisa de Conexao Estabelecida
2. Consulta de conversao de enderego de rede (NAT) - A fase UN-NAT (NAT de destino) tem

4. Pesquisa na tabela de roteamento

Para verificar a tabela de conexao do FTD:

<tfroot>

firepower#

show conn

2 in use, 4 most used
Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 0 most in effect

TCP

DvZ

10.10.1.100:

precedéncia sobre a pesquisa de PBR e de rota.
3. Roteamento baseado em politicas (PBR)

8192
8192
8192
8192
8192
8192

<mss
<mss
<mss
<mss
<mss
<mss



80

I NSI DE
192.168.0.100:
11694
, idle 0:00:01, bytes 0, flags
aA N1
TCP
Dvz
10.10.1.100:80
I NSI DE
192.168.0.100:
11693
, idle 0:00:01, bytes 0, flags

aA N1

Pontos principais:

+ Com base nas flags (Aa), a conexao € embrionaria (semiaberta - somente TCP SYN foi
visto pelo firewall).

+ Com base nas portas de origem/destino, a interface de entrada € INSIDE e a interface de
saida é DMZ.

Isso pode ser visualizado na imagem aqui:

Expected forwardin Server

Client 192.168.1.x/24 192.168.2.x/24

E1/2 4\ E1/3.202
INSIDE

Actual forwarding

192.168.3.x/24

~ Observagao: como todas as interfaces FTD tém um nivel de seguranga 0, a ordem da
interface na saida show conn é baseada no numero da interface. Especificamente, a
interface com numero vpif-num mais alto (numero de interface da plataforma virtual) é
selecionada como interna, enquanto a interface com numero vpif-inferior é selecionada
como externa. Vocé pode ver o valor de interface vpif com o comando show interface detail.
Aprimoramento relacionado, o bug da Cisco ID CSCvi15290


https://tools.cisco.com/bugsearch/bug/CSCvi15290

ENH: FTD mostra a direcionalidade da conexao na saida 'show conn' do FTD

<#root>
firepower#

show interface detail | i Interface nunber is|Interface [P|E].*is up

Interface Ethernetl/2 "INSIDE", is up, line protocol 1is up
Interface number is

19

Interface Ethernetl/3.202 "OUTSIDE", 1is up, line protocol is up
Interface number is

20

Interface Ethernetl/3.203 "DMZ", is up, Tine protocol 1is up



Interface number is

22

% Observacao: a partir da versao 6.5 do software Firepower, a versdo 9.13.x do ASA, as
saidas dos comandos show conn long e show conn detail fornecem informagdes sobre o
iniciador e o respondedor da conexao

Saida 1:

<#root>
firepower#

show conn | ong

TCP OUTSIDE: 192.168.2.200/80 (192.168.2.200/80) INSIDE: 192.168.1.100/46050 (192.168.1.100/46050), fla

Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

Saida 2:

<#root>

firepower#

show conn det ai

TCP OUTSIDE: 192.168.2.200/80 INSIDE: 192.168.1.100/46050,
flags aA N1, idle 4s, uptime 1lls, timeout 30s, bytes 0

Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

Além disso, o comando show conn long exibe os IPs com NAT dentro de um paréntese no caso
de uma conversao de endereco de rede:

<#root>
firepower#

show conn | ong



TCP OUTSIDE: 192.168.2.222/80 (192.168.2.222/80) INSIDE: 192.168.1.100/34792 (192.168.2.150/34792), fla
Initiator: 192.168.1.100, Responder: 192.168.2.222
Connection lookup keyid: 262895

Acao 6. Verifiqgue o cache do firewall Address Resolution Protocol (ARP).

Se o firewall ndo puder resolver o préximo salto, o firewall descarta silenciosamente o pacote
original (TCP SYN nesse caso) e envia continuamente Solicitagdes ARP até resolver o préximo
salto.

Para ver o cache ARP do firewall, use o comando:

<#root>
firepower#

show arp

Além disso, para verificar se ha hosts nao resolvidos, vocé pode usar o comando:

<#root>
firepower#
show arp statistics

Number of ARP entries in ASA: 0O

Dropped blocks in ARP: 84

Maximum Queued blocks: 3

Queued blocks: 0

Interface collision ARPs Received: 0
ARP-defense Gratuitous ARPS sent: 0
Total ARP retries:

182 < indicates a possible issue for some hosts

Unresolved hosts:

< this is the current status

Maximum Unresolved hosts: 2

Se quiser verificar mais a operacao ARP, vocé pode ativar uma captura especifica do ARP:



<#root>

firepower#

capture ARP ethernet-type arp interface OUTSI DE
firepower#

show capture ARP

4: 07:15:16.877914 802.1Q vlan#202 PO arp

who- has 192.168.2.72 tell 192.168.2.50

5: 07:15:18.020033 802.1Q vlan#202 PO arp who-has 192.168.2.72 tell 192.168.2.50

Nesta saida, o firewall (192.168.2.50) tenta resolver o proximo salto (192.168.2.72), mas nao ha

resposta ARP
Client 192.168.1.x/24 192.168.2.x/24
192.168.0.100 E1/2 E1/3.202

OUTSIDE /2

arp who-has 192.168.2.72 tell 192.168.2.50

[ =

E1/3.203
192.168.3.x/24] DMZ

A saida aqui mostra um cenario funcional com resolugédo ARP apropriada:

<#root>
firepower#

show capture ARP

2 packets captured

1: 07:17:19.495595 802.1Q vlan#202 PO
arp who-has 192.168.2.72 tell 192.168.2.50

2: 07:17:19.495946 802.1Q vlan#202 PO
arp reply 192.168.2.72 is-at 4c:4e:35:fc:fc:d8

2 packets shown

<#root>
firepower#
show arp

INSIDE 192.168.1.71 4c4e.35fc.fcd8 9

arp who-has 19i.1ﬁa."2q_2 tell 192.168.2.50 __/’I

Server
10.10.1.100
b

=




OUTSIDE 192.168.2.72 4c4e.35fc.fcd8 9

Caso nao haja uma entrada ARP no local, um rastreamento de um pacote TCP SYN ao vivo
mostra:

<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 07:03:43.270585
192.168. 0.100. 11997 > 10. 10. 1. 100. 80

: S 4023707145:4023707145(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4814, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE



Result:
input-interface: INSIDE
input-status: up
input-line-status: up

out put-interface: QUTSIDE

output-status: up
output-line-status: up

Action: allow

Como pode ser visto na saida, o trace mostra Action: allow mesmo quando o préximo salto nao
esta acessivel e o pacote € descartado silenciosamente pelo firewall! Nesse caso, a ferramenta
packet-tracer também deve ser verificada, pois fornece uma saida mais precisa:

<#root>
firepower#
packet-tracer input INSIDE tcp 192.168.0.100 1111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4816, packet dispatched to next module

Phase: 17
Type: ROUTE-LOOKUP



Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Dr op-reason: (no-v4-adjacency) No valid V4 adjacency, Drop-location: frame 0x00005647a4e86109 fl ow (NA)/

Em versdes recentes do ASA/Firepower, a mensagem anterior foi otimizada para:

<#root>
Drop-reason: (no-v4-adjacency) No valid V4 adjacency.
Check ARP table (show arp) has entry for nexthop

., Drop-location: f

Causas possiveis e resumo das a¢des recomendadas

Se voceé vir apenas um pacote TCP SYN nas interfaces de entrada, mas nenhum pacote TCP
SYN enviado para fora da interface de saida esperada, algumas causas possiveis sdo:

Possivel causa Acodes recomendadas

» Use packet-tracer ou capture w/trace para ver
como o firewall lida com o pacote.

 Verifique os logs do firewall.

O pacote € descartado pela politica de  Verifique as quedas de firewall ASP (show asp

acesso de firewall. drop ou capture type asp-drop).

 Verifique os eventos de conexao do FMC. Isso
pressupde que a regra tenha o registro em log
habilitado.

» Use packet-tracer ou capture w/trace para ver se
ha conversao de NAT que modifique o IP de
origem ou destino. Nesse caso, ajuste o filtro de
captura.

O filtro de captura esta errado.




A saida do comando show conn long mostra os
IPs com NAT.

O pacote é enviado para uma interface
de saida diferente.

Use packet-tracer ou capture w/trace para ver
como o firewall lida com o pacote. Lembre-se da
ordem das operacgdes que consideram a
determinacao da interface de saida, a conexao
atual, UN-NAT, PBR e a consulta da tabela de
roteamento.

Verifique os logs do firewall.

Verifique a tabela de conexao do firewall (show
conn).

Se o pacote for enviado a uma interface errada porque
corresponde a uma conexao atual, use o comando
clear conn address e especifique a tupla 5 da conexao
que vocé deseja limpar.

Nao ha rota em direcdo ao destino.

Use packet-tracer ou capture w/trace para ver
como o firewall lida com o pacote.

Verifique as quedas de firewall ASP (show asp
drop) para saber o motivo da queda de no-route.

Nao ha entrada ARP na interface de
saida.

Verifique o cache ARP do firewall (show arp).
Use o packet-tracer para ver se ha uma
adjacéncia valida.

A interface de saida esta inoperante.

Verifique a saida do comando show interface ip brief
no firewall e verifique o status da interface.

Caso 2. TCP SYN do cliente, TCP RST do servidor

Esta imagem mostra a topologia:




2 Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1/2 g F1/3.202

PR INsIDE RN |

E1/3.203
DMZ

=]

192.168.3.x/24

Descri¢cao do problema: o HTTP né&o funciona
Fluxo afetado:

IP orig.: 192.168.0.100

IP do Horario de Veréo: 10.10.1.100

Protocolo: TCP 80
Capturar analise

Habilitar capturas no mecanismo LINA do FTD.

<#root>

firepower#

capture CAPl int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QUTSIDE match i p host 192.168.0.100 host 10.10.1.100

- Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1l/2 g E1/3.202 -

INSIDE OUTSIDE

\ =

©- | -

192.168.3.x/24| DMZ

Capturas - cenario nao funcional:

Esta é a aparéncia das capturas na CLI do dispositivo:

<#froot>

firepower#



show capture

capture CAPI type raw-data trace interface INSIDE [Capturing -

834 bytes

]

match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE [Capturing -

878 bytes

]

match ip host 192.168.0.100 host 10.10.1.100

Conteudo CAPI:

<tfroot>

firepower#

show capture CAPI

1: 05:20:

S

1397289928:
2: 05:20:

S

2171673258

R

1850052503
4: 05:20:

S

2171673258
5: 05:20:

R

36.654217 192.168.0.100.22195 > 10.10.1.100.80:

1397289928(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
36.904311 192.168.0.100.22196 > 10.10.1.100.80:

:2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 05:20:

36.905043 10.10.1.100.80 > 192.168.0.100.22196:

1850052503(0) ack 2171673259 win O
37.414132  192.168.0.100.22196 > 10.10.1.100.80:

2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
37.414803 10.10.1.100.80 > 192.168.0.100.22196:

31997177:31997177(0) ack 2171673259 win O

6: 05:20:

S

2171673258:

37.914183  192.168.0.100.22196 > 10.10.1.100.80:

2171673258(0) win 8192 <mss 1460, nop,nop,sackOK>

Conteudo do CAPO:

<{froot>



firepower#
show capture CAPO

1: 05:20:36.654507 802.1Q vlan#202 PO 192.168.0.100.22195 > 10.10.1.100.80:
S

2866789268:2866789268(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOk>
2: 05:20:36.904478 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4785344:4785344(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
3: 05:20:36.904997 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4785345 win 0O
4: 05:20:37.414269 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4235354730:4235354730(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
5: 05:20:37.414758 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4235354731 win O
6: 05:20:37.914305 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4118617832:4118617832(0) win 8192 <mss 1380, nop,nop, sackOK>

Esta imagem mostra a captura de CAPI no Wireshark.

[ho. Time Source Destination Protocol Length  Info
1 @.000000 192.168.8.100 16.10.1.100 TCP 66 22195 » 8@ [SYN =0 Win=8192 Len=0 M55=146@ WS=4 SACK_PERM=1
28.250094 192.168.8.100 10.10.1.100 TCP 66 22196 + 8@ [SYN =0 Win=8192 Len=0 M55=1460 Jda=4 SACK_PERM=1
3 0.00a732 j.18.1.188@ 8 [R 1 i

Ethernet II, Src: Cisco fc:fc:d8 (4c:de:35:fc:fc:d8), Dst: Cisco f6:1d:ae (80:be:75:f6:1d:ae
Internet Protocol Version 4, Src: 192.168.0.100, Dst: 19.16.1.100
Transmission Control Protocol, Src Port: 22195, Dst Port: 8@, Seq: @, Len: @

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) o

Pontos principais:

1. A origem envia um pacote TCP SYN.

2. Um TCP RST é enviado para a origem.

3. A origem retransmite os pacotes TCP SYN.

4. Os enderecos MAC estao corretos (nos pacotes de entrada, o endereco MAC origem
pertence ao roteador downstream, o endereco MAC destino pertence a interface INTERNA
do firewall).



Esta imagem mostra a captura de CAPO no Wireshark:

o, Time Source Destination Protocel  Length  Info
1 2019-10-11 67:20:36.654507 192.168.0.100 16.16.1.100 TP 7 22195 + 88 [S¥YN] Win=8192 Len=@ MSS=1380 WS=4 SACK_PERM=1

: 4478 192.168.0.100 TP 70 22196 + 8@ [S¥N] in=8192 Len=@ M55=1380 U

9 58 Ack=1 Win=8 Len=0 (2}

97 19.19.1.100

n=@ Len=@

n=@ Len=0

Frame 1: 78 bytes on wire (568 bits), 7@ bytes cap& (568 bits)

Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e)5" Dst: Cisco_fc:fc:dB (dc:de:35:fc:fc:dB)
$02.1Q Virtual LAN, PRI: @, DEI: @, ID: 202

Internet Protocol Version 4, Src: 192.168.0.180, Dst: 10.18.1.186

Transmission Control Protocol, Src Port: 22195, Dst Port: 80, Seq: @, Len: @

Pontos principais:

1. A origem envia um pacote TCP SYN.

2. Um TCP RST chega a interface EXTERNA.

3. A origem retransmite os pacotes TCP SYN.

4. Os enderegos MAC estao corretos (nos pacotes de saida, o firewall OUTSIDE é o MAC
origem, o roteador upstream é o MAC destino).

Com base nas duas capturas, pode concluir-se que:

* O handshake triplo do TCP entre o cliente e o servidor ndo € concluido

« Hadum TCP RST que chega a interface de saida do firewall

+ O firewall "fala" com os dispositivos upstream e downstream apropriados (com base nos
enderegcos MAC)

Acdes recomendadas

As agoes listadas nesta se¢ao tém como objetivo restringir ainda mais o problema.
Acao 1. Verifique o endereco MAC origem que envia o TCP RST.

Verifique se o MAC de destino visto no pacote TCP SYN é o mesmo que o MAC de origem visto
no pacote TCP RST.



M CAPO_RST SERVER.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm 19 )  NREQe»EFETEQaql

IR Tasply a display filter ... <Cirl-/>

IMo. Time Source Destination Frotocol  Length Tnifan
1 26819-10-11 87:20:36.654587 192.168.0.1600 10.10.1.1e8 TCP 78 22195 + 8@ [SYN] Seq=0 Win=8192 Len=8 M55=1380 WS=4 SACK_PERM=1
- 22019-18-11 ©7:20:36.904478 192.168.9.100 10.108.1.100 TCP 79 22196 + 80 [SYN] Seq=0 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1
<

> Frame 2: 7@ byte i i ed (SE hits)

> Ethernet II, Srcy Cisco_f6:1d:8e (@0:be:75:f6:1d:8e)l] Dst:fCisco fc:fc:d8 (dc:de:35:fc:fc:d8) I
> 802.10 Virtual S PRLT @, UELT @, 10T 297

» Internet Protecol Version 4, S 192.168.0.100, Dst: 10.10.1.100

M CAPO_RST SERVER.pcap
Eile Edit View Go Capture Analyze Statistics Telephony
AR i@ ICRE QesEFE S

A [Apply 2 display filter ... <Ctrl-/>

Ho. Tirme Source
12019-10-11 @7:28:36.654587 192.168.9.100
~ 2 2019-10-11 07:20:36.904478 192.168.0.104
3 2819-18-11 @7:28:36.964997 16.16.1.168

ocol  Length  Info
78 22195 » 80 [SYN] Seq=0 Win=8192 Len=@ MS5-=1380 W5=4 SACK_PERM=1
76 22196 + 80 [SYN] Seq=0 Win=8192 Len=0 M55=1388 WS=4 SACK_PERM=1

22196 [RST, ACK] Seg=1 Ack=1 Win=@ Len=@

58 8@ »

A

Frame 3: 58 bytes go = (464 h SH_hute an
Ethernet II, Src:fCisco_fc:fc:d8 (4c:4e:35:fc:fc:dB8)
802.1Q Virtual LAN, PRIT @, UEL: @, 1. 29

Internet Protocol Version 4, Src: 10.10.1.100, Dst: 192.168.6.160
Transmission Control Protocel, Src Port: 88, Dst Port: 22196, Seq: 1, Ack: 1, Len: @

e

Esta verificacdo tem como objetivo confirmar duas coisas:

» Verifique se ndo ha fluxo assimétrico.
» Verifique se 0 MAC pertence ao dispositivo upstream esperado.

Acéao 2. Comparar pacotes de entrada e saida.

Compare visualmente os 2 pacotes no Wireshark para verificar se o firewall ndo
modifica/corrompe os pacotes. Algumas diferengas esperadas sdo destacadas.



re ey RE Qe=sE§FL G el

N 2 - EJ -] Expression..  +

No. Time Sowoe Destinaton Frotocol Langth Infs =
1 2019-18-11 ©7:20:36.654217 192.168.9.100  10.10.1.108 e £6 22105 + 50 [SYN] Seq=0 Win=8192 Len=0 MSS=1468 WS=4 SACK_PERM=1 l
2 2619-18-11 07:20:36,994311 192.168.0.100  10.10.1.1060 e 56 22196 + 30 [SYN] Seq=0 Win=8192 Len=9 MS5=1460 WS=4 SACK_PERM=1 v

5

Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) ~
Ethernet II, Src: Clisco_fo:fc:d8 (dcide:35:fc:fcidd), Dst: Cisco_f6:ld:ae (B@:be:75:F6:1d:ae)
Internet Protecol Wersion 4, Src: 192.168.9.100, Dst: 16.19.1.100
~ Mransmission Control Protocol, Src Port: 22196, Dst Port: 88, Seq: 8, Len: @
Source Port: 22196
Destination Port: 50

Ml CAPO_RST SERVERpcap

[Stream index: 1] File Edit Yiew Go Caplure Analyze Statistics Telephony Wireless Tools Help
[TCP Segment Len: @] . dm ® WE QesE§F EEaaal
Sequence nusber: 8 (relative sequence nusber) AL e o™ e
[Mext sequence rumber: &  (relative sequence nu
Acknowledpsent nusber: & Hs. Teme Sewrce Destraton Protacel  Legth ke A
1860 ... « Header Length: 32 bytes (&) 1 7819-18-11 87:28:36.654587 192.168.8.188 18.18.1.18@ TP T8 22195 + B@ [SYN] Seqe8 Wins2192 Lens@ M55=1388 Wi=d SACK_PERMs1

v

Flags: @md02 (5¥H) 'I 2 2919-19-11 87:208:36.9084478 192.168.0.188 18.18.1.18@ TP TO 22106 + BB [SYN] Seqed Win=8192 Lens=@ MSS=1380 WS=4 SACK_PERM=1

Window size value: B192 2 :
[Calculated window size: §192] Frame 2: 70 bytes on wire (560 bits), 70 bytes captured (568 bits) ~
Checksum: @xBf7e [unverified] Ethernet II, Src: Cisco f6:1d:8e (80:be:75: d:8e), Dst: Cisco fo:fcidi tﬂ-c'.ﬂe:kS:Fc:Fc:dso
[Checksum Status: Unverified] B02.10 Virtual LAN, PRI: @, DEI: @, ID: M}@
Urgent polnter: @ Internct Protocel Version 4, Src: 192.168.0.100, Dst: 10.10.1.100
~ Options: (12 bytes), Maximum sepment size, No-Opel v [Transmission Control Protocol, See Port: 22106, Dst Port: 88, Seq: 6, Len: @

TCP Option - Maximus segment size: 1460 bytes Source Port: 22196

TCP Option - Mo-Operation (MOP} Destination Port: B9

TEP Option - Window scale: 2 {multiply by 4) [Stream index: 1]

TEP Option - Mo-Operation (MOP) [TCP Segment Len: @]

TCP Option - Wo-Operation (NOP) Sequence number: @ {relative sequence number)

TCP Option - SACK permitted [Next sequence number: @ {relative sequence nusber)]

Acknowledpment number: @

O 7 Ethernet (ath), 14 bites

1808 .... = Header Length: 32 bytes (8)

Flags: Bx202 (SYN)

Window size walue: 8192

[talculated window size: 8192)

Checksum: @x26df [wnverified]

[Checksus Status: Unverified]

Urgent pointer: @

~ Options: {12 bytes), Moximus segment size, No-Opecgfion (WOP), Window scale, Mo-Operation (NOP), No-Operation (WOP), SACK permitted

TCP Option - Maximum segment size: 1380 bytes
TCP Option - Mo-Operation (NOP)
TCP Option - Window seale: 2 (multiply by 4)
TCP Option - Mo-Operation (NOP)
TCP Optisn - Mo-Operation (NOP)

O 7 CAPO_RST_SERVER.pcap Facits: 11 * Deplayed: 11 [100.0%) Profils: Defaul

Pontos principais:

1. Os carimbos de data/hora sao diferentes. Por outro lado, a diferenca deve ser pequena e
razoavel. Isso depende dos recursos e das verificacdes de politica aplicados ao pacote,
bem como da carga no dispositivo.

2. O comprimento dos pacotes sera diferente, especialmente se houver um cabegalho dot1Q
adicionado/removido pelo firewall apenas em um lado.

3. Os enderecos MAC sao diferentes.

4. Um cabecgalho dot1Q pode estar no lugar se a captura tiver sido feita em uma subinterface.

5. Os enderecos IP sao diferentes caso o NAT ou a conversao de enderego de porta (PAT)
seja aplicada ao pacote.

6. As portas origem ou destino séo diferentes caso o NAT ou o PAT sejam aplicados ao
pacote.

7. Se vocé desabilitar a opcao Relative Sequence Number do Wireshark, vera que os numeros
de sequéncia/confirmacao TCP sao modificados pelo firewall devido a aleatoriedade do
Initial Sequence Number (ISN).

8. Algumas opc¢des TCP podem ser substituidas. Por exemplo, o firewall altera, por padrao, o
tamanho maximo de segmento (MSS) do TCP para 1380, a fim de evitar a fragmentagao de
pacotes no caminho de transito.

Acéo 3. Faga uma captura no destino.

Se possivel, faga uma captura no préprio destino. Se isso nao for possivel, realize uma captura o
mais perto possivel do destino. O objetivo aqui € verificar quem envia o TCP RST (€ o servidor de
destino ou algum outro dispositivo no caminho?).



Caso 3. Handshake triplo do TCP + RST de um endpoint

Esta imagem mostra a topologia:

2 Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1/2 g F1/3.202
INSIDE

E1/3.203
DMZ

192.168.3.x/24

Descri¢cao do problema: o HTTP né&o funciona
Fluxo afetado:

IP orig.: 192.168.0.100

IP do Horario de Veréo: 10.10.1.100

Protocolo: TCP 80
Capturar analise

Habilitar capturas no mecanismo LINA do FTD.

<#root>
firepower#

capture CAPlI int INSIDE match ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

: Server

192.168.0.100 E1l/2 g E1/3.202

I — insiDE B
[ =T ©
—— ~ -\\-\._ —
s OY)

DMZ

\ =

\§

192.168.3.x/24




Capturas - cenario nao funcional:

Ha algumas maneiras diferentes pelas quais esse problema pode se manifestar em capturas.
3.1 - Handshake triplo do TCP + RST atrasado do cliente

O firewall captura CAPIl e CAPO contém os mesmos pacotes, como mostrado na imagem.

ho. Time Source Destination Frotocol Length  Info
2 2019-18-13 17:86:27.874845 192.163.8.18¢ 109.19.1.188 TCP B6 48295 + B [SYN] Seq=179631561 Win=8192 Len=0 MSS=1468 WS=4 SACK_PERM=1
3 2015-18-13 17:06:27.874741 10.16.1.168 192.168.0.1868  TCP 66 B0 - ABX05 [SYN, ACK] Seq=3838911937 Ack=179631562 Win=8192 Len=0 M55=1380 WS=256 SACK_PERM=1

TCP 54 45295

4 200%9-10-13 17:06;27.875183 192, 168.0,100  10.10.1.180 + §0 [ACK] Seq=179631562 Ack=3838911938 Win=66240 Len=f

L 17 2019-10-13 17:06;47.9436

Pontos principais:

1. O handshake triplo do TCP passa pelo firewall.

2. O servidor retransmite o SYN/ACK.

3. O cliente retransmite o ACK.

4. Apos ~20 seg, o cliente desiste e envia um TCP RST.

Acoes recomendadas

As acgdes listadas nesta secao tém como objetivo restringir ainda mais o problema.
Acao 1. Facga capturas o mais perto possivel dos dois endpoints.

As capturas de firewall indicam que o cliente ACK n&o foi processado pelo servidor. Isto baseia-se
nos seguintes fatos:

* O servidor retransmite o SYN/ACK.
* O cliente retransmite o ACK.
* O cliente envia um TCP RST ou FIN/ACK antes de qualquer dado.

A captura no servidor mostra o problema. O ACK do cliente do handshake triplo TCP nunca
chegou:

= 26 7.636612 192.168.6.188 18.18.1.168 TCP 66 5532428@ [SYN] Seq=433201323 Win=8192 Len=8 MS5=1380 WS=4 SAC..
29 7.637571 18.18.1.1686 192.168.6.188 TCP 66 B@»55324 [SYN, ACK] Seq=4863222169 Ack=433201324 Win=8192 Len..
38 7.938152 192.168.8.188 168.16.1.168 TCR 66 55325288 [SYN] Seq=366197499 Win=8192 Len=8 MSS5=1388 WS=4 SAC..

8192 Len..|

31 7.930221

54798336 Ack=36619758@ Win

16.16.1. 166 192.168.0.108 TCP 66 88255325 [SYN, ACK] S
- 1 1 r ra

3.2 - Handshake triplo do TCP + FIN/ACK atrasado do cliente + RST atrasado do servidor

O firewall captura CAPI e CAPO contém os mesmos pacotes, como mostrado na imagem.



25 2819-18-13 17:87:06.853334 192.168.0.160 18.10.1.10d TCP 66 48299 + 80 [SYN] Seq=3239914802 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1

30 2019-10-13 17:07:09.854344 19.10.1.100 192.168.9.188  TCP 66 82 » 43299 [SYN, ACK] Seq=808763519 Ack=3239914003 Win=8192 Len=0 MSS=1388 WS=256 SACK_PERM=1
31 2619-19-13 17:87:09.855287 192.168.0.180 10.10.1.109 TCP 54 4829% + 8@ [ACK] Seq=3239914803 Ack=885763520 Win=66248 Len=@
34 2819-19-13 17:87:14.856096 192.168.0.180 10.10.1.189 2 54 48299 + 80 [FIN, ACK] Seq=3239914003 Ack=883763520 Win=66248 Len=0

46 2819-10-13 17:87:2 49 10.18.1.108 92 o P 54 89 35T ] 280 Win=@ Len=@

Pontos principais:

1. O handshake triplo do TCP passa pelo firewall.
2. Apo6s ~5 s, o cliente envia um FIN/ACK.
3. Apo6s ~20 seq, o servidor desiste e envia um TCP RST.

Com base nessa captura, pode-se concluir que, embora haja um handshake triplo do TCP através
do firewall, parece que ele nunca é realmente concluido em um endpoint (as retransmissoes
indicam isso).

Acodes recomendadas

Idéntico ao do caso 3.1

3.3 - Handshake triplo do TCP + RST atrasado do cliente

O firewall captura CAPIl e CAPO contém os mesmos pacotes, como mostrado na imagem.

No. Time Saource Destination Protocal Length Info

| 129 2019-18-13 17:99:20.513355 192.168.0.160 10.18.1.100 TCP 66 48355 + 80 [SYN] Seq=2581697538 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
130 2019-10-13 17:09:20.514011 10.10.1.10@ 192.168.0.10@  TCP 66 8@ » 48355 [SYN, ACK] Seq=1633018698 Ack=2581697539 Win=8192 Len=0 MS5=1

131 2819-18-13 17:989:20.514438 192.168.0.100 10.18.1.188 TCP 54 48355 » 80 [ACK] Seq=2581607539 Ack=1632018699 Win=66248 Len=0
132 2819-18-13 17:99:39.473089 192.168.0.166 10.108.1.1806 54 48355 + 80 [RST, ACK] Seq=2581697939 Ack=1633018699 Win=0 Len=0

Pontos principais:

1. O handshake triplo do TCP passa pelo firewall.
2. Apods ~20 segq, o cliente desiste e envia um TCP RST.

Com base nestas capturas, pode concluir-se que:

* Apods 5 a 20 segundos, um endpoint desiste e decide encerrar a conexao.

Acodes recomendadas
Idéntico ao do caso 3.1
3.4 - Handshake triplo do TCP + RST imediato do servidor

O firewall captura o CAPI e o CAPO contém esses pacotes, como mostrado na imagem.



Ho. Time Source Destination Frotocol Length Info

| 26 2019-10-13 17:07:67.104410 192.168.9.100 10.16.1.100 TCP 66 48300 + 80 [SYN] 5eq=2563435279 Win=8192 Len=@ M55=146@ W5=4 SACK_PERM=1
27 2819-10-13 17:07:67.105112 16.18.1.168 192.168.0. 180 TCP 66 88 - 48368 [SYN, ACK] Seq=3757137497 Ack=2563435288 Win=8192 Len=8 M55=1380
28 2819-10-13 17:07:87.105554 192.168.0.160 10.18.1.100 TCP 54 48300 » 80 [ACK] Seq=2563435280 Ack=3757137498 Win=66240 Len=0

41 2819-10-13 17:87:087.186325 10.10.1.160 192.168.0.100

Pontos principais:

1. O handshake triplo do TCP passa pelo firewall.
2. Ha um TCP RST do servidor alguns milissegundos apés o pacote ACK.

Acodes recomendadas

Acéo: Fazer capturas o mais proximo possivel do servidor.

Um TCP RST imediato do servidor pode indicar um servidor com defeito ou um dispositivo no
caminho que envia o TCP RST. Faga uma captura no proprio servidor e determine a origem do
TCP RST.

Caso 4. TCP RST do cliente

Esta imagem mostra a topologia:

Server

Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 El/2 g E1/3.202
INSIDE OUTSIDE

-

192.168.3.x/24 | E1/3.203
DMZ

Descri¢cao do problema: o HTTP n&o funciona.
Fluxo afetado:

IP orig.: 192.168.0.100

IP do Horario de Verdo: 10.10.1.100

Protocolo: TCP 80

Capturar analise

Habilitar capturas no mecanismo LINA FTD.
<#root>

firepower#

capture CAPlI int INSIDE natch ip host 192.168.0.100 host 10.10.1.100



firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host

Client
192.168.0.100

192.168.1.x/24

E1/2

INSIDE

Capturas - cenario nao funcional:

Estes sao os conteudos CAPI.

<tfroot>

firepower#

show capture CAPI

14 packets captured

12

12

coNOO VI WN R

12

9: 12:
10: 12:

11: 12

12: 12:
13: 12:

14: 12

12:

12:
12:

12:
12:

32:
132:
32:
32:
132:
32:
32:
132:
32:
32:
132:
32:
32:
132:

22.
23.
23.
25.
25.
26.
26.
26.
31.
31.
31.
32.
32.
32.

860627
111307
112390
858109
868698
108118
109079
118295
859925
860902
875229
140632
159995
160956

14 packets shown

Estes sao os conteudos do CAPO:

<ffroot>

firepower#

show capt ure CAPO

11 packets captured

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

[eNeNeNoNeNolNoNeNolNoNoNolNo Nl

192.168.3.x/24

.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.

E1/3.2

10.10.1. 100

192.168.2.x/24

E1/3.202
OUTSIDE

DMZ

47078
47079
47079
47078
47078
47079
47079
47079
47078
47078
47078
47079
47079
47079

VVVV VYV VYV VVYVYVYVYVY

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

RPRRPRRPRRPRRRRRRBRRRRR

.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.

80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:

AnNx0VAIOIOITWNVZIOTAIOINVLITNLAITOUVL WK

o,

;;\'Elll:lm >

4098574664 :
2486945841:
3000518858:
4098574664 :
1386249853:
2486945841:
3000518858:
3000518858:
4098574664 :
1386249853:
1386249853:
3000518858:
2486945841:
3000518858:

10

4098574664 (0)
2486945841(0)
3000518858(0)
4098574664 (0)
1386249853 (0)
2486945841(0)
3000518858(0)
3000518858(0)
4098574664 (0)
1386249853 (0)
1386249853 (0)
3000518858(0)
2486945841(0)
3000518858(0)

Server
110.1.100

win 8192
win 8192
win 0
win 8192
win 0
win 8192
win 0
win 0
win 8192
win 0
win 0
win 0
win 8192
win 0

<mss
<mss

<mss

<mss

<mss

<mss



1: 12:32:22.860780 802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: S 1386249852:138624985
2: 12:32:23.111429  802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: S 3000518857:300051885
3: 12:32:23.112405 802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: R 3514091874:351409187
4: 12:32:25.858125 802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: S 1386249852:138624985
5: 12:32:25.868729  802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: R 2968892337:296889233
6: 12:32:26.108240 802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: S 3822259745:382225974
7: 12:32:26.109094  802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: R 40865466:40865466(0)
8: 12:32:31.860062  802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: S 4294058752:429405875
9: 12:32:31.860917 802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: R 1581733941:158173394
10: 12:32:32.160102 802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: S 4284301197:428430119
11: 12:32:32.160971 802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: R 502906918:502906918(

11 packets shown

Os logs do firewall mostram:

<#root>
firepower#
show log | i 47741

Oct 13 2019 13:57:36: %FTD-6-302013: Built inbound TCP connection 4869 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:36: %FTD-6-302014: Teardown TCP connection 4869 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:39: %FTD-6-302013: Built inbound TCP connection 4870 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:39: %FTD-6-302014: Teardown TCP connection 4870 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:45: %FTD-6-302013: Built inbound TCP connection 4871 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:45: %FTD-6-302014: Teardown TCP connection 4871 for INSIDE:192.168.0.100/47741 to OUT

Esses logs indicam que ha um TCP RST que chega a interface INSIDE do firewall
Captura CAPI no Wireshark:

Siga o primeiro fluxo TCP, como mostrado na imagem.

Ho. Time Source Destinabion Proto<ol Length  Info
12019-18-13 14:32:23.860627 192.168.9.180 10.18.1.168 TCP 66 47878 » 30 [SYN] Seq=0 Win=8192 Len=0 MS5=1468 WS=4 SACK_PE™" ~

10.10.1.160 1ce 66 47079 > Len=8 MSS=1460 WS4 SACK pp  Mar/Unmark Packet
1.1 C 7 Wi lgnore/Unignore Packet

Set/Unset Time Reference
Time Shift...
Packet Comment...

Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter

Colorize Conversation
SCTP
Follow L TCP Stream

14 2019-18-13 .168.0.180 10.10.1.100

Copy »

Protocel Preferences
Decode As...
Show Packet in Mew Window

Em Wireshark, navegue para Edit > Preferences > Protocols > TCP e desmarque a opgao
Relative sequence numbers como mostrado na imagem.



M Wireshark - Preferences ? =
Steam IHS D & || o ot Protocal ~
::_': [*] show TCP summary in protocol tree
STUN [] validate the TCF checksum if possible
SUA [#] AMows subdéssactor to reassemble TCP streams
sV [«] Analyze TCF sequence numbers
¥
';..EE HROPH E Relative sequence nsmbers
Symergy Sealing factor o use when not available from capture | Not known w
Syslog [] Track number of bytes in flight
I.3B8 [«] calculate comversation timestamps
:i-:{:{c:*- [] Try heuristic sub-dissectors first
TALI [] tgnore TCF Timestamps in sammary
TAPRA [«] Do not call subdissectors for error packets
TCAP [«] TP Experimental Options with a Magic Humbser
(] oesplay process information via IPFDX
TCPEMCAP ™ :
< > || TCPUDP port 0 o
ot ||

Esta imagem mostra o conteudo do primeiro fluxo na captura CAPI:

' [bepustream eq 0
Ko, Tiema Source: Deshnebon Protooed  Lengfh Inf

1 215-18-13 14:32:22 860627 192.168.8.188 18.18.1.108 TP 66 ATATE + B0 [5YN] SeqedB08574664 WinsE8192 Lens8 M5S5-1468 WS=4 SACK _PERMs1

@.18.1.108

@.18.1.168

Frase 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Sre: Cisco_fo:fc:dB (dc:de:35:fc:fc:dB), Dit: Cisco_f6:1d:ase (80:be:75:F6:1d:ae)
Internet Protocol Version 4, Src: 192.168.9.100, Dst: 10.10.1,180
~ Transeission Control Protecel, Src Port: 47078, Dst Port: B89, Seq: 4998574664, Len: ©
Source Port: 47478
Destination Port: 26
[Stream index: @)
(TCP Segment Len: 8] e
Sequence nusber: 48585746064
[Mext sequence nusber: AR9E574664]
heknow ledgment nusber: @
1980 ..., = Header Lemgth: 32 bytes {83
Flags: @x082 (5YN)
Window size valus: B192
[Calculated window size: 81%2]
Checksum: @xBedl [unverified]
[Checksium Status: Unverified]
Urgent pointer: @
Options: (12 bytes), Maxisum segment size, Ne-Operation (NOP), Window scale, Wo-Operation (MOP}, Mo-Operation (MOP), SACK persitted
[ Timestamps ]

Pontos principais:

1. O cliente envia um pacote TCP SYN.
2. O cliente envia um pacote TCP RST.
3. O pacote TCP SYN tem um valor de numero de sequéncia igual a 4098574664.



O mesmo fluxo na captura CAPO contém:

o, Tirre Source Destinalion Protocol Length  Info os
1 2019-18-13 14:32:22.86@780 192.168.0.160 10.10.1.100 TCP 70 47078 » 80 [SYN] Seq=1386249852 192 Len=0 MS55=1380 WS=4 SACK_PERM=1

5 2019-18-13 14:3 192.168.0.160 10.10.1.108 TCP 58 47878 + 88 [RST] Seq Jin=0 Len=0

Frame 1: 78 bytes on wire (56@ bits), 7@ bytes captured (56@ bits)
Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e), Dst: Cisco_fc:fc:dB (dc:de:35:fc:fc:dB)
802.1Q Vvirtual LAN, PRI: @, DEI: @, ID: 202
Internet Protocol Version 4, Src: 192.168.6.100, Dst: 10.10.1.168
v Transmission Control Protocol, Src Port: 47878, Dst Port: 88, Seq: 1386249852, Len: @

Pontos principais:

1. O cliente envia um pacote TCP SYN. O firewall torna aleatério o ISN.
2. O cliente envia um pacote TCP RST.

Com base nas duas capturas, pode concluir-se que:

* Nao ha handshake triplo TCP entre o cliente e o servidor.
* Ha um TCP RST que vem do cliente. O valor do numero de sequéncia TCP RST na captura
CAPI é 1386249853.

Acodes recomendadas

As agdes listadas nesta secao tém como objetivo restringir ainda mais o problema.
Acéo 1. Capture o cliente.

Com base nas capturas coletadas no firewall, ha uma forte indicagao de um fluxo assimétrico.
Isso se baseia no fato de que o cliente envia um TCP RST com um valor de 1386249853 (o ISN
aleatorio):

0. Source Destination Protocol Length Info 1
192.168.0.1680 18.10.1.168 TCP

TCP ACKed unseen

54 470785808 [RST] S

Pontos principais:

1. O cliente envia um pacote TCP SYN. O numero de sequéncia é 4098574664 e € o mesmo
que o visto na interface INTERNA do firewall (CAPI)

2. Hd um TCP SYN/ACK com numero ACK 1386249853 (esperado devido a aleatorizagéo
ISN). Este pacote nao foi visto nas capturas de firewall

3. O cliente envia um TCP RST, pois esperava um SYN/ACK com o valor de numero ACK de
4098574665, mas recebeu o valor de 1386249853

Isso pode ser visualizado da seguinte maneira:



192.168.0.100 E1/2 \ E1/3.202

! INSIDE OUTSIDE

ﬁ
e TCP RST

TCP SYN
. AW Server
Client . i 4 . L. X 10.10.1.100

TCP SYN/ACK

-—

Acao 2. Verifique o roteamento entre o cliente e o firewall.
Confirme se:

* Os enderecos MAC vistos nas capturas sao os esperados.
» Certifique-se de que o roteamento entre o firewall e o cliente seja simétrico.

Ha situagdes em que o RST vem de um dispositivo que fica entre o firewall e o cliente enquanto
ha um roteamento assimétrico na rede interna. Um caso tipico € mostrado na imagem:

Client o

192.168.0!

192.168.2.x/24

L E1/3.202
OUTSIDE

TCP SY
192.168.1.x/24

TCP SYN/ACK

Nesse caso, a captura tem esse conteudo. Observe a diferenga entre o endereco MAC origem do
pacote TCP SYN e o enderegco MAC origem do TCP RST e o enderego MAC destino do pacote
TCP SYN/ACK:

<#root>

firepower#

show capture CAPI detail
1: 13:57:36.730217

4c4e. 35fc. fcd8

00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47740 > 10.10.1.100.80: S [tcp sum ok] 3045001876:3045001876(0) win 8192 <mss 1460,
2: 13:57:36.981104 4c4e.35fc.fcd8 00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47741 > 10.10.1.100.80: S [tcp sum ok] 3809380540:3809380540(0) win 8192 <mss 1460,
3: 13:57:36.981776 00be.75f6.1dae

a023. 9f 92. 2a4d

0x0800 Length: 66
10.10.1.100.80 > 192.168.0.100.47741: S [tcp sum ok] 1304153587:1304153587(0) ack 3809380541 win



4: 13:57:36.982126

a023. 9f 92. 2a4d

00be.75f6.1dae 0x0800 Length: 54
192.168.0.100.47741 > 10.10.1.100.80:

R

[tcp sum ok] 3809380541:3809380541(0) ack 1304153588 win 8192 (ttl 255, id 48501)

Caso 5. Transferéncia TCP lenta (Cenario 1)

Descrigao do problema:

A transferéncia SFTP entre os hosts 10.11.4.171 e 10.77.19.11 é lenta. Embora a largura de
banda minima (BW) entre os 2 hosts seja de 100 Mbps, a velocidade de transferéncia n&o vai
além de 5 Mbps.

Ao mesmo tempo, a velocidade de transferéncia entre os hosts 10.11.2.124 e 172.25.18.134 é
bem maior.

Material de Suporte:

A velocidade maxima de transferéncia para um unico fluxo TCP é determinada pelo BDP
(Bandwidth Delay Product). A formula usada € mostrada na imagem:

TCP Window (Bytes)
Max Single TCP Flow Throughput [bps] = x 8 [bits/Byte]
RTT (Seconds)

Para obter mais detalhes sobre o BDP, verifique os recursos aqui:

* Por que seu aplicativo usa apenas 10 Mbps, mesmo que o link seja de 1 Gbps?
« BRKSEC-3021 - Avancado - Maximizando o desempenho do firewall

Cenario 1. Transferéncia lenta

Esta imagem mostra a topologia:

Server

Client 10.77.19.11

10.11.4.171 —

: e INSIDE

OUTSIDE
=l



https://www.cisco.com/c/en/us/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance

Fluxo afetado:
IP orig.: 10.11.4.171
IP do Horario de Verao: 10.77.19.11

Protocolo: SFTP (FTP sobre SSH)
Capturar analise

Habilitar capturas no mecanismo LINA FTD:

<tfroot>

firepower#

capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

firepower#

capture CAPO int QUTSI DE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

A Aviso: as capturas LINA em FP1xxx e FP21xx afetam a taxa de transferéncia de trafego que
passa pelo FTD. Nao ative as capturas LINA nas plataformas FP1xxx e FP21xxx ao
solucionar problemas de desempenho (transferéncia lenta através do FTD). Em vez disso,
use o SPAN ou um dispositivo HW Tap além das capturas nos hosts origem e destino. O
problema esta documentado no bug da Cisco ID CSCvo30697.

<ttroot>

firepower#

capture CAPl type rawdata trace interface inside match icnp any any

WARNING: Running packet capture can have an adverse impact on performance.

Acodes recomendadas

As agdes listadas nesta sec¢ao tém como objetivo restringir ainda mais o problema.

Calculo do tempo de ida e volta (RTT)

Primeiro, identifique o fluxo de transferéncia e siga-o:


https://tools.cisco.com/bugsearch/bug/CSCvo30697

3 6.000168
4 8.877a68
> 9.080152
6 8.000244
7 8.871545
8 8.880153
0 9.841288
1@ 6.800168
11 9.938165
12 ©.800168

19.11.4.171
19.77.19.11
16.11.4.171
16.11.4.171
16.77.19.11
16.11.4.171
16.77.19.11
19.11.4.171
19.77.19.11
16.11.4.171

k
#
.'2-
»

Frame 1: 70 bytes on wire (568
Ethernet II, Src: Cisco_f8:19:f
§02.10Q Virtual LAN, PRI: @, DEI
Internet Protocel Versionm 4, Sr

Mark/Unmark Packet

Time Shift...
Packet Comment...

Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow

Copy
Protocol Preferences

Ignore/Unignore Packet
Sef/Unset Time Reference

Protocel Length Window size value

58 49680 ©

o 49680 §

58 49680

8o 49688 (

58 49680 ;

538 49680 (

L 738 49680 {
3 58 49680 ;
[ 58 49680 |
» 82 49680 (
, |

»  TCPStream
UDP Stream
aol Stream
HTTP Stream

Altere a visualizacdo do Wireshark para mostrar Seconds Since the Previous Displayed Packet.
Isso facilita o calculo do RTT:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 2 [~ Main Toolbar CRSON |
Il@ «  Filter Toolbar
Mo. Tir ¥ Status Bar Protocol Length  Window size value Info
Full Screen F11
ST N et et TCP 58 49680 39744 » 22 [ACK] Seq=1737026@94
4 9. ¥ Packet Details SSHY2 ) 49680 Server: Protocol (SSH-2.8-Sun_SSI
5@. ¥ PacketBytes TCP 58 49680 39744 » 22 [ACK] Seq=1737026094
69." Time Display Format | Date and Time of Day (1970-01-01 01:02:03.123456) Ctri+Alt+1
70. Mame Resolution Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
g : T Time of Day (01:02:03.123456) Ctri+Alt+2
10 0. _ _ Seconds Since 1970-01-01 Ctrl+Alt+3
11 0. Expand Subtrees 5‘”‘_“‘“"9"‘! Seconds Since Beginning of Capture Ctri=Alt+4
12 @. Collapse Subtrees Shift+Left Seconds Since Previous Captured Packet Cirl+Alt+5
< =l Curl+Right I §¥ Seconds Since Previous Displayed Packet Ctri+Alt+6

O RTT pode ser calculado pela adi¢ao dos valores de tempo entre 2 trocas de pacotes (um para a
origem e um para o destino). Nesse caso, o pacote #2 mostra o RTT entre o firewall e 0
dispositivo que enviou o pacote SYN/ACK (servidor). O Packet #3 mostra o RTT entre o firewall e
o dispositivo que enviou o pacote ACK (cliente). A adicao dos 2 numeros fornece uma boa
estimativa sobre o RTT fim-a-fim:

3 8. 808168

10.11.4.171 16.77.19.11 TCP 58

48877868 10.77.19.11 18.11.4.171 S5Hv2 88
5 8.880152 18.11.4.171 18.77.19.11 TCP 58
6 8.080244  10.11.4.171 18.77.19.11 S5Hv2 a8
78.871545  10.77.19.11 18.11.4.171 TP 58
£ 9.000153 10.11.4.171 18.77.19.11 55Hv2 538
99.841288 10.77.19.11 16.11.4.171 55Hv2 738
18 8.080168 10.11.4.171 18.77.19.11 TCP 58
11 8.838165 18.77.19.11 18.11.4.171 TCP 58
12 9.080168  10.11.4.171 18.77.19.11 55Hv2 82

49688 39744 + 22 [ACK] 5Seqe1737626094 Ack=835172682 Win=49680 Len=8

49680 Server: Protocel (55H-2.8-Sun_SSH_1.1.8)
49638 39744 « 22 [ACK] Seq=1737826894 Ack=835172784 Win=49688 Len=8
49638 Client: Protocol (SSH-2.@-Sun_SSH_1.1.4)
40680 22 + 39744 [ACK] Seq=835172784 Ack=1737026116 Win=49588 Len=6

49638 Client: Key Exchange Init
49638 Server: Key Exchange Init

40680 30744 + 22 [ACK] Seq=1737026596 Ack=835173384 Win=49680 Len=0
49688 22 + 39744 [ACK] Seq=B351733B4 Ack=1737826596 Win=49688 Len=8
49688 Client: Diffie-Hellman Group Exchange Request




RTT = 80 ms
Calculo do Tamanho da Janela TCP

Expanda um pacote TCP, expanda o cabegalho TCP, selecione Tamanho de janela calculado e
selecione Aplicar como coluna:

v Transmission Control Protocel, Src Port: 22, Dst Port: 39744, Seq: 335184824, Ack: 1758069388, Len: 32
Source Port: 22
Destination Port: 39744
[Stream index: @]
[TCP Segment Len: 32]
Sequence number: 8351840824
[Hext sequence number: Z35184856]
Acknowledgment number: 1758069388
8161 .... = Header Length: 28 bytes (5)
» Flags: @xB18 (PSH, ACK)
Window size value: 49688
[Calculated window size: 496881

[Window size scaling factor: | Expand Subtrees
Checksum: 8x2bd% [unverified] Collapse Subtrees
[Checksum Status: Unverified] Expand All
o Hmmen® modebam. A Collapse All
The scaled vin size (if scaling has been
() ¥ The scaled window size (if scaling has bee
| Apply as Column

Verifique a coluna Valor do tamanho da janela calculado para ver qual foi o valor do tamanho
maximo da janela durante a sessao TCP. Vocé também pode selecionar o nome da coluna e
classificar os valores.

Se vocé testar um download de arquivo (servidor > cliente), devera verificar os valores
anunciados pelo servidor. O valor do tamanho maximo da janela anunciado pelo servidor
determina a velocidade maxima de transferéncia alcangada.

Nesse caso, o tamanho da janela TCP é = 50000 Bytes

ll |Apply & display filter Cirl-)

Ho. Tima Source Dastination Protecol  Length Iculated window size Infa
24.. ©.000091 10.11.4.171 18.77.19.11 TCP 58 49680 39744 + 22 [ACK] Seg=1758069341 Ack=83
24.. 8.871685 10.77.19.11 19.11.4.171 TCP 58 49680 22 » 39744 [ACK] Seq=835184152 Ack=175i
24.. ©9.080443 10.11.4.171 18.77.19.11 S5Hv2 L 49680 Client: Encrypted packet (len=32)
24..  ©.871666 10.77.19.11 16.11.4.171 S5Hv2 154 49688 Server: Encrypted packet (len=96)
24.. 9.844850 10.11.4.171 18.77.19.11 TCP 58 49680 39744 + 22 [ACK] Seq=1758069308 Ack=83
24.. 9.973605 10.77.19.11 16.11.4.171 SSHv2 o8 49680 Server: Encrypted packet (len=32)
24.. 9.880747 16.11.4.171 18.77.19.11 55Hv2 98 49688 Client: Encrypted packet (len=32)

Com base nesses valores e com o uso da formula Bandwidth Delay Product, vocé obtém a
largura de banda tedrica maxima que pode ser obtida nessas condigdes: 50000*8/0.08 = largura
de banda tedrica maxima de 5 Mbps.

Isso corresponde as experiéncias do cliente neste caso.

Verifique cuidadosamente o handshake triplo do TCP. Ambos os lados, e mais importante o
servidor, anunciam um valor de escala de janela de 0, o que significa 220 = 1 (sem escala de



janelas). Isso afeta negativamente a taxa de transferéncia:

No, T Time I Source T Destination I ﬁ'uwcul. Length T Window size value I Info

» Frame 2: 7@ bytes on wire (568 bits), 7@ bytes captured (56@ bits)

» Ethernet II, Src: Cisco 1f:72:4e (00:5d:73:1f:72:4e), Dst: Cisco f8:19:ff (00:22:bd:f8:19:ff)
» 8082.1Q Virtual LAN, PRI: @, DEI: @, ID: 182

» Internet Protocol Version 4, Sec: 18.77.19.11, Dst: 16.11.4.171

Source Port: 22

Destination Port: 39744

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 335172681

[Mext seguence number: B35172681])
Acknowledgment number: 1737026094

h: 32 bytes (8)

Wind g
[Calculated window size: 4968@]
Checksum: @xa%lb [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted
> TCP Option - Maximum segment size: 1380 bytes
> TCP Option - No-Operation (NOP)
l > TCP Option - Window scale: & (multiply by 1)]
> TCP Option - No-Operation (NOP)

Neste ponto, é necessario fazer uma captura no servidor, confirmar que é ele que anuncia a

escala de janela = 0 e reconfigura-la (verifique a documentagao do servidor para saber como
fazer isso).

Cenario 2. Transferéncia rapida

Agora, vamos examinar o bom cenario (transferéncia rapida pela mesma rede):

Topologia:
. Server
Client 172.25.18.134
10.11.2.124

OUTSIDE y '

=]

INSIDE
T
:

O fluxo de interesse:

IP orig.: 10.11.2.124
IP do Horario de Verao: 172.25.18.134
Protocolo: SFTP (FTP sobre SSH)

Habilitar Capturas no mecanismo LINA FTD

<#root>
firepower#

capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.2.124 host 172.25.18.134



firepower#

capture CAPO int QUTSI DE buffer 33554432 nmatch ip host 10.11.2.124 host 172.25.18.134

Calculo do Tempo de Ida e Volta (RTT): Neste caso, o RTT & = 300 ms.

Time Destination

3 6.6ea137 109.11.2.124 172.25.18.134 TCP /e
4 8.883784 18.11.2.124 172.25.18.134 55Hv2 91
5 6.266863 172.25.18.134 10.11.2.124 TCP 7@
6 6.6135880 172.25.18.134 10.11.2.124 SSHv2 91

Calculo do Tamanho da Janela TCP: O servidor anuncia um fator de escala de janela TCP de 7.

> Internet Protocol Version 4, Src: 172.25.18.134, Dst: 19.11.2.124

Source Port: 22
Destination Port: 570932

[5tream index: @]

[TCP Sepment Len: 8)

Seguence number: 661963571

[Hext sequence number: 661963571]
Acknowledpment number: 1778516295

1818 .... = Header Length: 48 bytes (18)

Window size wvalue: 14480
[Calculated window size: 14438]
Checksum: @x6497 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: {28 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1390 bytes
TCP Option - SACK permitted
TCP Option - Timestamps: TSval 398233299, TSecr 981650424

TCP Option - No- )]
TCP Option < Window scale: 7 (multiply by 128) I

» [SEQSACK analysis]

L A T

O tamanho da janela TCP do servidor é = 1600000 Bytes:

W[ 4pply o display fitar ... <Carl-/>

8.266847 [172.25.18.134 16.11.2.124 TCP 70 12854

9.268680 |172.25.18.134 10.11.2.124 S5HY2 108 12854 -

9.000876 |172.25.18.134 10.11.2.124 SSHY2 118 12854 erver: Encrypted pac
0. 868351 172.25.18.134 18.11.2.124 S5Hv2 118 12854 erver: Encrypted pac
8.000892 |172.25.18.134 10.11.2.124 TCP 7 12854

0. 2015 172.25.18.134 18.11.2.124 TCP bl 12854

P.0p0801  172.25.18.134 10.11.2.124 TCP 78 12854 1645312 22 + 57093 [ACK] Seq

Com base nesses valores, a formula do Produto com Atraso de Largura de Banda fornece:

1600000*8/0.3 = velocidade de transferéncia tedrica maxima de 43 Mbps



Caso 6. Transferéncia TCP lenta (Cenario 2)

Descrigéo do problema: a transferéncia de arquivos por FTP (download) pelo firewall esta lenta.

Esta imagem mostra a topologia:

Client
192.168.2.220

.-/.
—
|

.

INSIDE

OUTSIDE

Server

192.168.1.220

Fluxo afetado:

IP orig.: 192.168.2.220

IP do Horario de Verao: 192.168.1.220

Protocolo: FTP

Capturar analise

Habilitar capturas no mecanismo LINA do FTD.

<#froot>

firepower#

capture CAPlI type raw data buffer 33554432 interface |INSIDE match tcp host 192.168.2.220 host 192. 168. 1.

firepower#

cap CAPO type raw data buffer 33554432 interface OUTSIDE match tcp host 192.168.2.220 host 192. 168. 1. 22(

Selecione um pacote FTP-DATA e siga o FTP Data Channel na captura FTD INSIDE (CAPI):

75 0.888412
76 @.808518
77 8.980861

79 0.008815
B2 @.aaa1a7
81 9.988a92
82 9.808891
B3 8. 000815
B4 9.088321
85 9. 8888561
E6 0.808153
B7 9.00a122

B9 @.808397
98 0. BOaE6Y

192.168.2.228
192.168.1.228
192.168.1.220

192.
192.
192.
192.
192.
192.
192.
192.
192.

168.1
168.2
168.2
168.2
o
1
1
2
2

168

168.
168.
168.
168.

.20
.228
.28
.28

228

.28
.28
.228
.28

192.168.2.228
192.168.1.228

192.168.1.228
192.168.2.220
192 168.2.228

192.
192.
192.
192.
192.
192.
192.
192,
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.

2
1
1
1
1
2
2
1
1

. 228
.22
228
228
.22
.228
228
.228
228

192.168.1.220
192.168.2.220

FTP-DATA

P -0

FTP-DATA
TCP
TCP
TCP
TCP
FTP-DATA
FTP-DATA
TCP
TCP

TCP

FTP-DATA

66 54494 » 2388 [ACK] Seq=1884231612 Ack=2678018383

B R T

Mark/Unmark Packet
Ignore/Unignore Packet
Set/Unset Time Reference
Time Shifft...

Packet Comment...

Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow

* w ¥ w w w

PASY) (RETR filelS5mb)
PASY) (RETR filelSmb)

PASY) (RETR filelSmb)
=1884231612 Ack=2670819631

=1884231612 Ack=2678028879

494 + 2388 [ACK] Seq=188421
94 » 2388 [ACK] Seq=188423
PASV) (RETR filelSmb)

PASV) (RETR filel5mb)

94 + 2388 [ACK] Seq=188423
8494 + 2388 [ACK] Seq=188423

E

=2070827119

TR trem E1 Smb )

TN —



O conteudo do fluxo FTP-DATA:

192.168.2.229 192.168.1.220 TP 56 54404 + 2388 [ACK] Seqe1884231612 Ack=2665989673 Win=23312 Lened Tiwals35772915088 TSecr-4264384

30 0,000488

34 0.081617 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb}

35 0.900351 192.168.2. 229 192.168.1.228 TCP G5 54404 + 2388 [ACK] Seq=1884231612 Ack=2663030327 Win=32128 Le T5val=3577291518 TSecr=4264384

37 0, 000061 192.168,1, 230 192,168, 2,228 FIP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)

38 0.600198 1921682239 192.168.1. 226 e 78 [TCP Window Update] 54434 » 2388 [ACK] Seqe1884231612 Ack=2648590927 Wine35072 Lens8 TSvals3577291511 TSecr-A264384 SLE-26E9592175 SRE-2665953423

35 0. 5sT7 192.168.2.229 192.168.1.220 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack-26609908927 Wine17888 Len<d TSwal«3577251511 TSecreA264384 SLE-2669592175 SRE-2665994671
[l 200.300006  102.168.1.208  192.168.2.200 _1CP 1314 [TCP Qut-0f-Order] 238 - 52304 [ACK] Seq-2669900027 Ack-188£231612 Win-G5048 Len 1248 TSval-A26Ad1S TSeceds7paonstt |
41 0. B04EE 192.168.2.229 192.168.1.228 TP 66 54404 -+ F3BE [ACK] Seq=1R84231612 Ack=26690045671 Win=20832 Len=0 TSval=3577201820 TSecr=4264415
A2 0. AT 192.1568.1.279 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 kytes (PASV) (RETR filelSsk)
|| a30.000a4s 192168120 192.168.2.220 __ FIP-DATA 1314 [TCP Previcus segsent nat captured] FIP Data: 1248 bytes (PRSV) (RETR filelset) |
44 0000377 192.168.1.220 192.168.32.220 FTP-DATA 1314 FTP Data: 1242 bytes (PASV) (RETR filelSsb}
45 0. 0a0caL 192.168.2.229 192.168.1.220 TP 66 54404 -+ 2388 [ACK] Seqe1884231612 Acks2669995010 Wins431776 Lens@ TSwals35772912821 TSecr=4264415%
45 0. 20830 192.168.2.229 192.168.1.228 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack=2660905019 Wins=48768 Len=@ TSwal=1577201821 TSecrs=4264415 SLE=2660007167 SRE=2660009663
A7 0. 000504 192.168.1.229 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASN) (RETR filelSsk)
A8 9. 20259 192.168.2.279 192.168.1.228 TCP 78 [TCP Window Update] 54494 + 2388 [ALK] Seqe1884331612 Ack=2650905919 Win=51584 Len=0 TSwal=3577201827 TSecr=4268415 SLE=2660907167 SRE=1670000911
—
58 8. Baeane 193.168.3. 329 192.168.1.238 65 54494 = 2388 [ACK] SeqelBB4731613 Acke2G7R008911 Wine54522 Lens@ TSwvals3577292741 TSecr=4264507
51 0.888519 192.168.1.229 192.168.2.238 FTF-DQT.\I. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
52 0. B0ea61 192.168.1.279 192.168.2.238 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb}
|| s3o.oep0is 192.166.1.200 _192.168.2.290 __ FIP-DATA 1314 [1CP Previous segeent nat captured] FIP Data: 138 bytes (PRSV) (RETR filetssb) |
54 0. 000015 192.168.1.270 192.168.2.239 FTP-DATA 1314 FTP Data: 1248 bytes (PASY) (RETR filelSsb)
55 9.980199 192.166. 2. 210 192.168.1.230 (=3 66 54494 + 7388 [ACK] Seq=1830231612 Ack=2670002159 Win=57472 Lensf TSval=3577292742 TSecr=4264587
56 0. 9829 19%.156.2. 229 192.168.1.238 TP 66 54494 = 2388 [ACK] SeqelBB84231613 Acke2670003407 WineG0Z88 Lens@ TSwval=3577292742 TSecr=4784507
57 0.900183 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
S8 0. 00106 192.168.2.229 192.168.1.220 TCP T8 [TCPF Window Update] 54494 + 2388 [ACK] 5eq=1884231612 Ack=2670003407 Win=G5280 Len=0 TSwal=3577292742 TSecr=4264587 SLE=2670004655 SRE=2670007151
59 0. D168 192.168.1.220 TCP 78 [TCP Window Update] 54494 + 2388 [ACK] Seq=1884231612 Ack=2670003407 Win=68224 Len=0 TSval=3577202743 TSecr=4264507 SLE=2670004655 SRE=2670008399
L] 192,168,1.229 192.168.2,229 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

O conteudo de captura CAPO:

35 8. 600610 192.168.2. 239 192.168.1.2208 TP 66 54494 » 2308 [ALK] Seqe2l5TO30683 Ack-2224316912 Hin-i&!l Lened Tovale35772915%08 Tiecr-4364384
38 0.001328 192.168.1.20% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filedSmb)
192.168.2.22 192, 168.1.220 TP 66 54404 + 2388 [ACK] Seq=2157030682 Ack=222431B168 Win=32128 Len=d TSval=3577291518 TS

192.168.1.239 192.168,2,230 FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR filelSsh)
43 9, 000259 192.168.2.220 192.168.1,220 TP 78 [TCP Window Update] 54454 + 2368 [ACK] Seq=2157030682 Ack=-2224318160 Win=35072 Len=0 TSval=3577201511 TSecr=A264384 SLE-2224319408 SRE=2224320656
44 . BSDTE 192.168.2.229 192.188.1.226 TP 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030582 Ack-2224318158 Win=27288 Lene@ TSwal=3577261511 TSecr=4284324 SLE-2224319408 SRE-22243215084

A6 . BHA5ED 192.168.2.20% 192.168.1.220 TP 66 54404 + I8 [ACK] Seqe2157030682 Ack-2224321904 WinedBB32 Lened TSval=3577201820 TSecr-4264415
A7 §. 00412 192.168.1.22% 192.168.2.230 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR £ilelSsh)

45 8. BONTS 193.168.1.230 152,168, 2,230 FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR FilelSsb)

58 8. B350 192.168.2.229 152.188.1.226 e 56 54494 » 2388 [ACK] Seqe2157030682 Ack-2224323152 Wined3776 LeneB TSval=3577291821 TSecr-4264415%

51 0. 800045 192.168.2.20% 192.168.1.228 e 78 [TCP Window Update] 54454 + 2380 [ACK] Seqe2157038602 Ack«2224323152 Wined8768 Leénsd TSwal«3577201821 TSecr=A4264415 SLE-2222324408 SRE-22243068%6
52 0.000412 192.168.1.27% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

53 8. 880351 192.168.2.27%9 192.168.1.220 TP 78 [TCP Mimdow Update] 54404 + 2368 [ACK] Seq=2157030682 Ack=2224323152 Wins=51584 Leéns= TSval=3577201822 TSecr=A264415 SLE=2224324400 SRE=222432144
55 8. 6010067 192.168.2.230 152,168, 1.230 e 65 54494 » 2388 [ACK] Seqe2157030682 Ack=2224328144 Win=54528 Lensd TSval=3577192741 Toecr=4264507

56 8. 600as? 192.168.1.22% 192,158, 2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

57 0. B00E1 192.168.1.22% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb) a

50 8. pHe0mD 192.168.1.279 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilelSsb)

&0 9. 000274 192.168.2.229 192.168.1.220 e 66 54494 + 2388 [ACK] Seq=2157030682 Ack=2224320302 Win=57472 Len=0 T5val=3577192742 TSecr=4264507

61 0,000214 192.168.2.229 192,168, 1, 220 e 66 54494 » 2308 [ACK] Seqe2157030682 Ack-2224330640 Win-60288 Lens0 TSval=3577192742 TSecr=A264507

62 ©.000122 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsh)

61 0. 000168 192.168.2.22%9 192.168.1.2208 e 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030682 Acks2224110640 WinsG65280 Lens@ TSwal=3S7T202742 TSecr=4264507 SLE=22241318B8 SRE=2224334184
64 9. 000107 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Dats: 1248 bytes (PASV) (RETR filelSmh)

Pontos principais:

1. Ha pacotes TCP fora de ordem (OOO).
2. Ha uma retransmissao de TCP.
3. Ha uma indicacéo de perda de pacotes (pacotes descartados).

Dica: salve as capturas enquanto navega para Arquivo > Exportar pacotes especificados.
Em seguida, salve apenas o intervalo de pacotes Exibido.



Save as lype Wiresharkficpdump/_. - pcap (*.dmpuge* dmpc® cap gz’ cap” peap.ge” poag) - Cancel

Help
[C]cemaress with gzip
Packel Range
() Caphured -._, Displayad
WAl packets 23954

() Selected packal 1

{_JRange 1

Acobes recomendadas

As agdes listadas nesta secao tém como objetivo restringir ainda mais o problema.
Acéo 1. Identifique o local de perda de pacotes.

Em casos como esse, vocé deve fazer capturas simultaneas e usar a metodologia divide and
conquer para identificar os segmentos de rede que causam a perda de pacotes. Do ponto de vista
do firewall, ha trés cenarios principais:

1. A perda de pacotes € causada pelo préprio firewall.

2. A perda de pacotes € causada por downstream para o dispositivo de firewall (dire¢gao do
servidor para o cliente).

3. A perda de pacotes é causada no upstream para o dispositivo de firewall (dire¢ao do cliente
para o servidor).

Perda de pacotes causada pelo firewall: para identificar se a perda de pacotes é causada pelo
firewall, € necessario comparar a captura de entrada com a captura de saida. Ha muitas maneiras
de comparar 2 capturas diferentes. Esta secdo demonstra uma maneira de fazer essa tarefa.

Procedimento para Comparar 2 Capturas para Identificar a Perda de Pacotes

Etapa 1. Certifique-se de que as 2 capturas contenham pacotes da mesma janela de tempo. Isso
significa que nao deve haver pacotes em uma captura que foram capturados antes ou depois da
outra captura. Ha algumas maneiras de fazer isso:

 Verifique o primeiro e o ultimo valores de identificacao (ID) IP do pacote.
 Verifique o primeiro e o ultimo valores de timestamp do pacote.

Neste exemplo, vocé pode ver que os primeiros pacotes de cada captura tém os mesmos valores
de ID IP:



s
54434 + 2388 [SYN] Seqe1B84231611 Wins=29200 Lens=0 M55-1468 SACK PERM=1 TSwals3577188500 TSecred Wi-128

™ Teme i — [rseep— La—
1 2919-18-16 16:13:44.169354

k

4 . 2.209

113:47. 2 z L168.1.
5 2019-18-16 16:13:47.170647  192.168.1.20% 192.168.2. 220 TCce 1314 9x1521 (5409) Ml Wireshark
& F19-18-16 16:13:47.179968  19.168. 2.2 193 .168.1. 24 66 BxBa3? (3615)

File Edi View Go Captore Anahye Susimics Telephory Wieeless Tools Help
LGN -] RE Q«=EF2Eaqal

192.168.1. 230 192.168,2.220 TR 1314 9x1524 (5412)
192.168.1.220 TP T8 DuadB (2616)

8 2019-10-16 16:13:47.180507
9 M19-10-16 16:13:47.180715  192.168.2.220

18 3019-18-16 16:13:47.180792  192.168.2.220 192.168.1.220  TCE 7i Guda3d (2617) pr— [e— [ p— ¥
12 2019-18-16 16:13:47. 490376  192.168.2.20% 192.168.1.220 TP 66 Bxlada (2518) r
13 3019-10-16 16:13:47. 490865  152.168.1.23% 192.168.2. 220 TEP 1314 8x1526 (54143

1, 7
4 2919-18-16 16:13 ATHR60 192.168.2.220 192.168.1.220 66 Bxdale (2614) 54454 + 2388 [ACK] Seqe2157

sl sl e R i b il | T e ) 5 2009-10-16 16:13:47.179388  192.168.1.220  192.168.2.220 TP 1314 @x1521 (5489) 2388 + 54494 [ACK] Seqe22249
16 2019-10-16 16:13:47.491231  192.168.2.230 192.168.1.220  TCP 60 Oxdadh (2619) 6 2019-18-16 16:13:47, 180020  193.168.2.220 192.168,1.220 66 fda37 (2615} 54804 + 2388 [ACK] Seg=2151
17 2019-10-16 16:13:47.491261  192.168.2.220  192.168.1.280 TP 78 fxdadc (2620) -

A8 J00r-10-15 16:13:47. 81705 100.108.3.20 1dz.168.2. 50 TLR 1314 dxl%a (3418) 8 2019-18-16 16:13:47.180456  152.168.1.220 192.168.2. 220 1314 0x1524 (5412} 2308 -+ 54494 [ACK] Seqe223d
19 2019-10-16 16:13:47.432024  192.168.2.220 192.268.1.220__TCP 78 Oxbazd {2621) 92019-10-16 16:13:47.120746  192.168.2.220  192.168.1.228  TCP 78 dals (2616) [TCP Window Update] 54454 4

18 2919-18-16 16:13:47.158822 192.168.2.229 192.168.1.228 78 @xBaid (2617, TCP Windes ate] 54494

21 2919-18-16 16:13:48.411050  182.168.2.200  192.168.1.220  TCP b Budade (2622) ) [1CP Window Update] 1
e, o2 BT e 1314 ulS2F (5423) 12 2013-10-16 16:13:47.490407  192.168.2.230  132.168.1.220 6 folada (2618) 54254 + 2388 [MCK] Seqe2l5]
e o o e B ek s Rl E-10R--E MIEE 1314 81536 (5424) 13 2019-19-16 16:13:47.459819  192.168.1.220 192.168.2. 7220 1314 Bx1526 (5414) 2385 + 54494 [ACK] Sequzzad

TNLOCLE LATIATAR AN LILILEN  ARAELTIN KR 1318 Pl 533 [ SA27) 15 W19-10-16 16:13:47.4%0956  192.168.1.220  192.168.2.230 1314 @x1529 (5417} 2388 > 54494 [ACK] Seq=222d

35 2019-10-16 16:13:48.411659  192.168.2.220 92.168.1.220 LR €6 Oudadf (2623) 16 2019-10-16 16:13:47.451246  152.168.2.220 192.168.1. 230 TCP 6 Bxdalb (2619) 54454 » 2380 [ACK] Seqe2153
B L A Lol 17 2019-19-16 16:13:47.451202  192.168.2.220  192.168.1.228  TCP 78 oviade (2629} [TCP Window Update] 52494 4
Frase 1: 74 bytes ca wire (592 bits), 74 bytes captured (592 bits) 18 2019-10-16 16:13:47.491704 192.168.1.229 192.168.2.220 1314 @x152a (5418) 1388 + 54494 [ACK] Sequ222q

Ethernet II, Src: Veware @b:elich (@0:0c:20:0b:edzch), Dit: Cisco O9d:89:07 (50:1d:e5:04:89:97) 19 2019-10-16 16:13:47. 492055 192.168.2.220 192.168.1.220 78 iidald (2621} [TCP Mindow Update] 54454 4

» Internet Protocol Wersion 4, Src: 192.168.2 330, Dst: 192.168.1.738

- Transmission Control Protocel, Sec Port: 54494, Dst Poct: 2388, Seq: 1884231611, Len: @ 21 1019-19-16 16:13:48.411881 192.168.2.220 192.168.1.220 66 Bxbate (2622) Saa%4 = 7388 [ACK] SeqezlS]
12 W19-10-16 16:13:48,411538 192.168,1.229 192,168,2. 220 Tce 1314 @x152f (5423) 2388 + 54494 [ACK] Sequd2id
23 MA9-10-16 16:13:48 411509 192.16%.3.229 192.168,2.220 TCP 1314 Gxi530 (5434} 2283 + 54454 [AIK] Seqe2Eid

Caso nao sejam 0os mesmos:

1. Compare os Timestamps do primeiro pacote de cada captura.
2. Na captura com o Timestamp mais recente, obtenha um filtro dele. Altere o filtro Timestamp
de == para >= (0 primeiro pacote) e <= (0 ultimo pacote), por exemplo:

Na. Timne Sourca Destination Pratocol Length  Info

T

2 2019-19-16 16:13:43.245638 192.168.1.228 192.168.2.228 TCP 74 21 + 38400 [5
3 2019-18-16 16:13:43, 245867 192.168.2.228 192.168.1. 226 TCP 66 38480 + 21 [A
€

w Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2619 16:13:43.24563800¢ ~--~~-7 " =-=--= Podi-ki i
[Time shift for this packet: ©.600000000 secc P SuDIEes

Epoch Time: 1571235223.245638000 seconds Collapse subtrees
[Time delta from previous captured frame: @.¢ Expand All
[Time delta from previous displayed frame: @. Collapse All
[Time since reference or first frame: @.@809:
Apply as Column
Frame Mumber: 2
Frame Length: 74 bytes (592 bits) Apply as Filter ’
Capture Length: 74 bytes (592 bits) Prepare a Filter L3 Selected |

(frame.time >="16 de outubro de 2019 16:13:43.244692000") &&(frame.time <= "16 de outubro
de 2019 16:20:21.785130000")

3. Exporte os pacotes especificados para uma nova captura, selecione Arquivo > Exportar
Pacotes Especificados e salve os pacotes Exibidos. Nesse ponto, as duas capturas devem conter
pacotes que cubram a mesma janela de tempo. Agora vocé pode iniciar a comparagao das 2
capturas.

Etapa 2. Especifique qual campo de pacote € usado para a comparacao entre as 2 capturas.
Exemplo de campos que podem ser usados:

* Identificacao IP
* Numero de Sequéncia RTP
* Numero de sequéncia ICMP

Crie uma versao de texto de cada captura que contenha o campo para cada pacote especificado



na etapa 1. Para fazer isso, deixe apenas a coluna de interesse, por exemplo, se quiser comparar
pacotes com base na identificagao de IP, modifique a captura conforme mostrado na imagem.

dAm . ® TRE Qe EF & || aQaaiE

- 1= = - =l = F .

A [Apply a display filter ... <Ctrl-/> 1 Right-click here ]—
No. Time Source Destination Protocol  Length Info _ﬁ-—_

Align Left
Align Center

3 2019-10-16 16:13:43.245867 192.168.2.220 192.168.1.220 66 38400 » 21 [ACK] Se gn
4 2019-10-16 16:13:43.558259 192.168.1.220 192.168.2.220 229 Response: 220-File;  Alian Right

Ml Wireshark . Preferences ? x
."i" M‘H‘II’]I‘HI‘ | 1
Columas | | Displayed Title Type Fields ~ ~
Forit and Colors O ke Number
Layout (] Time Time (format a5 specified)
Capture L]  Source Sowrce address
Expert L]  Destination Destination address
Filter Buttons L]  Protocol Protocol
Name Resobution (] Length Racket length (byles)
b Protocol L]  Sequence number Custom tCpseq
b Siatigtecy L] Source Pon Custom udip srcport
Advanced O Destination Pod Cuslom udp.dstpoet
E -
§ ¥ |
[ox ] coma et

O resultado:



identification

Bx150e (5390)
fxfdbl (549440
Bx1512 (5394)

@xfdbl (64945)

fafdbl (64947
Bx1513 (5395)
fcfdbd (64948)

Bx1516 (5398)

dxfdbb (64958)
Ax1517 (5399)
Bxtdb? (6495%1)
Ax1518 (5408)
pxfdba (64952)

Bx151b (5483)

Bxfdba (64954)
Hxiolc (5484 )
Bxfdbb (64955)
fxl51d (5485)
BcBa3d (2612)
fxfdbe (64956)

51f (5487)

sl FE FAETAN

w Frame 23988: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2009 16: 3:21.785130080 Central European Daylight Time

Etapa 3. Crie uma versao de texto da captura (Arquivo > Exportar Dissecdes de Pacote > Como
Texto sem Formatacéo...), conforme mostrado na imagem:



;l'-".l'irc-shazk
File Edit View Go Captwe Analyze Statistics Telephony Wireless Tools Help

Open Cirl 0 S aaall

Open Recent ¥

Merge... 1
I I
Close Cirl =\

Save Cirle5

Save As.. Ctrl «Shift+5

File Saq F

Export Packet Bytes_.. Ctrl #Shift+X As OV
Export PDUs to File... As " Arrays...

Desmarque as opgdes Incluir titulos de coluna e Detalhes do pacote para exportar apenas os
valores do campo exibido, como mostrado na imagem:

Packet Range Packet Format
O Captured @) Displayed ] Packet summary line

(®) All packets 16514 W
(") Selected packet 1 [ Packet detais:

Marked packets e

First to last marked
(O Range: | 0 [[] Packet Bytes

Remowe lgnored packets El Each packet on a new page

Etapa 4. Classifique os pacotes nos arquivos. Vocé pode usar o comando Linux sort para fazer
issO:

<#froot>

#

sort CAPl IDs > filel.sorted
#

sort CAPO IDs > file2.sorted



Etapa 5. Use uma ferramenta de comparagao de texto (por exemplo, WinMerge) ou o comando
Linux diff para encontrar as diferengas entre as 2 capturas.

0x0a3d (2621) 0x0a3d (2621)
0x0a3e (2622) Ox0a3e (2622)
Ox0a3f (2623) 0x0a3f (2623)
0x0ad40 (2624) 0x0a40 (2624)
Ox0adl (2625) _ 0x0adl (2625)
0x0ad42 (2626) WinMerge X | loxoa42 (2626)
0x0ad43 (2627) . 0x0a43 (2627)
0x0ad44 (2628) The selected files are identical. 0x0ad44 (2628)
0x0ad45 (2629) : 0x0a45 (2629)
0x0ad46 (2630) [Jpon't display this message again. 0Ox0a46 (2630)
0x0a47 (2631) 0x0a47 (2631)
0x0a48 (2632) 0x0a48 (2632)
0x0a49 (2633) 0x0a49 (2633)
0x0ada (2634) 0x0ada (2634)
0x0adb (2635) 0x0adb (2635)
Ox0adc (2636) Ox0ade (2636)
0x0add (2637) 0x0add (2637)
Oxlade (2638) Ox0ade (2638)
(Ciar M= A F (R XS X=1 NarNi= AF fDE3ah
< > | <

kn: 27 Col: 14/14 Ch: 14/14 1252 Win Ln: 23955 Col: 1/1 Ch: 1/1 1252

Nesse caso, as capturas CAPI e CAPO para o trafego de dados FTP sao idénticas. Isso prova
que a perda de pacotes nao foi causada pelo firewall.

Identificar perda de pacotes upstream/downstream.

4 2019-10-16 16:13:47.173060 192.168.2.220 192.168.1.220 66 58494 + 2388 [ACK] Seq=2157030682 Ack=2224316912 Win=29312 Len=0 TS5val=3577201508 TSecr=4264384
5 2019-18-16 16:13:47.179388 192.168.1.220 192.168.2.220 1314 2388 + 54404 [ACK] Seq=2224316912 Ack=2157030682 Win=66048 Len=1243 TSval=4264384 TSecr=3577291588
6 2919-18-16 16:13:47.1508829 192.168.2.278 192.168.1.228 66 54494 + 3388 [ACK] 5eqe2157030682 Ack=2224315160 Win=32128 Len=@ TSvals=3577291518 TSecr=4264384

8 2819-18-16 16:13:47.188456 192.168.1.229 192.168.2.228 1314 2388 + 54404 [ACK] Seqe2224320656 Ack=2157030682 Win=66848 Len=1248 TSval=4264384 TSecr=3577291518

9 2019-10-16 16:13:47.180746 192.168.2.220 192.168.1. 220 TCP 78 [TCP Window Update] 54454 + 2388 [ACK] Seq=2157030682 Ack=2224318160 Win=35072 Len=0 TSval=357729151]
18 2819-18-16 16:13:47.188822 192.168.2.23@ 192.168.1.228 TCP 78 [TCP Window Update] 54494 + 2388 [ACK] Seq=21570830682 Ack=2224318160 Win=37888 Len=@ TSval=357729151]
12 2019-10-16 16:13:47_490407 192.168.2.220 192.168.1.220 TP 66 54404 4+ J3BB [ACK] Seq=2157030682 Ack=2224321904 Win=48830 Len=0 TSval=3577201820 TSecr=4264415

13 2919-18-16 16:13:47.408319 192.168.1.220 192.168.2. 2208 TCP 1314 2388 + 54494 [ACK] Seqe2224321904 Ack=2157030682 Wins66048 Len=1248 TSval=4264415 TSecr=3577291820

15 2819-18-16 16:13:47.498956 192.168.1.23@ 192.168.2.228 TCP 1314 2388 + 54494 [ACK] Seqe2224325648 Ack=2157930682 Win=66848 Len=1248 TSval=4264415 TSecr=3577291818
W IRIG-TA-TA 1613047 4012484 19T ARR. 200 192 AGR. 1. 220 e A6 54404 & JIRR TACK D SenePIGTRMGRAD Acke?I24303152 Winedi7Th L onefl TSvaleiR77201821 TSarre42id415

Pontos principais:

1. Este pacote € uma Retransmissao TCP. Especificamente, € um pacote TCP SYN enviado do
cliente para o servidor para Dados FTP em Modo Passivo. Como o cliente reenvia o pacote e
vocé pode ver o SYN inicial (#1 do pacote), o pacote foi perdido upstream para o firewall.

_ TCP SYN (packet #1) - x/ Server
Client /7 192.168.1.220 __

192.168.2.220

INSIDE OUTSIDE

TCP SYN Retransmission (packet #2)

Nesse caso, existe a possibilidade de que o pacote SYN tenha chegado ao servidor, mas o
pacote SYN/ACK tenha sido perdido no caminho de volta:



TCP SYN (packet #1)

Server

192.168.2.220

INSIDE —@_ OUTSIDE

-
4 Tcp sYN/ACK

b

TCP SYN Retransmission (packet #2)

2. Ha um pacote do servidor e o Wireshark identificou que o segmento anterior nao foi
visto/capturado. Como o pacote ndo capturado foi enviado do servidor para o cliente e nao foi
visto na captura do firewall, isso significa que o pacote foi perdido entre o servidor e o firewall.

Packet sent
Client ) S i zszeor "
. " g "

192.168.2.220

INSIDE OUTSIDE

-

(@ N

%ket sent

—

A )

Isso indica que ha perda de pacotes entre o servidor FTP e o firewall.

Acao 2. Faga capturas adicionais.

Facga capturas adicionais junto com as capturas nos endpoints. Tente aplicar o método divide and
conquer para isolar ainda mais o segmento problematico que causa a perda de pacotes.

e, Time Source Destinstion Pratacsl Length  Info
155 20819-19-16 16:13:51.740845 192.168.1.220 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
156 2019-18-16 16:13:51. 749860 192.168.1.220 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
157 2019-18-16 16:13:51. 749872 192.168.1.228 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
158 20819-18-16 16:13:51.758722 192.168.2.220 192.168.1.220 TCP 66 54494 + 2388 [ACK] Seq=2157@30682 Ack=2224385552 Win=186480 Len=@ TSv
159 2819-19-16 16:13:51.758744 192.168.1.228 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
166 2019-18-16 16:13:51. 758768 192.168.2.228 192.168.1.226 TCP 66 54-494 + 2388 [MK] Seq=2157030682 Ack=2224386808 Win=183424 Len=8 TSvi

161 20619-18-16 16:13:51. 758782 192.168.1.220 192.168.2.220 .. 1371 i et (PAS‘.I'} (RETR ¥Lle15mh)

163 2019-18-16 16:13:51.751824 192.168.1.220 192.168.2.228

165 2819-18-16 16:13:51.751402 192.168.1.220 192.168.2.220 FTP-DA.. 131 FTP Data: 1248 byte PASV} (RETR ﬁle15mb) _

[ Frame 167: 1314 bytes on wire (10512 bits), 1314 bytes captured (18512 bits) on interface 8
Ethernet II, Src: Veware _30:2b:78 (00:0c:29:30:2b:78), Dst: Cisco 9d:89:9b (50:3d:e5:94:89:9b)
Internet Protocol Version 4, Src: 192.168.1.220, Dst: 192 168.2,270

» Transmission Control Protocol, Src Port: 2388, Dst Po 94 1 Seq: 2224386808 Ack: 2157830682, Len: 1248

FTP Data (1248 bytes data)
frr s
[Setup method: PASW]
[Command: RETR filelSmb]
Command frame; 40
[Current working directory: /]
> Line-based text data (1 lines)

Pontos principais:

1. O receptor (o cliente FTP, nesse caso) rastreia os numeros de sequéncia TCP recebidos.
Se detectar que um pacote foi perdido (um numero de sequéncia esperado foi ignorado), ele
gerara um pacote ACK com o ACK='expected sequence number that was skipped'. Neste
exemplo, Ack=2224386800.



2. O ACK Dup dispara uma retransmissao rapida de TCP (retransmisséo dentro de 20 ms
depois que um ACK Duplicado é recebido).

O que significam ACKs duplicados?

» Alguns ACKs duplicados, mas nenhuma retransmissao real, indicam que é mais provavel
que existam pacotes que cheguem fora de ordem.

» ACKs duplicados seguidos de retransmissdes reais indicam que ha alguma quantidade de
perda de pacotes.

Acéo 3. Calcule o tempo de processamento do firewall para pacotes de transito.

Aplique a mesma captura em 2 interfaces diferentes:

<#root>
firepower#

capture CAPlI buffer 33554432 interface |INSIDE match tcp host 192.168.2.220 host 192.168. 1. 220

firepower#

capture CAPlI interface QOUTSI DE

Exportar a captura verifica a diferenca de tempo entre os pacotes de entrada vs de
saida

Caso 7. Problema de conectividade de TCP (Corrupgao de pacote)

Descricao do problema:

O cliente sem fio (192.168.21.193) tenta se conectar a um servidor de destino (192.168.14.250 -
HTTP) e ha dois cenarios diferentes:

* Quando o cliente se conecta ao Ponto de Acesso (AP) 'A’, a conexao HTTP nao funciona.
» Quando o cliente se conecta ao Ponto de Acesso (AP) 'B', a conexao HTTP funciona.

Esta imagem mostra a topologia:



A A
—
% B

IP orig.: 192.168.21.193

Client
192.168.21.193

Fluxo afetado:

IP do Horario de Verao: 192.168.14.250

Protocolo: TCP 80
Capturar analise

Habilitar capturas no mecanismo LINA FTD:

<#root>
firepower#
capture CAPI int

firepower#

Server

192.168.14.250

S

INSIDE

INSIDE match ip host 192.168.21.193 host 192.168. 14. 250

capture CAPO int OUTSIDE match ip host 192.168.21.193 host 192. 168. 14. 250

Capturas - Cenario Funcional:

Como parametro, é sempre muito util ter capturas de um cenario em boas condicoes.

Esta imagem mostra a captura realizada na interface INSIDE do NGFW

iz, Time Source Cestinabion Predoced
12613-98-88 17:03:25.554582 192.168.21.193 192.168.14.258 TR
2 2013-98-08 17:03:25.555238 192.168.14.250 192.168.21.193 Tce
3 2013-08-08 17:03:25.579918 192.168.21.193 192.168.14.250 TCP
4 2813-98-88 17:93:25.841081 192.168.21.193 192.168.14.258 HTTP
5 2013-08-08 17:03:25. 8348466 192.168.14.250 192.168.21.193 TCp
6 2013-08-08 17:03:25.848527 192.168.14.250 192.168.21.193 HTTP
7 2613-08-98 17:03:25, 858445 197 .168.21.193 197.168.14,258 TCP
8 2013-08-08 17:03:34.391749 192.168.21.193 192.168.14. 258 HTTP
9 2013-08-08 17:03:34.395487 192.168.14.258 192.168.21.193 HTTP

192.168.14.250 TCP
192.168.14. 258 HTTP
192.168.21.193 HTTP

192.168.21.193
192.168.21.193
192.168.14.258

10 2013-08-08 17:03:34,606352
11 2813-98-88 17:03:40. 730661
12 7813-02-88 17:03:48.741538

Length  Info

66 1855 -+ 88 [SYN] Seq=1341231 Win=65535 Len=0 M55=1468 SACK_PERM=1
66 89 » 1055 [5YN, ACK] 5eq=1915787006 Ack=1341232 Win=64240 Len=0 MS5=1380 SACK_PERM=1
58 1855 -+ 88 [ACK] Seq=1341232 Ack=1015787807 Win=65535 Len=08

78 GET fttest html HTTR/1.1

1438 B8 » 1855 [ACK] Seq=1815787007 Ack=1341544 Win=563928 Len=1388 [TCP segment of a reassembled PDU]
698 HTTP/1.1 484 Mot Found (text/himl)
5§ 1055 + 80 [ACK] Seqe1341544 Ack«10915780027 Win=65535 Len=@

369 GET ftest.html HTTP/1.1

586 HTTP/1.1 208 0K (text/hitml)
58 1855 -+ 88 [ACK] Seqe1341855 Ack=1815789555 Wins65887 Lens@

483 GET /ftest.html HTTP/1.1

271 HTTP/1.1 384 Mot Modified

Esta imagem mostra a captura realizada na interface NGFW OUTSIDE.



Mo, Time Source Dwestination Protecol  Length  Dnfo

1 2@13-88-08 17:083:25.554872 192.168.21.193 192.168.14.250 TCP 66 1855 + 88 [SYN] Seqs1839809324 Win=65535 Len=0 MS5=1380 SACK_PERM=1
2 7@13-88-08 17:83:25.555177 192.168.14. 258 192.168.21.193 TP 66 82 + 1855 [SYN, ACK] Seq=5211BB628 Ack=1839E00325 Win=64248 Len=@ M55=14568 SACK_PERM=1
2 2013-08-08 17:03:25.579926 192.168.21.193 192.168.14.250 TP 58 1055 + 80 [ACK] Seq=1839309325 Ack=521138629 Win=65535 Len=0
4 2913-88-08 17:83:25.841112 192.168.21.193 192.168.14.250 HTTP 370 GET /ttest.html HTTP/1.1
5 2013-88-08 17:03:25.848451 192.168.14. 258 192.168.21.193 TCP 1438 88 » 1855 [ACK] Seq=521188629 Ack=1839800617 Win=63928 Len=1388 [TCP segment of a reassembled PDU]
6 2913-03-08 17:03:25,848512 192.168.14, 250 192.168.21.193 HTTP 698 HTTP/1.1 484 Not Found (text/html)
7 2013-08-08 17:03:25.858476 192.168.21.193 192.168.14.250 TP 58 1055 + 80 [ACK] 5eq=1839800637 Ack=521190649 Win=65535 Len=0
B 2913-88-88 17:83:34,.391779 192.168.21.193 192.168.14.25@ HTTP 369 GET ftest.html HTTR/1.1
0 2013-68-08 17:03:34. 305456 192.168.14. 258 102.168.21.193 HTTP SB6 HTTP/1.1 2088 0K (text/himl)
18 7@13-83-08 17:83:34.686368 192.168.21.193 192.168.14.250 TCP 58 1855 + 80 [ACK] Seqe1839300948 Ack=521191177 Win=65087 Lens@
11 2913-08-88 17:03:40. 7309646 192.168.21.193 192.168.14._250 HTTP 483 GET ftest.himl HTTR/1.1
-8

12 2913-08 17:03:40,741523 192.168,14, 258 192.168.21.193 HTTP 27TLHTTR/1.1 384 Not Modified

Pontos principais:

1. As duas capturas sao quase idénticas (considere a aleatorizagao ISN).

2. Nao ha indicagdes de perda de pacotes.

3. Nenhum pacote fora de servigo (OOOQO)

4. Ha 3 solicitagcbes HTTP GET. O primeiro recebe uma mensagem de redirecionamento 404
‘Nao encontrado’, o segundo recebe uma mensagem de redirecionamento 200 ‘OK’ e o
terceiro recebe uma mensagem de redirecionamento 304 ‘Nao modificado’.

Capturas - Cenario de falha conhecida:

O conteudo da captura de entrada (CAPI).

No. Time Source Destination Frotocal  Length  nfo
1 2913-88-88 15:33:31.989193 192.168.21.193 192.168.14.258 TCP 66 3872 + BB [SYN] Sequd231766828 Winw65535 Lens MS5=1468 SACK_PERMsl
2 2913-08-88 15:33:31.909B49 192.168.14.250 192.168.21.193 TCPo 66 80 = 3B72 [SYN, ACK] Seq=B67575050 Ack=4231766829 Win=564248 Len=@ MS5=1380 SACK_PERM=1
3 2013-88-68 15:33:31.913267 192.168.21.193 192.168.14.250 TCP 66 3872 + B8 [ACK] Seq=4231766829 Ack=86757596@ Win=65535 Len=2[Malformed Packet]

4 2913-08-08 =33:31_913649 19%.168.14.2 19%.168.21. HTTP 222 HTTP/1.1 460 Bad Request (text/html)

p

B 2813-88- ©33:34.894713 . -21. . .14, 60 3872 » BB [ACK] Seq=4231767140 Ack=867576125 Win=65371 Len=2

11 2913-08- 133:35.118234 .168.21. .168.14. 66 3873 + B8 [SYN] Seq=2130836820 Win=65535 Len=@ MS5=1460 SACK_PERM=1
12 2913-88- :33:35.118737 .168.14, 92.168.21.15 66 80 » 3873 [SYN, ACK] Seq=2991287216 Ack=2130836821 Win=04248 Len=0 M55=1380 SACK_PERM=1
13 2913-88- :33:35.121575 - -21. - .14. 6@ 3873 + B8 [ACK] Seq=2138336821 Ack=2991287217 Win=65535 Len=2[Malformed Packet]

15 2813-88- 233:35.1218% . -14. . =21, 222 HTTP/1.1 400 Bad Request (text/himl)
16 2013-88- =33:35.124657 S168.21. . -14. 60 3073 » BB [ACK] Seq=2138837134 Ack=2091287382 Win=65371 Len=2

Pontos principais:

1. H4 um handshake triplo do TCP.
2. Ha retransmissodes de TCP e indicagcdes de perda de pacotes.
3. Ha um pacote (TCP ACK) que é identificado pelo Wireshark como Malformado.

Esta imagem mostra o conteudo da captura de saida (CAPO).

No. Time Source Bestinaban Frotocol  Length  info
1 2013-08-88 15:33:31.9989514 192.168.21.193 192.168.14.258 TP 66 3072 » 80 [SYN] Seq=230342488 Win=65535 Len=@ MS5=1388 SACK_PERM=1
2 2913-88-88 15:33:31.009824 192.168.14,258 192.168.21.193 e o 66 B + 3872 [SYN, ACK] Seq=268013986 Ack=210342480 Win=64248 Len=8 MS5=1460 SACK_PERM=1
3 2613-08-08 15:33:31.913298 192.168.21.193 192.168.14.258 TP 608 3072 + 80 [ACK] Seq=230342489 Ack=268813087 Win=65535 Len=2[Malformed Packet] e

4 2913-08-88 15;33:31.913633 192.168.14, 258 192,168.21.193 HTTP 222 HTTP/1.1 400 Bad Request (text/html)

& 2913 :33:34.894759 - -21. . .14, 68 3872 + 80 [ACK] Seq=2303428500 Ack=268014152 Win=65371 Len=2

11 2913-08-88 15:33:35.118524 192.168.21.193 192,168,14,258 TcP 66 3073 + 80 [SYN] Seqe2731219422 Wins65535 Lens@ MSS#1380 SACK_PERMs1

12 2913-88-88 15:33:35.118787 192.168.14.250 192.168.21.193 e 66 80 + 3873 [SYN, ACK] Seq=2453407925 Ack=2731219423 Win=64248 Len=0 M55=1468 SACK_PERM=1
13 2913-88-88 15:33:35.121591 192.168.21.193 192.168.14.258 TCP 68 3873 + 30 [ACK] Seq=2731219423 Ack=2453487926 Win=65535 Len=2[Malformed Packet]
15 2913-88-88 15:33:35.121865 192.168.14, 250 192.168.21.193 HTTP 222 HTTP/1.1 488 Bad Request (text/html)

16 2813-88-88 15:33:35.124673 192.168.21.193 192.168.14.258 TCP 68 3973 -+ 88 [ACK] Seq=2731219736 Ack=2453488091 Win=65371 Len=2

Pontos principais:



As duas capturas séo quase idénticas (considere a aleatorizagao ISN):

1. H4 um handshake triplo do TCP.
2. Ha retransmissodes de TCP e indicagdes de perda de pacotes.
3. Ha um pacote (TCP ACK) que ¢ identificado pelo Wireshark como Malformado.

Verifique o pacote malformado:

Ho. Time Sourge Destination Protocel  Length  Info

12013-68-68 15:33:31.909193 192.168.21.193 192.168.14.256 TCP 66 3072 + 88 [SYN] Seq=4231766828 Win=565535 Len=8 M55=1468 SACK_PERM=1
2 2013-08-98 15:33:31,900840 192.168.14.250 192.168.21.193 TCP 66 80 » 3072 [SYN, ACK] Seq=B67575950 Ack=4231766829 Win=64240 Len=0 M55=1380 SACK_PERM=1
3 2013-88-88 15:33:31.913267 192.168.21.193 192.168.14.258 TCP 60 3872 = 88 [ACK] Seq=4231766829 Ack=867575960 Win=65535 Len=2[Malformed Packet]

Frame 3: 68 bytes on wire (480 bits), 68 bytes captured (480 bits)
Ethernet II, Src: BelkinIn_63:90:f3 (ec:1a:59:63:98:f3), Dst: Cisco 61:cc:9b (58:8d:89:61:cc:9b)
» $02.1( Virtual LAN, PRI: @, DEI: @, ID: 20
» Internet Protocol Version 4, Src: 192.168.21.193, Dst: 192.168.14.258
~ Transmission Control Protocol, Src Port: 3872, Dst Port: B0, Seq: 4231766829, Ack: B6757596@, Len: ze
Source Port: 3872
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: 2]
Sequence number: 4231766829
[Mext sequence number: 4231766831]
Acknowledgment number: 867575968
8121 .... = Header Length: 20 bytes (5}
» Flags: 9x010 (ACK)
Window size value: 65535
[Calculated window size: 65535]
[Window size scaling factor: -2 (mo window scaling used)]
Checksum: @x@81bf [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
» [SEQ/ACK analysis)
» [Timestamps]

TCP payload (2 bytes) 0
w q—
v [Expert Info (Error/Malformed): formed Packet (Exception occurred)]

[Malformed Packet (Exception occurred)]
[Severity lewvel: Error]
[Group: Malformed]

58 8d @9 61 cc 9bec la 596398 f3 Bl @A OB 14 X a - Yoo
08 99 45 00 B0 2a 7F 1d 40 0O 80 PG dS5 ad ¢ a8 E.-*.. @
20 15 ¢l <@ a8 Oe fa Bc 80 0@ 50 fc 3b 33 BB oo oPage-3e
8030 28 98 50 10 ff ff 61 bf oo oo HID (Peeeee M

Pontos principais:

1. O pacote é identificado como Malformado pelo Wireshark.
2. Ele tem um comprimento de 2 bytes.

3. Ha um payload TCP de 2 bytes.

4. O payload € de 4 zeros extras (00 00).

Acodes recomendadas

As agdes listadas nesta sec¢ao tém como objetivo restringir ainda mais o problema.

Acéao 1. Faga capturas adicionais. Inclua capturas nos endpoints e, se possivel, tente aplicar o
método divide and conquer para isolar a origem da corrupgao de pacotes, por exemplo:



|
Capture at client !,q l A

Client [ —

192.168.21.193

S

g =
ﬁ_

B

Server
192.168.14.250

INSIDE

OUTSIDE

Nesse caso, os 2 bytes extras foram adicionados pelo driver de interface do switch 'A' e a solugao

foi substituir o switch que causa a corrupgao.

Caso 8. Problema de conectividade UDP (pacotes ausentes)

Descricao do problema: as mensagens Syslog (UDP 514) ndo sao vistas no Servidor Syslog de

destino.

Esta imagem mostra a topologia:

Syslog Server

192.168.1.x/24 192.168.2.x/24 10.10.1.73
E1/2 E1/3.202 —
e INSIDE IOUTSIDE "
. . - =
71
| EIGRP AS 1,

4 Syslog Client

Fluxo afetado:
IP orig.: 192.168.1.81
IP do Horario de Verao: 10.10.1.73

Protocolo: UDP 514
Capturar analise
Habilitar capturas no mecanismo LINA FTD:

<tfroot>

firepower#

capture CAPl int INSIDE trace match udp host 192.168.1.81 host 10.10.1.73 eq 514



firepower#

capture CAPO int QUTSIDE match udp host 192.168.1.81 host 10.10.1.73 eq 514

As capturas de FTD nao mostram pacotes:

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog

capture CAPO type raw-data interface OUTSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog

Acodes recomendadas

As agdes listadas nesta sec¢ao tém como objetivo restringir ainda mais o problema.
Acéo 1. Verifique a tabela de conexao do FTD.

Para verificar uma conexao especifica, use esta sintaxe:

<#root>
firepower#
show conn address 192.168.1.81 port 514

10 in use, 3627189 most used
Inspect Snort:
preserve-connection: 6 enabled, 0 in effect, 74 most enabled, 0 most in effect

uDP
I NSI DE
10.10.1.73:514
I NSI DE
192.168.1.81:514, idle 0:00:00, bytes
480379697
, flags -
o)

N1



Pontos principais:

1. As interfaces de entrada e saida sdo as mesmas (curva-U).

2. O numero de bytes tem um valor significativamente grande (~5 GBytes).

3. A marca "0" indica o descarregamento em fluxo (fluxo acelerado HW). Essa € a razao pela
qual as capturas de FTD ndo mostram nenhum pacote. O descarregamento de fluxo é
suportado apenas nas plataformas 41xx e 93xx. Nesse caso, o dispositivo € um 41xx.

Acao 2. Faga capturas no nivel do chassi.

Conecte-se ao gerenciador de chassi do Firepower e habilite a captura na interface de entrada
(E1/2 nesse caso) e nas interfaces do backplane (E1/9 e E1/10), conforme mostrado na imagem:

FP41xx

E1/2

Capture

Point 2

FTD Snort engine

Capture Internal
Point 1 Switch E1/9
Fx0S5) — .
( ) FTD LINA engine
y {10
~ L El

Capture
Point 3

Overview Interfaces Logical Devices Security Engine Platform Settings

System  Tools Help  admin

Select an instance: w
[ mzafeira_FTD | Session Name®
Selected Interfaces Ethemnatl/2
Buffer Size 256 MB w
Snap bength: 1518 Bytes
Etherrnet 1/2
Stare Packets EEl e
Capture On Al Backplane Ports =
W 5] v
FTD Capture Filter Captura &
Etharnat]/3 Ethemetl,0, Ethemet1/10

apply another Filter  Creale Filtac

Ethsirragt 1)1

Depois de alguns segundos:



Filter List

=@

Etharnetl/10
Ethernetl/9

Ethernetl/2

CAPI

Drop Count: 40103750

276

Dperational State: DOWRN - Memory_Overshoot

CAPI-etharnet-1-10-0.peap mzafeiro_FTD

132276060

136234072

CAPI-ethernat-1-9-0.pcap mzafeira_FTD:

CAPI-atharnat-1-2-0.pcap mzafaira_FTD

‘Q Dica: no Wireshark, exclua os pacotes marcados com VN para eliminar a duplicacao de
pacotes no nivel da interface fisica

Antes:

[« [« [«

M Cam-ethernet-1-2-0peap

Am @

T HE QesEF L

file Edit Yiew Go Capture Analyze Statistics Telephony

Wireless Jools Help

Qaan

N [lipcéy o display filtar ...

<Chrk->

Nao. Tima

38,8532
4 0,000
5 0.5216
6 0, 0000
T o597
g 0, 0008,

11 8.1520_
13 ©. 8000
13 ©. 86086
14 6.0000_
15 8.1655_
16 B.0000_
17 B.0000_
18 0.0000._
19 9.0003.
28 0, 8009...

Source

Vimware _85:4f:ca
Vimware 85:4f:ca
Vimware 85:2f:00
Vimware 85:2f:00
Vimware _85:2f:00
Vimware_85:2f:00

Vimare_85:2:008
Vimiare_85:2F:00
Vimware_85:4F:ca
Vmware_85:4F:ca
192168 .9.161
192.168.9.161
192.168.9.1681
192.168.9.181
192.168.9.181
192.168.9.181

Destination

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Broadcast
Broadcast
Broadcast
Broadcast
173.38. 280 . 184
173.38. 280 . 184
173.38. 280 . 1084
173.38. 280, 104
173.38. 209,104
173,38, 280,104

Proftocol Length Info

ARP
ARP
ARP
ARP
ARP
ARP

ARP
ARP
ARP
ARP
DS
DS
DS
DS
DS
D5

1117 Tell 192.168.183.112
1117 Tell 182.168.163.112
Tell 18.16.16.16
Tell 18.16.16.16
Tell 19.16.16.16
Tell 1@.18.18.16

192.168.183,
192.168.183.
18.18.18.1¢
18.18.18.1¢
18.18.18.1¢
19.18.18.1¢7

78 Whe
64 Who
78 Who
G4 Who
78 Who
64 Whe

has
has
has
has
has
has

Tell 10.16.106.18

Tell 18.18.18.18

78 Who has 192_168.183.1117 Tell 192.168.163.112
64 Who has 192_168.183.111? Tell 192.168.183.112

9] Standard query Budad9f A 2.debian_pool.ntp.org

85 Standard query Oxda®f A 2.debian.pool.ntp.org

91 Standard query Oxdafd AAAA 2.debian.pool.ntp.org
85 Standard query Bxdafd AAAA 2.debian.pool.ntp.org
91 Standard query Bxdadf A 2.debian.pool.ntp.org

85 Standard query Bxdadf A 2.debisn.pool.ntp.org

19.18.18.17
19.18.18.17

78 Who
B4 Who

has
has

Apos:




‘ CAPl-ethernet-1-2-0.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help

AW i@ RE QuwEFL T Eaaqq

[ Tsyslog 8 tuntag

B Time Source Destination Frotoool Length  Timetolve  Info

| 1334 9. 000800800 192.168.1.81 19.10.1.73 Syslog 147 255 LOCALA.DEBUG: Oct 15 2019 @7:47:17: ¥ASA-7-6@9002: Teardown local-host identity:192.168.1.81 dur
1336 8. 0647887 192.168.1.81 16.10.1.73 Syslog 147 254 LOCALA.DEBUG: Oct 15 2019 67:47:17: XASA-7-6200802: Teardown local-host identity:192_168.1.81 dur
1338 @.009150 192.168.1.81 10.10.1.73 Syslog 147 253 LOCAL4.DEBUG: Oct 15 2819 07:47:17: KASA-7-689082; Teardown local-host identity:192.168.1.81 dun
1348 8.888128919 192.168.1.81 18.18.1.73 Syslog 131 255 LOCAL4.DEBUG: Oct 15 2019 67:47:17: XASA-7-609881: Built local-host NET_FIREWALL:192.168.1.71\n
1342 0. 080002839 192.168.1.81 18.10.1.73 Syslog 147 252 LOCALA.DEBUG: Oct 15 2019 87:47:17: ¥ASA-7-680802: Teardown local-host identity:192.168.1.81 dur
1344 8. 880137974 192.168.1.81 16.10.1.73 Syslog 131 254 L4.DEBUG: Oct 15 2819 87:47:17: BASA-T-609281: Built local-host NET_FIREWALL:192.168.1.71%n
1346 8. 880802758 192.168.1.81 18.10.1.73 Syslog 147 251@4.“5%: Oct 15 2019 67:47:17: XASA-7-600002: Teardown local-host identity:192.168.1.81 dur
1348 8.000261845 192.168.1.81 19.10.1.73 Syslog 111 253 L4.DEBUG: Oct 15 2819 87:47:17: ¥ASA-7-689801: Built local-host NET_FIREWALL:192.168.1.71\n
1350 0. 080002736 192.168.1.81 18.108.1.73 Syslog 147 258 LOCAL4.DEBUG: Oct 15 2019 87:47:17: XASA-7-680082: Teardown local-host identity:192.168.1.81 dur
1352 8. 864798149 192.168.1.81 16.18.1.73 Syslog 208 255 LOCALA. INFO: Oct 15 2019 87:47:17: XASA-6-382028: Built inbound ICMP connection for faddr 192.16&
1354 8. 888498621 192.168.1.81 18.10.1.73 Syslog 131 252 LOCAL4.DEBUG: Oct 15 2019 67:47:17: ¥ASA-7-609081: Built local-host NET_FIREWALL:192.168.1.71\n
1356 8. 0900802689 192.168.1.81 18.10.1.73 Syslog 147 249 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-600002: Teardown local-host identity:192.168.1.81 dur
1358 0. 000697783 192.168.1.81 19.18.1.73 Syslog 135 255 LOCALA.INFO: Oct 15 2819 @7:47:17: XASA-6-302021: Teardown ICMP connection for faddr 192.168.1.7
1360 8. 984590762 192.168.1.81 10.10.1.73 Syslog 151 255 LOCALA.DEBUG: Oct 15 2019 @7:47:17: XASA-T-600002: Teardown local-host NET_FIREWALL:192.168.1.71
13562 8. 000002728 192.168.1.81 19.10.1.73 Syslog 208 254 LOCALA,INFO: Oct 15 2819 @7:47:17: XASA-6-302020: Built inbound ICMP connection for fadde 192.16
1364 8. 990499914 192.168.1.81 18.19.1.73 Syslog 131 251 LOCAL4.DEBUG: Oct 15 2019 87:47:17: ¥ASA-7-609881: Built local-host NET_FIREWALL:192.168.1.71\n
1366 0. 0806597761 192.168.1.81 18.10.1.73 Syslog 147 248 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-6000802: Teardown local-host identity:192.168.1.81 dur
1368 0.000169137 192.168.1.81 10.10.1.73 Syslog 195 254 LOCALA. INFO: Oct 15 2819 @7:47:17: XASA-6-302021: Teardown ICMP connection for faddr 192.168.1.7
1378 8. 888433196 192.168.1.81 18.10.1.73 Syslog 151 254 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-689082: Teardown local-host NET_FIREWALL:192.168.1.71
1372 0.000498718 192.168.1.81 19.10.1.73 Syslog 208 253 LOCALA.INFO: Oct 15 2019 @7:47:17: XASA-6-302020: Built inbound ICMP connection for faddr 192.16)
1374 0. 080002849 192.168.1.81 18.10.1.73 Syslog 131 250 LOCALA.DEBUG: Oct 15 2019 87:47:17: ¥ASA-7-620001: Built local-host NET_FIREWALL:192.168.1.71\n
1376 0. 000596345 192.168.1.81 10.10.1.73 Syslog 147 247 LOCALA.DEBUG: Oct 15 20190 07:47:17: XASA-7-600002: Teardown local-host identity:192.168.1.81 dur
1378 0. 980608157 192,168.1.81 18.10.1.73 Syslog 135 253 LOCAL4. INFO: Oct 15 2019 @7:47:17: XASA-6-302021: Teardown ICHMP connection for faddr 192.168.1.7
1388 . 000802772 192.168.1.81 18.10.1.73 Syslog 151 253 LOCAL4.DEBUG: Oct 15 2019 87:47:17: XASA-7-609082: Teardown local-host NET_FIREWALL:192.168.1.71
1382 0. 000600947 192.168.1.81 19.10.1.73 Syslog 208 252 LOCALA.INFO: Oct 15 2019 ©7:47:17: XASA-6-302020: Built inbound ICMP connection for faddr 192.16
1384 0. 000498808 192.168.1.81 19.10.1.73 Syslog 131 249 LOCALA.DEBUG: Oct 15 2019 ©7:47:17: %ASA-7-6@9801: Built local-host NET FIREWALL:192.168.1.71\n |

Pontos principais:

1. Um filtro de exibicdo € aplicado para remover duplicatas de pacotes e mostrar apenas

syslogs.

2. A diferenga entre os pacotes esta no nivel de microssegundos. Isso indica uma taxa de

pacotes muito alta.

3. O valor do Time to Live (TTL) diminui continuamente. Isso indica um loop de pacote.

192.168.1.x/24

E1/2
INSIDE

e |

192.168.2.x/24

E1/3.202
OUTSIDE

EIGRP AS 1)

192.168.1.81
Syslog Client

Syslog Server
10.10.1.73

=]

Acao 3. Use o packet-tracer.

Como os pacotes nao passam pelo mecanismo LINA do firewall, vocé nao pode fazer um
rastreamento ao vivo (captura com rastreamento), mas pode rastrear um pacote emulado com o

packet-tracer:

<#root>
firepower#
packet-tracer input

Phase: 1
Type: CAPTURE
Subtype:

I NSI DE udp 10.10.1.73 514 192.168.1.81 514



Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 25350892, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Phase: 5

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.81 using egress ifc INSIDE

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address a023.9f92.2a4d hits 1 reference 1

Phase: 7

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:
input-interface: |NSIDE

input-status: up
input-line-status: up

out put-interface: |NSIDE



output-status: up
output-line-status: up
Action: allow

Acéao 4. Confirme o roteamento FTD.

Verifique a tabela de roteamento do firewall para ver se ha algum problema de roteamento:

<#root>
firepower#

show route 10.10.1.73

Routing entry for 10.10.1.0 255.255.255.0
Known via "eigrp 1", distance 90, metric 3072, type internal
Redistributing via eigrp 1
Last update from 192.168.2.72 on

QUTSI DE, 0:03:37 ago

Routing Descriptor Blocks:
© 192.168.2.72, from 192.168.2.72,

0: 02: 37 ago, via OUTSI DE

Route metric is 3072, traffic share count is 1

Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes

Loading 29/255, Hops 1

Pontos principais:

1. A rota aponta para a interface de saida correta.
2. A rota foi aprendida ha alguns minutos (0:02:37).

Acéo 5. Confirme a disponibilidade da conexao.

Verifique o tempo de atividade da conexao para ver quando esta conexao foi estabelecida:

<#root>
firepower#
show conn address 192.168.1.81 port 514 det ai

21 in use, 3627189 most used
Inspect Snort:

preserve-connection: 19 enabled, 0 in effect, 74 most enabled, 0 most in effect
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,

b - TCP state-bypass or nailed,

C - CTIQBE media, ¢ - cluster centralized,

D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - initiator FIN, f - responder FIN,



- group, g - MGCP, H - H.323, h - H.225.0, I - dinitiator data,
- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, L - decap tunnel, M - SMTP data, m - SIP media
- 1inspected by Snort (1 - preserve-connection enabled, 2 - preserve-connection in effect)
- GUP, 0 - responder data, o - offloaded,

- 1inside back connection, p - passenger flow

- SQL*Net data, R - initiator acknowledged FIN,

UDP SUNRPC, r - responder acknowledged FIN,

- SIP, t - SIP transient, U - up,

- VPN orphan, v - M3UA W - WAAS,

- secondary domain backup,

- inspected by service module,

- per session, Y - director stub flow, y - backup stub flow,

- Scansafe redirection, z - forwarding stub flow

NX Xs<-4m”mOo s Z2x -0
I

UDP INSIDE: 10.10.1.73/514 INSIDE: 192.168.1.81/514,
flags -oN1, idle Os,

uptinme 3mi9s

, timeout 2mOs, bytes 4801148711

Ponto-chave:

1. A conexao foi estabelecida ha aproximadamente 4 minutos (isso ocorre antes da instalagéo
da rota EIGRP na tabela de roteamento)

Acéo 6. Limpe a conexao estabelecida.

Nesse caso, 0s pacotes correspondem a uma conexao estabelecida e sao roteados para uma
interface de saida errada; isso causa um loop. Isso se deve a ordem de operagdes do firewall:

1. Pesquisa de conexao estabelecida (tem prioridade sobre a pesquisa da tabela de
roteamento global).

2. Consulta de conversao de endereco de rede (NAT) - A fase UN-NAT (NAT de destino) tem
precedéncia sobre a pesquisa de PBR e de rota.

3. Roteamento baseado em politicas (PBR)

4. Pesquisa de tabela de roteamento global

Como a conexao nunca atinge o tempo limite (o cliente Syslog envia continuamente pacotes
enquanto o tempo limite de ociosidade de conexao UDP é de 2 minutos), é necessario limpar
manualmente a conexao:

<#root>
firepower#

cl ear conn address 10.10.1.73 address 192.168.1. 81 protocol udp port 514

1 connection(s) deleted.



Verifique se uma nova conexao foi estabelecida:

<#root>

firepower#

show conn address 192.168.1.81 port 514 detail | b 10.10.1.73.*192.168.1.81
ubpP

QUTSI DE

: 10.10.1.73/514

I NSI DE

: 192.168.1.81/514,
flags -oN1, idle 1ml5s, uptime 1ml5s, timeout 2mOs, bytes 408

Acéo 7. Configure o tempo limite de conexao flutuante.

Essa € a solucdo adequada para resolver o problema e evitar o roteamento nao ideal,
especialmente para fluxos UDP. Navegue até Devices > Platform Settings > Timeouts e defina o
valor:

SMTP Server H.323 | Default v |
SEME siP | Default v
SSL

SIP Media Default v
Syslog
Timeouts SIP Disconnect: Default -
Time Synchronization SIP Invite Default v
UCAPL/CC Compliance

SIP Provisional Media Default v
Floating Connection Custom v 0:00:30
Xlate-PAT Default v

Vocé pode encontrar mais detalhes sobre o timeout de conexao flutuante na Referéncia de
Comandos:

https://www.cisco.com/c/en/us/td/docs/security/asal/asa-cli-reference/T-Z/asa-command-ref-T-
Z.html#pgfld-1649892

Caso 9. Problema de conectividade HTTPS (Cenario 1)

Descricao do problema: a comunicacdo HTTPS entre o cliente 192.168.201.105 e o servidor
192.168.202.101 nao pode ser estabelecida

Esta imagem mostra a topologia:


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z.html#pgfId-1649892
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z.html#pgfId-1649892

Client Port-Address Translation (PAT) 192.168.202 lﬁr
192.168.201.111 , 192.168.202.11 __

OUTSIDE

INSIDE

Fluxo afetado:
IP orig.: 192.168.201.111
IP do Horario de Verao: 192.168.202.111

Protocolo: TCP 443 (HTTPS)

Capturar analise

Habilitar capturas no mecanismo LINA FTD:

O IP usado na captura EXTERNA ¢ diferente devido a configuragdo da conversao de endereco de
porta.

<#root>
firepower#
capture CAPl int INSIDE match ip host 192.168.201.111 host 192.168.202.111

firepower#

capture CAPO int QUTSIDE match ip host 192.168.202.11 host 192.168.202.111

Esta imagem mostra a captura realizada na interface INSIDE do NGFW:

6666 » 443 [ACK] Seq=2034865632 Ack=4086514532 Win=23312 Len=@ TSval=192658158 Tiecr=3119615616

PP cLicot vello

443 + 6666 [ACK] Seq=4886514532 Ack=2034B65868 Win=5192 Len=6 TSval=3119615816 TSecr=192658174
A43 + 6666 [RST] Seqed 532 3 )

1 64508 TSecr

8l=311

[P

49 2018-02-01 10:39:35.189046  192.168.201.111  192.168.202.111 TP Ta @x2F32 (12082)

41 2015-02-01 10:39:35.251695 192.168.291.111 192.168.202.111  TLSv1 326 Bx2f33 (12083)

A7 2015-92-01 10:39:35.252352  192.168.202.111  192.168.201.111 TP 7@ Buefba (61364)
17320 192_168.292.1 2. 168 TCP (55491)

43 2018-02-81 18: 78 Bxd8cd (55491)

12 Wine8192 Lensd TSv,

Pontos principais:

1. Had um handshake triplo do TCP.

2. A negociagao SSL ¢ iniciada. O cliente envia uma mensagem Hello do cliente.
3. Had um TCP ACK enviado ao cliente.

4. Ha um TCP RST enviado ao cliente.



Esta imagem mostra a captura realizada na interface NGFW OUTSIDE.

. Tume Souron Destination Proocel  Langth  Kentfication

efo
33 2012-02-01 18:39:35.188192  192.168.102.11 192.168. 202 111 TCR T8 eafl (11081) 15888 + 243 [SWN] Seqe2as938707 Wina29200 Lens0 MSS=1388 SACK PERMs1 TSvals152658158 TSeors@ Woe138
34 7018-02-0] 19:39:35. 188527 192.168.292.111  192.168.202.11 TR TR Sad0ed (@) 443 » 15880 [S¥N, ACK] SeqsI674405382 Ack=24B6938708 Win=2B968 Lensd MSS=1468 SACK_PERM=1 TSwal=3119615816 TSecrsl
35 M1E-02-01 10:39:35.169214 192.168. 702.11 192.168.397.111 TP 0 Gx2f32 (17082} 15880 + 443 [ACK] Seq=2486930708 Ack=3674405383 Win=29312 Lensd TSval=192658158 TSecr=3119615816

36 1015-02-011 18: 39:35. 252397 192,168, 702.11 192.168. 202 111 TLSv1 257 Bued36 (5E534) D client Hello

4 O1E-02-01 18:40:05. 317305

Pontos principais:

1. H4 um handshake triplo do TCP.

2. A negociacgdo SSL ¢ iniciada. O cliente envia uma mensagem Hello do cliente.
3. Ha retransmissdes de TCP enviadas do firewall para o servidor.

4. Ha um TCP RST enviado ao servidor.

Acoes recomendadas

As acgdes listadas nesta secao tém como objetivo restringir ainda mais o problema.
Acao 1. Faga capturas adicionais.

Uma captura feita no servidor revela que o servidor recebeu o Hellos do cliente TLS com
checksum TCP corrompido e o descarta silenciosamente (ndo ha TCP RST ou qualquer outro
pacote de resposta para o cliente):

[DF], proto TCP (6), length
um @xece5 (incorrect -= 5e » ack 1, 64, options [nop,nop,

> 192 202 . L sum 8x4dh i - X s . ack 1, 64, ions [nop,nop,
, length 187
8, o1

64, options [nop,
., win 64, options [nop,nop,
eq 2486930895, win 64, options [nop,nop,TS v

seq 3674405382, ac 930708, win 28966, o

Quando vocé junta tudo:

Nesse caso, para entender, ha uma necessidade de ativar no Wireshark a opg¢ao Validate the
TCP checksum if possible. Navegue até Edit > Preferences > Protocols > TCP, conforme
mostrado na imagem.



STP

STT
STUN
SUA

5V

SYMC
SYMCHROPH
Fynergy
Syl
T.2E
TACACS
TACACS+
TALl
AR
TCAP
TCP

TCPENCAP
£ >

M Wireshark - Preferences

Steam IHS D ~ | |

| Validate the TCP checksum if possible

Transmis=ion Control Frotocol
Shew TCP summary in protocol tree

[+] Allow subdissector to reassemble TCF streams
Analyze TCP sequence numbers

[[] relaten saquence numbers

Sealing facter 1o use when mol svailable e capbure | Not knssn
Track numbser of bytes in flight

Caloulste comeersation bmestamps

[] Try heuwristic sub-dessectors first

[] mnore TCP Timestamps in sumenary

Do not call subdissectors for ermor packets

TCP Experimental Options with & Magic Humber
[ misplay process formation via PFLX

TCF UDP poat (0

R

Nesse caso, é util colocar as capturas lado a lado para obter a imagem completa:

Ml eha

Fde Edit Wew Go Capewre Anaize Sitancs Telephony Wirelem Took Heln
dm:s e TRE Qe=sE = ne sl

+ 2=
W [Bepstremm o 1
o Time

50 2018-02-01 10:39:35, 183046 192,168,

Wi
41 H18-82-91 10:39: 35, 251695 192.168.201.11
4

1 WP
T
TLSwl
T

35 7018-02-81 10:39:35,180214 192, 168.702.11 192, 168. 202,111 70 8x2432 (12082)

A ZO18-02-91 10; 40:95 , 317 192, 168, 202,11 192, 168, 202,111 TCP 70 Oxd621 (54817
41 7018-02-01 10:40:06.700702 192, 168.382.111  1932.183.3902.11 78 80008 (8)

Pontos principais:

BT -| bprwmon. +

102 [TCP CHECKSUM v,
|, ACE] Seqe3578405353 Acke2435930708 Win=2!

1. Ha um handshake triplo do TCP. As IDs de IP sdo as mesmas. Isso significa que o fluxo n&o
foi intermediado por proxy pelo firewall.

2. Um Hello do cliente TLS vem do cliente com o ID IP 12083. O pacote recebe proxy do
firewall (o firewall, nesse caso, foi configurado com a Politica de descriptografia TLS) e a ID
IP é alterada para 52534. Além disso, a soma de verificagdo TCP do pacote € corrompida
(devido a um defeito de software que depois foi corrigido).

3. O firewall esta no modo Proxy TCP e envia um ACK ao cliente (que falsifica o servidor).




3% FNIE-02-90 10:¥901%, 18954 192,168, 202.11 152, 168,182, 111 TCP M 23z (12081) 15883 + 243 [ALK] Seqe28BEGI0008 Acks30T4405183 Wine29312 |

M6 Poi8-02-91 10:¥R:15, 25206T 192,168, M02.11 153, 168, 583, 111 TL5vl 257 GwcdBb (535340 Llient Hello
3

Internet Protocol Version 4, Src: 192.168. 32.11, Dst: 192.168. 302,111
w

Source Port: 15880

Destimatlon Port: 443

[Stresm index: 1]

[TOP Segment Len: 187]

Segquince musber: MES0I0PEE

[Mext sequence nusber: JEBE33089%)

Ackfeal pdpment nusber: 3674405383

LiEM) ... = Header Length: 32 bybes (B)
» Flags: @x018 (PSH, ALK}

Window sire walue: dd

|[Caleulated window skze: E192)

[Wirdoss sire scalimg factor: 128]

[Checksum Status: Bad]
[Calculated Checksum: Bu3Bbl]
Urpest pointer: @
 Options: (13 bytes), Wo-Operation (WOP), Mo-Operation (NOP), Timestamps
+ [SEQACK analysis]
[Timestamps]
TOP paylosd (187 bytes)
Secure Sockebs Layer

4. O firewall ndo recebe nenhum pacote TCP ACK do servidor e retransmite a mensagem

Hello do cliente TLS. Isso ocorre novamente devido ao modo Proxy TCP ativado pelo
firewall.

5. Apds ~30 segundos, o firewall desiste e envia um TCP RST para o cliente.
6. O firewall envia um TCP RST para o servidor.

Referéncia:

Processamento de handshake TLS/SSL do Firepower

Caso 10. Problema de conectividade HTTPS (Cenario 2)

Descri¢cao do problema: Falha no registro da licenga inteligente do FMC.

Overview Analysis Policles Devices Objects AMP Intelligence

| Configuration Users Domains Integration Updates Licenses * Smart Licenses Health * Monitoring ¥ Tools ¥

Error *®

Failed to send the message to the server. Please verify
the DS Server/MTTR Proxy settings.

are Manag

Welcome to Smart Licenses

Before you use Smart Licenses, obtain & registration token -
from Cisco Smart Software Manager, then click Register Bailate

Smart License Status

Esta imagem mostra a topologia:


https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071

EMC Cisco Licensing Portal

192.168.0.100

E h
| f
Fluxo afetado:
IP orig.: 192.168.0.100
Dst: tools.cisco.com
Protocolo: TCP 443 (HTTPS)
Capturar analise
Permitir a captura na interface de gestdo do CVP:
FMC Capture on FMC eth0 (mgmt) i|1ter‘racej Cisco Licensing Portal
92.168.0.100
k- Py

Tente se registrar novamente. Quando a mensagem de erro for exibida, pressione CTRL-C para
interromper a captura:

<#root>
root@firepower:/Volume/home/admin#
tcpdunmp -i ethO port 443 -s 0 -w CAP. pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

"C
264 packets captured
<- CTRL-C

264 packets received by filter
0 packets dropped by kernel

root@firepower:/Volume/home/admin#



Colete a captura do FMC (System > Health > Monitor, selecione o dispositivo e selecione
Advanced Troubleshooting), como mostrado na imagem:

Owverview Analysis Policies Devices Objects AMP Intelligence deploy ; Help » admin »

| Configuration Users Domains Integration Updates Licenses v Health » Monitor Monitoring Tools »

Advanced Troubleshooting

nn‘:mwt’-l

File Download

File CAP pcap

| oDownicad |[  pack |

A imagem mostra a captura FMC no Wireshark:

M crepeap
Eile Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
AR i@ I RBIQenwEFE S AQQAE
II |.-'1ppl',' a display filter ... <Ctrl-/>
Na. Time Source Destination Protacel  Length  Info
1 2019-10-23 87:44:59.218797 192.168.0.100 10.229.20.96 TLSvl.2 187 Application Data
2 2019-18-23 @7:44:59.220929 10.229.20.96 192.168.0.108 TLSw1.2 123 Application Data
3 2019-10-23 87:44:59.220960 192.168.0.108 16.229.20.96 TCP 54 443 » 64722 [ACK] Seq=13808971613 Ack=2615750168 Win=249 Len=0
4 2019-10-23 07:45:02.215376 192.168.0.100 10.229.20.96 TLSvl.2 167 Application Data
5 2019-18-23 07:45:02.217321 10.229.20.96 192.168.0.100 TLSvl.2 123 Application Data
6 2019-10-23 @7:45:082.217336 192.168.0.108 16.229.20.96 TCP 54 443 » 64722 [ACK] Seq=1380971666 Ack=2615750237 Win=249 Len=0
7 2019-10-23 07:45:05.215460 192.168.6.100 16.229.20.96 TLSv1.2 187 Application Data
8 2019-10-23 67:45:05.217331 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data
217345 192.168.0.100 18.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971719 Ack=2615750306 Win=242 Len=08

9 2019-18-23 87:45:85.

60 64784 + 443 [ACK] Seq=1002690285 Ack=3428959427 Win=66@48 Len=0
571 Client Hello

12 2019-10-23 @7:45:06. 218550 10.229.20.96 192.168.0.100

.Q Dica: para verificar todas as novas sessdes TCP que foram capturadas, use o filtro de
exibicao tcp.flags==0x2 no Wireshark. Isso filtra todos os pacotes TCP SYN que foram

capturados.
M CrPpcap
Eile Edit Yiew Go Capiure Analyze Jtatisics Telephony Wireless Jools Help
Am @ FRE Q«»EF2 Eaaall
H [tcp.ags= ntn
No. .'Fm .Soulu -Mﬁum .Prnln-ml -Lﬂw .lﬂfb

.Q Dica: aplique como coluna o campo Server Name do Hello do cliente SSL.



T3 2019-10-23 97:45; 14, 634051

* Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)

19, 168,89, 184

7E,163.4, 35

TLSw1 .2

571 Client Hello

» Ethernet II, Src: Viesare 18:d@:a? (80:0c:F9:10:d48:a7), Dit: Cisco_f6:1d:ae (@d:be:75:16:1d:8e)

» Imternet Protocol Version 4, Src: 192.168.9.106, Dst: 72.163.4.38
» Transmissicn Control Protocol, Src Port: 35752, Dst Port: 843, Seq: 2437943532, Ack: 2770078885, Len: 317

w Secure Sockets Layer
¥ TLSv1l.2 Record Layer: Handshake Protocol
Content Type: Handshake (22)

Wersfon: TLS 1.0 (@x0301) Excpand Al
Lemgth: 512 Collapse All
~ Hamdshake Protocol: Client Hello

Handshake Type: Client Hello (1) Lol
Length: 508 Apply ag Filer
Verdion: TLS 1.2 {0x@303) Frepane a Filier

» Random: FRA400 107438 T3B5056465320 Conmversation Filter
Session ID Lemgth: @ Colovize with Filser
Cipher Swites Length: 198 Follow

¥ Cipher Swites (50 suites)
Compression Methods Length: 1 Copy
Compression Methods (1 method) Shere Paciet Bytes
Extensions Lempth: 367 Export Packet Bytes...

w Extension: server_nase (len=20) Wiki Protecel Page

Type: server_name (@)
Length: 28
v Sarver Hese Indication extensior
Server Nese list lemgth: 18
Server Nome Type: host_nase |
Server Name length: 1%
Lerver Name: tools.cisco.com

Expand Subinsst
Collapge Subinges

Filier Fiekd Reference
Frotocol Preferences

Dok AL

G o Linked Packest

Shiv Linkoesd Pacioat an New Window

ff) Dica: aplique este filtro de exibicdo para ver apenas as mensagens de Hello do cliente

ssl.handshake.type ==

N | ssl.handshake.type == 1

Ha. Time Souree Destination

| 13 2919-18-23 87:45:06. 219386 18.220.28.96 192.168.8.188
23 2819-18-23 @7:45:06. 227258 18.229.28.96 192.168.9.108
48 2919-18-23 87:45:12. 486366 16.239.28.96 192.168.0.168
54 2619-18-23 87:45:12.412199 18.229.28.96 192.168.9.108
75 2819-18-23 87:45:14.634891 192.168.08.188 72.163.4.38
111 2619-18-23 87:45:25.136089 192.168.8.108 72.163.4.38
148 2019-19-23 87:45:35.637252 192.168.8.18@ 173.37.145.8
166 2019-19-23 87:45:46.136858 192.168.8. 1608 173.37.145.8
195 2819-16-23 @7:45:56.635438 192.168.8. 168 72.163.4.38
2308 2819-16-23 @7:46:87. 221567 16.229.208.96 192.168.9.168
248 2819-18-23 @7:46:87. 228486 18.229.28.96 192.168.9.108

Fratocol
TLSvl.2
TLSv1.2
TLSw1.2
TLSv1.2
TLSv1.2
TLSwl.2
TLSv1.2
TLSvl.2
TLSv1.2
TLSv1.2
TLSv1.2

Length  Server Name
571

Info
Client Hello

571
571
57
57
57
57
a7
57
37
571

.Cisco.com
.Cisco.com

.cisco.com
.Cisco.com
LC15C0. COm

Client
Client
Client
Client
Client
Client
Client
Client
Client
Client

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

%'A Observacgao: no momento em que este documento foi escrito, o portal Smart Licensing
(tools.cisco.com) usa estes IPs: 72.163.4.38, 173.37.145.8

Siga um dos fluxos TCP (Follow > TCP Stream), como mostrado na imagem.



7 -18- 7:45:14, g .8. 72, A, T a 7 .l 5 s e
5 2019-18-23 @7:45:14.634801 192.168.0.160 2.163.4.38 Lsvl.2 571 tools.cisco.cc N nera Facket

111 2019-18-23 87:45:25.136889 192.168.0. 100 72.163.4.38 TLSv1.2 571 tools.cisce.cc )
148 2019-18-23 87:45:35.637252 192.168.0. 1680 173.37.145.8 TLSv1.2 571 tools.cisco.cc |§|m-"'~'“"§."":'"-‘ Pachet
166 2019-10-23 07:45:46.136856  192.168.9.100  173.37.145.8 TLSv1.2 571 tools.cisco,cg  SelfUnset Time Reference
195 2819-18-23 87:45:56.635438 192.168.0. 1680 72.163.4.38 TLSv1l.2 571 tools.cisce.cc Time Shift..
230 2919-18-23 87:46:87, 221567 18.229.28.96 192.168.08. 160 TLSvw1.2 571 Packet Comment...
248 2919-18-23 87:46:87, 228486 18.229.28.96 192.168.08. 160 TLSv1.2 571 Edit Resolved Name
Apply as Filter k
Prepare a Filter v
I Conversation Filter E
|rame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) Colorize Conversation v
|thernet II, Src: Veware 16:d8:a? (8@:68c:29:10:d@:a7), Dst: Cisco fo:ld:ae (@8:be:75:f6:1d:ae) orTp »
|nternet Protocol Version 4, Src: 192 168 0.108, Dst: 72.163.4 38 Fallow ' TCP Streamn
ir‘ansnis;ian Control Protocol, Sr¢ Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 2779878885, Len JDP Strearn
lecure Sockets Layer Copy : e
¥ TLSvl.2 Record Layer: Handshake Protocol: Client Hell -
¥ ands o ¢ N Pratocol Preferences HTTP Stream
Content Type: Handshake (22} Decods As.
Version: T i 1 '
ersion: TLS 1.8 (@x@301) Shovw Packet in Mew Window
Length: 512 |
[A[psan=vas S ] 6l

e Time Sevrin Besnnstin Frotocdl  Langth  Senvr liome e

74 2819-18-23 @7 4.632935 192.168.8.188 723,163 g TP 35752 = 443 [ACK] Seqe2427943532 Acke=2TTOOTEE85 Win=2928@ Len=8

54

75 2019-19-23 97:45:14, 634891 192.168.0.100 72.163.4.38 TLSv1.2 571 tools.cisco.cos) Client Hello

76 2019-18-23 @7:45:14.634706 72.163.4.38 102.163.8. 100 TP =] 443 » 35752 [ACK] Seqe27700TEEES Ack=2427044040 Win=312768 Lens=@

77 2819-18-23 @7:45:14, 966729 72.163.4.38 192.163.9.100 TLSv1.2 150 Server Hello

7B 2819-18-23 @7:45:14.966772 192.168.0.100 72.163.4.38 e 54 35752 = 443 [ALK] Seq=2427944049 Ack=2770078081 Win=29200 Len=0

70 2819-18-23 @7:45:14.966834 72.163.4.38 192.163.8. 100 TP 1384 443 » 35752 [PSH, ACK] Seq=2770078081 Ack=2427044040 Win=12768 Len=1338 [TCP segment of & reascesbled POU)
80 2019-18-23 @7:45:14, 966850 192.1568.8.180 72.163.4.28 TP 54 35752 » 443 [ALE] Seqe2427944049 Ack-2770880311 Win=315928 Len=8

81 2019-18-23 87:45:14.9668 72.163.4.38 192.163.8. 108 TLSv1.2 155 o Certificate

82 2919-18-23 @7:45:14. 9668 192.168.08.188 72.163.4.38 TP 54 35752 = 443 [ACK] Seq=2427944840 Ack=2770088412 Win=31008 Len=0

83 2019-18-23 @7:45:14. 966515 72.163.4.38 152.163.9. 100 TLSvi.2 63 Server Hello Done
192,168,811
192.

72.163.4. 38 35752 » 443 [ACK] Seq=2427944049 Ack=27T7008042 jeldin=31920 Len=0
72.163 . Alert (Level: Fatal, Description:

0a
Ll

» Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)
» Ethernet II, Src: Veware_10:d0:a7 (00:0¢:29:10:d0:a7), Dst: Cisco_f6:1d:ae (00:be:75:¥6:1d:ae)
» Internet Protecol Version 4, Src: 192.168.8.100, Dst: 72.163.4.38
» Tramsmission Control Protocol, Src Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 2779@72885, Len: 517
v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Helle
Coentent Type: Handshake (22}
Version: TLS 1.0 (9x@301)
Length: 512
~ Handihake Protocol: Client Helle
Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (8x0303)
+ Rondom; 234490a107438c73b! 653271 PobafbbbTaclEaaTisd, | |
session ID Length: @ a‘
Cipher Suites Length: 18@
- Cipher Suites (59 suites)

Pontos principais:

1. Had um handshake triplo do TCP.
2. O cliente (FMC) envia uma mensagem de saudagao do cliente SSL para o portal Smart
Licensing.

. A ID da Sessao SSL ¢é 0. Isso significa que ndo € uma sessao retomada.

4. O servidor de destino responde com a mensagem Hello do servidor, Certificado e Hello do
servidor concluida.

5. O cliente envia um alerta fatal SSL referente a uma "CA desconhecida".

. O cliente envia um TCP RST para fechar a sessao.

7. A duracao total da sessao TCP (do estabelecimento ao fechamento) foi de
aproximadamente 0,5 s.

w

»

Selecione o certificado do servidor e expanda o campo emissor para ver o commonName. Nesse
caso, 0 nome comum revela um dispositivo que faz MITM (Man-in-the-middle).



o, Tirms Source Destination Frotscol  Lengih  Server Hamse Infe

TOOTEEES Win=29200 Len=@

74 2019-10-23 87:45:14.632935 192.168.0.1880 T2.163.4.38 TP 54 35752 + 443 [ACK] Seq=2427943532 Ac

75 2819-18-23 87:45:14.6346891 162168 .6._108 T2.163.4.38 TLSw1.2 571 tools.cisco.com Client Hello
76 2019-10-23 07:45:14.634796  72.163.4.38 192.168.8.189  TCP 66 443 + 35752 [ACK] Seq=2770878885 Ack=2427944049 Win=32768 Len=0
77 2019-10-23 07:45:14.966729  72.163.4.38 192.168.0.180  TLSvl.Z 150 server Hello
78 2019-10-23 07:45:14.966772  192.168.9.100  72.163.4.38 e 54 35752 + 443 [ACK] Seq=2427044040 Ack=2770078981 Win-20200 Len-0
79 2019-10-23 07:45:14.966834  72.163.4.38 192.168.0.100  TCP 1384 443 + 35752 [PSH, ACK] Seq-2770078981 Ack-2427944049 Win=32768 Len=1330 [TCP segment
B8 2819-18-23 87:45:14.966850 192.168 .6._188 T2.163.4.38 TP S 35752 + 443 [ACK] Seq=2427944049 Ack=2770080311 Win=31928 Len=@
© B12019-10-23 07:45:14.966872  72.163.4.38 192.168.9.100 TSvl.2 155

Length: 1426
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificote: 308205843082046<000302010202840000230f5d607c0000. .. (id-at-commonName=tools.cisco.com, id-at-organizationName=Cisco Systems, Inc.,id-at-localityMome=San Jose, id-at-stal
v signedCertificate
wversion: w3 {2}
seriallumber: Bx@faszlafsdoa7eadnnafi2isee

» signature (shaZSeWithRSAEncryption)
[lstuer: parseauence ©

~ rdnSeguence: 3 items (id-at-comsonMame=FTDM168 MITM,id-at-organizationalUnitName=FTD_OU, id-at-organizationleme=FTD_0)
» RDNSequence item: 1 item (id-at- organlzatlon"ame FTD_0)
> RDNSequence item: 1 item (id-at-erpan o amesFTD_OU)
> BMSequence item: 1 ites (id-at
validity
subject: rdnSequence (8)
subjectPublicKeyInfo
extensions: & items

v oo

Isso é mostrado nesta imagem:

EMC NGFW doing SSL MITM Cisco Licensing Portal

INSIDE OUTSIDE 6 )

192.168.0.100

=

Acodes recomendadas

As agdes listadas nesta secao t€m como objetivo restringir ainda mais o problema.
Acéo 1. Faga capturas adicionais.

Facga capturas no dispositivo de firewall de transito:

EMC Cisco Licensing Portal

INSIDE OUTSIDE ( )

192.168.0.100

=

A CAPI| mostra:



Source

192.168.9.100

Destination

173.37.145.8

Protocol

TCP

Length  Server Name

54

Info

39924 » 443 [MK] Seq=427175839 Ack=236460466 Win=29200 Len=8

1224 2919-18-22 192.168.9.100 173.37.145.8 TLSv1.2 571 tools.cisco.com Client Hello

1225 2019-10-22 173.37.145.8  192.168.0.100 TP 54 443 » 39924 [ACK] Seq=236460466 Ack=427176356 Win=32768 Len=0

1226 2019-10-22 173.37.145.8  192.168.0.108  TLSvi.2 150 Server Hello
+ 1227 2019-10-22 173.37.145.8  192.168.0.100  TCP 1384 443 - 39924 [PSH, ACK] Seq-236460562 Ack=427176356 Win=32768 Len-1330
+ 1228 2019-10-22 .710092  173.37.145.8 192.168.0.100  TLSv1.2 155 .

1229 2019-10-22 .710167  173.37.145.8  192.168.0.100  TLSvi.2 63 Server Hello Done

1238 2619-18-22 . 7184132 192.168.9.188 173.37.145.8 TCP 39924 =+ 443 [ACK] Seq=427176356 Ack=236460562 Win=29208 Len=@

1231 2019-10-22 .710519  192.168.0.100  173.37.145.8 Tep 39924 » 443 [ACK] Seqm427176356 Ack=236461892 Win=31920 Len=0

1232 2819-18-22 .718519 192 .168.9.100 173.37.145.8 TCP 39024 + 443 [ACK] Seq=427176356 Ack=236461993 Win=31920 Len=@

1233 2019-10-22 .710534  192.168.0.100  173.37.145.8 T 39924 + 443 [ACK] Seq=027176356 Ack=236462002 Win=31920 Len=0

1234 2019-10-22 .710626  192.168.9.100  173.37.145.8 TLSv1.2 Alert (Level: Fatal, Description: Unknown CA)

718641 173.37.145.8 443 - 39924 [ACK] Seq-236462802 Ack=427176353

Length: 1426
~ Handshake Protocol: Certificate

Handshake Type: Certificate (11}
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificate: 393205843982046c20030201020200000223a75d68700000. .. (id-at-commonName=tools.cisco.com,id-at-organizationlame=Cisco Systems, Inc.,id-at-localityName=San
~ signedCertificate
version: w3 (2)
seriallumber: @xB0aa23af5do07e00002f423880
signature (shaZSEWithRSAEncryption)
issuer: rdnSequence (@)
v rdnSequence: 3 items [(id-at-conmnllane:FTmleo_HITH,id-at-organizationalunimame=FTD_OU,id-at-organizationﬂame:FTD_O} I
> RDNSequence item: 1 item (1d-at-orgamizationName=FTD_0)
» RDWSequence item: 1 item (id-at-organizatiomalUnitMame=FTD_OU)
» RDNSequence item: 1 item (id-at-commonNames=FTD4188_MITH)
validity

w

<

"

O CAPO mostra:

[ W tcp.siroam eq 57 ]
Destination Frotecol  Length  Server Name Infa

Mo, Time Saurce

1171 2919-18-22 17:49:83.379329 192.1638.8.108 173.37.145.8 TP 58 39924 + 443 [ACK] Seq=623942019 Ack=4179458725 Win=29208 Len=@

1172 2019-10-22 17:49:93.3280793 192.168.0.100 173.37.145.8 TLSv1.2 512 tools.cisco.com Client Hello
+ 1173 3819-18-22 17:49:03.545748 173.37.145.8 192.168.6.108 TCP 1388 443 + 39924 [PSH, ACK] 5eq=4179450725 Ack=623942473 Win=3478@ Len=1338 [TCk
+ 1174 2819-18-22 17:49:03.545809 173.37.145.8 192.168.0.108 TR 1388 443 + 39924 [PSH, ACK] Seqe4179452055 Ack=5623942473 Win=34780 Len=1330 [TCR
1175 2019-18-22 17:49:93.545824 192.168.8.108 173.37.145.8 TCP 58 39924 + 443 [ACK] Seq=623942473 Ack=4179453385 Win=65535 Len=0
+ 1176 2019-18-22 17:49:83.545915 173.37.145.8 192.168.9.180 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179453385 Ack=623942473 Win=34780 Len=1338 [TCE
+ 1177 2019-18-22 17:49:03.545961 173,37.145.8 192.168.9.108 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179454715 Ack=5623942473 Win=34788 Len=1338 [TCE
| 1178 2819-18-22 17:49.83.545961 192.168.8.108 173.37.145.8 TCP 58 39924 + 443 [A 942473 Ack=4179456045 Win=65535 Len=@
+ 1179 2019-16-22 17:49:03,700420  173.37.145.8 192.168.9.108 TLSv1. 2 82

1180 2019-18-22 17:49:03. 710687 -168.6. 188 173.37.145.8 TLSvl. 2 65

|

Length: 5339
» Handshake Protocol: Server Hello
~ Handshake Protecel: Certificate
Handshake Type: Certificate (11)
Length: 5248
Certificates Length: 5237
v Certificates (5237 bytes)
Certificate Length: 2025
~ Certificate: 308207e5308205cdadd302010202143000633b0Ff7504F7b2. .. (id-at-commonName=tools.cisco.com,id-at-organizationName=Cisco Systems, Inc.,id-at-localityMame=San Jose,
> signedCertificate
» algoritheldentifier (sha2SeWithRSAEncryption)
Padding: @
encrypted: 6921d@84f7a6f6167058f14e2aadBboBbdetc971eabealbd. ..
Certificate Length: 1736
v Certificate: 303206c4308284acaddiniol0202147517167783d8437eb5. .. (id-at-commonNamesHydrantID S50 ICA G2,id-at-organizationNamesHydrantID (Avalanche Cloud Corporation),id-
v signedCertificate
version: v3 (2)
seriallumber: @x7517167783d0437eb556c357046e4563bBebd3ac
» signature (sha2S6WithRSAEmcryption)
~ issuer: rdnSequence (@)
I> rdnSequence: 3 items (id-at-commonName=QuoVadis Root CA 2,id-at-organizationMame=QuoVadis Limited,id-at-countryName=BH) I
> validity

Essas capturas comprovam que o firewall de transito modifica o certificado do servidor (MITM)
Acéo 2. Verifique os logs do dispositivo.
Vocé pode coletar o pacote FMC TS conforme descrito neste documento:

https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-
SourceFire-00.html



https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

Nesse caso, o arquivo /dir-archives/var-log/process_stdout.log mostra mensagens como esta:

<#root>
SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[4

failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not OK"

SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_is

cert issue checking, ret 60, url "https://tools.cisco.conlits/

Solugao recomendada

Desabilite o MITM para o fluxo especifico para que o FMC possa se registrar com éxito na nuvem
do Smart Licensing.

Caso 11. Problema de conectividade IPv6

Descri¢cao do problema: os hosts internos (localizados atras da interface INTERNA do firewall)
nao podem se comunicar com os hosts externos (hosts localizados atras da interface EXTERNA
do firewall).

Esta imagem mostra a topologia:

fc00:1:1:1::100 El/2
INSIDE

A E1/3.202 -
_@_ DATSInE fc00:1:1:2::2

' i
E fc00:1:1:2::1/64

fc00:1:1:1::1/64

Fluxo afetado:
IP orig.: fc00:1:1:1::100
IP do Horario de Verao: fc00:1:1:2::2

Protocolo: qualquer

Capturar analise

Habilitar capturas no mecanismo LINA FTD.
<#root>

firepower#

capture CAPlI int INSIDE natch ip any6 any6



firepower#

capture CAPO int QUTSIDE natch ip any6 any6

fc00:1:1:1::100

Capturas - Cenario nao funcional

Essas capturas foram feitas em paralelo com um teste de conectividade ICMP de IP
fc00:1:1:1::100 (roteador interno) para IP fc00:1:1:2::2 (roteador upstream).

A captura na interface INSIDE do firewall contém:

(8 Timg
12019-18-24 13:
2 2019-18-24 13:
3 2019-19-24 13:
4 2019-19-24 13:
5 2019-10-24 13:
6 2019-10-24 13:
7 2019-10-24 13:
8 2019-19-24 13:
9 2019-10-24 13:

10 2019-10-24 13:
11 2819-18-24 13:
12 2019-18-24 13:
13 2019-18-24 13:

B2:067.001663

B2
B2
L3

ez
B2
082:
L
e
B2:
B2
82
82:

a7
Hr
188

DR1876
02273
.997918

16, 998056

1i.

12
12

14.
17.

17
22

i

999917
.B02875
998346
GOB483
062725
.B62862
-59994
B6 3000

Pontos principais:

1. O roteador envia uma mensagem de solicitagao de vizinho IPv6 e solicita o0 endereco MAC

Source
cod:
fcod:
fcoa:
fcon:
fcod:
feBd:
fcoi:
foon:
cod:
feBl:
fedn:
feBd:
feB0:

=

:1::1680
2be: 75Ff: fef6:1dae
1:1:1::180
1:1:1::188

1
1
5
1
1
by

:1:1:1: 1160

:dede: 35FF: fefo:fodB
:2be: 75fF: fefb:1dae
:2be: 75FF: fefo: 1dae
:dede: 35FF fefe:fed8

ter
H [He e
:i2be: 756F: fefb:1dae
: :dede:35FF:fefc: fods
: tdede: 35FF: fefe: feds
: :2be 75§ F:fefb:1dae

do dispositivo upstream (IP fc00:1:1:1::1).
2. O firewall responde com um anuncio de vizinho IPv6.

w

dispositivo downstream (fc00:1:1:1::100).
5. O roteador responde com um anuncio de vizinho IPv6.

6. O roteador envia solicitagdes adicionais de eco ICMP IPv6.

Frotocol h  info

ICHMPVG

ICHPvE
ICHPvH

. O roteador envia uma solicitacdo de eco ICMP.
4. O firewall envia uma mensagem de solicitagdo de vizinho IPv6 e solicita o endereco MAC do

A captura na interface EXTERNA do firewall contém:

Ha. Tirme:

1 2019-18-24 13:82
2 2019-18-24 13:682
3 2019-10-24 13:02
4 2919-18-24 13:82
5 2019-10-24 13:02:
6 2019-10-24 13:02:
7 20819-18-24 13:82:
B 2819-18-24 13:82:
9 2019-18-24 13:02:
10 2019-19-24 13:02:
11 2019-10-24 13:02:
12 2019-10-24 13:82:
13 201%-16-24 13:62:
14 2019-19-24 13:02:
15 2019-10-24 13:02:
16 2019-18-24 13:02:

87,
a7,
o8
89,

11.
12.
12.
12.
13.
14,
14.
15.
17.
17.

178358
B55963
862512

Pontos principais:

Source

feB: :2be: 75Ff : fef6:1d8e
Fe0:1:1:2::2
Fe09:1:1:1::160
fc@d:1:1:2::2
Fe00:1:1:2::2
fod:1:1:1:: 100
fc00:1:1:2::2

feB0: :dede: I5FF  fefc: fedB
febd: :2be: 75FF: fefb:1dBe
fc@d:1:1:1::100
fe@o:1:1:2::
FebR:1:1:2::2
fc@d:1:1:1::160
Fe@P:1:1:2::

fed0::2be: 75Ff: fefb:1dSe
feB0: :dede: 35Ff: fefc:fodl

Dresting

aton
1:1:FF00:2
::2be: 75FF: fef6:1d8e
B I T I

1:ffee:16e
s:lrffee:100
i1:1:2::2
s:1:ffoe:108

s :2be: 75FF: fefb:1dge
:idede: 35FF fefc: fod®
i1:1:2::2
1:1:FF00:109

s i1 Ff00 160

i I B e
s:1:FFee:100
tidede: 35FF: fefo:fodd
::2be:75ff:fef6:1dBe

h  Info

B6 Neighbor Solicitation for fc@@:
86 Neighbor Advertisement fc@@:1:1:1::1 {rtr, sol, ovr) is at @d:be:75:f6:1d:ae
114 Echo (ping) request id=@x168d, seq=0, hop limit=64 (no response foundl)
14 Echo {ping) request ids@xl6@d, seqsl, hop limits84 (no responze found!)
114 Echo (ping) request id=@xlced, seq=2, hop limit=64 (no response found!)
86 Meighbor Solicitation for fo@@:
78 Neighbor Advertisement fc80:1:1:1::180 (rtr, sol)
114 Echo (ping) request ids=@xl6@d, seqe3, hop limit=64 (no response found!)
Icmuﬁeu Echo {ping) reguest id=@x16@d, seq=4, hop limit=64 (no response found!)
86 Neighbor Solicitation for feB®::2be:75ff:fef6:1dae from dc:de:35:fc:fc:d8
78 Neighbor Advertisement fe8®::Zbe:75ff:fef6:1dae (rtr, sol)
86 Meighbor Solicitation for feBB::dede:35FF:fefc:fcd® from 00:be:75:F6:1d:ae
78 Neighbor Advertisement feBB::dede:35ff:fefc:fcdd (rtr, sol)

98 Neighbor Solicitation for fc@8:
98 Neighbor Advertisement fcB8:1:1:2:
18 Echo (ping) request id=@x160d, se
9@ Neighbor Solicitation for fo@d:
99 Neighbor Solicitation for fc@@:
18 Echo (ping) request id=@x168d, seq=2, hop limit=64 (no response foundl)
98 Neighbor Solicitation for fcel:
98 Neighbor Solicitation for feB@:

118 Echo (ping) request id=Bx168d,
9@ Neighbor Solicitation for fc@a:
98 Neighbor Solicitation for fc@:

118 Echo (ping) request id=@xl6ed,
98 Neighbor Solicitation for fc@@:
98 Neighbor Solicitation for feB8:
82 Neighbor Advertisement feB@::dede:35ff:fefc:fed8 (rtr, sol)

2:

82 Neighbor Advertisement feB@::2be:75ff:
Seq=.

seq=4,

:1 from 4c:de:35:fc:fe:dB

1180 from 89:be:75:f6:1d:ae

:2 from @@:be:75:f6:1d:8e
:2 (rtr, sol, ovr) is at dc:de:35:fc:fc:d3
1, hop limit=64 (no response found!)

1180 from dc:de:35:fc:fc:d8
1100 from dc:de:35:fo:fo:dl

:1::180 from dc:de:35:foifods
be: 75Ff: fef6:1d8e from dc:de:35:fc:fec:d8

fefo:1d8e (rtr, sol)

hop limit=64 {no response found!}
1100 from dc:de:35:fc:fc:dl
1:1:1::

180 from dc:de:35:fc:fc:dd

hop limit=64 (no response found!)
1::186 from dc:de:35:Fc:fc:dB
dede: 35FF: fefcifed8 from 08:be:75:F6:1d:8e



1. O firewall envia uma mensagem de solicitagao de vizinho IPv6 que solicita o endereco MAC
do dispositivo upstream (IP fc00:1:1:2::2).

2. O roteador responde com um anuncio de vizinho IPv6.

3. O firewall envia uma solicitagao de eco ICMP IPv6.

4. O dispositivo upstream (roteador fc00:1:1:2::2) envia uma mensagem de solicitagdo de
vizinho IPv6 que solicita o endere¢o MAC do enderego IPv6 fc00:1:1:1::100.

5. O firewall envia uma solicitacdo de eco ICMP IPv6 adicional.

6. O roteador upstream envia uma mensagem adicional de solicitagao de vizinhos IPv6 que
solicita o endereco MAC do endereco IPv6 fc00:1:1:1::100.

O ponto 4 € muito interessante. Normalmente, o roteador upstream solicita o MAC da interface
EXTERNA do firewall (fc00:1:1:2::2), mas, em vez disso, solicita o fc00:1:1:1::100. Essa € uma
indicagao de um erro de configuragao.

Acobes recomendadas

As agdes listadas nesta sec¢ao tém como objetivo restringir ainda mais o problema.
Acéo 1. Verifique a tabela de vizinhos IPv6.

A tabela de vizinhos IPv6 do firewall esta preenchida corretamente.

<tfroot>

firepower#

show i pv6 nei ghbor | i fc00
fc00:1:1:2::2 58 4c4e.35fc.fcd8 STALE OUTSIDE
fc00:1:1:1::100 58 4c4e.35fc.fcd8 STALE INSIDE

Acéo 2. Verifique a configuragao do IPv6.

Essa é a configuracao do firewall.

<#root>
firewall#
show run int el/2

|
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.0.1 255.255.255.0
ipv6 address

fc00:1:1:1::1/64



ipv6 enable

firewall#

show run int el/3.202

interface Ethernetl/3.202
vlan 202

nameif

OUTSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.103.96 255.255.255.0
ipv6 address

fc00:1:1:2::1/64

ipv6 enable

A configuragao do dispositivo upstream revela o erro de configuragao:

<#froot>

Router#

show run interface g0/0.202

interface GigabitEthernet0/0.202

encapsulation dotlQ 202
vrf forwarding VRF202

ip address 192.168.2.72 255.255.255.0

ipv6 address FC00:1:1:2::2

/48

Capturas - Cenario Funcional

A alteragdo da mascara de sub-rede (de /48 para /64) corrigiu o problema. Essa € a captura CAPI

no cenario funcional.

Ho. Tirne
1 2619-
2 2819-
3 2819-
4 2619-
5 2819-
6 2619~
7 2819-
8 2019-
9 2019-
18 2019-

18-24 15:17:28.677775
18-24 15:17:20.677989
19-24 15:17:20.678481
16-24 15:17:22.674281
19-24 15:17:24.674483
18-24 15:17:24.674815
19-24 15:17:24.,675242
19-24 15:17:24.675731
18-24 15:17:24.676356
19-24 15:17:24.676733

Ponto-chave:

1:1::108
1:1::1
fc@d:1:1:1::100
1:1::100
1:1::100
1:2::2
fc09:1:1:1::100
fedd:1:1:2::2
fcpa:1:1:1::108
fc8d:1:1:2::2

Destination
ffoz::1:ffea:1
fcoe:1:1:1::
Fc@d:1:1:2::
feb:1:1:2::
fcod:1:1

feod:1:1:1:
fc@d:1:1:
fead:1:1:
fceo:1:
fcd:1:1:

e e

2

b R

100
2
2
2

1188
12
11108
=
::1e@

Protocoj
ICHP
ICHPw

ICHMPvE
ICHPw

ICHMPwi

ICMPvE
ICHPvE
ICMPVE
ICHPVE
ICHPvE

ngth  Info

86 Meighbor Solicitation for fc@@:1:1:1::1 from 4c:de:35:fc:fc:d8
86 Meighbor Advertisement fc@@:1:1:1::1 (rtr, sol, ovr) is at @@:be:75:f6:1d:ae

114 Echo
114 Echo
114 Echo
114 Echo
114 Echo
114 Echo
114 Echo
114 Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

request id=0x897e, seq-8, hop limit=84 (no response found!)
request id=0x097e, seq=1, hop limit=64 (no response found!)
request id=0x097e, seq=2, hop limit=64 (reply in &)
reply id=8x@97e, seq=2, hop limit=64 (request in 5)
request id=8x@37e, seq=3, hop limit=64 (reply in 8)
reply id=0x@97e, seq=3, hop limit=64 (request in 7)
request id=@x897e, seq=4, hop limit=64 (reply in 18)
reply id-8x897e, seq=4, hop limit=684 (request in 9)

1. O roteador envia uma mensagem de solicitagao de vizinho IPv6 que solicita o endereco



MAC do dispositivo upstream (IP fc00:1:1:1::1).
2. O firewall responde com um anuncio de vizinho IPv6.
3. O roteador envia solicitacdes de eco ICMP e obtém respostas de eco.

Contetudo do CAPO:

No. Time Source Destinatson Protoc ngth Info

1 2819-18-24 15:17:20.678645 fed@: : 2be:75ff:fe.. £f02::1:ff0a:2 I 98 Neighbor Solicitation for fc@@:1:1:2::2 from @@:be:75:f6:1d:8e

2 2819-10-24 15:17:28.681818 fc@@:1:1:2::2 feBl: :2be:75ff:fe.. I 9@ Neighbor Advertisement fc88:1:1:2::2 (rtr, sol, ovr) is at 4c:de;35:fc:fc:d8
3 2019-10-24 15:17:22.674342 fe@@:1:1:1::166 fe@9:1:1:2::2 IC 118 Echo (ping) request 1d=0x897e, seq=1, hop limit=564 (reply in &)

4 2819-18-24 15:17:22 677943 fcod:1:1:2::2 ff@2::1:ffee:1 I 98 Neighbor Solicitation for fc@@:1:1:2::1 from dc:4e:35:fc:fc:dB

5 2819-10-24 15:17:22.6788%9 fe00:1:1:2::2 IC 98 Neighbor Advertisement fc88:1:1:2::1 (rtr, sol, ovr) is at 80:be:75:f6:1d:8e
6 2819-10-24 15:17:22.678462 fe@@:1:1:1::100 ICHPVE 118 Echo (ping) reply id-8x897e, seq=1, hop limit=64 (request in 3)

7 2019-18-24 15:17:24.674449 fodB:1:1:2::2 ICMPwE 118 Echo (ping) request 1d=8x897e, seq=2, hop limit=64 (reply in B)

8 2819-10-24 15:17:24.674785 fcB:1:1:1::100 ICHPw 118 Echo (ping) reply id=8x897e, seq=2, hop limit=64 (request in 7)

9 2019-10-24 15:17:24.675395 fe@B:1:1:2::2 TCHPw 118 Echo (ping) request id=0x897e, seq=3, hop limit=564 (reply in 18)

18 2019-18-24 15:17:24.675700 fc@d:1:1:1::108 ICHMPVE 118 Echo (ping) reply id=8x897e, seq=3, hop limit=64 (request in 9)

11 2819-18-24 15:17:24.676448 Fe@B:1:1:2::2 ICHPvE 118 Echo (ping) request id=0x897e, seq=4, hop limit=64 (reply in 12)

12 2819-10-24 15:17:24 676738 Fe00:1:1:1::100 TCHPvE 118 Echo (ping) reply id=-8x897e, seg=4, hop limit=64 (request in 11)

Pontos principais:

1. O firewall envia uma mensagem de solicitagcao de vizinho IPv6 que solicita o endereco MAC
do dispositivo upstream (IP fc00:1:1:2::2).

2. O firewall responde com um anuncio de vizinho IPv6.

3. O firewall envia uma solicitacdo de eco ICMP.

4. O roteador envia uma mensagem de solicitagao de vizinho IPv6 que solicita o endereco
MAC do dispositivo downstream (IP fc00:1:1:1::1).

5. O firewall responde com um anuncio de vizinho IPv6.

6. O firewall envia solicitacdes de eco ICMP e obtém respostas de eco.

Caso 12. Problema de conectividade intermitente (envenenamento ARP)

Descrigéo do problema: os hosts internos (192.168.0.x/24) tém problemas de conectividade
intermitentes com os hosts na mesma sub-rede

Esta imagem mostra a topologia:

192.168.0.0/24

E1/2 g E1/3.202
INSIDE

—@_ OUTSIDE
I . 1 '

\ )
MAC address % - —

00be.75f6.1dae

e I,T E




Fluxo afetado:

IP orig.: 192.168.0.x/24

IP do Horario de Verao: 192.168.0.x/24
Protocolo: qualquer

O cache ARP de um host interno parece estar inviabilizado:

EX C:\Windows\system32\cmd.exe

C:sUszerssmzafeirol>arp —a

Interface: 192_.168.8.55 —— Bxhb

Internet Address Phyzical Address

192 168 _8.1 BA-he-7?5-f6h—1d—ae
192 .168_A.22 BA-he-7?5-fh—1d—-ae
192 .168_8.23 BA-he-7?5-f6h—1d—ae
192 .168_8.24 BA-he-7?5-fh—1d—-ae
192 168 _8.25 B-he-7?5-f6a—1d—ae
192 168 _8.26 BA-he-?5-Ffh—1d—ae
192.168._8.27 BB-bhe-7?5-f6—1d—ae
192 168 _8A.28 BA-he-7?5-Ff6h—1d—ae
192 .168_A.29 BA-he-7?5-f6—1d—-ae
192168 _8.38 BA-he-7?5-f6h—1d—ae
192 .168_A.88 B-he-7?5-fh—1d—ae
192 168 _8.255 FE—FF—Fff-FF—FFf—FF
224 _8.@8_22 A1-00-5e-AA-BAB-16
224 _8.8_251 81 -00-5%e-80—-88—f b
224 _A._@8_252 B1-80-5e-00-BA8—fc
239.255_255.258 A1-80-5e-—ff-fa

C:sUzerssmzafeirol

BN ER ™%

Capturar analise

Habilitar uma captura no mecanismo LINA do FTD

Essa captura s6 captura pacotes ARP na interface INSIDE:

<#root>
firepower#

capture CAPI _ARP interface |INSIDE ethernet-type arp




E CAPI_ARP
192.168.0.0/24
g E1/2 \ £1/3.202
INSIDE OUTSIDE
1 [ )
MAC address k
00be.75f6.1dae

Capturas - cenario nao funcional:
A captura na interface INSIDE do firewall contém.

| i [Karp.dst.proto_ipvé == 192.168.0.0/24) & !{arp.src.proto_ipvd == 192.168.0.1)

No. Time Source Destination Protocol ngth  Info

o 6@ Who has 192.168.0.237 Tell 192.168.9.

5 2019-18-25 10:01:55.17969 Ciscn_a‘&:ld:ae Vmware_2c:9b:a7 ARP

4 2019-10-25 10:01:55.17957 Vmware_2c:9b:a7 Broadcast ARP
42 192.168.0.23 is at 90:be:75:f6:1d:ae

)

35 2019-19-25 19:02:13.05039 Vimware_2c:9b:a7 Broadcast ARP o 6@ Who has 192.168.0.247 Tell 192.168.0.55
36 2019-16-25 10:02:13.050488 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.24 is at 00:be:75:6:1d:ae 9
47 2019-18-25 10:82:19.284683 Vmware_2c:9b:a7 Broadcast ARP o 6@ Who has 192.168.0.25? Tell 192.168.0.5
48 2019-16-25 10:02:19.284775 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.25 is at 00:be:75:f6:1d:ae 9
61 2019-18-25 19:82:25.779821 Vmware_2c:9b:a7 Broadcast ARP 069 Who has 192.168.0.267 Tell 192.168.9.5
62 2019-10-25 10:02:25.779912 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.26 is at 0@:be:75:f6:1d:ae 9
76 2019-18-25 19:02:31.978175 Vimware_2c:9b:a7 Broadcast ARP 069 Who has 192.168.0.27? Tell 192.168.0.5
77 2019-16-25 10:02:31.978251 Cisco_f6:1d:ae Vmware_2c:9b:a? ARP 42 192.168.0.27 is at 00:be:75:6:1d:ae 9
97 2019-18-25 10:82:38.666515 Vmware_2c:9b:a7 Broadcast ARP 68 Who has 192.168.0.287 Tell 192.168.0.5
98 2019-10-25 10:02:38.666606 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 8:12 192.168.0.28 is at ©0:be:75:f6:1d:ae 9
121 20819-18-25 10:82:47.384874 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.297 Tell 192.168.9.5
122 2019-10-25 10:02:47.384150 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.29 is at 0@:be:75:f6:1d:ae e
137 2019-18-25 19:082:53.539995 Vimware_2c:9b:a7 Broadcast ARP oﬁﬂ Who has 192.168.0.307 Tell 192.168.0.55

138 2019-10-25 10:02:53.540087 Cisco_f6:1d:ae Vmware_2c:9b:a? ARP 42 192.168.0.30 is at 00:be:75:6:1d:ae

©

Pontos principais:

1. O firewall recebe varias solicitagdes ARP para IPs dentro da rede 192.168.0.x/24
2. O firewall responde a todos eles (proxy-ARP) com seu proprio enderegco MAC

Acodes recomendadas

As agdes listadas nesta sec¢ao tém como objetivo restringir ainda mais o problema.
Acao 1. Verifique a configuragao do NAT.

Com relagao a configuragao do NAT, ha casos em que a palavra-chave no-proxy-arp pode
impedir o comportamento anterior:

<#root>
firepower#

show run nat

nat (INSIDE,OUTSIDE) source static NET_1.1.1.0 NET_2.2.2.0 destination static NET_192.168.0.0 NET_4.4.4



no- proxy-ar p

Acéo 2. Desative a funcionalidade proxy-arp na interface do firewall.

Se a palavra-chave ‘no-proxy-arp’ nao resolver o problema, tente desativar o proxy ARP na
prépria interface. No caso de FTD, no momento da elaboragao deste documento, vocé precisa
usar o FlexConfig e implantar o comando (especifique o nome da interface apropriada).

sysopt noproxyarp INSIDE

Caso 13. Identificar Identificadores de Objeto (OIDs - Object Identifiers) SNMP que
causam problemas na CPU

Esse caso demonstra como determinados OIDs SNMP para polling de memaria foram
identificados como a causa raiz de hogs de CPU (problema de desempenho) com base na analise
de capturas de pacotes SNMP versédo 3 (SNMPv3).

Descri¢cao do problema: as sobrecargas nas interfaces de dados aumentam continuamente.
Pesquisas adicionais revelaram que também ha monopolizadores de CPU (causados pelo
processo SNMP) que sao a causa raiz das sobrecargas da interface.

A préxima etapa no processo de identificacao e solugao de problemas foi identificar a causa raiz
dos hogs de CPU causados pelo processo SNMP e, em particular, restringir o escopo do
problema para identificar os Identificadores de Objetos (OID) SNMP que, quando interrogados,
poderiam potencialmente resultar em hogs de CPU.

Atualmente, o mecanismo LINA do FTD n&o fornece um comando 'show' para OIDs SNMP que
sao pesquisados em tempo real.

A lista de OIDs de SNMP para polling pode ser recuperada da ferramenta de monitoramento de
SNMP, no entanto, neste caso, houve estes fatores preventivos:

* O administrador do FTD n&o teve acesso a ferramenta de monitoramento SNMP
+ O SNMP verséao 3 com autenticagao e criptografia de dados para privacidade foi
configurado no FTD

Capturar analise

Como o administrador do FTD tinha as credenciais para a autenticacao e a criptografia de dados
do SNMP verséo 3, este plano de acéao foi proposto:

1. Tirar capturas de pacotes SNMP
2. Salve as capturas e use as preferéncias do protocolo SNMP Wireshark para especificar as



credenciais da versao 3 do SNMP para descriptografar os pacotes da versao 3 do SNMP.
As capturas descriptografadas sdo usadas para a analise e recuperagido de OIDs SNMP

Configure as capturas de pacotes SNMP na interface usada na configuragao do host do servidor
SNMP:

<#root>

firepower#

show run snnp-server | include host

snmp-server host management 192.168.10.10 version 3 netmonv3

firepower#

show i p address managenent

System IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254 255.255.255.0 CONFIG
Current IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254 255.255.255.0 CONFIG

firepower#

capture capsnnp interface managenent buffer 10000000 match udp host 192.168.10.10 host 192.168.5. 254 ec

firepower#

show capt ure capsnnp

capture capsnmp type raw-data buffer 10000000 interface outside [Capturing -

9512

bytes]
match udp host 192.168.10.10 host 192.168.5.254 eq snmp



o Time o Protocol  Source Source Port  Destnation Port  Destination Length Info

1 6.ead  [SNHP 192.16%.10.18 65484 161 102.168.5. 254 100 getlulkRequest

2 8.6a8 SHHP 192.168.5.254 161 G484 192.168.18.18 167 report 1.3.6.1.6.3.15.1.1.4.8
3 8176 SN 192.168.10.18 65484 161 192.168.5.254 197 P [ercrypEedrOl: priviey Unknown)|
4 8.176 SHHP 192.168.5.254 161 65484 192.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.9|
5 8.325 SNHP 192.168.10.10 65484 161 102.168.5.254 199 encryptedPD: priviiey Unknown
6 B.32E6 SHWP 192.168.5.254 161 65484 192.168.16.18 678 encryptedPU: priviey Unknown
7 8408 SHHP 132.168.10.18 65434 161 192.168.5. 254 2085 encryptedPDU: priviey Unknown
8 8.438 SNHP 192.168.5.254 161 G354 192.168.10.18 560 encryptedPDl: priviey Unknown
a B.675 SHHP 192.168.19.18 65484 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
18 8767 SNMP 192.168.5.254 161 G548 192.168.10.10 [31:] encryptedPD: priviiey Unknown
11 B.945  SNHP 192.168.18.18 65484 161 192.168.5.254 205 encryptedPU: priviey Unknown
12 9.246  SNHP 192.168.5.254 161 65484 192.168.10.10 584 encryptedPDU: priviey Unknown
13 1.133 SHHP 192.168.18.18 65484 161 192.168.5. 254 2085 encryptedPDU: priviey Unknown
14 1.124 SHHP 192.168.5.254 161 G584 192.168.10.18 SEE encryptedPDU: priviey Unknown
15 1.317 SNHP 192.168.10.18 65484 161 192.168.5.254 205 encrypted?l: priviey Unknown
i6 1.318 SHHP 192.168.5.254 181 B54E4 192.168.18.14 513 encryptedPDU: priviey Unknown
17 17.595  SNHP 192.168.19.19 62008 161 192.168.5.254 100 getBulkRequest

18 17.585 SWWP 192.168.5.254 161 GRRE 192.168.18.18 167 report 1.3.6.1.6.3.15.1.1.4.8)
19 17.749  SNMP 192.168.10.10 62008 161 192.168.5. 254 197 encryptedPDU: priviiey Unknown
28 17.749  SNHP 192.168.5.254 161 GG 162.168.10.14 192 report 1.3.6.1.6.3.15.1.1.2.0
21 17.898  SNMP 192.168.10.19 62008 161 192.168.5.254 159 encryptedPDU: priviey Unknown
22 17.899  SNHP 192.168.5.254 161 G006 192.168.18.18 678 encryptedPDU: priviey Unknown
23 13.894  SNMP 192.168.10.18 62008 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
24 18.094  SHHP 192.168.5.254 151 GG 192.168.10.19 SE@ encryptedPDU: priviey Unknown
25  18.298  SHHP 152.168.18.18 62008 161 192.168.5. 254 285 encrypted?: priviey Unknown

< >

<[Destination Host: 192.168.5.254]>
<[Source or Destination Host: 192.168.5.254]>
User Datagram Protocol, Src Port: 65484, Dst Port: 161
~ Simple Metwork Management Protocol
msghersion: snmpv3 (3)
msgGlobalData
msghuthoritativeEngineID: 30000009FelcidadddiPanief1fec2301621a4158bfc {40 .
msghAuthoritativeEngineBoots: @
msghuthoritativeEngineTime: @
msglseriame: netmonv3
msgiuthenticationParameters: ff3176F5073c30b62Ffcl1bE
msgPrivacyParameters: 000040e100003195
~ msgData: encryptedPDU (1)

€ [Eiiryptedrnn: 87021642363 3400a0301 c 528002 J6ehc oc BAARET 10 1ba 03,

Pontos principais:

1. Enderecgos/portas SNMP de origem e destino.

2. Nao foi possivel decodificar a PDU do protocolo SNMP porque privKey é desconhecido para
o Wireshark.

3. O valor da primitiva encryptedPDU.

Acobes recomendadas

As agdes listadas nesta secao tém como objetivo restringir ainda mais o problema.
Acao 1. Descriptografe as capturas SNMP.

Salve as capturas e edite as preferéncias do protocolo SNMP Wireshark para especificar as
credenciais da versao 3 do SNMP para descriptografar os pacotes.

<#root>
firepower#

copy /pcap capture: tftp

Source capture name [capsnmp]?
Address or name of remote host []? 192.168.10.253

Destination filename [capsnmp]? capsnmp.pcap

64 packets copied in 0.40 secs



Abra o arquivo de captura no Wireshark, selecione um pacote SNMP e navegue para Protocol
Preferences > Users Table, como mostrado na imagem:

Yy, Time Frotocol  Souroe
1 9.008 SHHP 192.168.18.18
2 LR SHHP 192.168.5. 254
3 0.176 SNHP 192.168.18. 16
4 B.176 SHMP 192.168.5. 354
5 @.335 SNHP 192.168.16.10
6 9.326 SHHP 192.168.5.254
7 B9.438 SNHP 192.168.18.18
8 a.498 SNHP 192.168.5.254
a9 B.675 SNMP 192.163.18.10
w8767 SNHP 192.168.5.254
11 9,945 SHHP 192,168.10.10
12 9.86 SHHP 192.168.5. 254
13 1,133 SHHP 192.168.10. 16
14 1.134 SHMP 192.168.5. 354
15 1.317 SNHP 192.168.18. 14
it 1.318 SHHP 192.168.5.254
17 17.595  SNMP 192.168.18.18
18 17.595  SNMP 192.168.5.254
19 17.749  SNMP 192.168.18.1@
il 17.749  SNHP 192.168.5.254
21 17.898  SNWP 192.168.108.10
22 17.899%  SNMP 192.168.5. 254
23 18.894  SNMP 192.168.10. 16
4 18.804  SNMP 192.168.5. 354
25 18.298  SNMP 192.168.10. 14

«<[Destination Host: 192.168.5.254]»

Source Pert  Distinaton Pomt  Destasbion Length I
65484 161 192.168.5.254 108 getBulkRequest
161 65484 192.168.19.18 167 report 1.3.6.1.6.3.15.1.1.4.9
?2‘:‘“ Mark/Unmask Packet Curt+M ‘“‘r’:t;dzus""l";i‘]‘ﬂ' ;‘“:"‘:‘;

= report 1.3.6.1.6.3.15.1.1.2.
65484 IR T S5k encryptedPDU: priviiey Unknown
161 M"ﬁ_“ Tine Reference  Col <7 . encryptedPDU: priviey Unknown
65434 Time Shift... CtrlShifreT encryptedPDU: priviey Unknown
161 Packet Comment .. Cort+Alt+C encryptedPDU: priviey Unknown
65434 Edit Resolved Mame encryptedPDl: priviiey Unknown
151 encryptedPDU: priviley Unknown
65484 Ll " encryptedPDU; priviiey Unknown
161 Prepare o Filter . encryptedPDU: priviey Unknown
65484 Comversaticn Filter . encryptedPDU: priviey Unknown
161 Colorize Conversation * encryptedPDU: priviey Unknown
65484 SCTP " encryptedPDU: priviiey Unknown
161 Follow v encryptedPDU: priviey Unknown
62003 getBulkReguest
161 Copy " report 1.3.6.1.6.3.15.1.1.4.0
‘;’3:‘“ Protocal Preferences =] OpenSimple Network Management Protocol prefierences...
= m;:mmwm ¥ Show SNMP OID in info column
161 AT ‘u_‘w_'l T wio ¥ Reassemble SNMP-over-TCP messages spanning multiple TCP segmeits
62008 161 192.168.5.254 285 » Display dissected varialles inside SHMP tree
161 62008 192.168.19.18 568 Users ..,
62008 161 102.168.5.254 205 Enterprise Speciic Trap Types..

<[Source or Destination Host: 192.168.5.254]>
User Datagram Protocel, Src Port: 65484, Dst Port: 161

« Simple Network Management Protocol
migVersion: snmpv3 (3)
» migGlobalData

SHMP UDP post; 161
SMMP TCP port: 161...

Disable SNMP...

Na tabela Usuarios SNMP, foram especificados o nome de usuario, o modelo de autenticagao, a
senha de autenticagao, o protocolo de privacidade e a senha de privacidade do SNMP versao 3
(as credenciais reais ndo sdo mostradas abaixo):

M sNMP Users

EginelD Username Authentication model

Password  Privacy protocol

Privacy password

MD5

DES

&

Cr |Users|igasimav]AppData |Roaming | Wireshark | profifes| Profilel |snmp _users

Cancel Help

Quando as configuragdes dos usuarios do SNMP foram aplicadas, o Wireshark mostrou PDUs

SNMP descriptografadas:



o, Time Froteol  Source Source Fort  Destration Port  Destmabion
1 9.080 SNHP 192.163.10.18 65484 161 192,268, 5, 254
2 9.000 SHHP 192.168.5.254 161 65484 192.168.16.10
3 9.176 SNHP 192.168.10.18 65484 161 192.168.5.254
41 8.176 SNHP 192.168.5.254 161 B5484 192.168.10.10
5 2,335 SNHP 192.1638.18.18 B54B4 161 192.168.5.254
[ B.326 SNHP 192.168.5.254 161 BR4B4 192 168.10.18
T 9.498 SNHP 192.163.18.18 63484 161 192.168.5.254
8 9.4%9 SNHP 192.168.5.254 161 65484 192.168.18.18
9 B.675 SHHP 192.163.18. 18 65484 161 192.168.5.254
8 8767 SHHP 192.168.5.254 161 65484 1592.168.10.19
11 9.945 SNHP 192.168.18.18 B5484 161 192.168.5.254
12 2,948 SNHP 192.168.5.254 161 BRiE4 192.168.10.1@
13 1.133 SNHP 192.168.18.18 65484 161 192_168.5.254
14 1.134 SNHP 192.163.5.254 161 BR4E4 192_168.10.18
15 1.317 SNHP 192.163.18.18 65484 161 192.168. 5. 254
1% 1.318 SHHP 192.168.5.254 161 G484 192.168.10.19
17 17.595  ShHP 192.168.10.18 GRO0E 161 192.168. 5. 254
13 17.595  SNHP 192.168.5.254 161 [-FH] 192.168.10.19
19 17.743  SNMP 192.163.18.18 B2B0E 161 192.168.5.254
28 17.743  SNMP 192.163.5.254 161 b2BRE 102.168.10.18
s 17.898 SHMP 132.163.18.18 B2BEE 181 182 168.5.254
22 17.893  SNHP 192,163.5.254 161 62008 192.168.10.19
3 18.994  SNHP 192.168.18. 18 G008 161 192.168.5.254
24 18.894  SHMP 192.168.5.254 161 GRS 192.168.10.19
5 18.296  SNMP 192.168.18.10 62008 161 192,168, 5. 254

Length
100 @
167
197
192
199
678
205

Info

getBulkRequest

report 1,3.6.1.6.3.15.1.1.4.8

getBulkRequest 1.3.6.1.4.1.9.9.221.1

report 1.3.6.1.6.3.15.1.1.2.8

getBulkReguest 1.3.6.1.4.1.9.9.221.1

get-response 1.3.6.1.4.1.9.9 .2.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.2.1.
petBulkRequest 1.3.6.1.4.1.9 .3.1.8

Ect-response 1.3.6.1.4.1.9.9 .1.11.3.6.1.4.1.9.9.221.1.1.1.1.5.1
getBulkRequest 1.3.6.1.4.1.9 .6.1.8

get-response 1.3.6.1.4.1.9.9. 21,1 1.3.6.1.4.1.9.9.221.1.1.1.1.7.1.
getBulkRequest 1.3.6.1.4.1.9 .8.1.8

get-response 1.3.6.1.4.1.9.9 7.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.17
getBulkRequest 1.3.6.1.4.1.9 21.18.1.8

get-response 1.3.6.1.4.1.9.9 L19.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.19.
getBulkRequest 1.3.6.1.4.1.9 m.1.8

get-respense 1.3.6.1.4.1.9.9, .3.6.1.4,1,9.9.392.1,1.2.0 1.3.6.1.4,

getBulkRequest
report 1.3.6.1.6.3.15.1.1.4.8
getBulkRequest 1.3.6.1.4.1.9.9.221.1
&
1

report 1.3.6.1.6.3.15.1.1.2.8

getBulkRequest 1.3.6.1.4.1.9.0.221.1

get-response 1.3.6.1.4.1.9.9.221.1.1.1,1.2.1.1 1,3.6.1.4.1.9.9.221.1.1.1.1.2.1
gctBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8

get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.,
petBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.6.1.8

.9.9.392.1.1.3,

221.1.1

221.1.1

.11

9.221.1

9.221.1

1.2.6.1

221.1.1

.11

~ msgData: encryptedPDU (1)
v encryptedPDU: 870a215d23633400a8391c5280d226e0cecB44dET101baT0..
v Decrypted ScopedPDU: 303b041980000009f ¢ 1c6daddaainabefl foc 23016214415
» contextEnginelD: B0080003felcGdaddd3fandeflfec2301621a4158bfc1f40
contextName:
v~ data: getBulkReguest {5}
~ getBulkRequest
request-id: 5628
non-repeaters: @
max-repetitions: 16
« varisble-bindings: 1 item
~ 1,3.6.1.4,1.9.9,221.1: Value (Hull)

Walue (Null)

Object Name: 1.3.6.1.4.1.9.9.221.1 (is0.3.6.1.4.1.9.9.221.1)

Pontos principais:

1. As ferramentas de monitoramento do SNMP usaram o SNMP getBulkRequest para
consultar e percorrer o OID pai 1.3.6.1.4.1.9.9.221.1 e os OIDs relacionados.
2. O FTD respondeu a cada getBulkRequest com get-response que contém OIDs relacionados

a1.3.6.1.4.1.9.9.221.1.

Acao 2. Identificar os OIDs SNMP.

O SNMP Object Navigator mostrou que o OID 1.3.6.1.4.1.9.9.221.1 pertence a base de
informacgdes de gerenciamento (MIB) chamada CISCO-ENHANCED-MEMPOOL-MIB, como

mostrado na imagem:



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE SEARCH DOWNLOAD MIBS MIB SUPPORT - SW
SUPPORT
Translate Browse The Object Tree
TOOLS & RESOURCES
SNMP Object Navigator

Translate OID into object name or object name into OID to receive object details

Enter OID or object name: {1 3.6.1.4.1.9.9.221.1

examples -
OID: 1.36.1.4.1.99.27

ransla

QObject Information

Qbject Name: ifindex

Help | [ Feedback

Related Tools
Support Case Manager
Cisco Community

il 15

Object cempMIBObjects

QD 1.36.14.1.992211

MIB | -ENHAN -MEMP -MIB f - View Supporting Images of
OID Tree

You are currently viewing your object with .'2 v | levels of hierarchy above your object

.50 (1) org (3).. dod (B)_. internet (1)_. private (4) . enterprises (1)_. cisco (9)
|

—— ciscoligmt (9)

+ -- ciscoTepMIB (6)
|

Para exibir os OIDs em formato legivel no Wireshark:

1. Baixe o MIB CISCO-ENHANCED-MEMPOOL-MIB e suas dependéncias, como mostrado na

imagem:

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE SEARCH DOWNLOAD MIBS
SUPPORT
TOOLS & RESOURCES

SNMP Object Navigator View MIB dependencies and download MIE or view MIB contents

i i n select a function in step 2 and click Submit
CISCO-ENHANCED-MEMPOOL-MIB

| List matching MiBs |

A100-R1-MIB
ACCOUNTING-CONTROL-MIB
ACTONA-ACTASTOR-MIB
ADMIN-AUTH-STATS-MIB
ADSL-DMT-LINE-MIB
ADSL-LINE-MIB

ADSL-TC-MIB
ADSL2-LINE-MIB

| '® View MIB dependencies and download MIB I

“View MIB contents

Submit |

MIB SUFPORT - SW

Help = [ Feedback

Suppont Case Manager
Cisco Communily
MIB Locator



Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE | SEARCH | DOWNLOADMIBS  MIB SUPPORT - SW Help | b Feedback
SUPPORT
TOOLS & RESOURCES ‘Supnort Case Manager

SNMP Objﬁc‘l N,a\ﬂgmr CISCO-ENHANCED-MEMPOOL-MIB Cisco Community,

MIE Locator
View compiling dependencies for other MIBS by clearing the page and selecting another MIB.

Compile the MIB

Before you can compile CISCO-ENHANCED-MEMPCOL-MIB , you need to compile the MIBs listed
below in the order listed.

Download all of these MIBs (Waming: does not include non-Cisco MIBs) or view details about each
MIB below.

If you are using Intemet Explorer click here.

MIB Name Version 1 “ersion 2 Dependencies
1. SNMPV2-SMI Downoad  |foownoas i £
2. SNMPV2-TC Downioad | ||Download ] &%naencnes
3. SNIMPV2-CONF Not Required | |Downioad | ;m
4. SNMP-FRAMEWORK-MIB Downioad  ||Downioad I 52 . oo
5. CISCO-SMI Downioad | jDownioad  §| &%naenc.es
6. ENTITY:MIB Download  ||Downioad |1 $E o o
7. HCNUM-TC Downigad | fDownicad  §| \E;e%énaencies
8. RFC1155-5MI s | ol | -

9. RFC-1212 vl | Rvaidl | :

10. RFC-1215 m;-n:ism I ”°R;%“° I -

1. SNMPV2-TC-v1 Mg o0 |ff Nemisea |y .
;féﬁmi:‘:gmNCED‘ Downioad | |Download ||

2. No Wireshark, na janela Edit > Preferences > Name Resolution, a opgao Enable OID
Resolution estda marcada. Na janela SMI (MIB e caminhos PIB), especifique a pasta com os MIBs
baixados e em SMI (MIB e médulos PIB). O CISCO-ENHANCED-MEMPOOL-MIB ¢é adicionado
automaticamente a lista de modulos:

Ho, Time Frotocol  Source Soures Peet Destination Fort_ Destination Lenath Info, . Ex
4 0.17% SHHP r % 1 | Ml sw paths 7 x
5 0,325  SNP _ B o _
6 ©9.326  SNMP v Appearance [ mesobee MAC addresses ~ Direetory path 11.4.1.9.9.221.1.1
; :'32 :x Eg::':: - [] Eiesobve transport names [civsessiadminisusor/Dannicads/sHMPMIES T
s 0.67 SN Lagout ] resohe network () addresses
i6  @8.767  SNMP Capture 7] Use cagbarud DNS packes duta for podress resciution 1.4.1.9.9.221.1.1
11 8.945 S Expert 4] Use an exteenal network nama resoher
12 0.946 SN Filter Buttons Maxdmum concurrent requests 500 ] .6.1.4.1.9.9.221.1
13 1.133  SNWP Name Resolution | ; :
14 1134 s > Protacals L S e PEs e el 6.1.4.1.9.9.221.1
15 1317 swep REA Keys [ Resohe VAN s
16 1.318  SNHP > Statistics [] mesobee 557 PCs ©2.1.1.3.8 1.3.6.1
17 17.595  SWWP Advanced (o] Enabie OID resohaion

18 17.595 SNHP
19 17.749  SNMP
il 17.749  SNHP SMI[MIB and PIB) paths. Edn...

[] Supprass SME arrees

21 17.898 SN + 2 (R e oathy
2 17.899  SWP SHUE S PRy el | | vep | [1.4.1.9.9.221.1.1
| 23 18.804  SHNMP Mastind datsbases directories: Edi...
24 18.004  swp % 21 1|l s Modules 7 w 01.4.1.9.9.221.1.1%
i | o cancel Hep | | 2
» Frame 23: 205 bytes on wit . . . . . -Mndule . -
Ethernet II, Src: Clsco_33:fe:bf (P0:12:7f:33:fe:bf), Dst: a2:4c:66:00:00:20 (a2:dc:66:00:00:28) IPVE-MIB

SNMP-COMMUNITY-MIB
SNMP-FRAMEWORE-MIB _
SNMP-MPD-MIB
SHNMP-NOTIFICATION-MIS
SNMP-PROXY-MIB
SNMP-TARGET-MIB
SNMP-USER-BASED-SM-MIB
SHMP-USM-DH-QBJECTS-MIB

M P-WIEWY - AT M|
CISCO-ENHAMCED: MEMPOOL-MIE

» Internet Protocol Version 4, See: 102.168.19.18, Dst: 192.168.5.254
Src Port: 62088, Dit Port: 161

3. Quando o Wireshark for reiniciado, a resolucao do OID sera ativada:



. Time Frotocol Source Source Port  Destination Port Destination Length Info
1 0.000 SHMP 192.168.18.18 65484 161 192.168.5.254 100 petBulkitequest
2 0.000  SHWP 192.168.5.254 161 65484 192.168.10.18 167  [report SHPP-USER-BASED-SH-MIG: :usmstatsUnknownEnginelDs. o
3 9.176 SHMP 192.163.18.18 65484 161 192.168.5.254 197 petBulkfequest CISCO-ENHANCED-MEMPOOL-HIB: :cempMIBObjects
4 9.176 SHMP 192.168.5.254 161 65484 192.168.10.18 192 report SHMP-USER-BASED-SM-MIB: iusmStatsNotInT imel indows . 8
s 9,325 SHMP 192.163.18.18 65484 161 192.168.5.254 199 petBulkRequest CISO0-ENHANCED-MEMPOOL-MIB: :cempMIBObjects
6 ©.326 SWP  192,169.5.354 161 65484 192.168.16.10 678 |get-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPonlType.1.1 CISCO- ENHANCED-MENPOOL-MIE : ; cempenPoolType
7 9,490 SHHP 192,168.10.10 G5a84 161 192.168,5,254 205 getBulkRequest CISCO-ENHANCED-MEMPOOL -MIB: ; cempliemPoolNane. 1.8
8 8,458 SHHP 192.168.5.254 161 65484 192.168.10.18 568 get-response CISCO-ENHANCED-MEMPOOL -MIB: i cempMemPoolAlternate. 1.1 CTS(0-ENHANCED-HEMPOOL -MIB: : cempMenPoc
9 0.675 SN 192.168.10.10 65484 161 192.168.5.254 205 |getBulkRequest CISCO-ENHANCED-MEMPOOL-MIE: :cempHemPoolvalid.1.8
19 .76 SHHE 192.168.5.254 161 65484 192.168.16.18 610 get-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPoolUsed. 1.1 CISCO- ENHANCED-MENPOOL-MIB: : cempMenfoollsec
11 9.945 SHMP 192.168.18.18 65484 161 192.168.5.254 205 getBulkitequest CISOO-ENHANCED-MEMPOOL-HI cempMemPoolFrea. 1.8
12 B.946 SHMP 192.168.5.254 161 65484 192.168.16.18 584 get-response CISCO-ENHANCED-MEMPOOL-MIB: : cempMemPoolUsedOvrflu. 1.1 CISL0-ENHANCED-HEMPOOL-MIB: : cenpMenPc
13 1.133 SHMP 192.163.18.18 65484 161 192.168.5.254 205 petBulkfequest CISCO-ENHANCED-MEMPOOL-HIB: : cempMemPoolHCUsed. 1.8
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~ L1500~ ENMANCED -HEHPDOL-MLR : ; cenplienPoo Hame, 1.1 (1-3.6.1.4,.1.9.9,221.1.1-1.1.3.1.1); System memory
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.1 (CISC0-ENHANCED-MEMPOOL -MIB : :cempMeniPoolName . 1.1)
CISC0-ENHANCED -MEMPOOL -MIB: ; cempHemPoollame ;. System memory

~ CI5C0-ENHANCED-HEHPOOL-MIB: ; cenpMenPoolName . 1.2 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2); System memory
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2 (CISC0-ENHARCED-MEMPOOL-HIE : : cempMemPoolName . 1.2)
CI5C0-ENHANCED-MEMPOOL -MIB: : cempemPoollame: System memory

~ CISCO-ENHANCED-HEMPOOL-MIB: : cempMenPoollame. 1.3 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.3): MEMPOOL_MSGLYR
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.3 (CISCO-ENHANCED-MEMPOOL-HIB: : campMemPoolName . 1.3)
CI5C0-ENHANCED-MEMPOOL -MIB: : cempHemPoollame : MEMPOOL_MSGLYR

~ CISCO-ENHANCED-HEMPOOL-MIB: : cempMenPooiName. 1.4 (1.3.6.1.4.1.5.9.221.1.1.1.1.3.1.4) : MEMPOOL_HEAPCACHE 1
Object Name: 1.3.6.1.4,1.9.9.221.1.1.1.1,3,1.4 (CISCO-ENHANCED-MEMPOOL-MIB: : cempilemPoolName . 1.4)
CISC0-ENHANCED - MEMPOOL -MIB: : cempHenPoolame : MEMPOOL_HEAPCACHE_1

~ CISCO-ENHANCED -HEMPOOL-MIB: ; cempMenPoolName. 1.5 (1.3.6.1.4.1.9.9.221.1.1.1.1. 2, 1.5): MEMPOOL_HEAPCACHE &
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.5 (CISC0-ENHANCED-MEMPOOL -HIE: ; cempilemPoo]liame.1.5)
CISC0-ENHANCED -MEMPOOL -MIB: : cempHemPooliame : MEMPOOL_HEAPCACHE @

w CI500-ENHANCED-HEMPOOL-MIB: : cempenPoollame. 1.6 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6): MEMPOOL_DMA_ALT1
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6 (CISCO-ENHANCED-MEMPOOL-HIE: : compiemPoolName . 1.6)
CISCO-ENHANCED-MEMPOOL -MIB: : cemplesPoollame : MEMPOOL DMA_ALT1

~ CI5C0-ENHANCED-HEHPOOL-MIB: : cempMenPoollame. 1.7 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7): MEMPOOL_DHA
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7 (CISCO-ENHANCED-MEMPOOL-MNIB: :cemptemPoolName . 1.7)
CISC0-ENHANCED -MEMPOOL -MIB: : cempemPoolHame : MEMPOOL_DMA

~ CI5C0-ENHANCED-MEMPOOL-MIB: ; cempMenPoollame. 1.8 (1.3.6.1.4,1,9.9,221,1.1.1.1,3.1.8): MEMPOOL_GLOBAL_SHARED
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8 (CISC0-ENHANCED-MEMPOOL-HIEB : : cempMemPoolName . 1.8)
CISC0-ENHANCED -MEMPOOL -MIB: ; cempHemPooliame : MEMPOOL_GLOBAL_SHARED

»

Com base na saida descriptografada do arquivo de captura, a ferramenta de monitoramento
SNMP pesquisava periodicamente (intervalo de 10 segundos) dados sobre a utilizagao de pools
de memdria no FTD. Conforme explicado no artigo da Nota Técnica ASA SNMP Polling for
Memory-Related Statistics , a pesquisa da utilizagdo do Global Shared Pool (GSP) com SNMP

resulta em alto uso da CPU. Nesse caso, a partir das capturas, ficou claro que a utilizagao do
Pool compartilhado global foi sondada periodicamente como parte do SNMP getBulkRequest

primitivo.

Para minimizar os hogs de CPU causados pelo processo SNMP, foi recomendado seguir as
etapas de mitigagédo para os Hogs de CPU para SNMP mencionados no artigo e evitar pesquisar
os OIDs relacionados ao GSP. Sem a pesquisa de SNMP para os OIDs relacionados ao GSP,
nao foram observados hogs de CPU causados pelo processo SNMP e a taxa de saturagao
diminuiu significativamente.

Informacgdes Relacionadas

Guias de configuracao do Cisco Firepower Management Center

Esclarecer as acoes da regra de politica de controle de acesso do Firepower Threat

Defense
Trabalhe com capturas do Firepower Threat Defense e do Packet Tracer

Aprenda o Wireshark
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https://www.wireshark.org/#learnWS
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