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Pergunta

Como faz vocé Whitelist um remetente confiado?

Resposta

Na ferramenta de seguranca do email de Cisco (ESA), adicionar remetentes que vocé confia ao
grupo do remetente WHITELIST porque este grupo do remetente usa a politica do fluxo de correio
$TRUSTED. Os membros do grupo do remetente WHITELIST ndo séo sujeitos avaliar a

limitacao, e o indice daqueles remetentes nao é feito a varredura pelo motor de Cisco IronPort
AntiSpam, mas é feito a varredura ainda pelo software anti-virus de Sophos.

Nota: A revelia a configuragéo, exploragéo anti-virus é permitida mas o Anti-Spam é
desligado.

Ao whitelist um remetente, adiciona o remetente ao grupo do remetente WHITELIST na tabela do
acesso host (CHAPEU). Vocé pode configurar o CHAPEU através do GUI ou do CLI.

Do GUI

1. Clique a aba das politicas do correio.

2. Sob a secdo da tabela do acesso host, selecione a vista geral do CHAPEU,

3. Adireita, certifique-se que seu ouvinte de InboundMail esta selecionado atualmente,
4. Da coluna do grupo do remetente abaixo, clique o WHITELIST,

5. Clique o botao do remetente adicionar perto da metade inferior da pagina.

6. Entre no IP ou no hosthame que vocé quer ao whitelist no primeiro campo.

Quando vocé termina adicionar entradas, clique o botdo Submit Button. Recorde clicar as
mudangas comprometer abotoam-se para salvar suas mudancas.



Do CLI

exanpl e. con> |istenerconfig

Currently configured |isteners:

1. InboundMail (on PublicNet, 172.19.1.80) SMIP TCP Port 25 Public
2. CQutboundMail (on PrivateNet, 172.19.2.80) SMIP TCP Port 25 Private
Choose the operation you want to perform

- NEW- Create a new |listener.

- EDT - Mdify a listener.

- DELETE - Renove a listener.

- SETUP - Change gl obal settings.

[1> edit

Enter the name or nunmber of the listener you wish to edit.
[1>1

Nare: | nboundMai |

Type: Public

Interface: PublicNet (172.19.1.80/24) TCP Port 25

Protocol : SMIP

Def aul t Donai n:

Max Concurrency: 1000 (TCP Queue: 50)

Domai n Map: D sabl ed

TLS: No

SMTP Aut henti cation: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: O f

Choose the operation you want to perform

- NAME - Change the name of the |istener.

- I NTERFACE - Change the interface.

- LIMTS - Change the injection linmits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Tabl e.

- RCPTACCESS - Modify the Recipient Access Tabl e.

- BOUNCECONFI G - Choose the bounce profile to use for nessages injected on this
listener.

- MASQUERADE - Configure the Donain Masqueradi ng Tabl e.
- DOVAI NMAP - Configure donai n mappi ngs.

[1> hostaccess

Default Policy Paraneters

Al'l ow TLS Connections: No

Al l ow SMIP Aut hentication: No

Require TLS To Ofer SMIP aut hentication: No
Maxi mum Concurrency Per |P: 1,000

Maxi mum Message Size: 100M

Maxi mum Messages Per Connection: 1,000
Maxi mum Reci pi ents Per Message: 1, 000
Maxi mum Reci pi ents Per Hour: Disabl ed
Use SenderBase For Flow Control: Yes
Spam Det ecti on Enabl ed: Yes

Virus Detection Enabl ed: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform
- NEW- Create a new entry.

- EDIT - Mdify an entry.

- DELETE - Renobve an entry.

- MOVE - Move an entry.



- DEFAULT - Set the defaul ts.

- PRINT - Display the table.

- IMPORT - Inport a table froma file.

- EXPORT - Export the table to a file.

- CLEAR - Renove all entries.

[1> edit

1. Edit Sender G oup

2. Edit Policy

[1]1> 1

Currently configured HAT sender groups:

WHI TELI ST (My trusted senders have no Brightmail or rate limting)
BLACKLI ST (Spammers are rejected)

SUSPECTLI ST (Suspi ci ous senders are throttl ed)

UNKNOWNLI ST (Revi ewed but undeci ded, continue nornal acceptance)
. (no nanme, first host = ALL) (Everyone el se)

Enter the sender group nunber or nane you wish to edit.

[1> 1

SE N S

Choose the operation you want to perform

- NEW- Add a new host.

- DELETE - Renobve a host.

- MOVE - Reorder the hosts.

- POLICY - Change the policy settings and options.

- PRINT - Display the current definition.

- RENAME - Renane this sender group.

[1> new

Enter the hosts to add. Cl DR addresses such as 10.1.1.0/24 are allowed. IP
address ranges such as 10.1.1.10-20 are allowed. |P subnets such as 10.2.3. are
al | oned. Host names such as crm exanpl e.comare allowed. Partial hostnanes such
as .exanple.comare all owed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are all owed.
Sender Base Network Owner |Ds such as SBQO 12345 are al |l owed.

Rermot e bl acklist queries such as dnslist[query.blacklist.exanple] are all owed.
Separate nultiple hosts with conmas

[1>

Recorde emitir 0 comando comni t salvar suas mudangas.
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