O dominio ESA debuga o exemplo de
configuracao dos logs
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Introdugao

Este documento descreve como configurar o dominio debuga entra a ferramenta de seguranga do
email de Cisco (ESA).

Pré-requisitos

Requisitos
A Cisco recomenda que vocé tenha conhecimento destes tépicos:

- Cisco ESA
- AsyncOS

Componentes Utilizados

A informacgao neste documento é baseada em todas as versdes de AsyncOS.

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a sua rede estiver ativa, certifique-se de que entende o impacto
potencial de qualquer comando.



Informacgdes de Apoio

O dominio debuga o log é um log de sistema que seja projetado a fim gravar todo o trafego do
Simple Mail Transfer Protocol (SMTP) entre um dominio especifico e o ESA para um numero
finito de sessdes.

Este tipo do log pode ajudar nas tentativas de pesquisar defeitos as edi¢des que se relacionam a
um dominio destinatario especifico ou se hospedam. Cada sessao é gravada até que o numero
definido de sessdes esteja alcangado, e entdo as paradas do levantamento de dados. A fim
terminar o dominio debugar o levantamento de dados dos logs antes que todas as sessodes
estejam gravadas, vocé pode suprimir ou editar da assinatura do log.

Configurar

A fim criar e configurar o dominio debugar logs, incorporam o comando do logconfig no ESA CLI.

Note: Se vocé quer configurar o dominio debugar logs com o ESA GUI, referem a segao das
assinaturas do log do guia de usuario avangado.

Esta aqui um exemplo do dominio debuga a criagao da assinatura dos logs com o uso do ESA
CLI:

exanpl e. com> | ogconfig

Currently configured | ogs:

"antispanl’ Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

“error_logs" Type: "lronPort Text Mil Logs" Retrieval: FTP Poll
"euq_l ogs" Type: "lronPort Spam Quarantine Logs" Retrieval: FTP Poll
"euqgui _l ogs" Type: "lronPort Spam Quarantine GJ Logs" Retrieval: FTP Poll
10. "ftpd_l ogs" Type: "FTP Server Logs" Retrieval: FTP Poll
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11. "gui _l ogs" Type: "HITP Logs" Retrieval: FTP Poll

12. "mail _l ogs" Type: "lronPort Text Ml Logs" Retrieval: FTP Poll

13. "reportd_|l ogs" Type: "Reporting Logs" Retrieval: FTP Poll

14. "reportqueryd_| ogs" Type: "Reporting Query Logs" Retrieval: FTP Poll
15. "scanni ng" Type: "Scanning Logs" Retrieval: FTP Poll

16. "sntpd_l ogs" Type: "NTP logs" Retrieval: FTP Poll

17. "status" Type: "Status Logs" Retrieval: FTP Poll

18. "system|logs" Type: "System Logs" Retrieval: FTP Poll

19. "updater_| ogs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renobve a | og subscription.

- SETUP - Ceneral settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> new



Choose the log file type for this subscription:

1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domai n Debug Logs

7. Injection Debug Logs

8. System Logs

9. CLI Audit Logs

10. FTP Server Logs

11. HTTP Logs

12. NTP | ogs

13. LDAP Debug Logs

14. Anti-Virus Logs

15. Anti-Virus Archive

16. Scanni ng Logs

17. lronPort Spam Quarantine Logs
18. IronPort Spam Quarantine GUJ Logs
19. Reporting Logs

20. Reporting Query Logs

21. Updater Logs
[1]1> 6

Pl ease enter the name for the |og:
[1> debug_exanpl e

Enter the name of the domain for which you want to record debug information.

[1> exanpl e.com

Pl ease enter the number of SMIP sessions you want to record for this domain.

[1]> 8

Choose the nmethod to retrieve the | ogs.

1. FTP Poll

2. FTP Push

3. SCP Push

4. Sysl og Push
[1]>

Filenane to use for log files:
[ exanpl e. com text] > exanpl e. com t ext

Pl ease enter the maximumfil e size:
[ 10485760] >

Pl ease enter the maxi mum nunber of files:
[10] >

Currently configured | ogs:

1. "antispant Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

5. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

6. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

7. "debug_exanpl e" Type: "Domai n Debug Logs" Retrieval: FTP Poll

8. "error_logs" Type: "lronPort Text Mail Logs" Retrieval: FTP Poll

9. "euqg_l ogs" Type: "lronPort Spam Quarantine Logs" Retrieval: FTP Poll
10. "euqgui _l ogs" Type: "lIronPort Spam Quarantine GU Logs" Retrieval:
11. "ftpd_l ogs" Type: "FTP Server Logs" Retrieval: FTP Poll

12. "gui _l ogs" Type: "HITP Logs" Retrieval: FTP Poll

13. "mail _l ogs" Type: "lronPort Text Ml Logs" Retrieval: FTP Poll
14. "reportd_|l ogs" Type: "Reporting Logs" Retrieval: FTP Poll

FTP Pol |



15. "reportqueryd_| ogs" Type: "Reporting Query Logs" Retrieval: FTP Poll
16. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

17. "sntpd_l ogs" Type: "NTP logs" Retrieval: FTP Poll

18. "status" Type: "Status Logs" Retrieval: FTP Poll

19. "system|ogs" Type: "System Logs" Retrieval: FTP Poll

20. "updater_l ogs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.
HOSTKEYCONFI G - Configure SSH host keys.

(1>

exanpl e. con> conmi t

Verificar

Esta aqui um exemplo do dominio debuga logs quando o ESA entrega uma mensagem ao
dominio destinatario example.com:

exanpl e. con» | ogconfig

Currently configured | ogs:

1. "antispant Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

5. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

6. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

7. "error_logs" Type: "lronPort Text Ml Logs" Retrieval: FTP Poll

8. "eug_l ogs" Type: "lronPort Spam Quarantine Logs" Retrieval: FTP Poll
9. "euqgui _l ogs" Type: "lronPort Spam Quarantine GUl Logs" Retrieval: FTP Poll
10. "ftpd_l ogs" Type: "FTP Server Logs" Retrieval: FTP Poll

11. "qgui _|l ogs" Type: "HITP Logs" Retrieval: FTP Poll

12. "mail _l ogs" Type: "lronPort Text Mil Logs" Retrieval: FTP Poll

13. "reportd_l ogs" Type: "Reporting Logs" Retrieval: FTP Poll

14. "reportqueryd_l ogs" Type: "Reporting Query Logs" Retrieval: FTP Poll
15. "scanni ng" Type: "Scanning Logs" Retrieval: FTP Poll

16. "sntpd_l ogs" Type: "NTP | ogs" Retrieval: FTP Poll

17. "status" Type: "Status Logs" Retrieval: FTP Poll

18. "system| ogs" Type: "System Logs" Retrieval: FTP Poll

19. "updater_l ogs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Modify a | og subscription.

- DELETE - Renpbve a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:
IronPort Text Mail Logs

gmai | Format Mail Logs

Delivery Logs

Bounce Logs
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5. Status Logs

6. Domai n Debug Logs

7. Injection Debug Logs

8. System Logs

9. CLI Audit Logs

10. FTP Server Logs

11. HTTP Logs

12. NTP | ogs

13. LDAP Debug Logs

14. Anti-Virus Logs

15. Anti-Virus Archive

16. Scanni ng Logs

17. lronPort Spam Quarantine Logs
18. IronPort Spam Quarantine GUJ Logs
19. Reporting Logs

20. Reporting Query Logs

21. Updater Logs

[1]> 6

Pl ease enter the name for the |og:
[1> debug_exanpl e

Enter the name of the domain for which you want to record debug
[1> exanpl e.com

Pl ease enter the nunmber of SMIP sessions you want to record for
[1]1> 8

Choose the nmethod to retrieve the | ogs.

1. FTP Poll

2. FTP Push

3. SCP Push

4. Sysl og Push
[1] >

Filenane to use for log files:
[ exanpl e. com text] > exanpl e. com t ext

Pl ease enter the maximumfil e size:
[ 10485760] >

Pl ease enter the maxi mum nunber of files:
[10] >

Currently configured | ogs:

information.

t hi s domai n.

FTP Pol |

1. "antispant Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

5. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

6. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

7. "debug_exanpl e" Type: "Domai h Debug Logs" Retrieval: FTP Poll

8. "error_logs" Type: "lronPort Text Mail Logs" Retrieval: FTP Poll

9. "euqg_l ogs" Type: "lronPort Spam Quarantine Logs" Retrieval: FTP Poll
10. "euqgui _l ogs" Type: "lronPort Spam Quarantine GUJ Logs" Retrieval: FTP Poll
11. "ftpd_l ogs" Type: "FTP Server Logs" Retrieval: FTP Poll

12. "gui_l ogs" Type: "HITP Logs" Retrieval: FTP Poll

13. "mail _l ogs" Type: "lronPort Text Ml Logs" Retrieval: FTP Poll

14. "reportd_l ogs" Type: "Reporting Logs" Retrieval: FTP Poll

15. "reportqueryd_l ogs" Type: "Reporting Query Logs" Retrieval:

16. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

17. "sntpd_l ogs" Type: "NTP logs" Retrieval: FTP Poll

18. "status" Type: "Status Logs" Retrieval: FTP Poll

19. "system|ogs" Type: "System Logs" Retrieval: FTP Poll



20. "updater_l ogs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.
HOSTKEYCONFI G - Configure SSH host keys.

(1>

exanpl e. con> conmi t

Troubleshooting

Atualmente, nao existem informacdes disponiveis especificas sobre Troubleshooting para esta
configuragao.

Informagdes Relacionadas

- Guia do Usuario do email de AsyncOS
- Suporte Técnico e Documentacao - Cisco Systems



//www.cisco.com/c/pt_br/support/security/email-security-appliance/products-user-guide-list.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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