Configurar Duo e endpoint seguro para responder
a ameacas
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Este documento descreve como integrar o Duo Trusted EndPoints com o Cisco Secure EndPoint.

| nfor macgbes de Apoio

A integracdo entre o Cisco Secure EndPoint e o Duo, permite uma colaboracéo eficaz em resposta a
ameacas detectadas em dispositivos de rede confidveis. Essaintegracdo é obtida através de vérias
ferramentas de gerenciamento de dispositivos que estabelecem a confiabilidade de cada dispositivo.
Algumas dessas ferramentas incluem:

Servicos de Dominio Ative Diretory

Ative Diretory com Integridade do Dispositivo

Genérico com Integridade do Dispositivo

Integridade do Intune com Dispositivo

Jamf Pro com Integridade do Dispositivo

Pacote de gerenciamento LANDESK

Ferramenta de gerenciamento de ativos corporativos Mac OS X
Manual com Integridade do Dispositivo

Ferramenta de Gerenciamento de Ativos Corporativos do Windows
Workspace ONE com integridade de dispositivo



Depois que os dispositivos sdo integrados a uma ferramenta de gerenciamento de dispositivos, € possivel
integrar o Cisco Secure EndPoint e 0 Duo a0 API N0 Administration Panel. Subsequentemente, a politica
apropriada deve ser configurada no Duo para executar a verificagdo de dispositivos confidvels e detectar
dispositivos comprometidos que possam afetar aplicativos protegidos pelo Duo.

Observacgao: neste caso, trabalhamos com o Ative Diretory e a Integridade do Dispositivo.

Prerequisites
» Ative Diretory parafazer aintegracéo.

» Paraintegrar o Duo aendpoints confiaveis, seus dispositivos devem ser registrados no dominio do
Ative Diretory. 1sso permite que o Duo autentique e autorize 0 acesso aos recursos e servicos de rede

com seguranca.
* Duo aém do plano.

Configuracao e caso de uso

Configurar aintegracao no Duo

Efetue login no Admin Panel € va para

® Trusted EndPoints> Add I ntegration
» Selecionar Active Directory Domain Services

Add Management Tools Integration z:zose:

Device Management Tools Endpoint Detection & Response Systems

Management Tools

= Active Directory Domain Services Windows v Add

Depois disso, vocé seraredirecionado para configurar 0 Active Directory and Device Health.
Leve em consideracdo que isso so funciona com maguinas no dominio.

Vaparao Ative Diretory e execute o proximo comando no PowerShell:

(Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | Out-String).Trim() | clip




PS C:\Users‘\Administrator> (Get-ADDomain | Format-Table -Property DomainSID -HideTableHeader:

PS C:\Users\Administrator>

Depois disso, certifique-se de ter copiado para a area de transferéncia o identificador de seguranca do seu
Ative Diretory.

Exemplo

S-1-5-21-2952046551-2792955545-1855548404

Isso é usado na Integracdo da Integridade do Ative Diretory e do Dispositivo.

2 Windows

This integration is currently disabled. You can test it with a group of users before activating it for all.

1. Login to the domain controller to which endpoints are joined

2. Open PowerShell

3. Execute the following command, then retrieve the domain Security |dentifier (SID) from your clipboard
After running the command, the domain SID will be copied to your clipboard. The SID is used to know If your user's compu

(Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | out-string).Trim{) | clip

4. Paste the domain SID

B, G- 1-0- 21D - M N M - X O KX,

Clique em save e possibilitar aintegracao e Activatefor al. Caso contrario, VOcé ndo poderaintegrar com o
Cisco Secure EndPoint.



Change Integration Status
Once this integration is activated, Duo will start reporting your devices as trusted or n
on the endpoints page ([ and the device insight page(¥.

Q Integration is active
Your users will be prompted to run a check when logging in on their mobile devices

Test with a group  Select a group -

See Duo's documentation on how to create a desired testing environment(&

@® Activate for all

Save

Ir jpara Trusted EndPoints > Select Endpoint Detection & Response System > Add thisintegration.




Device Management Tools Endpoint Detection & Response Systems

i i is i i Mote
cIsco Cisco Secure Endpoint Add this integration

Cisco Seci
following d
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Agoravoceé estd napagina principal daintegracéo do Cisco Secure EndPoint.



Cisco Secure Endpoint zzuysen

1. Generate Cisco Secure Endpoint Credentials

1. Login to the Cisco Secure Endpoint console(4.
Navigate to "Accounts = API Credentials".

Click "New AP| Credentials".

Give the credentials a name and make it read-only.

Click "Create".

S T

Copy the Client Id and APl Key and return to this screen.

2. Enter Cisco Secure Endpoint Credentials
Client ID

=

Enter Client ID from Part 1.

API key

Enter API Key from Part 1.

Hostname

https://api.eu.amp.cisco.com/

Test Integration

Save Integration

Depois disso, va paraa Admin Panel do Cisco Secure EndPoint.



Configurar aintegracao no Cisco Secure EndPoint

» https://console.eu.amp.cisco.com/ LOGIN NO CONSOLE EMEAR
» https://console.amp.cisco.com/ LOGIN NO CONSOLE AMER

E navegue até Accounts > API Credentials € SEl€CiONne New API Credentials.

Legacy API Credentials (version 0 and 1) View Legacy APl documentation

El

New API| Credential

Application name | DUO

Scope ® Read-only
O Read & Write

[0 Enable Command line

(] Allow APl access to File Repository download audit logs

Observacdo: somente Read-only € necessario parafazer essaintegracdo porgque o Duo GET consultao
Cisco Secure EndPoint para saber se o dispositivo atende aos requisitos da politica.

Inserir Application Name, Scope, € Create.

APl Key Details

3rd Party API Client ID

API Key

» Copie 0 3rd API Party Client ID de Cisco Secure EndPoint para DUO Admin Panel iN Client ID.
» Copie 0 API Key de Cisco Secure EndPoint para DUO Admin Panel iN API Key.


https://console.eu.amp.cisco.com/
https://console.amp.cisco.com/

{ API Key Details Cisco Secure Endpoin

| 3rd Party API Client ID
1. Generate Cisco Secure Endpoint Credenti

L 1. Login to the Cisce Secure Endpoint console(s
| API Key ™ 2, Navigate to "Accounts > AP| Credentials”,

3. Click "New API Credentials®.

4, Give the credenfials a name and make it read-

e 5. Click "Create”.
x\\ | G, Copy the Client Id and API Key and return to
N, 1
M,
hY
Y
\'|
ﬁ'.ﬁ 2. Enter Cisco Secure Endpoint Credentials
Y [ClentlD |
\
\ m

Enter Chent 1D from Fart 1

AP key

Enter AP Key from Pan 1

Hastname

hitps:apl.eu.amp. clsco. com’

Test Integration

Save Integration

Teste aintegracdo e, se tudo funcionar bem, clique em save para salvar a integragéo.
Configurar politicas no Duo

Para configurar as politicas para sua integracéo, vocé passa pelo aplicativo:
Navigate to Application > Search for your Application > Select your policy

Applications
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Configure a politica para detectar um dispositivo confiavel

Policy name

Deny Access to unenrc

Usars

@ New User policy
Authentication policy
User location

Davices
@ Trusted Endpoints
Device Health application
@ Remembered devices
Operating systems
Browsers
Plugins

Testar Maquinas Confiaveis

Trusted Endpoints

A Trusted Endpaoint is an endpoint that exists in a management system such as your EAM or
MDM. It can be matched to your management system using Duo certificates or information
provided by Duo Mobile.

Allow all endpoints

T e P TP P i e ey
@ Require endpoints to be trusted
COnly Trusied Endpomts wall be able 1o access browser-based applications

| Allow LISCo Secure Enﬂpmnl 10 DIGCR compromised endpoints

Endpoints that Cisco Secure Endpoint deem to be compromised will be blocked from accessing browser-
based applications

Mate: This option only applies to trusted endpoinis

Advanced options for mobile endpoints «

Computador com Integridade de Dispositivo Duo eingressou no dominio

Timestamp
(UTC) Result
FEB 16, 2023 User approved

Trust Assessment

User Application 0 Access Device

v Windows 10, version 22H2 (1904

As reported by Device Health

Hostname DESKTOP-R2CHSG

Edge Chromium  110.0.1587.46
Flash Mot installed
Java Mot installed

Device Health Application

Balie - Installed
duotrusted  Splunk 1 | | — o
o Encryption Off
Password Set

Security Agents  Running: Clsc

Endpoint

Location Unknown
173.38.220.51

Trusted Endpoint

datarminad by Davice Health

Computador fora do dominio sem Integridade de Dispositivo Duo



Timestamp (UTC) Result User Application  Tryst Assessment @  Ac

w

11:33:3? PM ¥ Denied duotrusted A lira t Pare
FEB 16, 2023 Dievice health data is missing Splunk Policy nat applied

cess Device

Windows 10
As reported by the browser

Firefox 89.0
Flash Mot installed
Java Mot installed

Device Health Applicati
Installation stalus unknown

Firewall Unkr
Encryption Unk
FPassword LInk

Security Agents  Unki

Almere Stad, FL, Nethe
6410336135

Unable to communicate with De

Action Required

Flease install the Duo Device Health application (required by your
organization), then try logging in again.

Already have the app installed?

Download now ar
¥What is this? 7 nobie i
M help?
Secured by Duo

Computador fora do dominio com Integridade de Dispositivo Duo



Timestamp Trust Assessment
(UTC) Result User Application gy Access Device

¥ Windows 10, version 22H2 (19045.2604)
As reported by Dewice Health

Hostname  NODOMAIM

Firefox 89.0
Flash Mot installed
Java Mot installed

Device Health Application
Installed

11:40:58 PM ¥ Denled duclrusted Falicy not _
FEB 16, 2023 Endpoint is nol trusted Splunk applied E‘Il-iwaplll'n $
ryplion
Password Set
Security Agents  Running: Cisco Secure
Endpoint

Almere Stad, FL, Metherlands
B4 10336133

Mot a Trusted Endpoint
datermined by Device Health

(~
Sy

We're sorry. Access is not allowed.

* We're sorry, access is not allowed because
you are using a personal device.

To fix this problem, please reach out to your
administrator or IT Helpdesk

Configurar a Politica para o Cisco Secure EndPoint

Nessa configuragdo de politica, configure o dispositivo ja confidvel para atender aos requisitos sobre
ameagas que podem afetar seu aplicativo, caso um dispositivo sejainfectado ou se alguns comportamentos
marcarem essa maguina com suspicious artifacts OF Indicators of Compromise, VOC& pode bloguear 0 acesso da
maquina aos aplicativos protegidos.



Trusted Endpoints

Users
9 New User policy
Authentication palicy A Trusted Endpolint is an endpoint that exists in a management system such as your EAM or
User location MDM. It can be matched to your management system using Duo certificates or information
provided by Duo Mobile.

Devices Allow all endpoints
D Trusted Endpoints Endpoints will be checked for trustwarthiness to aid reporting, but un-trusted endpoints will be allowed
Device Health application @® Require endpoints to be trusted
2 Remembered devices Cnly Trusted Endpoints will be able to access browser-based apphications |
Operating systems Allow Cisco Secure Endpoint to block compromised endpoints
Browsers
Plugins Endpeints that Cisco Secure Endpoint deem to be compromised will be blacked fram accessing browser-
based applications
Mets: This oplion only applies to trusted endpoints
Networks '
Autharized networks Advanced options for mobile endpoints ~

Anonymous netwarks

Teste as maquinas confiaveis com o Cisco Secur e EndPoint

Méaquina sem o Cisco Secure Agent instalado

Nesse caso, a méquina pode ser aprovada sem a verificagdo do AMP.

~ Windows 10, version 21H1 {19(
As reported by Device Health

Hostname COMPUTERZ24

Edge Chromium  110.0.1587,
Flash Mot installec
Java Mot installec

Device Health Application

Installed
12:52:23 PM " Granted d = .
uotrusted Policy not apolied ,
FEB 20, 2023 Uger appraved Splunk ) - Elrewaltll g;
neryption
— oo L=T=Y: .
Security Agents  Running: Wi

Defender

Location Unknown
173.38.220 51

Trusted Endpoint
determined by Device Health

Se desgjar ter uma politicarestritiva, vocé podera configuré-la para ser mais restritiva se modificar a bevice
Health Application politica de Reporting para Enforcing.

E adicionar Block Accessif an EndPoint Security Agent is not running.



p— . B

Don't require users to have the app(L

Allow users to install the app during enroliment

(@ Require users to have the app ()

Block access if firewall is off. When the user is blocked, the
app will provide remediation
Block access if BitLocker is off. See what it looks like (5

Block access if system password is not set.
Block access if an endpoint security agent is not running.

Select which Duo supported endpoint security agent(s) are allowed

I % Cisco Secure Endpoint * -

Computador sem infeccdo

Com uma méquina, sem infec¢do, vocé pode testar como 0 Duo com Cisco Secure EndPoint funciona para
trocar informagdes sobre 0 status da méguina e como 0s eventos s80 mostrados nesse caso no Duo e no
Cisco Secure EndPoint.

Se vocé verificar o status da sua maguina no Cisco Secure EndPoint:

Navigate to Management > Computers.

Quando vocé filtra sua maguina, pode ver o evento disso e, nesse caso, pode determinar se asua
méquina esta limpa.



Dashboard Analysis~  QOutbreak Control 4 Management -~ | Accounts -~ Search
I ——
Quick Start
Computers ’
4 1 o | 0
Policies
Computers Mot Seen in Over 7 Days Need AV Exelusions or Update Computers With |

p Filters
All Windows

=]

A M

(] » =8 DESKTOP-

no filters applied

- Device Control =
Download Connector
Deploy Clarity for i0S
Linux Android

Mac Deployment Summary

AV Definition Summary

LN2TEUT in group TEST

Hostname
Operating System
Connector Version
Install Date

Connector GUID
Processor ID

Definitions Last Updated

Cisco Secure Client ID

] W E& DESKTOP-

R2CH8G5.taclab.com in group DUO o |
DESKTOP-RZ2CHBGS taclab.com Group DLUIO
Windows 10 Enterprise N (Build 19045.2604) Palicy DU
81521322 Internal IP 172.16.201
2023-02-13 11:47:36 UTC External IP 173.38.221
fe066900-9075-4473-ade7-4a7fc998dbib Last Seen 2023-02-
1f8bfbff000006e7 Definition Version TETRA 64
2023-02-16 22:30:07 UTC Update Server tetra-defs.
MNIA Kenna Risk Score {3 Nohigh se

Take Forensic Snapshot

C, Orbital Query

| Q, Scan... | [ Ur Diagnost

Vocé pode ver que ndo ha detecgdo para o seu dispositivo, e também estd em um status de limpo, o que
significa que sua maguina ndo estd em triagem para participar.



b DESKTOP-R2CHEGS.taclab.com Scanned 13394 files, 210 processes, 0 directonie: -_—p'.-
F DESKTOP-RZCHEGS.taclab.com stared scar __ Pt
¢ DESKTOP-R2CHBGS.taclab.com Scanned 2590 files, 3 processes, 0 directorie oy 1
+ DESKTOP-RZCHEGS.taclab.com =tarted scar - F|

F  DESKTOP-RZCHBGS.taclab.com Sca

J
P
il
=

{
10 00 OO0 OO0 OO O O O

F DESKTOP-RZCHEGS.taclab.com stared scar |~ Pi
F  DESKTOP-RZCHEGS taclab,com Scanned 157 Ales, 7 processes

B DESKTOP-R2ZCHEGS.taclab.cam slamed scar ___ [ |
P DESKTOP-RICHBGS.taclab.com Scanned 157 files, 2 processes, O directories i
b DESKTOP-RZCHEGS taclab.com stared scar = vl
¢ DESKTOP-R2ZCHBGS.taclab com Scannéd 113 fles, 1 processes, 0 directoria: =
b DESKTOP-RZCHEGS.taclab.com started scar =11

E assim que 0 Duo classifica essa maguina:

Timestamp Trust
(UTC) Result User Application PRT—— o Access Device A
~ Windows 10, version 22H2 (19045.2604)
As reparted by Device Health
Hostname DESKTOP-R2CHBGS
Edge Chromium  110.0.1587 .46
Flash Mot installed
Java Mol installed
Device Health Application
12:41:20 AM ~ Granted duotrusted  Splunk nstaliad by
FEB 17, 2023 User approved Firewall Off
Encryption Off
Password Set

Security Agents  Running: Cisco Secure Endpoint

Lacation Unknown
173.38.220.51

Trusted Endpoint

determingd by Dévice Haalth

A maguina mantém o trusted rétulo.

O que acontece se a mesma maquina for infectada por um malicious Actor, tiver tentativas repetitivas de
infeccdo, ou Indicators of Compromise al ertas sobre esta maquina?

Computador com infecgdo

Paratentar usar um exemplo de EICAR paratestar o recurso, acesse https://www.eicar.org/ e faga download
de uma amostra mal-intencionada.

Nota: Néo se preocupe. Vocé pode fazer o download do teste EICAR, ele € seguro e € apenas um
arquivo de teste.


https://www.eicar.org/

*
e I C O r- Home ABoutUs  Aboutyou  Projects  Mews  Conlent  Board

This page |s sl woek s progeress. SBoimy far any tonvenisnts I]“w

AT MAL

OAD

£ TESTFILE

Role para baixo e va até a secéo e baixe 0 arquivo de teste.

Download area using the secure, SSL enabled protocol HTTPS

eicar.com eicar.com. fxt eicar_com.zip
68 Bytes 68 Bytes 184 Bytes

eicarcom2.zip /~;

308 Bytes

i

2

O Cisco Secure EndPoint detecta 0 malware e 0 coloca em quarentena.

}ack (e W Cisco Secure Client

Secure Endpoint

E assim que ele muda, como mostrado no painel Cisco Secure EndPoint Admin.




k  DESKTOP-R2CHA3GS.taclab.com detected eBfedaf)-712¢-4072-a334-e3f7b662c 1 5 tmp as Win Ransomware, Eicar: 95,sbx.tg Rediurn |E E |ﬂ
F  DESKTOP-RICHEGStaclab.com detected Unconfirmed 8007 28.crdownload as Win.Ransomware.Eicar:95.sbx.tg Madium |E E |ﬂ
b DESKTOP-R2CHSGStaclab.com detocted eBfed9f1-712e-4072-2334-e3f7b662c1e5.mp as Win.Ransomware. Bicar:95, | E0c8 Madium [ kK :l b
F  DESKTOP-RICHBGStaclab.eom delected Unconfirmed B00728.erdownload as Win Ransomware. Eicar:95.sbx.tg Facties Medium [F ﬁ
b DESKTOP-R2ZCH3GS taclab.com detected aTbealifl-88d0-4113-abad-3696d 106988 tmp o5 Win Ransomware Eicar:; 95, sbx tg Medium |E E |ﬂ
b DESKTOP-RICHSGS taclab.com detected aTbealf-8840-4113-abad-3696d10e08e8.0mp a5 Win.Ransomware Eicarz95, et Madium w E
P DESKTOP-RICHSGStaclab.com detected Unconfirmed 677327 crdownload as Win.Ransemware.Eicar:95.sbx.tg = Medium [ k¥ ::' I-':
k  DESKTOP-RZCHBGS taclab.com delected e57863dd-1603-41B5-b512-d62b84160be 0. imp 2= Win_Ransormware Eicar:95 '-'_":"'r" Madium [F .I
F  DESKTOP-RICHEGS taclab.com detected Unconfirmed 677327 crdownload as Win.Ransomware. Eicar::95.sbx.tg Maedium |£ ﬂ |ﬂ
F  DESKTOP-RICHBGS taclab.com detected e57863dd-1603-4f85-b512-d62b84160be0.tmp o= WinRansormeare Eicar:95.sho.tg Madium IF ? |ﬂ

V océ também tem a deteccdo do malware na maguina, mas isso significa que os endpoints sdo considerados
para andlise sob atriagem do Cisco Secure EndPoint no Inbox.

Observacao: paraenviar um endpoint paratriagem, ele precisater varias deteccoes de artefatos ou
comportamentos estranhos que ativam alguns Indicators of Compromise NO endpoint.

Sob 0 comando Dashboard, clique No bot&o Inbox.

Secure Endpoint
Premier

Dashboard Analysis ~  Qutbreak Control~ Management~ Accounts

Dashboard

Dashboard | Inbox Overview Events i0S Clarty

‘ Refresh All ‘ | J Auto-Refresh | ~ 1

Agoravocé tem uma méaquina gque requer atengao.



@ 1 Requires Attention

[@]e:

& Mark R

@ 0 In Progress

E

[0 W =8 DESKTOP-R2CHBGS.taclab.com in group DUO

@ 1 Resolved

Hostname DESKTOP-R2CHBGS taclab.com Group

Operating System Windows 10 Enterprise N {Build 19045.2604) Policy

Connector Version 8.1.5.21322 Internal IP

Install Date 2023-02-13 11:47:36 UTGC External IP
Connector GUID feDGE900-9075-447 3-ade7 -4a7fc 298dbib Last Seen
Processor ID 1fEbfbf000006e7 Defimition Version

Definitions Last Updated

Cisco Secure Client ID MiA

2023-02-16 22:30:07 UTC

Update Server

Kenna Risk Score

Medium
Medium

Related Compromise Events @

Quarantine Failure  2546dcf...
Threat Quarantined 2546dcff...
Threat Detected 2546dcff...
Threat Detected 2546dcff...

Threat Detected 2546dcff.. Gefeedad

Gedeedad [10
Gedeedad [10
Gedeedad [i?’
Gedeedad [lw

~F

Sort | Date W

Do 10 ¢

dr | DUO
DUO
172.16.200.22 [?]
173.38.220.51 E]
2023-02-17 01:02:51 UTC

TETRA &4 bit (daily version: 90043)

tetra-defs eu.amp.cisco.com

{3 Mo high severity vulnerabilities found.

Vulnerabilities

2023-02-17 00:59:18 UTC * Mo known software vulnerabilites observed

2023-02-17 00:59:18 UTC
2023-02-17 00:59:18 UTC
2023-02-17 00:59:18 UTC

2023-02-17 00:59:18 UTC ™
2

B Take Forensic Snapshot

O Orbital Query 1) Events

F Device Trajectory % Diagnostics (0 Vie

[ Q, Scan

| | U Diagnose. ..

[ & Move o Group. .. l [ @ Begin Work

& Mark Resohwed

| 3 Promote to Inciden

Agora, mude para Duo e vegjaqual € o status.

A autenticacdo € tentada primeiro para ver o comportamento depois que a maquinafoi colocada no Cisco
Secure EndPoint em Require Attention.



We're sorry. Access is not allowed.

» This device has been blocked from
accessing this application

To fix this problem, please reach out to your
administrator or IT Helpdesk

E assim que ele muda no Duo e como o evento sob eventos de autenticacao € mostrado.

~ Windows 10, version 22H2 (19045,2604)
As reported by Device Health

Hostname DESKTOP-R2ZCHBGS

Edge Chromium  110.0.1587.46
Flash Mol installed
Java Mot installed

Device Health Application

. Enstalied
1:06:37 AM X Denied ) . s ok
FEB 17, 2023 Blacked by Clace duotrusted Splunk Firewall ot Unknown

Securs Endpcial Encryption o l
Password Sel
Security Agents  Running: Clsco Secure Endpoint ‘
Location Unknown — -
17338 220 51 /

Endpeint failed Cisco Secure Endpoint verification l

Endpaint i not rusted becauss Clics Securs Endpolnt check falled, Check
uers endpoint in Clsco Secure Endpoint

Seu computador foi detectado como ndo sendo um dispositivo de seguranca para sua organi zagao.

Permitir 0 acesso a uma maquina aposrevisao



Triage

REQUIRE ATTENTION
The machine was detected with many malicious Cybersecurity Team checks the device to
or which makes doubt about determine what to do with the alerts detected
the status of the machine and see how to proceed under triage status
| —

. A thorough analysis was conducted on the machine,

sl and it was found that the malware did not execute

% due to the intervention of Cisco Secure Endpoint. Only

traces of the malware were detected, enabling the

Cybersecurity Engineers to incorporate the identified

indicators of compromise into other security systems
to block the attack vector through which the malware
was downloaded.

Machine on triage status in
Cisco Secure Endpoint

Apés averificagdo no Cisco Secure EndPoint e por seu especialista em seguranca cibernética, vocé pode
permitir acesso a esta méaquina para seu aplicativo no Duo.

Agora, aquestdo é como permitir 0 acesso novamente ao aplicativo protegido pelo Duo.

V océ precisa entrar no Cisco Secure EndPoint e em sua inbox, marque este dispositivo como resolved para
permitir 0 acesso ao aplicativo protegido pelo Duo.

T



@ 0 Require Attention @ 1 In Progress @ 1 Resolved Showing specific compromises | Show Al

[? = @ Mark Resolved | & M . h mote to Incident Manager Sart | Date v| | B |
[0 ' =8 DESKTOP-RZCHEGS.taclab.com in group DUO Go B oevents
Hastname DESKTOP-R2CHBGS taclab.com Group L DU
Operating System Windows 10 Enterprise N (Build 19045.2604) Policy it | DUO
Connector Version 8.1.5.21322 Internal IP 172.16.200.22
Install Date 2023-02-13 11:47:36 UTC External IP 173.38.220.51
Connecter GUID feD6E900-9075-4473-ade 7 - daTicd98dbfb Last Seen 2023-02-17 01:02:51 UTC
Processor 1D MELLAO0000G6e 7 Definition Version TETRA 64 bit (daily version: 90043)
Definitions Last Updated 2023-02-16 22:30:07 UTC Update Server tetra-defs eu.amp. cisco.com

Cisco Secure Clent 1D MiA

Related Compromise Events €

Kenna Risk Score m. Mo hagh severity vulnerabilitses found.

Vulnerabilities

Medium | Cluaranting Failure  2546dcfl. GeSeedad 2023-02-17 00:59:18 UTC = Mo known software vulnerabilities observed. =
Medium . Threat CQuarantined 2546dcff.. GeSeedad ET 2023-02-17 00:59:18 UTC

Madioml Threat Detected 2546dcff... 6edeedad 2023-02-17 00:59:18 UTC
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Depois disso, vocé ndo tem a méaguina com o status attention required. |SSO mudou para resolved status.

© 0 Require Attention

® 0 In Progress @ 2 Resolved

Em poucas palavras, agora vocé esta preparado para testar novamente 0 acesso ao nosso aplicativo protegido

pelo Duo.

[—1

What is this? [
Need help?

Secured by Duo

Choose an authentication method

Duo Push recommENDED Send Me a Push

Passcode Enter a Passcode



Agora vocé tem permissao para enviar 0 envio por push para o Duo e esta conectado ao aplicativo.

* Windows 10, version 22H2 (19045.2604)
As reported by Device Health

Hostname DESKTOP-R2ZCHEGS

Edge Chromium  110.0.1587 .46
Flash Not installed
Java Mot installed

Device Health Application

Installed
1i20:41 AN v Granted duotrusted Palicy not . b
FEB 17, 2023 User approved Splunk molled EI;EWT‘;ILD“ grl‘:
Iy
Paszsword Set
Security Agents  Running: Cisco Secure

Endpoint

Location Unknown

Trusted Endpoint

determined by Device Health

Fluxo de Trabalho de Triagem

I 0 e ol / 1. The machine is in the first stage without infection,
FEB 17, 2023 User approved

|
1:06:37 AM X Denied %\

2. The machine is in the second stage, some malicious ar
some suspicious indicators of compromise are detected

FEB 17, 2023 Blocked by Cisco Secure Endpaint @
|

1:20:41 AM + Granted
FEB 17, 2023 User appraved / 3. The machine was detected safely by the Cybersecurity
Team, and now was removed from the triage in Cisco Sec



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



