PIX/ASA 7.2(1) e posterior: Comunicagoes Intra-
Interface
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Introduction

Este documento ajuda a resolver problemas comuns que ocorrem ao habilitar as comunicagoes
entre interfaces em um Mecanismo de Seguranga Adaptavel (ASA) ou PIX que opera na versao
de software 7.2(1) e mais recente. A versao 7.2(1) do software inclui a capacidade de rotear
dados de texto ndo criptografado para dentro e para fora da mesma interface. Para habilitar este
recurso, execute o comando same-security-traffic permit intra-interface. Este documento
pressupde que o administrador de rede ativou este recurso ou planeja ativa-lo no futuro. A
configuracao e a solugao de problemas sao fornecidas usando a interface de linha de comando
(CLD).

Nota:Este documento concentra-se em dados nao criptografados que chegam e saem do ASA.
Os dados criptografados nao sao discutidos.

Para habilitar a comunicagao entre interfaces na configuragdo do ASA/PIX para IPsec, consulte
Exemplo de Configuracdo de PIX/ASA e VPN Client para VPN de Internet Publica em um Stick.

Para habilitar a comunicagao entre interfaces no ASA para configuragdo SSL, consulte o ASA
7.2(2): Exemplo de configuracdo de SSL VPN Client (SVC) para VPN de Internet Publica em um
Stick.

Prerequisites
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Requirements

A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Listas de acesso

- Roteamento

- Sistema de prevencéao de intrusao (IPS - Intrusion Prevention Prevention System) AIP-SSM
(Advanced Inspection and Prevention-Security Services Module)—O conhecimento deste
modulo s6 € necessario se ele estiver instalado e operacional.

- Software IPS versdo 5.x—O conhecimento do software IPS ndo é necessario se o AIP-SSM
nao estiver em uso.

Componentes Utilizados

- ASA 5510 7.2(1) e posterior
- AIP-SSM-10 que opera o software IPS 5.1.1

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Produtos Relacionados

Essa configuragdao também pode ser usada com o Cisco 500 Series PIX que executa a versao
7.2(1) e posterior.

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter informacoes sobre convencoes
de documentos.

Informacdes de Apoio
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The figure shows the data from host to 172.16.10.1 i5 blocked since the "Intra-interface” keyword of the
"same-security-traffic permit” configuration mode command is disabled.

172.16,10.0/24

I
o] Rovier

ASA 8510
with AlP-
SSM

IP address 172.22.1.6
Default Gateway 172 .22.1.160

Observagao: os esquemas de enderecamento IP usados nesta configuragdo ndo sao legalmente
roteaveis na Internet. Sdo enderegos RFC 1918 que foram usados em um ambiente de
laboratério.

Esta tabela mostra a configuragao inicial do ASA:

ASA

ciscoasaf#fshow running-config
Saved

ASA Version 7.2(1)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted

names

!

!--- The IP addressing assigned to interfaces. interface
Ethernet0/0 nameif inside security-level 100 ip address
10.1.1.2 255.255.255.0 ! interface Ethernet0/1 nameif
outside security-level 0 ip address 172.22.1.160
255.255.255.0 ! interface Ethernet0/2 shutdown no nameif
no security-level no ip address ! interface
Management0/0 shutdown no nameif no security-level no ip
address ! passwd 2KFQnbNIdI.2KYOU encrypted ftp mode
passive !--- Notice that there are no access-1ists.
pager lines 24 logging enable logging buffered debugging
mtu inside 1500 mtu outside 1500 no asdm history enable
arp timeout 14400 !--- There are no network address
translation (NAT) rules. !--- The static routes are
added for test purposes. route inside 10.2.2.0
255.255.255.0 10.1.1.100 1 route outside 172.16.10.0
255.255.255.0 172.22.1.29 1 timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00 h225
1:00:00 mgep 0:05:00 mgcp-pat 0:05:00 timeout sip



http://www.ietf.org/rfc/rfc1918.txt?number=1918

0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout uauth 0:05:00 absolute no
snmp-server location no snmp-server contact snmp-server
enable traps snmp authentication linkup linkdown
coldstart telnet timeout 5 ssh timeout 5 console timeout
0 ! class-map inspection_default match default-
inspection-traffic ! ! policy-map type inspect dns
preset_dns_map parameters message-length maximum 512
policy-map global_policy class inspection_default
inspect dns preset_dns_map inspect ftp inspect h323 h225
inspect h323 ras inspect netbios inspect rsh inspect
rtsp inspect skinny inspect esmtp inspect sglnet inspect

sunrpc inspect tftp inspect sip inspect xdmcp ! service-
policy global_policy global prompt hostname context
Cryptochecksum:

Troubleshooting

Essas secdes ilustram varios cenarios de configuragao, mensagens de syslog relacionadas e
saidas de packet-tracer em relagao as comunicagoes entre interfaces.

Comunicacéao Intralnterface Nao Habilitada

Na configuragdo do ASA, o host 172.22.1.6 tenta fazer ping no host 172.16.10.1. O host
172.22.1.6 envia um pacote de solicitagcao de eco ICMP para o gateway padrao (ASA). As
comunicagoes intrainterface nao foram habilitadas no ASA. O ASA descarta o pacote de
solicitagao de eco. O ping de teste falha. O ASA é usado para solucionar o problema.

Este exemplo mostra a saida de mensagens syslog e um packet-tracer:

- Esta € a mensagem de syslog registrada no buffer:
ciscoasa(config) #show logging
!--- Output is suppressed. %ASA-3-106014: Deny inbound icmp src outside:172.22.1.6 dst
outside:172.16.10.1 (type 8, code 0)

- Esta é a saida do packet-tracer:
ciscoasa(config) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed
Phase: 1
Type: FLOW-LOOKUP
Subtype:
Result: ALLOW
Config:
Additional Information:
Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 172.16.10.0 255.255.255.0 outside
Phase: 3

Type: ACCESS-LIST

Subtype:

Result: DROP

Config:



Implicit Rule

!-—- Implicit rule refers to configuration rules not configured !--- by the user. By
default, intra-interface communication 1s not permitted. !--- In this example, the user has
not enabled intra-interface communications !--- and therefore the traffic is implicitly

denied. Additional Information: Forward Flow based lookup yields rule: in id=0x3bd8480,
priority=111, domain=permit, deny=true hits=0, user_data=0x0, cs_1id=0x0, flags=0x4000,
protocol=0 src ip=0.0.0.0, mask=0.0.0.0, port=0 dst ip=0.0.0.0, mask=0.0.0.0, port=0 Result:
input-interface: outside input-status: up input-line-status: up output-interface: outside
output-status: up output-line-status: up Action: drop Drop-reason: (acl-drop) Flow is denied
by configured rule

O equivalente dos comandos CLI no ASDM é mostrado nas seguintes figuras:

Passo 1:

B Cisco ASDM 6.0 for PIX - 10.77.241.143

File Miew | Tools | Wizards Window  Help

iCormmand Line Interface. .. ik | o
T Show Commands Ignored by ASDM on Device R

i
3 8 _ & Following i
= - Fing...
=t I8
E Traceroute, .,
— il @ File Management. .. ol
- Upgrade Software From Local Computer. ..
- Upgrade Software From Cisco.com. ..
: tface
2 System Reload., .,
Preferences. .. =55 Rules

A50M Java Consaole. ..

Passo 2:



g% Cisco ASDM Packet Tracer - 10.77.241.143 et 18] x|

Salect the padet bvpe and supply the packst paramaters. Click Start ko trace the padket.
Irkerface: Euulﬂde - I Packet Typa ¢ TCP  UDP & ICHMP {7 IP

i | Start
| Source IP Address: {10.1.1.3 Destination IP Address: [10.1.2.4

|

i Type: Il:l:h-:l j Code: I[I D: |3 iy Clear
|

[+ Show animation

: 1L+ e R
St A b

@cose | Zhep |

A saida do packet-tracer com o comando same-security-traffic permit intrainterface desabilitado.

#% Cisco ASDM Packet Tracer - 10.77.241.143

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: Euul:r:le - I Packet Typa  TCP  UDP & ICHMP (T IP

(| Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: { echo v Code: 0 mi s iy Cer
[+ Show animation
| Phase i Bekion
[+] FLOW Lo LR o
[ ROUTE-LOOK LR ¥
[#1 ACCESSLIST 9
[=IRESLLT = The padket is dropped. o
= Input Interface:  oubside Line Link 1@
Output Inberface:  oukside Line Link 3
Irfo: {ack-drop) Flow is denied by configured rule

&3 Closs ‘}‘ Help




A saida do packet-tracer caiu...regra implicita Sugere que uma configuragdo padrao esta
bloqueando o trafego. O administrador precisa verificar a configuragéo atual para garantir que as
comunicagoes entre interfaces estejam habilitadas. Nesse caso, a configuragao do ASA precisa
que as comunicagoes intrainterface sejam habilitadas (mesma interface de permissao de trafego
de segurancga).

ciscoasa#show running-config

I-—— Output is suppressed. interface Ethernet5 shutdown no nameif no security-level no ip
address ! passwd 2KFQnbNIdI.2KYOU encrypted ftp mode passive same-security-traffic permit intra-
interface

! -—— When intra-interface communications are enabled, the line !--- highlighted in bold font
appears in the configuration. The configuration line !--- appears after the interface
configuration and before !--- any access-1ist configurations. access-1list... access-list...

Comunicacoes Intralnterface Habilitadas

As comunicagdes intrainterface agora estao ativadas. O comando same-security-traffic permit
intra-interface € adicionado a configuragao anterior. O host 172.22.1.6 tenta fazer ping no host
172.16.10.1. O host 172.22.1.6 envia um pacote de solicitagao de eco ICMP para o gateway
padrao (ASA). O host 172.22.1.6 registra respostas bem-sucedidas de 172.16.10.1. O ASA passa
o trafego ICMP com éxito.

The figure shows the data from host to 172.16.10.1 is allowed since the "intra-interface™ keyword of the
"same-security-traffic permit” configuration mode command is enabled.

172.16.10.0724

IP addness 172.22.16
Defaull Gateway 172 221,160

Estes exemplos mostram a mensagem do Syslog ASA e as saidas do packet-tracer:

- Estas sdao as mensagens de syslog registradas no buffer:
ciscoasaf#fshow logging
!I-—-- OQOutput is suppressed. %PIX-7-609001: Built local-host outside:172.22.1.6 $PIX-7-609001:
Built local-host outside:172.16.10.1 $PIX-6-302020: Built ICMP connection for faddr
172.22.1.6/64560 gaddr 172.16.10.1/0 laddr 172.16.10.1/0 %PIX-6-302021: Teardown ICMP
connection for faddr 172.22.1.6/64560 gaddr 172.16.10.1/0 laddr 172.16.10.1/0 $PIX-7-609002:
Teardown local-host outside:172.22.1.6 duration 0:00:04 $PIX-7-609002: Teardown local-host
outside:172.16.10.1 duration 0:00:04

- Esta é a saida do packet-tracer:



ciscoasa(config) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 172.16.10.0 255.255.255.0 outside

Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 4 (

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 23, packet dispatched to next module

Phase: 7

Type: ROUTE-LOOKUP

Subtype: output and adjacency

Result: ALLOW

Config:

Additional Information:

found next-hop 172.22.1.29 using egress ifc outside
adjacency Active

next-hop mac address 0030.a377.£854 hits 0

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside
output-status: up



output-line-status: up
Action: allow

O equivalente dos comandos CLI no ASDM € mostrado nas seguintes figuras:Passo

@% Cisco ASDM 6.0 for PIX - 10.77.241.143

File  Wiew | Tools | Wizards  Window  Help

Cammand Line Interface. ..

Shawe Commands Ignored by A30M on Device

e ce Manag
E E-
= 1 - _ & Following i
& - Ping...
=01 I8
e Traceroute, .,
i:l Eﬂ'"
, LT}
e EEI--@ File Management. ..
Eﬂ"'% Upgrade Software From Local Cormputer. ..
& IUpgrade Software from Cisco,com...
EEI"- tface
RN EF System Reload..,
Preferences. .. 255 Rules
ASDM Java Consale. ..
1:

10.77.241.143

Salect the padiet bype and supply the packet paramaeters. Click Start to brace the padkst.
Irkerface: Euulﬂde - I Packet Typa ( TR  UDP & ICMP (T IP

Source IP Address: {10.1.1.3 Destination 1P Address: [10.1.2.4

Type: | echo | code: o mis

[v Show animation

Passo

@ ose |

A saida do packet-tracer com o comando same-security-traffic permit intrainterface
ativado.

2 hep |

TLIBIx]

| Start

1Ty Clear
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@ Cisco ASDM Packet Tracer - 10.77.241.143 i T 8]

Select the packet bype and supoly the packet parameters. Chck Start to trace the padket,

Interface: ||‘|s||:le 'i Packet Type ¢ TCP  UDPF & ICMP (I
"L start
Source IP Address: [L0.1.1.3 Destination IP Address: [10.1.2.4 g
Tepe: |i:-:|'||:| :j Code: E I |I3 i

Wi -
impide  oans sl | Flowe Loakup| Foue | IF Cpiions Treggeect | ErEBLI':i-ICI\i Flowe { Fouta | autride
akup Lookup Loakup craation

Fhase j Ackion |

5 HACCESSLIST

| S FLOW-LOOKLP

: HROUTE-LOCKLE

| 41 1P-CRTIONS

4] INsPECT

| 5] DERUG-ICMP

| 5] FLOW-CREATION

| SIROUTE-LOOKLP

“IRESLILT - The packet is afowed

LELAR LYY YR

Inpk Interface:  inside Line € Link i
Qukput Irkerface:  outsids Line Link &

Info:

& Coze 2 Help

Nota:Nenhuma lista de acesso é aplicada a interface externa. Na configuragdo de exemplo, a
interface externa recebe o nivel de seguranga 0. Por padrao, o firewall nao permite o trafego
de uma interface de segurancga baixa para uma interface de seguranca alta. Isso pode levar
os administradores a acreditar que o trafego intrainterface néo é permitido na interface
externa (de baixa seguranga) sem permissao de uma lista de acesso. No entanto, 0 mesmo
trafego de interface passa livremente quando nenhuma lista de acesso ¢é aplicada a interface.

Intralnterface Habilitada e Trafego Passado para o AIP-SSM para Inspecio

O trafego intrainterface pode ser passado ao AIP-SSM para inspecao. Esta secao pressupde que
o administrador configurou o ASA para encaminhar o trafego para o AIP-SSM e que o
administrador sabe como configurar o software IPS 5.x.

Nesse ponto, a configuracdo do ASA contém a configuragdo de exemplo anterior, as
comunicagoes intrainterface estdo habilitadas e todo o trafego (qualquer) é encaminhado para o
AIP-SSM. A assinatura do IPS 2004 € modificada para descartar o trafego de solicitagdo de eco.
O host 172.22.1.6 tenta fazer ping no host 172.16.10.1. O host 172.22.1.6 envia um pacote de
solicitagao de eco ICMP para o gateway padrao (ASA). O ASA encaminha o pacote de solicitagdo
de eco ao AIP-SSM para inspec¢ao. O AIP-SSM descarta o pacote de dados de acordo com a
configuracéo do IPS.



Estes exemplos mostram a mensagem do Syslog ASA e a saida do packet-tracer:

- Esta € a mensagem de syslog registrada no buffer:
ciscoasa(config) #show logging
!l--- OQutput 1is suppressed. %ASA-4-420002: IPS requested to drop ICMP packet from
outside:172.22.1.6/2048 to outside:172.16.10.1/0 !--- ASA syslog message records the IPS
request !--- to drop the ICMP traffic.

- Esta é a saida do packet-tracer:
ciscoasaffpacket-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 172.16.10.0 255.255.255.0 outside

Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 4

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 6
Type: IDS
Subtype:
Result: ALLOW

Config:
class-map traffic_for_ ips match any policy-map global policy class traffic_for_ ips ips
inline fail-open service-policy global policy global

!-—- The packet-tracer recognizes that traffic is to be sent to the AIP-SSM. !--- The
packet-tracer does not have knowledge of how the !--- IPS software handles the traffic.
Additional Information: Phase: 7 Type: FLOW-CREATION Subtype: Result: ALLOW Config:
Additional Information: New flow created with id 15, packet dispatched to next module
Result: input-interface: outside input-status: up input-line-status: up output-interface:
outside output-status: up output-line-status: up Action: allow



!--- From the packet-tracer perspective the traffic is permitted. !--- The packet-tracer
does not interact with the IPS configuration. !--- The packet-tracer indicates traffic is
allowed even though the IPS !--- might prevent inspected traffic from passing.

Eimportante observar que os administradores devem usar o maximo possivel de ferramentas de
solucao de problemas ao pesquisar um problema. Este exemplo mostra como duas diferentes
ferramentas de solucéo de problemas podem pintar diferentes imagens. As duas ferramentas
juntas contam uma histéria completa. A politica de configuragcao do ASA permite o trafego, mas a
configuracao do IPS nao.

Intralnterface habilitada e listas de acesso aplicadas a uma interface

Esta segdo usa a configuragao de exemplo original neste documento, comunicagdes intrainterface
habilitadas e uma lista de acesso aplicada a interface testada. Essas linhas sdo adicionadas a
configuracao. A lista de acesso tem como objetivo ser uma representacao simples do que pode
ser configurado em um firewall de produgéo.

ciscoasa(config) #access-1list outside_acl permit tcp any host 172.22.1.147 eq 80
ciscoasa(config) #access-group outside_acl in interface outside

! -—— Production firewalls also have NAT rules configured. !--- This lab tests intra-interface
communications. !--- NAT rules are not required.

O host 172.22.1.6 tenta fazer ping no host 172.16.10.1. O host 172.22.1.6 envia um pacote de
solicitagao de eco ICMP para o gateway padrao (ASA). O ASA descarta o pacote de solicitagao
de eco de acordo com as regras da lista de acesso. O ping de teste do host 172.22.1.6 falha.

Estes exemplos mostram a mensagem do Syslog ASA e a saida do packet-tracer:

- Esta € a mensagem de syslog registrada no buffer:
ciscoasa(config) #show logging
!-—- Output is suppressed. $ASA-4-106023: Deny icmp src outside:172.22.1.6 dst
outside:172.16.10.1 (type 8, code 0) by access-group "outside_acl" [0xc36b9c78, 0x0]

. Esta é a saida do packet-tracer:
ciscoasa(config) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 172.16.10.0 255.255.255.0 outside
Phase: 3

Type: ACCESS-LIST

Subtype:

Result: DROP

Config:
Implicit Rule



!--- The implicit deny all at the end of an access-list prevents !--- intra-interface
traffic from passing. Additional Information: Forward Flow based lookup yields rule: in
1d=0x264f010, priority=11, domain=permit, deny=true hits=0, user_data=0x5, cs_1id=0x0,
flags=0x0, protocol=0 src ip=0.0.0.0, mask=0.0.0.0, port=0 dst ip=0.0.0.0, mask=0.0.0.0,
port=0 Result: input-interface: outside input-status: up input-line-status: up output-
interface: outside output-status: up output-line-status: up Action: drop Drop-reason: (acl-
drop) Flow is denied by configured rule

Consulte o packet-tracer para obter mais informagdes sobre o comando packet-tracer.

Nota:No caso de uma lista de acesso aplicada a interface incluir uma instrugdo de negacéo, a
saida do rastreador de pacotes é alterada. Por exemplo:

ciscoasa(config) #access-list outside_acl permit tcp any host 172.22.1.147 eq 80
ciscoasa(config) #access-list outside_acl deny ip any any

ciscoasa(config) #access-group outside_acl in interface outside

ciscoasat#fpacket-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

!-—- Output is suppressed. Phase: 3 Type: ACCESS-LIST Subtype: log Result: DROP Config: access-
group outside_acl in interface outside access-list outside_acl extended deny ip any any

Additional Information:
Forward Flow based lookup yields rule:

O equivalente dos comandos CLI acima no ASDM é mostrado nas seguintes figuras:

Passo 1:

E‘ Cisco ASDM 6.0 for PIX - 10.77.241.143

Cammand Line Interface...

Show Commands Ignored by A5DM on Device """"""""

Pirng...

Traceroukte, .,

File Management., ..

Upgrade Software from Local Compuker...

Upgrade Software From Cisca,com...

tface
Systern Reload. ..
Preferences... 255 Rules

A50M Java Consaole. ..

P R E R EE R AR R EENEEEEEEEEEEEEEENEEEEEERSEEEREEEREEEEREESEEEEEEEE R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEETIEERTESEEETSEEEESEEEEEEE .

Passo 2:
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@ Cisco ASDM Packet Tracer - 10.77.241.143 =151 %]

Salect the padet bvpe and supply the packst paramaters. Click Start ko trace the padket.
Irkerface: |oukside 'I Packet Typa ¢ TCP  UDP & ICHMP {7 IP

| Start

Source IP Address: [L0.1.1.3 Destination IP Address: [10.1.2.4
Type: ll:l:hn:l _*_J Code: IIII D: |3 iy Clear

[+ Show animation

@dose | Drep |

A saida do packet-tracer com o comando same-security-traffic permit intra-interface enabled e o
comando access-list outside_acl extended deny ip any any any configurado para negar pacotes.

#% Cisco ASDM Packet Tracer - 10,77.241,143 B (5]

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: |outside = I Packet Typa  TCP  UDP & ICHMP (T IP

[ Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: il:l:hl:l ;J Code: lIII v |E| al:har
[+ Show animation
Phas= | Aickion
[+ FLOW-LOCICLR '
[ ROUTE-LOOK LR ¥
[#1 ACCESSLIST 9
[EIRESLLT = The padket is dropped. a9
= Input Interface:  oukside Line £ Link €
Output Inberface:  oukside Line Link 3
Irfor {ack-drop) Flow is denied by configured rule

i) Close 7 Help




Se as comunicagoes intrainterface forem desejadas em uma interface especifica e as listas de
acesso forem aplicadas a mesma interface, as regras da lista de acesso devem permitir o trafego
intrainterface. Com o uso dos exemplos nesta se¢ao, a lista de acesso precisa ser escrita como:

ciscoasa(config) #access-list outside_acl permit tcp any host 172.22.1.147 eqg 80
ciscoasa(config) #access-list outside_acl permit ip 172.22.1.0 255.255.255.0 172.16.10.0
255.255.255.0

lI-—--172.22.1.0 255.255.255.0 represents a locally !--- connected network on the ASA. !---
172.16.10.0 255.255.255.0 represents any network that !--- 172.22.1.0/24 needs to access.
ciscoasa(config) #access-list outside_acl deny ip any any

ciscoasa(config) #access-group outside_acl in interface outside

O equivalente dos comandos CLI acima no ASDM é mostrado nas seguintes figuras:

Passo 1:
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Passo 2:



Tracer - 10,7

A saida do packet-tracer com o comando same-security-traffic permit intra-interface enabled e o
comando access-list outside_acl extended deny ip any any any configurado na mesma interface
onde o trafego intrainterface é desejado.



#% Cisco ASDM Packet Tracer - 10.77.241.143
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Consulte access-list extended e access-group para obter mais informagdes sobre os comandos
access-list e access-group.

Intra-interface habilitada com estatica e NAT

Esta segdo explica um cenario em que um usuario interno esta tentando acessar o servidor Web
interno com seu endereco publico.
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Nesse caso, o cliente em 192.168.100.2 deseja usar o endereco publico do servidor WW (por
exemplo, 172.20.1.10). Os servigos DNS para o cliente sdo fornecidos pelo servidor DNS externo
em 172.22.1.161. Como o servidor DNS esta localizado em outra rede publica, ele ndo sabe o
endereco IP privado do servidor WWW. Em vez disso, o servidor DNS conhece o enderego
mapeado do servidor WWW 172.20.1.10.

Aqui, esse trafego da interface interna deve ser convertido e reroteado através da interface
interna para acessar o servidor WW. Isso é chamado hairpinning. Isso pode ser realizado através
destes comandos:

same-security-traffic permit intra-interface

global (inside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,inside) 172.20.1.10 192.168.100.10 netmask 255.255.255.255

Para obter detalhes completos da configuragao e mais informagdes sobre hairpinning, consulte
Hairpinning com comunicacao Intra-interface.

Pensamento de encaminhamento de lista de acesso

Nem todas as politicas de acesso a firewall s&o iguais. Algumas politicas de acesso sdo mais
especificas do que outras. Caso as comunicagdes entre interfaces estejam habilitadas e o firewall
nao tenha uma lista de acesso aplicada a todas as interfaces, pode valer a pena adicionar uma
lista de acesso no momento em que as comunicagoes entre interfaces estdo ativadas. A lista de
acesso aplicada precisa permitir a comunicagao entre interfaces, bem como manter outros
requisitos de politica de acesso.

Este exemplo ilustra este ponto. O ASA conecta uma rede privada (interface interna) a Internet
(interface externa). A interface interna do ASA nao tem uma lista de acesso aplicada. Por padrao,
todo o trafego IP é permitido de dentro para fora. A sugestao € adicionar uma lista de acesso que
se parega com esta saida:


//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00807968d1.shtml#solution2

access-list inside_acl permit ip

access-list inside_acl permit ip any any
access-group inside_acl in interface inside

Esse conjunto de listas de acesso continua a permitir todo o trafego IP. as linhas da lista de
acesso especificas para as comunicagdes intra-interface lembram aos administradores que as
comunicacgoes intra-interface devem ser permitidas por uma lista de acesso aplicada.
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