PIX/ASA 7.x e posterior/FWSM: Defina o tempo
limite da conexao SSH/Telnet/HTTP usando o
exemplo de configuracao de MPF

Contents

Introduction
Prerequisites
Requirements
Componentes Utilizados
Conventions

Configurar
Diagrama de Rede

Configuracéo
Timeout Ebryénico
Verificar
Troubleshoot

Introduction

Este documento fornece uma configuragdo de exemplo para o PIX 7.1(1) e posterior de um tempo
limite que é especifico para um aplicativo especifico, como SSH/Telnet/HTTP, ao contrario de um
que se aplica a todos os aplicativos. Este exemplo de configuragdo usa a nova Estrutura de
Politica Modular introduzida no PIX 7.0. Consulte Utilizacdo da Estrutura de Politica Modular para
obter mais informagdes.

Nesta configuracdo de exemplo, o PIX Firewall é configurado para permitir que a estacao de
trabalho (10.77.241.129) faga Telnet/SSH/HTTP para o servidor remoto (10.1.1.1) atras do
roteador. Um tempo limite de conexao separado para o trafego Telnet/SSH/HTTP também é
configurado. Todos os outros trafegos TCP continuam a ter o valor de tempo limite de conexao
normal associado ao tempo limite conn 1:00:00.

Consulte o ASA 8.3 e posterior: Defina o tempo limite da conexao SSH/Telnet/HTTP usando o
exemplo de configuragcdo do MPFE para obter mais informagdes sobre a configuragao idéntica
usando o ASDM com o Cisco Adaptive Security Appliance (ASA) com a versao 8.3 e posterior.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados
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As informagdes neste documento sao baseadas no software Cisco PIX/ASA Security Appliance
versao 7.1(1) com Adaptive Security Device Manager (ASDM) 5.1.

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.

Configurar

Nesta sec¢ado, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Nota:Use a Command Lookup Tool (somente clientes registrados) para obter mais informacoes
sobre os comandos usados nesta sec¢ao.

Diagrama de Rede

Este documento utiliza a seguinte configuracao de rede:

PIX Inside
10.77.201.142126

=

-

—7_( Cloud ]
% - L /

-
—— =

Talnet Router PIX Qutside

Work Station
sarver 10.1.1.1/24 192 168.200.1/24
10.1.1.2124 10.77.2941.129/26

Observagio: os esquemas de enderecamento IP usados nesta configuragdao nao sao legalmente
roteaveis na Internet. Eles sdo enderecos RFC 1918, que foram usados em um ambiente de
laboratdrio.

Configuragéo

Este documento utiliza esta configuragao:

Observagao: essas configuragdes de CLI e ASDM sao aplicaveis ao Firewall Service Module
(FWSM)

Configuragao de CLI:

Configuragao de PIX
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PIX Version - 7.1(1)
!
hostname PIX
domain-name Cisco.com
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Ethernet0
nameif outside
security-level 0
ip address 192.168.200.1 255.255.255.0
!
interface Ethernetl
nameif inside
security-level 100
ip address 10.77.241.142 255.255.255.192

access-1list inside_natO_outbound extended permit ip
10.77.241.128 255.255.255.192 any

!--- Define the traffic that has to be matched in the
class map. !--- Telnet is defined in this example.
access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq telnet

access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq ssh

access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq www

access-list 101 extended permit tcp 10.77.241.128
255.255.255.192 any eqg telnet

access-list 101 extended permit tcp 10.77.241.128
255.255.255.192 any eqg ssh

access-list 101 extended permit tcp 10.77.241.128
255.255.255.192 any eq www

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

no asdm history enable

arp timeout 14400

nat (inside) 0 access-1list inside_nat0O_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
timeout xlate 3:00:00

!--- The default connection timeout value of one hour is
applicable to !--- all other TCP applications. timeout
conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp
0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

telnet timeout 5

ssh timeout 5

console timeout 0




!--- Define the class map telmnet in order !--- to

classify Telnet/ssh/http traffic when you use Modular
Policy Framework !--- to configure a security feature.
l-—-- Assign the parameters to be matched by class map.

class-map telnet
description telnet
match access-list outside_mpc_in

class-map inspection_default
match default-inspection-traffic
1
!
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp

!--- Use the pre-defined class map telmnet in the policy
map .
policy-map telnet

!--- Set the connection timeout under the class mode in

which !--- the idle TCP (Telnet/ssh/http) connection is
disconnected. !--- There is a set value of ten minutes
in this example. !--- The minimum possible value is five

minutes. class telnet

set connection timeout tcp 00:10:00 reset
1
1

service-policy global_policy global

!--- Apply the policy-map telmet on the interface. !---
You can apply the service-policy command to any
interface that !--- can be defined by the nameif
command.

service-policy telnet interface outside
end

Configuragao do ASDM:

Conclua estes passos para configurar o tempo limite da conexao TCP para o trafego Telnet com
base na lista de acesso que usa ASDM como mostrado.



Observagao: consulte Permitindo Acesso HTTPS para ASDM para obter as configuragoes
basicas para acessar o PIX/ASA por meio do ASDM.

1. Configurar interfacesEscolha Configuration > Interfaces > Add para configurar as interfaces
EthernetO (externa) e Ethernet1 (interna) como
mostrado.

Hardware Port Configure Hardware Properti

v Enable Interfac edicate this interface to management only
Enable Interf [ Dedicate this interface t t onl

Interface Mame: autside
-
Security Level: a
IF Address
f* se Static IP (" Ohtain Address via DHCP
[P Address: [ 192.1EE.EDD.1| ]
Subnet Mask: 2RE 255 258 1 v
P TLI: 1500
Description:

QK Cancel Help
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Hardweare Port: | Configure Hardware Properis

GF Enahle Interfan:% [~ Dedicate this interface to management only

Interface Mame: inside |

Security Level: 100
IP Address
* |Jze Static IP (™ Obtain Address via DHCP
IP Address: 10.77.241 .142J
Subnet Mask: 255255255 192 2]
ML 1500
Description:
0] Cancel Help

2R I ERRE S

ARGy IP Address Subnet Mazk AnagAmAnE
Level dinly

Ethametd outside Yes 0192168.200.1 256.255.25510 Mo 1500

Ethameti inside | vas | 100077241142 [255.255.255192

Configuracao de CLI equivalente conforme mostrado:

interface Ethernet0

Interface Mame |Enabled

nameif outside

security-level 0

ip address 192.168.200.1 255.255.255.0
!

interface Ethernetl



nameif inside

security-level 100
ip address 10.77.241.142 255.255.255.192

2. Configurar NAT OEscolha Configuration > NAT > Translation Exception Rules > Add para
permitir que o trafego da rede 10.77.241.128/26 acesse a Internet sem nenhuma

traducao.
Configuration = NAT = Translation Exemption Rules

F% Add Address Exemption Rule

Action
Select an action: UEIEWFJT jj
— HostiMetwaork Exempted From BMAT -—— —When Connecting Ta
& |P Address " Mame " Group = IP Address " Name

" Grol

IP address: 10.77.241.128 | IP address: ID.EI.EI.EI

Mask 255255265192 ¥ | Mask joooo

=

—Rule Flow Diagram
Rule applied to trafiic incorming to source interface

2] Lg |®

| inside outside
any ------* .i? ------+ any
exermnpt
Please enter the description below (optional):
(]34 I Cancel Help

Click
OK.



Configuration = MAT = Transiation Exemption Rules
2 F R IRDERRE S

k# Enable traffic through the firewall without address translation

" Translation Rules i Translation Exemplion Rules
Show Rules for Interface: [all Interfaces x| _ Showal
Fule Yihen Connecting Ta
#* Erablad Action Interface Hiostietwork TPRC T

inside |ER10.77.241.120126 | # any

routhoundy

Configuragao de CLI equivalente conforme mostrado:
access-1list inside_natO_outbound extended permit ip 10.77.241.128 255.255.255.192 any
nat (inside) 0 access-list inside_nat0O_outbound

3. Configurar ACLsEscolha Configuration > Security Policy >Access Rules para configurar as
ACLs conforme mostrado.Clique em Add para configurar uma ACL 101 que permita que o
trafego Telnet originado da rede 10.77.241.128/26 para qualquer rede de destino e aplique-o
para o trafego de saida na interface

externa.
Action Syslog
o AT EEHATE [ - ] Default Syslon More Options...
. Time Range
Apply to Traffic: um;t;: niy from dest rejj
Time Range: | Not Applied -- j Naw...|
Source HostMetwark: Destination HostMetwaork
« IP Address " MName " Group o IP Address " Mame " Group
Interface:  |inside 4 Interface:  |outside |
IP address: 10.77.241.128 | IP address: 0.00.0 |
Mask; 255.255.255.192 ¥ | Mask: 0.0.0.0 |

Rule Flow Diagram
Rule applied to traffic outgoing from destination interface

s | é Lo

| inside outside |

10.77.241.128/26 any

v]'
Allon traffic
Protocol and Service
* TCP " UDP " ICHP P Manage Service Groups... I
Source Port Destination Port
* Serice |= 'I |an1,r | + Service |= "I [F_Ielnet J
I~ Service Group | _"_I ~ Service Graup | ;]

Click OK. Da mesma forma para o trafego ssh e






-Action ~Syslog-

R AR Ll J Default Syslog More Options... |

: .l Time Range
Apply to Traffic: UU!.:a-;: zhrig from dest -:ter:jj g

Time Range: | Mot Applied -- j Maw_,_|

Source HostMebtworl E Destination HostTetwork
* |P Address " MName " Group * |P Address " Name " Group
Inferface.  |inside =] Interface:  |outside =]
IP address:  [10.77.241.128 | IP address: |n 0.0.0 |
Mask: 255.255.266.192 * | Mask 0.0.0.0 ~|

Rule Flow Diagram
Fule applied to traffic outgoing from destination interface

®  _| g |

| inside outside |
10.77.241.128/26 : ¥ Al i any
Allow traffic

Protocol and Semice
& TGP " UDP " ICMP P Manage Service Groups... I

Source Port — Destination Port =
* genice |= =] |amr | @ Senice |= -] [Ewww )
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Configuragao de CLI equivalente conforme mostrado:

access-list 101 extended permit tcp 10.77.241.128 255.255.255.192 any eqg telnet
access-list 101 extended permit tcp 10.77.241.128 255.255.255.192 any eqg ssh
access-1list 101 extended permit tcp 10.77.241.128 255.255.255.192 any eq www
access-group 101 out interface outside

4. Configurar tempos limiteEscolha Configuration > Properties > Timeouts para configurar os
varios timeouts. Nesse cenario, mantenha o valor padrao para todos os tempos
limite.



configuratian = Properties = Time ouls

PRI E @i ERRR S

@ Clack ~|  Timenuts

;—--?Cnnsule Epecify the masmurm lde time intarvals using the HH:MM:SS forrmat.

e Device ) . . . . - .

: SPFTP Mod Dizabling a timeout setling reverts it fo the default value, The translation slot imeout cannot
— be disabled. If both absolute and inaclvity aulhenticalion lmeouls are sello 00:00:00, the
ERILME Rulas userwdll have 1o re-autnenticate on every new cannection.

~mnlanagement Ac

= EINTP

b P g3 sword

-El8ecure Copy [ {Gonnection; |01 0000 ™ macR 00:05.0C
SIS MTP

e -

e SHMP I™ Halfclosed | 00:10:00 ™~ MGCP PAT 00:05:08

- TFTP Sarver

Lgpluser Accounts ™ upep I'T =1 T30 0

it ' DHCP Sendces
o DS Cliert I~ ICHiP 00:00:02 [ SIP Media 00:02:00
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Configuragao de CLI equivalente conforme mostrado:
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

5. Configurar regras de politica de servigo.Escolha Configuration > Security Policy > Service
Policy Rules > Add para configurar o mapa de classes, o0 mapa de politicas para a
configuragcédo do tempo limite da conexao TCP como 10 minutos e aplique a politica de
servico na interface externa como mostrado.Escolha o botao de opc¢ao Interface para
escolher fora - (criar nova politica de servigo), que sera criada, e atribua telnet como o nome
da
politica.



Adding a new service policy rule requires three steps:
Step 1: Configure 8 semice policy,
Step Z: Configure the traffic classification criteria for the service policy rule.

gtep 3 Canfigure actions on the traffic classified by the service paolicy rule.

iZreate a service policy and apply to:

Cnly one serice policy can be configured per interface ar at global level. If & service policy already
exists, then ywou can add a new rule into the existing service policy. Otherwise, you can create a ney
service policy.

-
{* |nterface: |nut5ide - (create new service policy) ﬂ

Folicy Mame:  [|telnet]

Cescription:

(" Glohal - applies to all interfaces

Clique em Next.Crie um nome de mapa de classe telnet e escolha a caixa de selegao
Endereco IP de origem e destino (usa ACL) nos critérios de correspondéncia de
trafego.

(o Create a new traffic class: (telnet |

Description {(optianal):

Traffic match criteria

| Default Inspection Traffic

[ Tunnel Group

| TCF ar UDP Destination Port
[ RTP Range

| IP DiffSery CodePoints (DSCF)

| IP Precedence
[ Any traffic

Iftraffic does not match a existing traffic class, then itwill match the class-default traffic class.
Class-default can be used in catch all situation.

(" ze class-default as the traffic class.

Clique em Next.Crie uma ACL para corresponder o trafego Telnet originado da rede
10.77.241.128/26 a qualquer rede de destino e aplique-o a classe



telnet.

| outside E-
;

e —_———————————— —

comwe 3 v || (Csewe 3o |
3 | K | H

Clique em Next. Da mesma forma para o trafego ssh e
http:







-Action - . hme Range

e e

Select an action; Lmatch ] ;I Time Range: | Not Applied -- ;I Mew... |

-Source HostiMetwork - - — Destination HostMetwork:

* IP Address ™ Mame  Group * |P Address " Name " Group
interface:  |outside R4 Interface:  |inside =
IF address: 10.77.241.128 _l IF address: |l]_l].El.IZl _,
Mask: 165255 255128 ¥ | Mask no.00 ~|

— Rule Flow Diagram
Rule applied to traffic incoming to source interface

2 T -

| outside inside
1D?T241113ﬂ5 H-HI'IHI"\- m .IE'IHI-*- an’-
match

Protocal and Service
FTCP CUDP CICMP CIP Manage Senvice Groups... |
~ Source Port Destination Port

@ Service |= ~| |an',r | & Senice |= =] ‘\_-vww_j |

 Service Group | =  Servce Group | H

Escolha Connection Settings para configurar o TCP Connection Timeout como 10 minutos e
também escolha a caixa de selegdo Send reset to TCP endpoints before
timeout.



Protocal Inspection  Connection Settings | QoS |

M axitmum Connections Fandomize Segquence Number
_ » FRandomize the sequence num
TCP & UDP Connections IDefslult @ > TCPIIP packets. Disable this fe
anly if another inline Pl is alsc
, ) . - randomizing sequence numbe
Embryanic Connections: IDEfauIt () | the resultis scrambling the dat
Disahling this feature may leay
; . ) gystems with weak TCP Seque
FEAASAE ST IDefauIt () i humber randomization vulnera
Per Client Embryanic Connections: IDEfauIt (o -
TCP Timeaout TCP Mormalization
Caonnection Tirmeout lo0:10:00] v I Use TGP Map
v dend resetto TGP endpoints before timeout
TCF Map: I
Embryanic Connection Timeout : IDefauIt (onssm =
[ [=30 | Edit
Half Closed Connection Timeout : |Defau|t (0:10:00) w
Clique em
Finish.
canfiguration = Security Policy = Senice Palicy Rulgs
2 2% d A L22RARE S
" Access Rules  © ABARules O Fiter Rules @ Sendce Policy Rules
Show Rules for Interface; |AII Interfaces ;l Shiow All
5 Traffic Clasgification
Mame Enabled| WMatch Source Destination Service Time Range
E Global, Policy: global_policy
inspeclion_d... Ey @@any @ 3 Ty default-inspection QL inspect (1
Bl Interface oulside, Policy: talnat
1 telnet [ 3 (a10.77.241.. @ any e talnatiep - NotAppl...| @ conneciic
B =end resi

Configuragcao de CLI equivalente conforme mostrado:

access-list outside_mpc_in extended permit tcp host 10.77.241.129 any eq telnet
access-list outside_mpc_in extended permit tcp host 10.77.241.129 any eqg ssh
access-list outside_mpc_in extended permit tcp host 10.77.241.129 any eq www

class-map telnet
description telnet
match access-1list outside_mpc_in

policy-map telnet
class telnet

set connection timeout tcp 00:10:00 reset
service-policy telnet interface outside



Timeout Ebryénico

Uma conexao embrionaria é a conexao que esta meio aberta ou, por exemplo, o handshake triplo
n&o foi concluido para ela. E definido como o tempo limite de SYN no ASA; por padrédo, o tempo
limite de SYN no ASA é de 30 segundos. Esta € a maneira de configurar o tempo limite de
Embrionaria:

access-list emb_map extended permit tcp any any

class-map emb_map
match access-list emb_map

policy-map global_policy
class emb_map

set connection timeout embryonic 0:02:00

service-policy global_policy global
Verificar
Use esta sec¢ao para confirmar se a sua configuragao funciona corretamente.

A Output Interpreter Tool ( somente clientes registrados) (OIT) oferece suporte a determinados
comandos show. Use a OIT para visualizar uma analise da saida do comando show.

Execute o comando show service-policy interface outside para verificar suas configuragoes.

PIX#show service-policy interface outside

Interface outside:
Service-policy: http
Class-map: http
Set connection policy:
Set connection timeout policy:
tcp 0:05:00 reset
Inspect: http, packet 80, drop 0, reset-drop 0

Emita o comando show service-policy flow para verificar se o trafego especifico corresponde as
configuragdes da politica de servico.

Esta saida de comando mostra um exemplo:

PIX#show service-policy flow tcp host 10.77.241.129 host 10.1.1.2 eq 23

Global policy:
Service-policy: global_policy

Interface outside:
Service-policy: telnet
Class-map: telnet
Match: access-list 101
Access rule: permit tcp 10.77.241.128 255.255.255.192 any eq telnet
Action:
Input flow: set connection timeout tcp 0:10:00 reset
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Troubleshoot

Se vocé descobrir que o tempo limite da conexao nao funciona com o Modular Policy Framework
(MPF), verifique a conexao de inicio do TCP. O problema pode ser uma reversao do endereco IP
origem e destino ou um endereco IP mal configurado na lista de acesso nao corresponde no MPF
para definir o novo valor de tempo limite ou para alterar o tempo limite padrao para o aplicativo.
Crie uma entrada da lista de acesso (origem e destino) de acordo com o inicio da conexao para
definir o tempo limite da conexao com o MPF.

Informagdes Relacionadas

- Cisco PIX 500 Series Security Appliances

- Dispositivos de seguranca adaptaveis Cisco ASA 5500 Series
- Cisco PIX Firewall Software

- Referéncias do comando Cisco Secure PIX Firewall

- Avisos de campo de produto de seguranca (incluindo PIX)

- Solicitagées de Comentarios (RFCs)
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