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o0 ASDM ou a CLI no ASA
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Introduction

Este documento descreve como configurar um tunel site a site IPsec (IKEv1) versao 1 do Internet
Key Exchange entre um Cisco 5515-X Series Adaptive Security Appliance (ASA) que executa a
versao de software 9.2.x e um Cisco 5510 Series ASA que executa a versao de software 8.2.x.

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento destes topicos:
- A conectividade IP de ponta a ponta deve ser estabelecida
- Estes protocolos devem ser permitidos:

User Datagram Protocol (UDP) 500 e 4500 para o plano de controle IPsecEncapsulating
Security Payload (ESP) IP Protocol 50 para o plano de dados IPsec

Componentes Utilizados



As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco 5510 Series ASA que executa a versio de software 8.2
. Cisco 5515-X ASA que executa a versao de software 9.2

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Configurar

Esta segcédo descreve como configurar o tunel VPN site a site por meio do assistente de VPN do
ASDM (Adaptive Security Device Manager) ou por meio da CLI.

Diagrama de Rede

Esta topologia é usada para os exemplos deste documento:
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Configurar por meio do assistente de VPN do ASDM
Siga estas etapas para configurar o tunel VPN site a site por meio do assistente do ASDM:

1. Abra o ASDM e navegue até wizards > VPN Wizards > Site-to-site VPN Wizard.
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2. Cliqgue em Next quando chegar a pagina inicial do assistente.

:E Site-to-site WPN Connection S=tup Wizard
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Observacgao: as versdes mais recentes do ASDM fornecem um link para um video que

explica essa configuragao.

3. Configure o endereco IP do par. Neste exemplo, o enderecgo IP do par é definido como
192.168.1.1 no site B. Se vocé configurar o endereco IP do par no site A, ele deve ser
alterado para 172.16.1.1. A interface através da qual a extremidade remota pode ser

alcancada também é especificada. Clique em Next apds a conclusao.
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4. Configure as redes locais e remotas (origem e destino do trafego). Esta imagem mostra a
configuragao para o Site B (o inverso se aplica ao Site A).

T Site-to-site VPN Connaction ketup i;iﬁ'aar_ lﬁ
Sheps Traffic to protect
1. Tnsroduction This step ks vou identify e locaf network and remate network between which the trafic b to be protected using TPse: enoryption,
2. Peer Devicr Tdentificatio :
Bk Local Metworks  |10.2.2.0_24 [
4, Sacunty Rzsole Mebwork: |10.1.1,0_24 E
5. AT Exempt
& Summary

< Baik _E__r_‘lg:_l!._:i__; Canel | e |

5. Na pagina Seguranga, configure a chave pré-compartilhada (ela deve corresponder em
ambas as extremidades). Clique em Next apds a concluséo.
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6. Configure a interface de origem para o trafego no ASA. O ASDM cria automaticamente a
regra de Network Address Translation (NAT) com base na versdao do ASA e a envia com o
restante da configuragao na etapa final. Observagido: no exemplo usado neste documento,
'inside' é a origem do
trafego.
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7. O assistente agora fornece um resumo da configuracao que € enviada para o ASA. Revise e
verifique as definicdes de configuragao e clique em Finish.
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Configurar por meio da CLI

Esta secado descreve como configurar o tunel site a site IPsec IKEv1 por meio da CLI.

Configurar o site B para ASA versao 8.4 e posteriores

No ASA versao 8.4 e posteriores, introduziu-se o suporte para IKEv1 e Internet Key Exchange

versao 2 (IKEv2).

Dica: para obter mais informagdes sobre as diferencas entre as duas versdes, consulte a
secao Por que migrar para IKEv2? da Migracéo rapida de IKEv1 para a Configuragéo de
tunel L2L IKEv2 no Cédigo ASA 8.4 do documento Cisco.

Dica: para obter um exemplo de configuragédo IKEv2 com o ASA, consulte o documento
IKEv2 Tunnel entre sites do ASA e Exemplos de Configuracdo de Roteador da Cisco.

Fase 1 (IKEv1)

Siga estas etapas para a configuracao da Fase 1:

1. Digite este comando na CLI para ativar o IKEv1 na interface externa:

crypto ikevl enable outside

2. Crie uma politica de IKEv1 que defina os algoritmos/métodos a serem usados para hash,
autenticacao, grupo Diffie-Hellman, vida util e criptografia:

crypto ikevl policy 1

!The 1 in the above command refers to the Policy suite priority

(1 highest, 65535 | owest)



http://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/113597-ptn-113597.html#topic1N400024
http://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html

aut henti cation pre-share
encrypti on aes

hash sha

group 2

lifetine 86400

3. Crie um grupo de tuneis nos atributos de IPsec e configure o endereco IP do par e a chave
pré-compartilhada do tunel:

tunnel -group 192.168.1.1 type ipsec-12|

tunnel -group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco

! Note the IKEvl keyword at the begi nning of the pre-shared-key command

Fase 2 (IPsec)

Siga estas etapas para a configuragao da Fase 2:

1. Crie uma lista de acesso que defina o trafego a ser criptografado e encapsulado. Neste
exemplo, o trafego de interesse é o trafego do tunel originado da sub-rede 10.2.2.0 para
10.1.1.0. Ele pode conter varias entradas, se houver varias sub-redes envolvidas entre os
sites.

Na versao 8.4 e posteriores, podem ser criados objetos ou grupos de objetos que servem de
contéineres para redes, sub-redes, enderegos IP de host ou varios objetos. Crie dois objetos
que tenham as sub-redes locais e remotas e 0s use para as instru¢des da lista de controle
de acesso (ACL) e NAT.

obj ect network 10.2.2.0_24
subnet 10.2.2.0 255.255.255.0
obj ect network 10.1.1.0_24
subnet 10.1.1.0 255.255.255.0

access-list 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_ 24
2. Configure o Transform Set (TS), que deve envolver a palavra-chave IKevi. Um TS idéntico
também deve ser criado na extremidade remota.

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac

3. Configure um mapa de criptografia que contenha estes componentes:
O endereco IP do parA lista de acesso definida que contenha o trafego de interesseO
TSUma configuragcéo opcional de PFS (Perfect Forward Secrecy), que cria um novo par de
chaves Diffie-Hellman usadas para proteger os dados (ambos os lados devem ser
habilitados para PFS, antes que a Fase 2 seja iniciada)

4. Aplique o mapa de criptografia na interface externa:

crypto map outside_map 20 match address 100

crypto map outside_map 20 set peer 192.168.1.1

crypto map outside_map 20 set ikevl transformset nyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside



Isengdo de NAT

Verifique se o trafego de VPN nao esta sujeito a outras regras de NAT. Esta € a regra de NAT
usada:

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-I|ookup

Observagao: quando varias sub-redes sao usadas, vocé deve criar grupos de objetos com
todas as sub-redes de origem e de destino e usa-las na regra NAT.

obj ect-group network 10.x. x.Xx_SOURCE
net wor k- obj ect 10.4. 4.0 255. 255.255.0
net wor k- obj ect 10.2.2.0 255. 255.255.0

obj ect network 10. x. x. x_DESTI NATI ON
net wor k- obj ect 10. 3. 3.0 255. 255. 255.0
net wor k- obj ect 10.1.1.0 255.255.255.0

nat (inside,outside) 1 source static 10.x.x.Xx_SOURCE 10. x. x. x_SOURCE desti nation
static 10.x.x.x_DESTI NATI ON 10. x. x. x_DESTI NATI ON no- proxy-arp route-| ookup

Exemplo de configuragdo completa

Esta é a configuragao completa do site B:

crypto ikevl enable outside

crypto i kevl policy 10
aut hentication pre-share
encrypti on aes

hash sha

group 2

lifetinme 86400

tunnel -group 192.168.1.1 type ipsec-|2I

tunnel -group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco

I'Note the I KEvl keyword at the begi nning of the pre-shared-key comrand.

obj ect network 10.2.2.0_24

subnet 10.2.2.0 255.255.255.0

obj ect network 10.1.1.0_24

subnet 10.1.1.0 255.255.255.0

access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0 24

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnmac

crypto map outside_map 20 match address 100
crypto map outside_map 20 set peer 192.168.1.1



crypto map outside_map 20 set ikevl transformset mnyset
crypto map outside_map 20 set pfs
crypto map outside_map interface outside

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-I|ookup

Configurar o site A para ASA versao 8.2 e anteriores

Esta secado descreve como configurar o site A para o ASA versao 8.2 e anteriores.
Fase 1 (ISAKMP)
Siga estas etapas para a configuracao da Fase 1:

1. Digite este comando na CLI para ativar o Internet Security Association and Key Management
Protocol (ISAKMP) na interface externa:

crypto isakmp enable outside
Observagao: como varias versdes de IKE (IKEv1 e IKEv2) ndo sdo mais suportadas, o
ISAKMP é usado para se referir a Fase 1.

2. Crie uma politica de ISAKMP que defina os algoritmos/métodos a serem usados para criar a
Fase 1.

Observagao: neste exemplo de configuragao, a palavra-chave Ikevi da versao 9.x €

substituido por 1sAKmP.
crypto isakmp policy 1
aut henticati on pre-share
encryption aes

hash sha

group 2

lifetime 86400

3. Crie um grupo de tuneis para o endereco IP do par (endereco IP externo de 5515) com a
chave pré-compartilhada:

tunnel -group 172.16.1.1 type ipsec-|2|
tunnel -group 172.16.1.1 ipsec-attributes
pre-shared-key cisco

Fase 2 (IPsec)

Siga estas etapas para a configuracao da Fase 2:

1. Semelhante a configuragdo na versao 9.x, vocé deve criar uma lista de acesso estendida
para definir o trafego de interesse.

access-list 100 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255. 255.255.0

2. Defina um TS que contenha todos os algoritmos de criptografia e hash disponiveis (os
problemas oferecidos tém um ponto de interrogagao). Verifique se € idéntico ao que foi



configurado do outro lado.

crypto i psec transformset nyset esp-aes esp-sha-hmac

3. Configure um mapa de criptografia que contenha estes componentes:
O endereco IP do parA lista de acesso definida que contenha o trafego de interesseO
TSUma configuragao opcional de PFS, que cria um novo par de chaves Diffie-Hellman
usadas para proteger os dados (ambos os lados devem ser habilitados para PFS, para que
a Fase 2 seja iniciada)

4. Aplique o mapa de criptografia na interface externa:

crypto map outside_map 20 set peer 172.16.1.1
crypto map outside_map 20 match address 100
crypto map outside_nap 20 set transformset mnyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

Isencdo de NAT

Crie uma lista de acesso que defina o trafego a ser isento das verificacdes de NAT. Nesta versao,
ela parece semelhante a lista de acesso definida para o trafego de interesse:

access-list nonat line 1 extended permt ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

Quando varias sub-redes forem usadas, adicione outra linha a mesma lista de acesso:

access-list nonat line 1 extended permt ip 10.3.3.0 255.255.255.0
10.4.4.0 255.255.255.0

A lista de acesso € usada com o NAT, como mostrado aqui:

nat (inside) O access-list nonat

Observagao: aqui, 'inside' se refere ao nome da interface interna na qual o ASA recebe o
trafego que corresponde a lista de acesso.

Exemplo de configuragdo completa

Esta é a configuragado completa do site A:

crypto isakmp enable outside
crypto i saknmp policy 10

aut hentication pre-share
encrypti on aes

hash sha group 2

lifetine 86400



tunnel -group 172.16.1.1 type ipsec-12|
tunnel -group 172.16.1.1 ipsec-attributes
pr e-shar ed- key cisco

access-1list 100 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0
crypto i psec transformset nyset esp-aes esp-sha-hmac

crypto map outside_map 20 set peer

crypto map outside_map 20 match address 100
crypto map outside_map 20 set transformset nyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

access-list nonat line 1 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

nat (inside) O access-list nonat

Politica de grupo

As politicas de grupo sao usadas para definir configuragdes especificas aplicaveis ao tunel. Essas
politicas sdo usadas juntamente com o grupo de tuneis.

A politica de grupo pode ser definida como interna, o que significa que os atributos sao extraidos
do que é definido no ASA, ou pode ser definida como externa, na qual os atributos sao
consultados em um servidor externo. Este é o comando usado para definir a politica de grupo:

group-policy SITE A internal

Observagao: Vocé pode definir varios atributos na politica de grupo. Para obter uma lista de
todos os atributos possiveis, consulte a se¢do Configuragcéo de politicas de grupo dos
Procedimentos selecionados da configuragdo de VPN do ASDM para o Cisco ASA 5500
Series, versao 5.2.

Atributos opcionais da politica de grupo

O vpn-tunnel-protocol determina o tipo de tunel ao qual essas configuracbes devem ser aplicadas.
Neste exemplo, o IPsec é usado:

vpn-tunnel - protocol ?

group-pol i cy node conmands/ opti ons:

I PSec I P Security Protocol |2tp-ipsec L2TP using | PSec for security
svc SSL VPN dient

webvpn WebVPN

vpn-tunnel -protocol ipsec - Versions 8.2 and prior
vpn-tunnel - protocol ikevl - Version 8.4 and |ater

Vocé tem a opgao de configurar o tunel para que ele permanega ocioso (sem trafego) e nao seja
desativado. Para configurar essa op¢ao, o comando vpn-idie-timeout O Valor do atributo deve usar



minutos ou vocé pode definir o valor para none, 0 que significa que o tunel nunca cai.

Aqui esta um exemplo:

group-policy SITE_A attributes

vpn-idle-tineout ?

group- pol i cy node conmands/ opti ons:

<1-35791394> Number of minutes

none | Psec VPN: Disable timeout and allow an unlimited idle period

O default-group-policy SOb 0s atributos gerais do grupo de tuneis define a politica de grupo que é
usada para enviar determinadas configuracdes de politica para o tunel que é estabelecido. As
configuracdes padrao das opgoes definidas na politica de grupo sao derivadas de uma politica de
grupo geral padrao:

tunnel -group 172.16.1.1 general -attributes
def aul t - group-policy SITE_A

Verificar

Use as informacgdes fornecidas nesta sec¢ao para verificar se a configuragao funciona
corretamente.

ASDM

Para visualizar o status do tunel a partir do ASDM, navegue até Monitoring > VPN. Estas informacdes
séo fornecidas:

- O endereco IP do par

- O protocolo usado para criar o tunel

- O algoritmo de criptografia usado

- A hora em que o tunel foi criado e o tempo de atividade
- O numero de pacotes recebidos e transferidos

Dica: clique em Refresh para exibir os valores mais recentes, pois os dados nao sao
atualizados em tempo real.
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CLI
Esta segao descreve como verificar a configuragao por meio da CLI.
Fase 1

Digite este comando na CLI para verificar a configuragao da Fase 1 no lado do site B (56515):

show crypto ikevl sa



Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 192.168.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

Digite este comando na CLI para verificar a configuracao da Fase 1 no lado do site A (5510):

show crypto isakmp sa

Active SA 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 IKE Peer: 172.16.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

Fase 2

O show crypto ipsec sa mostra as SAs IPsec que sio criadas entre os correspondentes. O tunel
criptografado é criado entre os enderecos IP 192.168.1.1 e 172.16.1.1 para o trafego que flui
entre as redes 10.1.1.0 € 10.2.2.0. Vocé pode ver as duas SAs de ESP criadas para o trafego de
entrada e de saida. O cabecalho de autenticagdo (AH) ndo € usado porque nao ha SAs de AH.

Digite este comando na CLI para verificar a configuracao da Fase 2 no lado do site B (5515):

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 172.16.1.1
local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 192.168.1.1
PERM T, flags={origin_is_acl,}
#pkts encaps: 20, #pkts encrypt: 20, #pkts digest 20
#pkts decaps: 20, #pkts decrypt: 20, #pkts verify 20
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O
local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.16.1.1
path nmu 1500, nedia ntu 1500
current outbound spi: 3D3
i nbound esp sas:
spi: 0x136A010F(325714191)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 3442, flow_id: 1443, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)
IV size: 8 bytes
repl ay detection support: Y
i nbound ah sas:
i nbound pcp sas:



i nbound pcp sas:

out bound esp sas:

spi: 0x3D3(979)
transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_id: 1444, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas

Digite este comando na CLI para verificar a configuracao da Fase 2 no lado do site A (5510):

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 192.168.1.1
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
current_peer: 172.16.1.1
PERM T, flags={origin_is_acl,}
#ipkts encaps: 20, #pkts encrypt: 20, #pkts digest 20

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify 20

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O,

#pkts deconpress failed: 0, #send errors 0, #recv errors O

local crypto endpt.: 192.168.1.1, remote crypto endpt.: 172.16.1.1

path ntu 1500, nedia ntu 1500

current outbound spi: 3D3

i nbound esp sas:

spi: Ox136A010F(325714191)
transform: esp-aes esp-sha-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 3442, flow_.id: 1443, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x3D3(979)
transform: esp-aes esp-sha-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_.id: 1444, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas

Troubleshoot

Use as informacgodes fornecidas nesta sec¢ao para solucionar problemas de configuragéo.

ASA versao 8.4 e posteriores



Digite estes comandos debug para determinar o local da falha de tunel:

- debug crypto ikevl 127 (Fase 1)
- debug crypto ipsec 127 (Fase 2)

Aqui estda um exemplo completo de saida de depuragao:

| PSEC(crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC(crypt o_map_check)-3: Checking crypto map outsi de_nmap 20: natched.

Feb 13 23:48:56 [IKEvl DEBUQG Pitcher: received a key acquire nessage, spi 0x0
| PSEC(crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC(crypt o_map_check)-3: Checking crypto map outsi de_nmap 20: natched.

Feb 13 23:48:56 [IKEvV1]IP = 192.168.1.1, IKE Initiator: New Phase 1, Intf NP
Identity Ifc, IKE Peer 192.168.1.1 |local Proxy Address 10.2.2.0, renote Proxy
Address 10.1.1.0, Crypto map (outside_map) Feb 13 23:48:56 [IKEvl DEBUG I P =
192.168.1.1, constructing | SAKMP SA payl oad Feb 13 23:48:56 [I KEvl DEBUG I P =
192.168. 1.1, constructing NAT-Traversal VID ver 02 payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168. 1.1, constructing NAT-Traversal VID
ver 03 payl oad

Feb 13 23:48:56 [| KEvl DEBUG | P
ver RFC payl oad

Feb 13 23:48:56 [| KEvl DEBUG | P
ext ended capabilities payl oad
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 172

Feb 13 23:48:56 [IKEv1l] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE RECEI VED Message (msgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total
length : 132

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUGIP = 192. 168. , Received Fragnentation VID

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, |KE Peer included |IKE
fragnentation capability flags: Main Mde: True Aggressive Mdde: True

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing G sco Unity

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing xauth V6

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Send I0CS VID

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Constructing ASA spoofing | OS
Vendor | D payload (version: 1.0.0, capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Send Altiga/C sco VPN3000/Ci sco
ASA GW VI D

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. , constructing NAT-Di scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. 1. conputi ng NAT Discovery hash

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_ DEC(I)E SENDI NG Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR

192.168. 1.1, constructing NAT-Traversal VID

192.168.1.1, constructing Fragnentation VID +

processi ng SA payl oad

Cakl ey proposal is acceptable
processi ng VID payl oad

Recei ved NAT-Traversal ver 02 VID
, processing VID payl oad

PR R RPRRERPR
PR R R PP R

[En

, constructing NAT-Di scovery payl oad
, conputing NAT Di scovery hash

(S S
PP PP



(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304
Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing | SA KE payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUG ?I P = 192.168. 1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Cisco Unity client VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received xauth V6 VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, Processing VPN3000/ ASA spoofi ng

I OS Vendor |D payl oad (version: 0.0, capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Altigal/ G sco

VPN3000/ Ci sco ASA GW VI D

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
1

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [I KEv1]IP = 192.168.1.1, Connection landed on tunnel_ group
192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUG! Group = 192.168.1.1, IP = 192.168.1.1, Cenerating
keys for Initiator...

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, constructing
I D payl oad

Feb 13 23:48:56 [IKEvl DEBUG ! Group = 192.168.1.1, IP = 192.168.1.1, constructing
hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Constructing | OS keep alive

payl oad: proposal =32767/ 32767 sec.
!

oo

Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/3/10 ns

ci scoasa# Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1,
constructing dpd vid payl oad

Feb 13 23:48:56 [IKEv1] I P = 192.168. 1.1, |KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1, Automatic NAT
Detection Status: Remote end is NOT behind a NAT device This end is NOT behind

a NAT device

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, processing

I D payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1,

ID_| PVA_ADDR I D received 192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processi ng hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Processing | COS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 23:48:56 [| KEvl DEBUQG G oup
VI D payl oad

Feb 13 23:48:56 [I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Received

192.168.1.1, IP = 192.168.1.1, processing



DPD VI D

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Connection |anded on tunnel _group
192.168.1.1

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, GCakley

begi n qui ck node

Feb 13 23:48:56 [|I KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1, IKE
Initiator starting QW nmsg id = 4c073b21

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1], PHASE 1 COMPLETED
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Keep-alive type for this connection: DPD
Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Starting P1
rekey timer: 73440 seconds.

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Di rection: inbound

SPI : 0x03FCODB7

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

I KE got SPI from key engine: SPI = 0x03fc9db7

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

oakl ey constucting qui ck node

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing bl ank hash payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing | PSec SA payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing | PSec nonce payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing proxy ID

Feb 13 23:48:56 [IKEvl DEBUG]Group
Transmitting Proxy Id:

Local subnet: 10.2.2.0 mask 255.255.255.0 Protocol 0 Port 0

Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,

IKE Initiator sending Initial Contact

Feb 13 23:48:56 [|KEvl DEBUG Group = 192.168. 1.1,

IP = 192.168.1.1, constructing gm hash payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1,

IP =192.168.1.1, IKE Initiator sending 1st QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECCDE SENDI NG Message (mnsgi d=4c073b21)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +

NOTI FY (11) + NONE (0) total length : 200

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168. 1.1, |KE_DECCDE RECElI VED Message (msgi d=4c073b21)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 172

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processi ng hash payl oad

Feb 13 23:48:56 [| KEvl DEBUQG G oup
processi ng SA payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processi ng nonce payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processing | D payl oad

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,
I D_| PV4_ADDR_SUBNET | D received--10. 2. 2. 0- - 255. 255. 255. 0

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processing | D payl oad

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,
I D_| PV4_ADDR_SUBNET | D received--10. 1. 1. 0--255. 255. 255. 0

192.168.1.1, IP 192.168.1.1,

192.168.1.1, IP = 192.168.1. 1,



Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
| oading all |PSEC SAs

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
Generating Qui ck Mbde Key!

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =

NP encrypt rule | ook up for crypto
100: returned cs_i d=6ef246d0; encrypt_rul e=752972d0;
t unnel Fl ow_r ul e=75ac8020

Feb 13 23:48:56 [| KEvl DEBUG Group = 192.168. 1.1,
Generating Quick Mbde Key!

| PSEC. New enbryoni c SA created @ 0x6f0e03f0,
SCB: 0x75B6DD00,

Direction: outbound

SPI 0x1BA0C55C

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Pr ot ocol esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host OBSA update, SPI
| PSEC. Creating outbound VPN context,
Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI 0x1BA0C55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer 0x00000000

SCB : 0x0B47D387

Channel : Ox6ef 0a5c0

| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e: 0x0000f 614

| PSEC. New out bound encrypt
Src addr: 10.2.2.0

Src mask: 255.255.255.0

Dst addr: 10.1.1.0

Dst mask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 0O

Use protocol: false

SPI : 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt
Rule I D: 0x74elc558

| PSEC. New out bound permit
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255
Dst addr: 192.168.1.1

Dst mask: 255.255.255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol : 50

1P =

0x1BA0C55C
SPI 0x1BAOC55C

SPI 0x1BAOC55C

rule, SPI 0Ox1BAOC55C

rule, SPI 0x1BAOC55C

rule, SPI 0x1BA0OC55C

192.168.1. 1,

192.168.1. 1,

192.168.1. 1,

map outsi de_map 20 mat ching ACL

192.168.1. 1,



Use protocol: true

SPI: O0x1BA0C55C

Use SPI: true

| PSEC. Conpl et ed outbound permit rule, SPI 0x1BAOC55C

Rul e 1 D: 0x6f0dec80

Feb 13 23:48:56 [IKEvl DEBUG]Group = 192.168.1.1, IP = 192.168.1.1, NP encrypt rule
look up for crypto map outside_map 20 matching ACL 100: returned cs_id=6e£24640;
encrypt_rule=752972d0; tunnelFlow rule=75ac8020

Feb 13 23:48:56 [IKEvl] Group = 192.168.1.1, IP = 192.168.1.1, Security negotiation
conpl ete for LAN-to-LAN Group (192.168.1.1) Initiator, Inbound SPI = 0x03fc9db7,
Qut bound SPI = 0Ox1baOc55c

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, oakley
constructing final quick node

Feb 13 23:48:56 [| KEvl DECODE] Group = 192.168.1.1, IP = 192.168.1.1, IKE Initiator
sending 3rd QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=4c073b21)
with payloads : HDR + HASH (8) + NONE (0) total length : 76

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, |IKE got a KEY_ADD
msg for SA: SPI = Ox1lbaOc55c

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Direction: inbound

SPI : 0x03FCODB7

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host |BSA update, SPI 0Ox03FCODB7

| PSEC. Creating inbound VPN context, SPI 0x03FCODB7

Fl ags: 0x00000006

SA : 0x75298588

SPI : 0x03FCODB7

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0Ox0000F614

SCB : 0x0B4707C7

Channel : 0x6ef 0a5cO

| PSEC. Conpl eted i nbound VPN context, SPI 0x03FCODB7

VPN handl e: 0x00011f 6¢c

| PSEC. Updating out bound VPN cont ext 0x0000F614, SPI Ox1BA0OC55C

Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI : 0x1BA0C55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00011F6C

SCB : 0x0B47D387

Channel : 0x6ef 0a5cO

| PSEC. Conpl et ed out bound VPN context, SPI 0x1BAOC55C

VPN handl e: 0x0000f 614

| PSEC. Conpl et ed out bound inner rule, SPI O0x1BA0C55C

Rul e I D: 0x74elc558

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x1BA0C55C

Rul e 1 D: 0x6f0dec80

| PSEC. New i nbound tunnel flow rule, SPI 0x03FCODB7

Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst mask: 255.255.255.0

Src ports
Upper: O
Lower: O

O : ignore



Dst ports

Upper: O

Lower: O

O : ignore
Protocol: O

Use protocol: false
SPI: 0x00000000
Use SPI: false

| PSEC. Conpl et ed i nbound tunnel

Rul e I D: 0x74elb4al

| PSEC. New i nbound decrypt
Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODB7

Use SPI: true

| PSEC. Conpl et ed i nbound decrypt

Rul e I D: 0Ox6f0de830

| PSEC. New i nbound permt
Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODBY7

Use SPI: true

| PSEC. Conpl eted i nbound perm t

Rul e I D: 0Ox6f0de8d8

flow

rul e, SPI

rul e, SPI

rul e, SPI

0x03FCODB7

SPI 0x03FCODB7

rul e,

Feb 13 23:48:56 [|I KEvl DEBUG G oup =

recei ved KEY_UPDATE, spi

0x3f c9db7

Feb 13 23:48:56 [|I KEvl DEBUG G oup =

P2 rekey tinmner:

COMPLETED (msgid=4c073b21)

24480 seconds.
Feb 13 23:48:56 [IKEv1l]Group

0x03FCODB7

SPI 0x03FCODB7

192.168.1. 1,

192.168.1. 1,

192.168.1.1, IP =

ASA versao 8.3 e anteriores

I P

I P

192.168.1.1,

0x03FCODB7

192.168.1.1, Pitcher:

192.168.1.1, Starting

PHASE 2

Digite estes comandos debug para determinar o local da falha de tunel:

- debug crypto isakmp 127 (Fase 1)



- debug crypto ipsec 127 (Fase 2)
Aqui estda um exemplo completo de saida de depuragao:

Feb 13 04:19:53 [IKEv1]: IP = 172.16.1.1, | KE_DECCDE RECElI VED Message (nsgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
NONE (0) total length : 172

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Oakley proposal is acceptable

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Received NAT-Traversal ver 02 VID
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Received NAT-Traversal ver 03 VID
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Received NAT-Traversal RFC VID
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Received Fragnentation VID

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, |KE Peer included |IKE fragnentation

capability flags: Main Mde: True Aggressive Mde: True

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing | KE SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: IP = 172.16.1.1, IKE SA Proposal # 1, Transform # 1
acceptable Matches global IKE entry # 1

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing | SAKMP SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing NAT-Traversal VID ver
02 payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing Fragnentation VID +
ext ended capabilities payl oad

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nsgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 132
Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, | KE_DECCDE RECElI VED Message (nsgi d=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing | SA KE payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received Csco Unity client VID

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received xauth V6 VID

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Processing VPN3000O/ ASA spoofing |ICOS
Vendor |ID payl oad (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received Altiga/ G sco VPN3000/C sco
ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16. 1.1, processing NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, conputing NAT D scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16. 1.1, processing NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, conputing NAT D scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.1.1, constructing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing Cisco Unity VID payl oad
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing xauth V6 VID payl oad
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Send 10S VID

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Constructing ASA spoofing | 0S Vendor
I D payl oad (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Send Altiga/C sco VPN3000/Ci sco

ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructi ng NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, conputing NAT D scovery hash



Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, constructing NAT-D scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Generating keys
for Responder. ..

Feb 13 04:19:53 [IKEv1l]: |IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message (msgi d=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)
total length : 96

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

I D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: Goup = 172.16.1.1, IP = 172.16.1.1, |1D_|I PV4_ADDR

ID received 172.16.1.1

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Conputing

hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Processing | OS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

VI D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Received DPD VID
Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Automatic NAT Detection
Status: Remote end is NOT behind a NAT device This end is NOT behind

a NAT device

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

constructing | D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
constructing hash payl oad
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

Conputing hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Constructing |1COS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

constructing dpd vid payl oad

Feb 13 04:19:53 [IKEv1l]: |IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)
total length : 96

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, PHASE 1 COMPLETED

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, Keep-alive type for this connection: DPD
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Starting Pl
rekey timer: 82080 seconds.

Feb 13 04:19:53 [IKEvl DECODE]: IP = 172.16.1.1, |KE Responder starting Q4 nsg id =
4c073b21

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +

ID (5) + NOTIFY (11) + NONE (0) total length : 200

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

processing | D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: G oup = 172.16.1.1, IP = 172.16.1.1,

I D_| PV4_ADDR _SUBNET I D received--10. 2. 2. 0--255. 255. 255. 0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Received renote IP
Proxy Subnet data in |ID Payl oad: Address 10.2.2.0, Mask 255.255. 255. 0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,



processing | D payl oad

Feb 13 04:19:53 [I KEvl DECCDE]: Goup = 172.16.1.1, IP = 172.16.1.1,

I D_| PV4_ADDR_SUBNET | D received--10. 1. 1. 0--255. 255. 255. 0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Received local IP
Proxy Subnet data in |ID Payl oad: Address 10.1.1.0, Mask 255.255. 255.0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
notify payl oad

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP
not found by addr

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP
check, checking map = outside_map, seq = 20...
Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Static Crypto Map
check, map outside_map, seq = 20 is a successful match

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, IKE Remote Peer
configured for crypto map: outside_map

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: Group = 172.16.1.1, IP = 172.16.1.1], IPSec SA
Proposal # 1, Transform # 1 acceptable Matches global IPSec SA entry # 20

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, I KE requesting SPI!
| PSEC. New enbryoni c SA created @ OxAB5C63A8,

SCB: 0xABD54E98,

Di rection: inbound

SPI : 0x1BAOC55C

Session | D: 0x00004000

VPI F num : 0x00000001

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, |KE got SPI
from key engine: SPI = 0Ox1lbaOc55c

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, oakley
constucting qui ck node

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
bl ank hash payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing

| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing

| PSec nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
proxy ID

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Transmitting
Proxy Id:

Renmot e subnet: 10.2.2.0 Mask 255.255.255.0 Protocol O Port O

Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol O Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
gm hash payl oad

Feb 13 04:19:53 [IKEvl DECODE]: Group = 172.16.1.1, IP = 172.16.1.1, |KE Responder
sendi ng 2nd QM pkt: msg id = 4c073b21

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE SENDI NG Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +
ID (5) + NONE (0) total length : 172

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + NONE (0) total length : 52

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
| PSEC SAs

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
Qui ck Mode Key!

Feb 13 04:19:53 [IKEvl DEBUG: G oup 172.16.1.1, IP = 172.16.1.1, NP encrypt
rule l ook up for crypto nap outside_map 20 matching ACL 100: returned

cs_i d=ab9302f 0; rul e=ab9309b0

172.16.1.1, QM IsRekeyed ol d sa

172.16.1.1, Static Crypto Map

172.16. 1.1, processing

172.16.1.1, loading all

172.16.1.1, Generating



Feb 13 04:19:53 [IKEvl DEBUG: Goup =
Qui ck Mode Key!

| PSEC. New enbryoni c SA created @ 0xAB570B58
SCB: 0xABD55378

Direction: outbound

SPI 0x03FC9DB7

Session | D: 0x00004000

VPI F num : 0x00000001

Tunnel type: |2]

Pr ot ocol esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host OBSA update, SP
| PSEC. Creating outbound VPN context,
Fl ags: 0x00000005

SA : OxAB570B58

SPI 0x03FC9DB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer 0x00000000

SCB : 0x01512E71

Channel : O0xA7A98400

| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e: 0x0000F99C

| PSEC. New out bound encrypt
Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst mask: 255.255.255.0
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 0O

Use protocol: false

SPI : 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt
Rul e I D: OxABD557B0

| PSEC. New out bound permit
Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol : 50

Use protocol: true

SPI : 0x03FCODBY7

Use SPI: true

| PSEC. Conpl et ed out bound permit
Rul e I D: OxABD55848

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP =
I ook up for crypto map outside_nmap 20 nmatchi ng ACL 100
rul e=ab9309b0

172.16.1.1, IP =

0x03FCODBY
SPI 0x03FCODB7

SPI 0x03FCODBY

rule, SPI 0x03FC9DB7

rule, SPI 0x03FC9DB7

rul e, SPI 0x03FC9DB7

rul e, SPI 0x03FC9DB7

172.16.1.1, Generating

172.16. 1.1, NP encrypt
returned cs_i d=ab9302f 0;

rule



Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Security negotiation
conplete for LAN-to-LAN Group (172.16.1.1) Responder, |nbound SPI = 0OxlbaOc55c,
Qut bound SPI = 0x03f c9db7

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, IKE got a
KEY_ADD nmsg for SA: SPI = 0x03fc9db7

| PSEC. Conpl et ed host | BSA update, SPI 0x1BAOC55C

| PSEC. Creating inbound VPN context, SPI 0x1BAOC55C

Fl ags: 0x00000006

SA : OxAB5C63A8

SPI : 0x1BA0C55C

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0x0000F99C

SCB : 0x0150B419

Channel : 0xA7A98400

| PSEC. Conpl et ed i nbound VPN context, SPI 0x1BA0C55C
VPN handl e: 0x0001169C

| PSEC. Updating out bound VPN cont ext 0x0000F99C, SPI 0x03FCODB7
Fl ags: 0x00000005

SA : 0xAB570B58

SPI : 0x03FCODB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x0001169C

SCB : 0x01512E71

Channel : 0xA7A98400

| PSEC. Conpl et ed out bound VPN context, SPI 0x03FC9DB7
VPN handl e: 0x0000F99C

| PSEC. Conpl et ed out bound inner rule, SPI 0x03FCODB7

Rul e 1 D: 0xABD557B0

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x03FCODB7
Rul e 1 D: 0xABD55848

| PSEC. New i nbound tunnel flow rule, SPI 0x1BAOC55C

Src addr: 10.2.2.0

Src mask: 255.255.255.0

Dst addr: 10.1.1.0

Dst nmask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false

SPI: 0x00000000

Use SPI: false

| PSEC. Conpl eted i nbound tunnel flow rule, SPI 0x1BAOC55C
Rul e 1 D: OxAB8D98A8

| PSEC. New i nbound decrypt rule, SPI 0x1BAOC55C

Src addr: 172.16.1.1

Src mask: 255.255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255

Src ports
Upper: O
Lower: O
O : ignore
Dst ports
Upper: O
Lower: O

O : ignore



Prot ocol : 50

Use protocol: true

SPI : Ox1BAOC55C

Use SPI: true

| PSEC. Conpl et ed i nbound decrypt
Rul e I D: OxABD55CBO

| PSEC. New i nbound permit
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255
Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI: O0x1BAOC55C

Use SPI: true

| PSEC. Conpl et ed i nbound perm t
Rul e I D: OxABD55D48

Feb 13 04:19:53 [IKEvl DEBUG: G oup
KEY_UPDATE, spi 0x1lbaOc55c

Feb 13 04:19:53 [IKEvl DEBUG: Goup =
timer: 27360 seconds.
Feb 13 04:19:53 [IKEvl]:
(msgid=4c073b21)

rule, SPI 0x1BA0OC55C

rule, SPI 0Ox1BAOC55C

rule, SPI 0Ox1BAOC55C

172.16.1.1, IP

172.16.1.1, IP

Group = 172.16.1.1, IP =

172.

172.16.1.1, Pitcher: received

172.16.1.1, Starting P2 rekey

16.1.1, PHASE 2 COMPLETED



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



