ASA 8.3 e mais atrasado: NTP com e sem um
exemplo de configuracao do tunel de IPsec
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Introdugéo

Este documento fornece uma configuragdo de exemplo sincronizando o pulso de disparo
adaptavel da ferramenta de seguranga (ASA) com um server de tempo de rede usando o Network
Time Protocol (NTP). ASA1 comunica-se diretamente com o server de tempo de rede. ASA2
passa o trafego NTP através de um tunel de IPsec a ASA1, que por sua vez para a frente os
pacotes ao server de tempo de rede.

Refira ASA/PIX: NTP com e sem um exemplo de configuracdo do tunel de IPsec para uma
configuracao idéntica em Cisco ASA com versodes 8.2 e anterior.

Nota: Um roteador pode igualmente ser usado como um servidor de NTP sincronizando o pulso
de disparo da ferramenta de seguranga ASA.

Pré-requisitos

Requisitos

Nao existem requisitos especificos para este documento.

Componentes Utilizados



/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/109376-pix7-ntp-config.html

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco ASA com versao 8.3 e mais recente
- Versao 6.x e mais recente do Cisco Adaptive Security Device Manager (ASDM)

Nota: Consulte Habilitacdo de Acesso HTTPS para o ASDM para permitir que o ASA seja
configurado pelo ASDM.

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuragéo (padréo) inicial. Se a sua rede estiver ativa, certifique-se de que entende o impacto
potencial de qualquer comando.

Convencoes

Consulte as Convencdes de Dicas Técnicas da Cisco para obter mais informagdes sobre
convengoes de documentos.

Configuragao

Diagrama de Rede

Este documento utiliza a seguinte configuracao de rede:

LAN-To-LAN IPsec Tunnel |
172.22.1.163

e 10.20.20.1 172.16.1.1
! outside nakie
- ASA2
Internet
NTP Server
172.22.1.161

Nota: Os esquemas de enderegamento IP usados nesta configuragdo nao sao legalmente
roteaveis na Internet. Sdo os enderecos do RFC 1918, que foram usados em um ambiente de
laboratdrio.

. Configuracdo ASDM do tunel VPN
.- Configuracdo ASDM NTP

- Configuracdo de CLI ASA1

- Configuracdo de CLI ASA2

Configuracdo ASDM do tinel VPN

Termine estas etapas a fim criar o tunel VPN:


//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/access_management.html#wp1211015
/c/pt_br/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
http://www.ietf.org/rfc/rfc1918.txt?number=1918

1. Abra seu navegador e datilografe o <Inside_IP_Address_of_ASA> de https:// a fim alcangar o
ASDM no ASA.Seja certo autorizar todos os avisos que seu navegador o der relativo a
autenticidade de certificado de SSL. O nome de usuario padrao e a senha sao ambos
placa.O ASA apresenta este indicador a fim permitir a transferéncia do aplicativo
ASDM.

% Cisco ASDM 6.3(1) il

Cizco ASDM 6,201) provides ar ntuitive graphical user nterface that rrakes it easy o setup,
confiadre and manags vour Cisco security appliances

Cizco ASDM can run as a local application or 25 a Jowa wzk Start applization,

Whar vou run Cisco &S0DM as a lccal appication, it cornects to voar s2cunty apphance from
yvarr desktop Lsing SSL. Punning Cisco A=DM as an applicaton has these advantages:

# Vou caninvoke ASDM from a desktop sho touk, Mo brows=ris required,

& Tine deskzoo sthortout allows you to coarect tc mulinds securty appliances.

| Insal ASDM Launcaer and Ruq ASDk |

oL can run Cisco ASDM o5 o Jowa wok Start applizction that is dynamieally downlaadcd
lronn Lhe secarily apoliancs,

® Zlck Ran ASOAf to rar Cisco aS0M,

® _lick Ran Srartup Wrzard 1o run the Startup wizard, The Starup wizard walks you
through, step by step, the nmal configuration of your securnt appha-ce,

FLnASDk Rua Stanu o vyizand

Capwricht @ 2C06-2010 Zisco Systems, Inc, all rights reserved.,

Este exemplo carrega o aplicativo no computador local e ndo o € executado em um Java
applet.

2. Clique a launcher ASDM da transferéncia e comece o ASDM a fim transferir o instalador
para o aplicativo ASDM.

3. Uma vez as transferéncias da launcher ASDM, terminam as etapas dirigidas pelas alertas a
fim instalar o software e executar o langador ASDM Cisco.

4. Incorpore o endereco IP de Um ou Mais Servidores Cisco ICM NT para a relacdo que vocé
configurou com o HTTP - comande, e um nome de usuario e senha se vocé especificou
um.Este exemplo usa o0 nome de usuario e senha da placa do



B Cisco ASDM-IDM Launcher ¥1.5(50)

S, Cisco ASDM-IDM Launcher *.l::2)s

Device IP Address | Name: |172,22.1,163)| d

Lsernane!

Passward:

[ ] Runin Demo Made

| QK% | Close |
padrao:

5. Execute o wizard VPN uma vez que o aplicativo ASDM conecta ao
ASA.

B Cisco ASDM 6.3 for ASA

File Wiew Tools | Wizards | Window Help

@ Home 'E.'-' ol Startup ‘Wizard. . 1| o Back. O | ‘:D Help
| IPsec WPM Wizard. .. . |

S50 VPM Wicard,., ™

g Add 'ﬂ Delete %Firewall Dashboard ]
High &waiability and Scalability YWwizard. .. .

b @ localhost:55 Unified Comrmunication Wizard. ..

Packet Capture Wizard. ..

Device Liskt

Host Mzme:  myFirewal
ASA Yersion:  8.3(1) Device Uptime: 0d 0h 30m 6s

A50M Yersion: 6.3(5) Device Type:  ASA 5520
FirewallMode: Routed Conktext Mode: Single
Tokal Flash: 64 MB Total Memory: 2048 MB

6. Escolha a site para site para o tipo de tunel do IPSec VPN, e clique-a em
seguida.



BE VPN Wizard
¥ PN Wizard YMH Tunncl Type {Step 1 of o)
e bas wzard ko oonbigare rew cke-bo-cize WP burrels o0 naes remiote azcecs YRR Ednas, 0

:unnel Eebazer bwo devices is caled a siteto-ste borrel and is Bidireck cral, & bamns
=3tAblizhed By ralls fenm bernte nsers @i as telernm P24 ks cFll= remnk= arcess Fmn=l

THis wizs'd o eates bazic unnel corFigurations -hat vou can edit 2k=- usrc e 3520,

w2 T | TyLe:
uinel 1vpe Sitete Sita VPR

"m"" Zpvrols
® ctasie ﬁ%,?mn ==z 1

WiEN SR Ol ATRes

. “‘“' F:tm:nlt

i) Remace Aocses h lm

+2H Tunnel I-zerbace: oksids e

Crzkle inbourc Psec sessicrs b brpass nkberfacs acosss lists, Group policy and 22 -s=-

[e] Al Fvlzatinn Aess 15k spll Appls Fo Fo= Fraffe.
K=k = E | Cancal | Felp

7. Especifique o endereco IP externo do peer remoto. Incorpore a informacgao da autenticagao
para usar-se, que € a chave pré-compartilhada neste
exemplo:



%

B YI'M Wizard
¥ PN Wizard Reaiote Site Pocr {Step 2 of 6)

i_onfcLre the Ik address of the peer dewicz, achenticanon vechod 2re the cunnel craaa fior chis
Abo b skc koo,

Frrr T2 adidtrss: | In.7r.77.
AcLlienlivalivn Mel 2]

(a3 Me shared oy

Heg-sbaradkew:  |zEzolld

3 Cerbhicsts
_ertificate SIJnrc ACCrEm:  PER-s1g

Zerlifivdle Wanes;

Tunnel o

=3I ske-bo-cize cannections aith pre-shared ey aschentication, tre unnel group rame must
o3 bna czme a5 either bhe pest IF addrecs or the peer nosknzme, whickever is Jzed zs the
o=er's idenbby,

Tonnel Group Sarre: | g0 20,20.1

| = Back |[ MW=t = ;]tFi'isl' Cancal | Felp

8. Especifique os atributos para usar-se para o IKE, igualmente sabido como a fase 1. Estes
atributos devem ser os mesmos em ambos os lados do
tunel.



%

BE VI’ Wizard
¥ PN Wizard IKE Molicy  {Stcp 3 of 6)

Szkecz bhie crarvption dgorithm, aubhenkicazion clgoritbr, and CifF o —cllnon groop For Bhe
d=viizs Lowse Lo neguliale 30T cen el Key Zxdage CEE) seur iy essoiidlio 1 belween
chem _orfigaxations 20 both sides 27 the oconn=chion musk matck exactly.

Enrypdin: AES 255 o

machenbcztcr: SHA -

L Foi=-1 lel man Croap =

[ = Back H [VEELS }i'] Finizk Cancsl | Felp

9. Especifique os atributos para usar-se para o IPsec, igualmente sabido como a fase 2. Estes
atributos devem combinar em ambos os
lados.



B VPPN Wizand [
¥ PN Wizard Mscc Rulz  {Step 4 of B)

Szkecz bhie crarvption and autkcnkicazion algoritbras ond corfigore Forsock Forsarding S=orocye
PRI Tr Wis TPSe YRR LD iz, Confligurdlion e o Dol sides OF U conneclioo sl el
=wackly.

Enrypdin

machenbcztcr: ZHM, bt

[] =nahk: Petfact Finwarding =Freey (PFS;

[ = Back H M=t = d} Firizk Cancal | Felp

10. Especifique os anfitrides cujo o trafego deve ser permitido passar através do tunel VPN.
Nesta etapa, vocé tem que fornecer as redes local e as redes remotas para o VPN
escavam um tunel. Clique o botéo ao lado das redes local (como mostrado aqui) a fim
escolher o endereco de rede local do menu
suspenso:



BE VI*N Wizard
¥ UPN Wizard Hosts and Netrsodis {Stop 5ol 6)
An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc
rerule siles, Flease da ki | osls g nelworks Lo Le usend i e [Pse Lanmel
bk ovpes (@ IPvt O TP
nrAl Mehaneks | 5
L
Serrck= Hebwo ks |
[¢] Exempl A58 side sl elwark rom addess rascluo | ik w |

[ = Back ][ Mzt = ] Finizk Cancal Felp

11. Escolha o endereco de rede local, e clique a
APROVAGAO.



0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fier|clec

riside-rietwark

Cl=
i ﬂnz. 16.1.0

R 6.1.0

Fiker:
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192

Cabw u P pw

255.2595.255.0

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

| ':ID“_H Cance| ]

12. Clique o botao ao lado das redes remotas a fim escolher o endereco de rede remota do

menu
Suspenso.



BE VPN Wizard
¥ UPN Wizard Hosts and Metrsoris (Step 5 of B)

An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc
renule siles, Flease dadis | osls o nebwurks Lo Le sed in e (Pse Lonnel

bk ovpes (@ It O TP

nral Mehantks | nsida-retvaruzt [ ]
3erreks Netwolks; | E]
3
(] Bl A3 side sl elock o adbess Tramel ek v|

[ = Back ][ Mzt = ] Finizk Cancal Felp

13. Escolha o enderego de rede remota, e clique a APROVACAO.Nota: Se vocé ndo tem a
rede remota na lista, a seguir a rede tem que ser adicionada a lista. O clique adiciona a fim

fazer
assim.




% Browse Remote Metworks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192
D nside-network FFFRFENT 00202020 [255.255.255.0

172.16.1.0 255.2595.255.0

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

| ':ID“_H Cance| ]

14. Verifique o host/rede isentos do lado ASA da caixa de selegao da tradugdo de enderecos a
fim impedir que o trafego de tunel se submeta a traducao de endereco de rede. Clique em
Next.




BE VI’N Wizard
¥ UPN Wizard Hosts and Metrsoris (Step 5 of B)

rerule siles, Flease da ki | osls g nelworks Lo Le usend i e [Pse Lanmel

bk ovpes (@ It O TP

nral Mehans | sida-rewouzt [ :

172 16 1.0 E]

]
2

Serrck= Hebwo ks

An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc

%

(o] Faramal A58t ek o bl ess cra el ek

v |

[ = Back ] Mzt = Cancal Felp

15. Os atributos definidos pelo wizard VPN sao indicados neste sumario. Verifique novamente

a configuracao e clique o revestimento quando vocé é satisfeito que os ajustes estao

corretos.
§5 WPN Wizard ; . -
VPN Wizard Summary (Step 6 of 6)

You have created a Sibe-40-Sile WP lunnel with e followdng afributas:

WP Tunnel Interface: oudside
Feer IP Address: 10200201
Tunned Group Mame: 10020301
g autfenbcalion Uses pri-shaned key
clscol 23
IE Palicy Encrypian Faulbentication f DHGroup: AES- 256 f SHA S Group 3
FEet ESP Encryplion § ESF Aulthentication: BAES-256 1 SHA
Traffic Mée io b probacied By this tann el
{lecal 172221 0024
fremeoted 17206, 0024

Helo |

< Back | 1ed - | }]&IEELJ cancel |




Configuracdo ASDM NTP

Termine estas etapas a fim configurar o NTP no dispositivo do Cisco Security:

1. Escolha a configuragdo no Home Page
ASDM.

B% Cisco ASDM 6.3 for ASA - Demo mode
File Wiew Tools ‘Wizards ‘Window  Help

@ Haone ﬂ%} Configuration Lﬂ Mu:unitu:uring| G Save @ Refresh| o Eack. l\_) | ? Help|

L Ennﬁguratiun = Device Setup = System Time > NTP |

Device Setup w]
o ﬂﬁ Startup Wizard Configure NP servers and define authentication keys and walues,
o H Interfaces
& || m-+5+ Routing
El ‘-'JP Device Name fPassword TP Address Tnterfare Prefarred? Ky Mimhear

EI@ Swskerr Time

@) Clock
TG

i

[ ] Enable hTP authentication

ﬁg Liewvice Setup
:5 Fireswall
Sl

2. Escolha a instalagdo > o tempo de sistema > o NTP de dispositivo a fim abrir a pagina da

configuracdo de NTP do
ASDM.




Configuration = Device Setup > System Time = NTP

Configure MTP servers and define authentication keys and wvalues,

IP Address Interface Preferred? kew Murmber Trusted Kew? Add \'g
o

[ ] Enable MTP authentication

3. O clique adiciona a fim adicionar um servidor de NTP e fornecer os atributos requerido tais
como o nome do enderego IP de Um ou Mais Servidores Cisco ICM NT, da relagao (dentro
ou fora), o numero chave, e o valor chave para a autenticacdo na nova janela que vem
acima. Clique em

B Add NTP Server Configuration

IP Address: 172,221,161 [ ] Preferred

Interface: inside

Authentication Key

Key Number: Trusted

Key Walue: T

Re-enter Key Value: |ssess|

|| K | | Cancel
4!
OK. Nota: O nome da

relacao deve ser escolhido como para dentro para ASA1 e parte externa para ASA2.Nota: A
chave da autenticagdo de NTP deve ser a mesma no ASA e no servidor de NTP.A
configuracéo do atributo da autenticagdo no CLI para ASA1 e ASA2 sdo mostrados
aqLHZASAl#ntp aut hentication-key 1 nd5 cisco ntp trusted-key 1 ntp server 172.22.1.161 key

1 source inside ASA2#ntp aut hentication-key 1 nd5 cisco ntp trusted-key 1 ntp server
172.22.1.161 key 1 source outside



4. Clique a caixa de selecédo permitem a autenticagdo de NTP e o clique aplica-se, que termina
a tarefa da configuragao de

NTP.
Configuration = Device Setup = System Time = NTP

Configure NTP servers and define authentication keys and walues.

IP Address Inkerface Preferred? key Murmber Trusked Key? add
inside | Mo 1 | Yes |
Edit
Delete

Enable NTP authenticatiore

apply \l | Reset
2

Configuracdo de CLI ASA1

ASA1

ASA#show run : Saved ASA Version 8.3(1) ! hostname ASAl
domai n- name defaul t.domain.invalid enabl e password
8Ry2Yj I yt 7TRRXU24 encrypted nanes ! interface EthernetO
nanei f outside security-level 0 ip address 10.10.10.1
255.255.255.0 !--- Configure the outside interface. !
interface Ethernetl nameif inside security-level 100 ip
address 172.22.1.163 255.255.255.0 !--- Configure the
inside interface. ! !-- Qutput suppressed ! passwd
2KFnbNI dI . 2KYQU encrypted ftp nbde passive dns server-
group Defaul t DNS donai n-nane defaul t. donain.invalid
access-list inside_nat0O_outbound extended permit ip
172.22.1.0 255.255.255.0 172 .16.1.0 255.255.255.0 !---
This access list (inside_natO_outbound) is used !---
with the nat zero command. This prevents traffic which
I--- matches the access |list from undergoi ng network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-




-- the sane as (outside_cryptonmap_20). !--- Two separate
access lists should always be used in this
configuration. access-list outside_cryptonmap_20 extended
permit ip 172.22.1.0 255.255.255.0 172 .16.1.0

255.255.255.0 !--- This access |ist
(outside_cryptomap_20) is used !--- with the crypto map
outside_map !--- to determ ne which traffic should be
encrypted and sent !--- across the tunnel. !--- This ACL

is intentionally the same as (inside_natO_outbound). !--
- Two separate access lists should always be used in
this configuration. pager lines 24 ntu inside 1500 ntu
out si de 1500 no failover asdmimage flash:/asdm 631. bin
l--- Enter this conmand to specify the |ocation of the
ASDM i mage. asdm history enable arp tinmeout 14400 obj ect
networ k obj -1 ocal subnet 172.22.1.0 255.255. 255. 0 obj ect
networ k obj -renote subnet 172.16.1.0 255.255.255. 0 nat
(inside,outside) 1 source static obj-local obj-loca
destination static obj-renote obj-renmote !--- NAT O
prevents NAT for networks specified in !--- the ACL

i nsi de_nat 0_out bound. route outside 0.0.0.0 0.0.0.0
10.10.10.2 1 timeout xlate 3:00:00 timeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute http server enable !---
Enter this command in order to enable the HTTPS server
l--- for ASDM http 172.22.1.1 255.255. 255. 255 inside !-
-- ldentify the I P addresses fromwhich the security

appliance !--- accepts HITPS connections. no snnp-server
| ocation no snnp-server contact !--- PHASE 2

CONFI GURATION ---! I--- The encryption types for Phase 2
are defined here. crypto ipsec transform set ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transformset for Phase 2. crypto map outside_map 20

mat ch address outside_cryptonap_20 !--- Define which
traffic should be sent to the I Psec peer. crypto map
outside_map 20 set peer 10.20.20.1 !--- Sets the |Psec
peer crypto map outside_nap 20 set transform set ESP-
AES- 256-SHA ! --- Sets the I Psec transformset "ESP-AES-
256-SHA" !--- to be used with the crypto map entry
"outside_nap". crypto map outside_nap interface outside
l--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFI GURATION ---! !--- This configuration uses isaknp
policy 10. !'--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy paraneters that are used. isaknp

enabl e outside isaknp policy 10 authentication pre-share
i saknp policy 10 encryption aes-256 isaknp policy 10
hash sha isaknp policy 10 group 5 isakmp policy 10
lifetine 86400 isaknp policy 65535 authentication pre-
share i saknp policy 65535 encryption 3des isaknp policy
65535 hash sha i saknp policy 65535 group 2 isaknp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-
2 '--- In order to create and nmanage the database of
connection-specific !--- records for ipsec-|2l—+Psec
(LAN-to-LAN) tunnels, use the command !--- tunnel -group
in global configuration node. !--- For L2L connecti ons,
the nanme of the tunnel group MJUST be the IP !--- address
of the | Psec peer. tunnel-group 10.20.20.1 ipsec-
attributes pre-shared-key * !--- Enter the pre-shared-
key in order to configure the !--- authentication
nmethod. telnet timeout 5 ssh timeout 5 console tinmeout 0
I class-map i nspection_default match defaul t-inspection-




traffic ! ! policy-map gl obal _policy class

i nspection_default inspect dns maxi num|ength 512
inspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy global
I--- Define the NTP server authentication-key, Trusted-
key !--- and the NTP server address for configuring NTP.
ntp authentication-key 1 nd5 * ntp trusted-key 1 !---
The NTP server source is to be nentioned as inside for
ASAl ntp server 172.22.1.161 key 1 source inside

Crypt ochecksum ce7210254f 4a0bd263a9072a4ccb7cf7 : end

Este video afixado a comunidade do apoio de Cisco explica com um programa demonstrativo, o
procedimento para configurar o ASA como o cliente de NTP:

Como configurar uma ferramenta de sequranca adaptavel de Cisco (ASA) para sincronizar seu
pulso de disparo com um server do Network Time Protocol (NTP).

How to configure a Gised Adaptive Security
Appliance (ASA) 16 synchronize it's dock

with a Network Time Piatocol (NTP) Server.

PrEni Mg arsgan

oe B

Configuragdo de CLI ASA2

ASA2

ASA Version 8.3(1)

!

host nane ASA2

dormai n- name defaul t. domain.invalid

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

names
|

interface EthernetO
nanei f outside
security-level 0



https://supportforums.cisco.com/index.jspa
https://supportforums.cisco.com/videos/2501
https://supportforums.cisco.com/videos/2501
https://supportforums.cisco.com/videos/2501

i p address 10.20.20.1 255. 255.255.0
!
interface Ethernetl

namei f inside

security-level 100

i p address 172.16.1.1 255.255.255.0
!

passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS

domai n-nane default. donmain.invalid

access-list inside_nat0O_outbound extended permit ip
172.16. 1.0 255.255.255.0 172

.22.1.0 255.255.255.0

I--- Note that this ACL is a nmirror of the

i nsi de_nat O_out bound !--- ACL on ASAl. access-list
out si de_cryptomap_20 extended permit ip 172.16.1.0
255.255.255.0 172 .22.1.0 255.255.255.0 !--- Note that

this ACL is a mirror of the outside_cryptomap 20 !---
ACL on ASAl. pager lines 24 ntu inside 1500 mtu outside
1500 no fail over asdmimage flash:/asdm 631. bin no asdm
hi story enable arp tinmeout 14400 object network obj-

| ocal subnet 172.22.1.0 255.255.255.0 object network

obj -renmote subnet 172.16.1.0 255. 255. 255. 0 nat
(inside,outside) 1 source static obj-local obj-loca
destination static obj-renote obj-renote tinmeout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp

0: 02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 tineout ngcp-pat 0:05:00 sip
0:30: 00 sip_nedia 0:02:00 timeout uauth 0:05:00 absolute
http server enable http 0.0.0.0 0.0.0.0 inside no snnp-
server |ocation no snnp-server contact crypto ipsec
transform set ESP- AES- 256- SHA esp- aes- 256 esp-sha- hnac
crypto map outside_nmap 20 natch address

out si de_cryptomap_20 crypto map outsi de_map 20 set peer
10.10.10.1 crypto map outside_map 20 set transformset
ESP- AES- 256- SHA crypto map outside_nap interface outside
i saknp enabl e outside isaknmp policy 10 authentication
pre-share isaknp policy 10 encryption aes-256 isaknp
policy 10 hash sha isaknp policy 10 group 5 isaknp
policy 10 lifetime 86400 tunnel -group 10.10.10.1 type

i psec-121 tunnel-group 10.10.10.1 ipsec-attributes pre-
shared-key * telnet timeout 5 ssh timeout 5 consol e
timeout O ! class-nmap inspection_default match default-
i nspection-traffic ! ! policy-map global _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
I--- Define the NTP server authentication-key, Trusted-
key !--- and the NTP server address for configuring NTP
ntp authentication-key 1 md5 * ntp trusted-key 1 !---
The NTP server source is to be nentioned as outside for
ASA2. ntp server 172.22.1.161 key 1 source outside

Crypt ochecksum d5e2ee898f 5e8bd28e6f 027aeed7f 41b : end
ASA#

Verificar

Esta sec¢éo fornece a informagao que vocé pode se usar a fim confirmar que sua configuragao



trabalha corretamente.

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

- mostre a exibi¢cdes de status NTP a informacgao de reldgio NTP.AsAl#show ntp status Clock is
synchroni zed, stratum 2, reference is 172.22.1.161 nominal freq is 99.9984 Hz, actual freq
is 99.9983 Hz, precision is 2**6 reference time is ccf22b77.f7a6e7b6 (13:28:23.967 UTC Tue
Dec 16 2008) clock offset is 34.8049 nsec, root delay is 4.78 nsec root dispersion is 60.23
nsec, peer dispersion is 25.41 nsec

- mostre o [detail] das associagées NTP - Indica as associagdes do Time Server da rede

configurada.AsAl#show ntp associations detail 172.22.1.161 configured, authenticated,
our_master, sane, valid, stratum1 ref ID .LOCL., time ccf2287d.3668b946 (13:15:41.212 UTC
Tue Dec 16 2008) our node client, peer node server, our poll intvl 64, peer poll intvl 64
root delay 0.00 nmsec, root disp 0.03, reach 7, sync dist 23.087 delay 4.52 nsec, offset

9. 7649 msec, dispersion 20.80 precision 2**19, version 3 org tine ccf22896.fla4fca3
(13:16:06.943 UTC Tue Dec 16 2008) rcv tinme ccf22896. ef b94b28 (13: 16: 06. 936 UTC Tue Dec 16
2008) xnt tinme ccf22896.ee5691dc (13:16: 06.931 UTC Tue Dec 16 2008) filtdelay = 4.52 4.68
4,61 0.00 0.00 0.00 0.00 0.00 filtoffset = 9.76 7.09 3.85 0.00 0.00 0.00 0.00 0.00 filterror
= 15.63 16.60 17.58 14904.3 14904. 3 14904.3 14904.3 14904.3

Troubleshooting

Esta sec¢éao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Comandos para Troubleshooting

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

Nota: Antes de emitir comandos de depuracio, consulte as informacoes importantes sobre eles.

- debugar a validez NTP - Exibe validade de reldgio correspondente de NTP.Este é resultado

do debug da incompatibilidade de chave:
NTP: packet from 172.22.1.161 failed validity tests 10 Authentication failed

- debugar o pacote NTP - Informacao do pacote de NTP dos indicadores.Quando n&o houver
nenhuma resposta do server, simplesmente o pacote NTP xnit esta visto no ASA sem o

pacote recept or NTP.ASA1# NTP: xmit packet to 172.22.1.161:

| eap 0, node 3, version 3, stratum 2, ppoll 64

rtdel 012b (4.562), rtdsp Ocbh6 (49.652), refid acl60lal (172.22.1.161)
ref ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)

org ccf22916.f426232d (13:18:14.953 UTC Tue Dec 16 2008)

rec ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)

xmt ccf22956. f 08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)

NTP: rcv packet from 172.22.1.161 to 172.22.1.163 on inside

| eap 0, node 4, version 3, stratum 1, ppoll 64

rtdel 0000 (0.000), rtdsp 0002 (0.031), refid 4c4f434c (76.79.67.76)
ref ccf2293d. 366a4808 (13:18:53.212 UTC Tue Dec 16 2008)

org ccf22956. f08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)

rec ccf22956.f52e480e (13:19:18.957 UTC Tue Dec 16 2008)

xmt ccf22956. f5688c29 (13:19:18.958 UTC Tue Dec 16 2008)

i np ccf22956. f 982bcd9 (13:19:18.974 UTC Tue Dec 16 2008)


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s4.html#wp1523617
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s4.html#wp1471958
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/pt_br/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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