ASA 8.3 e mais atrasado: Ajuste o timeout de
conexao SSH/Telnet/HTTP usando o exemplo
da configuracao MPF
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Introdugéo

Este documento fornece uma configuragdo de exemplo para o Cisco Adaptive Security Appliance
(ASA) com versao 8.3(1) ou posterior de um tempo limite que é especifico para alguma aplicagéo
em particular, como SSH/Telnet/HTTP, diferente de um que se aplica a toda aplica¢des. Este
exemplo de configuragao usa a estrutura de politica modular (MPF) que foi introduzida na versao
7.0 adaptavel da ferramenta de seguranga de Cisco (ASA). Refira a utilizacdo da estrutura de
politica modular para mais informacgéo.

Nesta configuracdo de exemplo, Cisco ASA é configurado para permitir a estacao de trabalho
(10.77.241.129) a Telnet/SSH/HTTP ao servidor remoto (10.1.1.1) atras do roteador. Um intervalo
de conexao separada ao trafego Telnet/SSH/HTTP é configurado igualmente. Todo trafego TCP
restante continua a ter o valor de timeout da conexado normal associado com a conexao 1:00:00
do intervalo.

Refira PIX/ASA 7.x e later/FWSM: Ajuste o timeout de conexdo SSH/Telnet/HTTP usando o
exemplo da configuragdo MPF para a mesma configuragdo em Cisco ASA com versdes 8.2 e
anterior.

Pré-requisitos

Requisitos

Nao existem requisitos especificos para este documento.
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Componentes Utilizados

A informagéao neste documento é baseada na versao de software da ferramenta de seguranga de
Cisco ASA 8.3(1) com Security Device Manager adaptavel (ASDM) 6.3.

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a sua rede estiver ativa, certifique-se de que entende o impacto
potencial de qualquer comando.

Convencoes

Consulte as Convencgdes de Dicas Técnicas da Cisco para obter mais informagdes sobre
convencgoes de documentos.

Configurar

Nesta sec¢ado, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Nota: Use a Command Lookup Tool ( somente clientes registrados) para obter mais informacgdes
sobre os comandos usados nesta sec¢ao.

Diagrama de Rede

Este documento utiliza a seguinte configuracao de rede:
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Nota: Os esquemas de enderegamento IP usados nesta configuragdo nao sao legalmente
roteaveis na Internet. Sdo os enderecos do RFC 1918, que foram usados em um ambiente de
laboratério.

Configuracoes
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Este documento utiliza as seguintes configuracdes:

- Configuragéo de CLI
- Configuracdo ASDM
Nota: Este o CLI e as configura¢gdes ASDM s&o aplicaveis ao modulo firewall service (FWSM).

Configuragdo de CLI

Configuragdo ASA 8.3(1)

ASA Version 8.3(1)

!

hostname ASA

domain-name nantes-port.fr

enable password S39lgaewi/JM5WyY level 3 encrypted
enable password 2KFQnbNIdI.2KYOU encrypted

passwd 1mzfSd48bl0UdPgP encrypted

no names

dns-guard

1

interface Ethernet0/0

nameif outside

security-level 0

ip address 192.168.200.1 255.255.255.0
1

interface Ethernet0/1

nameif inside

security-level 100

ip address 10.77.241.142 255.255.255.0

boot system disk0:/asa831-k8.bin
ftp mode passive
dns domain-lookup outside

! -—-—- Creates an object called DM_INLINE_TCP_1. This
defines the traffic !--- that has to be matched in the
class map. object-group service DM_INLINE_TCP_1 tcp
port-object eq www

port-object eq ssh

port-object eq telnet

access-list outside_mpc extended permit tcp host
10.77.241.129 any object-group DM INLINE_TCP_1

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

no asdm history enable

arp timeout 14400

nat (inside) 0 access-1list inside_nat0O_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
timeout xlate 3:00:00

!--- The default connection timeout value of one hour is




applicable to !--- all other TCP applications. timeout
conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp
0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

telnet timeout 5

ssh timeout 5

console timeout 0
1

!--- Define the class map Cisco-class in order !--- to
classify Telnet/ssh/http traffic when you use Modular
Policy Framework !--- to configure a security feature.
l-—-- Assign the parameters to be matched by class map.

class-map Cisco-class
match access-1list outside_mpc

class-map inspection_default
match default-inspection-traffic
1
!
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp

!--- Use the pre-defined class map Cisco-class in the
policy map.
policy-map Cisco-policy

!--- Set the connection timeout under the class mode

where !--- the idle TCP (Telnet/ssh/http) connection is
disconnected. !--- There is a set value of ten minutes
in this example. !--- The minimum possible value is five

minutes. class Cisco-class

set connection timeout idle 0:10:00 reset
1
1

service-policy global_policy global

!--- Apply the policy-map Cisco-policy on the interface.




command.

end

l-—— You can apply the service-policy command to any
interface that !--- can be defined by the nameif

service-policy Cisco-policy interface outside

Configuracdo ASDM

Termine estas etapas a fim estabelecer o intervalo de conexao de TCP para o telnet, o SSH e o
trafego de HTTP usando o ASDM como mostrado.

Nota: Refira permitir que o0 acesso HTTPS para o ASDM para configuragdes basicas a fim

alcancgar o PIX/ASA com o ASDM.

1. Escolha regras da configuragdo > do Firewall > da politica de servigos e o clique adiciona a
fim configurar como mostrado a regra da politica de

Servicos.
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2. Do assistente da regra da politica de servigos adicionar - O indicador da politica de servigos,
escolhe o botdo de radio ao lado da relagéo sob a criagdo uma politica de servigos e aplica-
se para secionar. Agora escolha a interface desejada da lista de drop-down e forneca um
nome da politica. O nome da politica usado neste exemplo é Cisco-politica. Entao, clique em

seguida.
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¥ Add Service Policy Rule Wizard - Service Policy

Adding a mew service policy Fubs requires bhres sheps:

ke 1: Configure & service policy,

Skep 20 Configure the traffic cdassification cnbena For the serace polcy rubs,
Skep 3: Configure actions on the traffic classified by the service policy rule.

| Create a Service Policy and Apply Toi

Only one service policy can be configured per interface or at gobal level, 1IF 8 service policy slresdy sxists, Bhen you can add a new
rube inko He ecasting service policy, Ceherwese, you can create a new sarvice paolicy.

(%) Inkerfaca; outside - (creste naw service policy | I

Policy Name: Ckoo-poloy

Descripbion:

{7 alobal - apples to Sl interfaces

[ met > | [ cancel | [ Help |

3. Crie uma Cisco-classe do nome de mapa da classe e verifique a caixa de verificacao do
endereco IP de origem e de destino (usos ACL) nos critérios de verificagao de repeti¢gao de
dados do trafego. Entéo, clique em
seguida.



I# Add Service Policy Rule Wizard - Traffic Classification Criteria

-!:-_:} Craate a new traffic dass:  Cisco-class

Cescription (opkionsal):

Traffic Match Criteris
[] pefaul Irepection Traffic

Source and Destination [P Address (uses ﬁ.-::L}

[] Tunnel Group

[] TCR or LDP Destination Port
[JRTF Rangs

[] 1P DiffSery CodePonts (DSCF)
[]1P Frecedance
[ #vry trafic

7 Use an exsting traffic olass:

1 Use class-defaul as the traffic dass,

IF braffic dos< not match a existing braffic class, then kowil match the dass-defaudt traffic class, Class-defaulk can be used in cakch all
sibation.

I < Back

S

Mext > || [ Cancel | [ Help |

4. Do assistente da regra da politica de servigos adicionar - Fésforo do trafego - A fonte e a
janela de enderego de Destnation, escolhem o botédo de radio ao lado do fésforo e fornecem
entdo a fonte e o endereco de destino como mostrado. Clique o botdo da gota-para baixo ao
lado do servigo para escolher os servigos
requerido.



IE Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

O oot

Soiroe: 10.77.241.129

Destination | any]

More Opkions =

[ <Back |[ Mest » | [ Cancel | [ Help |

5. Selecione os servigos requerido tais como o telnet, o ssh e o HTTP. Entdo, APROVACAO do
clique.



= Browse Service

% Add » @ Edic Jf Delete @ Where |

Flt&r:|
[ WET Protocal Source Ports Cwestination Ports  ICHP Type Dhescription
| meecho bep default (1-65535) 7 r

L m exer tcp default (1-65535) 512

L B Finger bep default (1-65535) 79

g Ftp kep default (1-65535) 21

-m ftp-dats  tep default (1-65535) 20

1 gopher  tep default {1-65535) 70

- i haz3 bep default (1-65535) 1720

L. g hostname  tep default (1-65535) 101

i http |default (1-65535) |50

i ma htbps bep default (1-65535) 443

- 5 ident bep default (1-65535) 113

L pe imapd kep default (1-65535) 143

o e bep default (1-65535) 194

ot kerberos  bep default (1-65535) 750

- 18 Mogin bep default (1-65535) 543

i g kshel kep default (1-65535) 544

- ldap tep default (1-65535) 389

1 ldaps bep default (1-65535) 636

- g login bep default (1-65535) 513
| -me lotusnotes  bep default (1-65535) 1352 |
Selected Saervice

Service == | |t|:|:|,|'tE|nat, tepyssh, tepfhttp,

QK l | Cancel

6. Configurar intervalos. Clique em
Next.



IE Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

action: () Match () Do not match

SOUrCE: 10-77.241.129

Destination | any]

mmim

Sy tepytelnet, boplash, topgretp,

Drascripbon:

More Opkions R

< Back || Mext = Cancel | Help |

7. Escolha configuragdes de conexdo a fim estabelecer o intervalo de conexao de TCP como
os minutos 10. Também, verifique a emissao restaurada aos pontos finais de TCP antes da
caixa de verificagao do intervalo. Clique em
Finish.




IE Add Service Policy Rule Wizard - Rule Actions

Meamum Conmeckions

Mzl TCP & LDF Connections: Def auk (0) v
Mazimiom Embryonic Connections: Defauk () w
Macimim Per Chient Connections: Defauk (00 ™|

Mz Per Chent Embiryonic Connachions: | Defaulk (0 w |

TCP Timout
Embryenic Connection Timeouk: | Defaulk {0:00:30) +.-
Half Closed Connection Timeout: |Defauit (0:10:00) v
Connection Tmeout: |0:10:00 v
Send reset to TCF endpoints before Bmeout
[[] pead cormection detection:

| Probocl Inspaction || Inkrusion Prevention | TONNECOON SEL0NQS | Qos || NetFlow

Randomize Sequence Mumber

Randorrize the sequence rumber of
TCR[IF packets, Disable this festure only if
another inine &54 is dso randomizing

sequence numbers and the result is
=orambling the data. Disabing this feabare
may leave sysbems with weak TCP
Sequence number randomization
suinerable,

TP Mormalizakion
[[]Use TCF map

Time Eo Live

[ ] Decremant time ko live for a connechon

Advanced Cptions

Skip TP stabe tracking and sequence checking
when traffic Aows across He ASA,

[[] TP state bypass

[ <Back |[ Finish | [ Cancel | [ Help |

8. O clique aplica-se a fim aplicar a configuracéo a ferramenta de seguranca.lsto termina a

configuragao.




[enfiauration > Firewall - Service Poficy Rukes |
W acd - EEde [ff polts | 4+ 4 | % Bz B - G PAnd B megram & Packst Trace

Tralfic Jassfication
Heme & Enabl=d Match Source Destination Servie Time=

Rule Actions

= Inkerfacs: cutside; Polcy: Cisco-palicy
( ‘1 ‘ E5 Mech [E 1077240129 | sy T hitt ¥ TCF Cannsction Timeod ..

5 Lo TCP endp..

[= Ghabal; Palcy: global_policy
rspachon_default [Bymach o any @ any ), dafaut-nspec.., Q, Inspack DNS Map prasat, .,
0, Inspact ESMTR
[13 mare inspect actiors)

Appiy Rieset

Intervalo de Ebryonic

Uma conexao embridnica € a conexao que € meia abre ou, por exemplo, o cumprimento de trés
vias nao foi terminado para ele. E definido como o Intervalo de SYN no ASA. A revelia, o Intervalo
de SYN no ASA ¢é 30 segundos. Isto € como configurar o intervalo embrionario:

ASA Version 8.3(1)

!

hostname ASA

domain-name nantes-port.fr

enable password S39lgaewi/JM5WyY level 3 encrypted
enable password 2KFQnbNIdI.2KYOU encrypted

passwd 1mZfSd48bl0UdPgP encrypted

no names

dns-guard

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 192.168.200.1 255.255.255.0
!

interface Ethernet0/1

nameif inside

security-level 100

ip address 10.77.241.142 255.255.255.0

boot system disk0:/asa831-k8.bin



ftp mode passive
dns domain-lookup outside

! --- Creates an object called DM _INLINE TCP_1. This defines the traffic !--- that has to be
matched in the class map. object-group service DM INLINE_TCP_ 1 tcp

port-object eq www

port-object eq ssh

port-object eq telnet

access-list outside_mpc extended permit tcp host 10.77.241.129 any object-group DM _INLINE TCP_1

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

no asdm history enable

arp timeout 14400

nat (inside) 0 access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
timeout xlate 3:00:00

!--- The default connection timeout value of one hour is applicable to !--- all other TCP
applications. timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgecp 0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

telnet timeout 5

ssh timeout 5

console timeout 0
1

!--- Define the class map Cisco-class in order !--- to classify Telnet/ssh/http traffic when you
use Modular Policy Framework !--- to configure a security feature. !--- Assign the parameters to
be matched by class map.

class-map Cisco-class
match access-list outside_mpc

class-map inspection_default
match default-inspection-traffic
1
!
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp



inspect sip
inspect xdmcp

!--- Use the pre-defined class map Cisco-class in the policy map.

policy-map Cisco-policy

!--- Set the connection timeout under the class mode where !--- the idle TCP (Telnet/ssh/http)
connection is disconnected. !--- There 1is a set value of ten minutes in this example. !--- The
minimum possible value is five minutes. class Cisco-class

set connection timeout idle 0:10:00 reset
!
!

service-policy global_policy global

!--- Apply the policy-map Cisco-policy on the interface. !--- You can apply the service-policy
command to any interface that !--- can be defined by the nameif command.

service-policy Cisco-policy interface outside
end

Troubleshooting

Se vocé encontra que o timeout de conexao nao trabalha com o MPF, a seguir verifique a
conexao da iniciagao TCP. A edi¢cao pode ser uma reversado do endereco IP de origem e de
destino, ou um endereco IP de Um ou Mais Servidores Cisco ICM NT desconfigurado na lista de
acessos nao combina no MPF para ajustar o valor de timeout novo ou para mudar o timeout
padrao para o aplicativo. Crie uma entrada de lista de acesso (fonte e destino) de acordo com a
iniciacdo de conexao a fim ajustar o timeout de conexdo com MPF.

Informacoes Relacionadas

- Cisco Adaptive Security Device Manager

- Cisco ASA 5500 Series Adaptive Security Appliances
- Solicitagdes de Comentarios (RFCs)

- Suporte Técnico e Documentagao - Cisco Systems
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