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Introducao

Este documento descreve um exemplo de configuragao para integracdo do SSO SAML Duo com
o acesso do Cisco AnyConnect Secure Mobility Client do Adaptive Security Appliance (ASA) que
aproveita o Cisco ISE para uma avaliagao de postura detalhada. O SSO SAML Duo é
implementado usando o Gateway de Acesso Duo (DAG), que se comunica com o Ative Diretory
para autenticacdo inicial do usuario e, em seguida, se comunica com o Duo Security (Cloud) para
autenticacao multifator. O Cisco ISE é usado como um servidor de autorizagao para fornecer
verificagcdo de endpoint usando avaliagao de postura.

Contribuicao de Dinesh Moudgil e Pulkit Saxena, Engenheiro HTTS da Cisco.

Pré-requisitos

Requisitos

Este documento pressupde que o ASA esteja totalmente operacional e configurado para permitir
que o Cisco Adaptive Security Device Manager (ASDM) ou a Interface de Linha de Comando



(CLI) facga alteragbes na configuragao.
A Cisco recomenda que vocé tenha conhecimento destes topicos:

*  Fundamentos do Gateway de Acesso Duo e Seguranga Duo
+  Conhecimento basico da configuragdo da VPN de acesso remoto no ASA
. Conhecimento basico de ISE e servigos de postura

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software:

+ Software Cisco Adaptive Security Appliance Verséo 9.12(3)12
» Gateway de acesso Duo

» Seguranga Duo

 Cisco Identity Services Engine versao 2.6 e posterior
Microsoft Windows 10 com AnyConnect versao 4.8.03052

% Observacao: o Anyconnect Embedded Browser, usado nesta implementagao, requer o ASA
na versao 9.7(1)24, 9.8(2)28, 9.9(2)1 ou superior de cada versao, e o AnyConnect versao
4.6 ou posterior.

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma

configuracao (padrao) inicial. Se a sua rede estiver ativa, certifique-se de que entende o impacto
potencial de qualquer comando.

Configurar

Diagrama de Rede
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. O Anyconnect Client inicia uma conexao VPN SSL com o Cisco ASA

O Cisco ASA, configurado para autenticagéo primaria com o Gateway de Acesso Duo
(DAG), redireciona o navegador incorporado no cliente Anyconnect para a autenticacao
SAML

. O cliente Anyconnect é redirecionado para o Gateway de Acesso Duo

. Depois que o cliente AnyConnect insere as credenciais, uma solicitacdo de autenticagéo

SAML é criada e emitida do Cisco ASA para o Gateway de Acesso Duo

. O Gateway de acesso Duo aproveita a integragdao com o Ative Diretory no local para

executar a autenticagao primaria para o cliente Anyconnect

. Assim que a autenticagao primaria for bem-sucedida, o Gateway de Acesso Duo envia uma

solicitagdo ao Duo Security pela porta TCP 443 para iniciar a autenticacdo de dois fatores

. O cliente AnyConnect apresentou "Duo Interative Prompt" e 0 usuario conclui a autenticagao

de dois fatores do Duo usando seu método preferido (push ou senha)

. A Seguranga Duo recebe uma resposta de autenticagao e retorna as informacgdes ao

Gateway de Acesso Duo

. Com base na resposta de autenticagcao, o Gateway de Acesso Duo cria uma resposta de

autenticagdo SAML que contém a asser¢cao SAML e responde ao cliente Anyconnect
O cliente Anyconnect autentica com éxito a conexao VPN SSL com o Cisco ASA

Quando a autenticacao for bem-sucedida, o Cisco ASA enviara uma solicitagao de
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autorizacao ao Cisco ISE

% Observacao: o Cisco ISE é configurado apenas para autorizagao, ja que o Gateway de
Acesso Duo fornece a autenticagdo necessaria

O Cisco ISE processa a solicitacdo de autorizacdo e, como o status da postura do cliente é
Desconhecido, retorna o redirecionamento de postura com acesso limitado ao cliente
Anyconnect por meio do Cisco ASA

Se o0 Anyconnect client ndo tiver um modulo de conformidade, sera solicitado que ele faca o
download para prosseguir com a avaliagao de postura

Se o0 Anyconnect client tiver um modulo de conformidade, ele estabelecera uma conexao
TLS com o Cisco ASA e o fluxo de postura sera iniciado

Dependendo das condigdes de postura configuradas no ISE, as verificagées de postura sao
feitas e os detalhes sao enviados do cliente Anyconnect para o Cisco ISE

Se o status da postura do cliente mudar de Desconhecido para Compativel, a solicitagao de
alteragao de autorizagao (CoA) € enviada do Cisco ISE para o Cisco ASA para conceder
acesso total ao cliente e a VPN é totalmente estabelecida

Configuragoes

- Configuracao do Portal de Administragao Duo

Nesta secao, configure o aplicativo ASA no Portal de administragao do Duo.

1. Facga login no "Duo Admin Portal" e navegue até "Applications > Protect an Application", e

procure "ASA" com o tipo de protecao "2FA with Duo Access Gateway, self-hosted". Clique em

"Proteger" a direita para configurar o Cisco ASA



& admin-77d04ebc. ity.com/ ications/protect/types

vise [3 CiscoSwdy [E3 CiscoTools B9 Mix B3 SourceFire B3 VPN B3 Aaa B3 ASa B3 IFTe7

Q Search for users, groups, applications, or devices

Dashboard

(Dg;hbgﬁrd > Applications » Protectan Applicatinn]

Device Insight

Protect an Application

e Cisco | 1D: 2010-1403-48 ciscoducblr v

Policies
Applications
Protect an Application Application 2FA Single Sign-On (if available)
Single Sign-0n

)

.0 2FA Duo Access Gateway (self-hosted)
Users asana Asana
Groups
Endpaints [. thatln, Gisco ASA 2FA Duo Access Gateway (self-hosted) ]

CIsco
2FA Devices
Administrators
2FA Single Sign-On (hosted by Duo)

alialn .
Cisco ASA
Reports cisco

Documentation Action
Documentation Cf Protect
Documentation CF
Documentation [f Configure

2. Configure os seguintes atributos em "Provedor de servigos" para o aplicativo protegido, ASA

URL base firebird.cisco.com

Grupo de Tuneis TG_SAML

Atributo de e-mail sAMAccountName,mail

Clique em "Salvar" na parte inferior da pagina

Device Insight

Cisco ASA - Duo Access Gateway

Authentication Log | '@ Remove Application

Policies

Applications . " Reset K
e Configure Cisco ASA eset Secret Key

Protect an Application

Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML SSO instructions C£

Users Next step: Download your configuration file

Groups
_ Service Provider
Endpeints

2FA Devices

Base URL [ firebird.cisco.com
Administrators

Enter the Cisco ASA Base URL.
Reports

Settings
Tunnel Group [TG SAML

Billing

Need Help?
Chat with Tech Support Cf

Emall Support

Call us at 1-B55-386-2884

Enter the Tunnel Group you are protecting with SS0O.

Account ID Mail attribute [ sAMAccountName,mail

2010-1403-48

Deployment ID
DUOST

Helpful Links
Documentation 5 l Save Configuration I

The attribute containing the email address of the user.

Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.

Neste documento, o restante da configuragéo usa parametros padrao, mas eles podem ser



definidos com base nos requisitos do cliente.

As configuragdes adicionais podem ser ajustadas para o novo aplicativo SAML neste momento,
como alterar o nome do aplicativo do valor padrao, ativar o autoatendimento ou atribuir uma
politica de grupo.

3. Clique no link "Fazer download do arquivo de configuracao" para obter as configuragoes do
aplicativo Cisco ASA (como um arquivo JSON). Esse arquivo sera carregado no Gateway de
Acesso Duo em etapas posteriores

Device Insight

Cisco ASA - Duo Access Gateway Authentication Log | [8] Remove Application
Policies
Applications . " Reset t K
| Gt Configure Cisco ASA Ly
Protect an Application
Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML $SO instructions £

i Next step:(Download your configuration file)

Groups

_ Service Provider
Endpeints

2FA Devices

Base URL firebird.cisco.com
Administrators

Enter the Cisco ASA Base URL.
Reports

Settings

Tunnel Group TG_SAML

Billing

Enter the Tunnel Group you are protacting with SSO.

Need Help?
Chat with Tech Support CI 5 R Py i
Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.
Emall Support
Call us at 1-855-386-2884
Account ID Mail attribute sAMAccountName, mail

2010-1403-48

The attribute containing the email address of the user.

Deploymant ID
DUOST 5

Helpful Links

Documentation 3 Save Configuration

4. Em "Painel > Aplicativos", o aplicativo ASA recém-criado se parece com o0 mostrado na imagem
abaixo:

admin-77d04ebc.duosecurity.com/applications w B0

B CiscoStudy 3 Cisco Tools BES Mix B3 SourceFire B PN B3 AAA B3 ASA B3 FT 6.7

. r 3
= — a_Search for users, groups, applications, or devices ° Cisco | ID: 2010-1403-48 ciscoduoblr ~

Dashboard
Device Insight
Policies

Applications
Protect an Application Export v Q Search
Single Sign-On

Name = Type Application Policy Group Policies

Users

Groups ( Cisco ASA - Duo Access Gateway Cisco ASA - Duo Access Galnway]

Endpoints

2FA Devices 1 total

5. Navegue até "Usuarios > Adicionar Usuario" conforme mostrado na imagem:



Crie um usuario chamado "duouser" para ser usado na autenticacao do Acesso Remoto do
Anyconnect e ative o Duo Mobile no dispositivo do usuario final

-'l' Q, Search for users, groups, applications, or devices

Dashboard
(Dashboard ? Users > Add Usea

Add User

Adding Users

Device Insight

Policies

Applications
Most applications allow users to enroll themselves after they complete primary authentication.

Users Learn more about adding users 7

Add User

Pending Enroliments

Bulk Enroll Users
Username duouser

Import Users
Should match the primary authentication username.
Directory Sync

Bypass Codes
Groups

Endpoints

Para adicionar o numero de telefone conforme mostrado na imagem, selecione a opgao
"Adicionar telefone".

-'I' Q Search for users, groups, applications, or devices

Dashboard

(Dashboard > Users » duouser > Add Phone)

Add Phone

Device Insight
Policies

Applications
Learn more about Activating Duo Mobile 7.

Users
Add User

i |
Pending Enrollments Type
Bulk Enroll Users Tablet
Import Users

Directory Sync

Bypass Codes Phone number [_ T +91 D00-X000-XHK JShow extension field

Groups Optional. Example: "+91 91234 56789"

Endpoints

2FA Devices Add Phone

Ative "Duo movel" para o usuario especifico



Device Info
Learn more about Activating Duo Mobile 1.

Not using Duo Mobile Model 0s
Activate Duo Mobile Unknown Generic Smartphone

% Observacao: certifique-se de ter o "Duo Mobile" instalado no dispositivo do usuario final.
Instalacdo manual do aplicativo Duo para dispositivos I0S
Instalacdo manual do aplicativo Duo para dispositivos android

Selecione "Gerar codigo de ativagcdo mével duo" como mostrado na imagem:

.I
@ Search for users, groups, applications, or devices i . - L i w
[ 4 w el B e Cisco | ID: 2010-1403-48 ciscoduoblr

Dashboard

Activate Duo Mobile

Device Insight
Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their

mobile device or authenticate via Duo Push,

Users

Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.
Groups

Endpoints

2FA Devices
Phones ;
Expiration 24 hours ~| after generation

Hardware Tokens

WebAuthn & U2F

S [ Generate Duo Mobile Activation Gode ]

Reports

Settings

Selecione "Send Instructions by SMS" (Enviar instrugdes por SMS), conforme mostrado na
imagem:


https://apps.apple.com/us/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en

Dashboard

(Dashboard > Phone: +91- > Activate Duo Mobile)
Activate Duo Mobile

Device Insight

Policies

Applications A new Duo Mobile activation code has been generated, and any old credentials have been invalidated.

activation instructions to the user by SMS.
Users

Groups

Endpoints

2FA Devices Installation instructions ( Send installation instructions via SMS)

Phones
Welcome to Duo! Please install Duo Mobile from your app

Hardware Tokens store.

WebAuthn & U2F

Administrators %~

Reports

Activation instructions ( Send activation instructions via SMSJ

Settings

To activate the app, tap and open this link with Duo Mobile:
Billing https:/im-
77d04ebc.duosecurity.com/activate/YB5ucEisJAq1YIBN5ZrT

Need Help? P
Chat with Tech Support Cf

Email Support

Call us at 1-855-386-2884 { Send Instructions by SMS }r skip this step

Cligue no link no aplicativo SMS e Duo que € vinculado a conta de usuario na secao Informacoes
do dispositivo, como mostrado na imagem:




-|I‘ Q_Search for users, groups, applications, or devices e Gisco | ID: 2010-1403-48

Dashboard

Duo Mobile instructions SMs'ed to +91({ EEEGD

(Dashboard » Phones » Phone: .91-

Device Insight

Palicies

Applications

Send SMS Passcodes... |
1. +91 (D f

Groups

Shared phone
Endpoints This phone is attached to multiple users.

2FA Devices

Phones

testing 123 Attach a user
Hardware Tokens
.o (D o (D
WebAuthn & U2F Authentication devices

can share multiple
Administrators users
Reports
Settings
Device Info
Billing Learn more about Activating Duo Mobile 7
Using Duo Mobile Model 70\ Os
Need Help? 3 [ Ay )
2 Reactivate Duo Mobile Unknown \ U7 )| Generic Smartphone
Chat with Tech Support 5 . /

- Configuragao do Gateway de Acesso Duo (DAG)

1. Implante o Gateway de Acesso Duo (DAG) em um servidor da sua rede

% Nota: Siga os documentos abaixo para implantacgéo:

Gateway de acesso Duo para Linux
https://duo.com/docs/dag-linux

Gateway de acesso Duo para Windows
https://duo.com/docs/dag-windows

2. Na pagina inicial do Gateway de acesso Duo, navegue para "Origem da autenticagao"

3. Em "Configurar fontes", insira os seguintes atributos para seu Ative Diretory e clique em
"Salvar configuragdes"


https://duo.com/docs/dag-linux
https://duo.com/docs/dag-windows

Configure Sources

Configure authentication source settings below. Changes made to non-active authentication sources will take effect when made active.

Source type Active Directory EI

Specify the authentication source to configure

Status: @ LDAP Bind Succeeded
@ idap //110.197 243 110

Server [ 10.197 (D 389 J

Hostname and port of your Active Directory. The port is typically 389 for cleartext LDAP and STARTTLS, and 636 for LDAPS. Hostnames can be comma
separated for fail over functionality
For example: ad1.servercom,ad2 servercom,10.1.10.150

LDAPS
STARTTLS

This setting controls whether the communication betwe en Active Directory and the Duo Access Gateway is encrypted

Attributes [ sAMAccountName, mail ]

Specify aftributes to retrieve from the AD server.
For example: sAMAccountName,mail.

Search base

[ CN=Users,DC=dmoudgil.DC=local )

The DNs which will be used as a base forthe search. Enter one perline. They will be searchedin the order given

Search attributes [ sAMAccountName J

Specify attributes the usemame should match against.
For example: sAMAccountName mail.

Search username [ iseadmin )

The username of an accountthat has permission to read from your Active Directory. We recommend creating a service accountthat has read-only access.

Search password [ LTI J

The password comresponding to the search username specified above.

. Em "Definir Origem Ativa", selecione o tipo de origem como "Ative Diretory" e clique em
"Definir Origem Ativa"



Set Active Source

Specify the source that end-users will use for primary authentication

Source type Active Directory E|

Set Active Source I

5. Navegue até "Applications", no submenu "Add Application" faca o upload do arquivo .json
baixado do Console Duo Admin na sec¢ao "Configuration file". O arquivo .json
correspondente foi baixado na Etapa 3 na configuragao do Portal de administracdo do Duo

Applications

Add Application

Create a SAML application in the Duo Admin Panel. Then, download the provided configuration file and upload it here.

Configuration file [ Cisco ASA - Duo Access Gateway json ]

6. Quando o aplicativo for adicionado com éxito, ele aparecera no submenu "Aplicativos"

Applications
Name Type Logo

E:lSCO ASA - Duo Access Gaieway) Cisco ASA sileals, fi] Delete

7. No submenu "Metadados", faga o download dos metadados XML e do certificado IdP e
anote os seguintes URLs que sao configurados no ASA posteriormente

1. URL SSO

2. URL de logoff
3. ID da entidade
4. URL do Erro



E Recreate Certificate

Metadata

Information for configuring applications with Duo Access Gateway.|Download XML metadata

Certificate  /C=US/ST=MI/L=Ann Arbor/O=Duo Security, Inc. {Download certificate
Expiration 2030-04-30 18:57:14
SHA-1 Fingerprint (I
SHA-256 Fingerprint (G

SSO URL
Logout URL

Entity ID

Error URL

-Configuracdo do ASA

Esta secao fornece informagdes para configurar o ASA para autenticagao IDP SAML e
configuracao basica do AnyConnect. O documento fornece as etapas de configuracdo do ASDM e
a configuracédo de execucgao do CLI para a visao geral.

1. Carregar Certificado de Gateway de Acesso Duo

A. Navegue até "Configuration > Device Management > Certificate Management > CA
Certificates", clique em "Add"

B. Na "Pagina Instalar Certificado", configure o Nome do ponto de confiancga:
Duo_Access_Gateway

C. Clique em "Procurar" para selecionar o caminho associado ao certificado DAG e, uma vez
selecionado, clique em "Instalar certificado"



| mmm
Cisco

? Help | Type topic  Go
agement > CA Certificates

@ Hom@ Monitoring | Ia Save G’ efresh o Back O Forward
B o606 Device Management O 0O Configuratio avice Manage ! ate N
> i Management Access [ ] [ ] Install Certificate
> m Licensing k
» 8B system Image/Configuration Trustpoint Name: [Duo_Access_Gatewav ) b
> @ High Availability and Scalability !
» H Logging

@ smart Call-Home Paste certificate in PEM format: i

£ Cloud Web Security e
> 8] Users/AAA RL

|

Javli e Manag

me

© Install from a file: (stersfpusaxenafDeskmp;dag.crt ) | Browse... |

|[i] Bookmarks a7} Device Lis

» {f' DHCP
> = DNS

&' REST API Agent
> @Advanced

Use SCEP:

<>

Specify source Interface: -~ None -~
SCEP URL: http://
Retry Period: 1 minutes

Retry Count: 0 (Use O to indicate unlimited retries)

| &) Device Setup ‘ More Options...

| % Firewall ‘
| ﬁ Remote Access VPN J Help Cancel E

€421 site-to-Site VPN

Reset Apply

2. Criar pool local de IP para usuarios do AnyConnect

Navegue para "Configuration > Remote Access VPN > Network (Client) Access > Address
Assignment > Address Pools" e clique em "Add"



Remote Access VPN
2 Introduction
i AnyConnect Connection Profiles
> AnyConnect Customization/Localiz:
AnyConnect Client Profile
AnyConnect Client Software
Y Dynamic Access Policies
3 Group Policies
sec(IKEvl) Connection Profiles
)i IPsec(IKEv2) Connection Profiles
Solution
Address Assignment)
g Assignment Policy
g Advanced
» [ Clientless SSL VPN Access
v & AAA/Local Users
9 AAA Server Groups
555 LDAP Attribute Map
Local Users
» [ Secure Desktop Manager
» [ Certificate Management
Language Localization
2.8 | oad Balancing
i DHCP Server
o=} DNS

|£] Bookmarks

“*] Monitoring QSaue @Refresh o Back QI ? Help | Type topic Go all

% Device Management

cisco
> Address Assignment > Address

000

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN |Psec(IKEv1) Connection
Profiles, AnyConnect Connection Profiles, Group Policies configuration

_ﬁ Edit| il Delete|

et Mask/Prefix Length
5.255.255.0

Name: AC_Pool
Starting IP Address: | 10.197.164.6

Ending IP Address: | 10.197.164.7

Subnet Mask: 255.255.255.0

Help Cancel

<»

Reset Apply

3. Configurar o Grupo de Servidores AAA

A. Nesta secao, configure o grupo de servidores AAA e forneca detalhes do servidor AAA
especifico que executa a autorizagao

B. Navegue para "Configuration > Remote Access VPN > AAA/Local Users > AAA Server

Groups", clique em "Add"



@ Home[gl Monitoring Q Save 0 Refresh | o Back @ Forward | ? Help | Type topic Go

Fmm
cisco
© 00  RemoteAccess VPN © 0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups
'h?' Introduction AAA Server Groups
» B i
Q_:twurk (Clien) Access l Server Group Protocol A g Mode Reactiy Mode Dead Time Max Failed Attempts Add
» [ Clientless SSL VPN Access
® @ Add AAA Server Group J
v g (AAA/Local Users Edit
ﬁ AAA Server Groups
£ : > AAA Server Group: ISE
E g LDAP Attribute Map P Delete
% 7l Local Users Protocol: RADIUS
2 » & Secure Desktop Manager
=/ » [ Certificate Management

Accounting Mode:

Simultaneous @ Single
@ Language Localization

2.2 |oad Balancing Reactivation Mode: @) Depletion Timed
{' DHCP Server Dead Time: 10 minutes L
-2 DNS

» 13 Advanced Max Failed Attempts: 3

Enable interim accounting update

Update Interval: 24 Hours Add
Enable Active Directory Agent mode Edit
ISE Policy Enforcement Delete
Enable dynamic authorization
Move Up
Dynamic Authorization Port: 1700
Move Down
( Use authorization only mode (no common password configuration requi redD
Test
& Device Setup Help Cancel -|l
€ Firewall |
Find: @ 0 Match Case
@ Site-to-Site VPN
ﬂ, Device Management

Reset Apply

C. Na mesma pagina, na seg¢ao "Servidores no grupo Selecionado", clique em "Adicionar" e
forneca os detalhes do endereco IP do servidor AAA



&
g
3

{5 v @ s O s @ e O | P v e e oy
Remote Access VPN 0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups

® o6
2 Introduction AAA Server Groups
b Network (Client) Access Server Group Protocol Accounting Mode Reactivation Mode Dead Time Max Failed Add
=0: AnyConnect Connection Profiles ( ISE RADIUS Single Depletion 10 3 D
> ’@ AnyConnect Customization/Localizi L_OC.AL LOC;L Edit
A AnyConnect Client Profile
= AnyConnect Client Software Delete
% H) Dynamic Access Policies
8 3 Group Policies e @ Add AAA Server
fa] IPsec(IKEv1) Connection Profiles
Server Group: ISE
'EE Secure Mobility Solution Interface Name: outside
v Bp Address Assignment
ﬁ Assignment Policy Server Name or IP Address:| 10.106.44.77
(1) Address Pools ) B
> Advanced Timeout: 10 seconds
> Clientless SSL VPN Access |
- i. T P RADIUS Parameters Add
AAA Server Gmups Server Authentication Port: 1645 =
it
AP Attribute Ma
oy erver Accounting rt:
& ? Server Accounting Po 1646
Local Users Delete
» £ Secure Desktop Manager Retry Interval: 10 seconds

» [E Certificate Management S e — Move Up

Language Localization

22 Load Balancing Common Password: Move Down
DHCP Se
g DNS rver ACL Netmask Convert: Standard Test

Microsoft CHAPv2 Capable:

SDI Messages

Reset Apply

| E;L Device Management

%

4. Mapear o software cliente do AnyConnect

A. Mapeie a imagem 4.8.03052 do software cliente do AnyConnect para que as janelas sejam
usadas para WebVPN

B. Navegue para "Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Software", clique em "Add"



4| 3 . - TR mmin
“=] Monitoring [B Save @Refresh o Back \Q ard ? Help | Type topic Ge e

0oo > AnyConnect Client Software
) Introduction AnyConnect Client Images
#Network (Clien) Access Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string "AnyConnect
E®i AnyConnect Connection Profiles VPN Client'. The regular expression is used to match the user-agent of a browser to an image.

im
v

B A'wcon"ec[ Cusmm'za"on‘rmca“z" You can also minimize connection setup time by moving the image used by the most commonly encountered

operation system to the top of the list.

l ) Addli@ ReplaceJﬂ Delete| 4 | ¥ |

_E Group Policies @ ® Add AnyConnect Client Image
sec(IKEv1) Connection Profiles

sec(IKEv2) Connection Profiles
Secure Mobility Solution
v B Address Assignment Upload...
ﬁ Assignment Policy
(P Address Pools

v Advanced
g8J AnyConnect Custom Attributes Help Cancel @

@ AnyConnect Custom Attribute N
» 185 IPsec |
B ACL Manager
» [B Clientless SSL VPN Access
¥ ﬂ AAA/Local Users
B AAA Server Groups
£ LDAP Attribute Map
e Local Users
v & Secure Desktop Manager
gl HostScan Image

é} Device Setup
% Firewall

[n 7 Bookmarks

AnyConnect Image: (diskO:!anyconnect—win—4,8‘03052—webdeploy—kg,pkg ) Browse Flash...

ggfute to-Site VPN

ﬂ Device Management

Reset Apply

1%

5. Configure a ACL de redirecionamento que é enviada como resultado do ISE

R. Navegue até "Configuration > Firewall > Advanced > ACL Manager" (Configuracao > Firewall >
Avancgado > Gerenciador ACL), clique em Add (Adicionar) para adicionar a ACL de
redirecionamento. As entradas, depois de configuradas, sdo como as mostradas abaixo:



Cisco ASDM 7.12(2) for ASA - 10.197.164.3
| Monitoring Save Refresh Back Forward | @ Help | Type topic Go nloln
o
~ ) Config ] 5 2

cisco

juration . all - van

"llAdd - h‘:-n Delete | 4 & | % Ba @ - | Q Find (@ Export ~
=9 NAT Rules l L % Q i Exp
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Q service Policy Rules r# i Enabled Source o T - Security Group  Destination Service Action
& AAA Rules ¥ redirect

2 Filter Rules 1

54 Ethertype Rules

@ any @ any wr domain @ Deny
@ any % 10.197.243.116 2 ip © Deny
@ any @ any e icmp @ Deny
@ any @ any = ip « Permit
@ any @ any = http « Permit
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&) Threat Detection
&? Identity Options

&' Identity by TrustSec
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& Fragment
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Reset Apply

6. Validar Diretiva de Grupo existente

R. Esta configuracao usa a politica de grupo padrao e que pode ser visualizada em:
"Configuration > Remote Access VPN > Network (Client) Access > Group Policies"

@ @ Cisco ASDM 7.12(2) for ASA - 10.197.164.3

@ Hom Monitaring BSa\re G-Refresh o Back O Forward ‘ ? Help | Type topic Go -é!:él;

) O ©) Remote Access VPN aaa
? Introduction

s ) Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be
@: Network (Client) Access stored internally on the device or externally on a RADIUS/LDAP server. The group policy information is referenced by VPN
connection profiles and user accounts.

> AnyConnect Customization/ o ) -
[F8 AnyConnect Client Profile To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

AnyConnect Client Software ‘ % Add |' = Edit.[- D(‘.(‘lt']ﬁi Assign
Hl Dvnamic Access Policies - '

; Group Policies |Name Type Tunneling Protocol
Psec(lKEv1) Connection Pro DfltGrpPolicy (System ... [Internal

i IPsec(IKEv2) Connection Pro

Connection Profiles/Users
Assinned Tn

“ﬂ| Bookmarks

ikevl;ikev2;ssl-clientless;|2tp-ipse... |DefaultRAGroup;DefaultL2LGroup;Default...

Secure Mobility Solution
> Bp Address Assignment
» [ Advanced

7. Configurar Perfil de Conexao

A. Crie um novo perfil de conexao ao qual os usuarios do AnyConnect se conectam



B. Navegue para "Configuration > Remote Access VPN > Network (Client) Access > Anyconnect
Connection Profiles", clique em "Add"

biNetwork (Client) Access
e
AnyConnect Customization/Local
AnyCannect Client Profile
[T AnyConnect Client Software

i} Dynamic Access Policies
ﬁg Group Policies
&b IPsec(IKEv1) Connection Profiles
B! IPsec(IKEv2) Connection Profiles
Secure Mobility Solution

» Bip Address Assignment

» Advanced

Clientless SSL VPN Access

#' AAA/Local Users
ﬁ Secure Desktop Manager
Certificate Management
TL’(} Language Localization
22 Load Balancing

{B' DHCP Server
o=} DNS
‘EE Advanced

a7 Bookmarks

éa Device Setup

(7 site-to-Site VPN

E‘L Device Management

¥
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The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The
initial client deployment requires end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKI
tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

Access Interfaces

Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

\nterface S5L Access IPsec (IKEv2) Access
Allow Access Enable DTLS Allow Access Enable Client Services Device Certificate
outside

Port Settings ...

Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.
Login Page Setting
Allow user to select connection profile on the login page. ©
Shutdown portal login page.

Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the ma
from certificate to connection profile here.

[# Add|[#f Edit| [ Delete Find: 2|8 Match Case

Mame S5L Enabled IPsec Enabled Aliases Authentication Method Group Policy
DefaultRAGr... AAA(LOCAL) DfitGrpPolicy
DefaultWEBV... AAA(LOCAL) DﬂtGeroIlcv

Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, th
connection nrofile that matches the certificate man will be used.

Reset Apply

C. Configure os detalhes abaixo associados ao perfil de conexao:

Nome

TG_SAML

Apelidos

SAML_Users

Método

SAML

Grupo de servidores AAA

Local

Pools de Enderecos de Clientes|/AC_Pool

Politica de grupo

DfltGrpPolicy




Basic Name: (TG_SAML

» Advanced )
Aliases: (SAML_Users )
Authentication
Method: ( SAML
AAA Server Group: ( LOCAL ) Manage...

Use LOCAL if Server Group fails

SAML Identity Provider

SAML Server : ( https:/ fexplorer.cisco.com/dag/saml2 fidp/metadata.php ) ( Manage... )

Client Address Assignment

DHCP Servers:
© None DHCP Link DHCP Subnet
Client Address Pools: (AC_PC-OI ) Select...
Client IPv6 Address Pools: Select...
Default Group Policy
Group Policy: (DfltGrp-P::;lil:\,.r = ) Manage...

(Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocol

Enable IPsec({IKEv2) client protocol
DNS Servers:

WINS Servers:

Domain Name:

Find: © A

Help Cancel -'

D. Na mesma pagina, configure os detalhes do provedor de Identidade SAML, que seréo exibidos
abaixo:

ID da

entidade||https://explorer.cisco.com/dag/samli2/idp/metadata.php
IDP

URL de
Entrada

g;::e https://explorer.cisco.com/dag/samli2/idp/SingleLogoutService.php?ReturnTo=https://explorer.ci

https://explorer.cisco.com/dag/saml2/idp/SSOService.php

URL

https://firebird.cisco.com
base

E. Cligue em "Manage > Add" (Gerenciar > Adicionar).


https://explorer.cisco.com/dag/saml2/idp/metadata.php
https://explorer.cisco.com/dag/saml2/idp/SSOService.php
https://explorer.cisco.com/dag/saml2/idp/SingleLogoutService.php?ReturnTo=https://explorer.cisco.com/dag/module.php/duosecurity/logout.php
https://firebird.cisco.com

© ® Add SSO Server

|DP Entity ID: [https:/,’explorer.cisco.com,ﬂ'dag/saml2,"idp!metadata.php )
Settings
Sign In URL: ( https 2 explorer.cisco.com}dag/saml2/idp{SSOService.php‘
Sign Out URL: https 2 explorer.cisco.com/dag/saml2/idp/SingleLogoutSe
Base URL https = firebird.cisco.com
Identity Provider Certificate Duo_Access_Gateway:o=Duo Security\, Inc., |=Ann Ar...
Service Provider Certificate: ID_CERT:cn=firebird.cisco.com:cn=SHERLOCK-CA, dc=c...
Request Signature: -- None --
Request Timeout: L 1200 seconds (1-7200) )

Enable IdP only accessible on Internal Network

F. Na secao Advanced do perfil de conexao, defina o servidor AAA para autorizagao

Request IdP re-authentication at login

Navegue para "Avangado > Autorizagao" e clique em "Adicionar”

Basic Authorization Server Group
v Advanced Server Group: ( ISE C) Manage...
General
Client Addressing Users must exist in the authorization database to connect

Authentication
andary Authentic |Interface-specific Authorization Server Groups

— —
% Add .J‘Mi“Limg
@ @ Assign Authorization Server Group to Interface
Interface: ( outside )

ServerGroup:( ISE ) Manage...

Authorization
Accounting
Group Alias/Group L

G. Em Group Alias, defina o alias da conexao

Navegue para "Avangado > Apelido do grupo/URL do grupo” e clique em "Adicionar"




Basic Enable the display of Radius Reject-Message on the login screen when authentication is rejected

v (Advanced)

General

Client Addressing
Authentication

Secondary Authentication
Authorization

; % Add| [ Delete (The table is in-line editable.) ©
( Group Alias/GroupURL) @ @ Add Connection Alias
Alias: (SAML_Users J

Enabled

Enable the display of Securld messages on the log

Connection Aliases

H. Isso conclui a configuragdo do ASA, o mesmo se parece com o abaixo na interface de linha de

comando (CLI)

|

hostname firebird

domain-name cisco.com

!

!

name 10.197.164.7 explorer.cisco.com
name 10.197.164.3 firebird.cisco.com

access-1list redirect extended deny udp any any eq domain
access-1list redirect extended deny ip any host 10.197.243.116
access-1list redirect extended deny icmp any any

access-1list redirect extended permit ip any any

access-1list redirect extended permit tcp any any eq www

aaa-server ISE protocol radius
authorize-only
interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE (outside) host 10.106.44.77
key Tehdhnh

oo - Configure Trustpoint for Duo Access Gateway Certificate

crypto ca trustpoint Duo_Access_Gateway
enrollment terminal
crl configure

crypto ca trustpoint ID_CERT
enrollment terminal
fgqdn firebird.cisco.com

in screen

This SSL VPN access method will present a list of aliases configured for all connection profiles. You mus
the Login Page Setting in the main panel to complete the configuration.

Enabled

__. the connection profile, without the need for user ¢



subject-name CN=firebird.cisco.com
ip-address 10.197.164.3

keypair ID_RSA_KEYS

no ca-check

crl configure

webvpn
enable outside
hsts
enable
max-age 31536000
include-sub-domains
no preload
anyconnect image diskO:/anyconnect-win-4.8.03052-webdeploy-k9.pkg 1
anyconnect enable
saml idp https://explorer.cisco.com/dag/sam12/idp/metadata.php
url sign-in https://explorer.cisco.com/dag/sam12/idp/SS0Service.php
url sign-out https://explorer.cisco.com/dag/sam12/idp/SingleLogoutService.php?ReturnTo=https://explor
base-url https://firebird.cisco.com
trustpoint idp Duo_Access_Gateway
trustpoint sp ID_CERT
no signature
no force re-authentication
timeout assertion 1200
tunnel-group-1list enable
cache
disable
error-recovery disable

group-policy Df1tGrpPolicy attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group TG_SAML type remote-access
tunnel-group TG_SAML general-attributes
address-pool AC_Pool
authorization-server-group ISE
accounting-server-group ISE
tunnel-group TG_SAML webvpn-attributes
authentication saml
group-alias SAML_Users enable

saml identity-provider https://explorer.cisco.com/dag/sam12/idp/metadata.php
!

-Configuracao do ISE
1. Adicione o Cisco ASA como dispositivo de rede

Em "Administragcao > Recursos de rede > Dispositivos de rede", clique em "Adicionar".
Configure o nome do dispositivo de rede, o enderecgo IP associado e em "Radius Authentication
Settings", configure o "Shared Secret" e clique em "Save"



Network Devices List > ASA
Network Devices

(‘ Name |A§A |)

Description

[| IPAddress  ~| *IP: [ 10.197.164.3 | 1] 32 D

* Device Profile  : Cisco » &

Software Version E

* Network Device Group

Location |l Locations © | [ SetToDefault |
IPSEC [no © | [ setToDefaut |
Device Type |AII Device Types O \ |  SetTo Default |

+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Eshared Secret | seses | | Show 0

Use Second Shared Secret [ | i

| Show |

CoA Port [ 1700 | | set To Default |

RADIUS DTLS Settings (i
DTLS Required [ i

Shared Secret | radius/dtls i

CoA Port | 2083 | | Set To Default |

Issuer CA of ISE Certificates for CoA | Select if required (optional) b | i

DNS Name | ]

General Settings
Enable KeyWrap [ |
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

O » TACACS Authentication Settings
L) SNMP settings

[J s Advanced TrustSec Settings

D) reset




2. Instalar as atualizacdes de postura mais recentes

Navegue para "Administracao > Sistema > Configura¢des > Postura > Atualizagdes" e clique em
"Atualizar agora"

Posture Updates

*) Web ) Offline

* Update Feed URL | https: //www.cisco.com/web/secure/spa/posture-update.xm| Set to Default
Proxy Address 72.163.217.104 t

Proxy Port 80 HH MM S5

] Automatically check for updates starting from initial delay 06 = 00 = 18 =~ every 2 hours

Save Update Now Reset

v Update Information

Last successful update on 2020/05/07 15:15:05 ;
Last update status since ISE was started No update since ISE was started. ;
Cisco conditions version 224069.0.0.0

Cisco AV/AS support chart version for windows  171.0.0.0
Cisco AVIAS support chart version for Mac OSX 91.0.0.0

Cisco supported OS version 41.0.0.0

3. Carregar o médulo de conformidade e o pacote de implantagédo do headend do AnyConnect no
ISE

Navegue para "Politica > Elementos de politica > Resultados > Provisionamento de cliente >
Recursos". Clique em "Adicionar" e selecione "Recursos do agente do disco local" ou "Recursos
do agente do site da Cisco" com base na busca dos arquivos na estacao de trabalho local ou no
site da Cisco.

Nesse caso, para carregar arquivos da estacao de trabalho local em Categoria, selecione
"Pacotes fornecidos pela Cisco", clique em "Procurar”, selecione os pacotes necessarios e clique
em "Enviar".

Este documento usa "anyconnect-win-4.3.1012.6145-isecompliance-webdeploy-k9.pkg" como



modulo de conformidade e "anyconnect-win-4.8.03052-webdeploy-k9.pkg" como Pacote de
implantagdo do headend do AnyConnect.

Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category ﬂCisco Provided Packages 4 D i

Browse... [anyconnect—win-«i.8.03052-webdeploy—k9,pkg)

+* AnyConnect Uploaded Resources

Name + Type Version Description

AnyConnectDesktopWindows 4.8.30...  AnyConnectDesktopWindows  4.8.3052.0 AnyConnect Secure Mobility Clie...

S || Cancel

4. Criar um perfil de postura do AnyConnect

A. Navegue até "Policy > Policy Elements > Results > Client Provisioning > Resources" (Politica >
Elementos de politica > Resultados > Provisionamento de cliente > Recursos). Clique em
"Adicionar" e selecione "Perfil de postura do AnyConnect"

B. Insira o nome do perfil de postura do Anyconnect, configure o nome do servidor como "*" nas
regras de nome do servidor e clique em "Salvar"

ISE Posture Agent Profile Settings > Anyconnect Posture Profile

* Name: Anyconnect Posture Profile ]
Description:




Parameter Value Notes Description

PRA retransmission time 120 secs This is the agent retry period if there is a Passive Reassessment communication failure

Default Value: 60. Acceptable Range betwaen 5

Retransmission Delay 60 SBCS 10 300, ol onily integer Viahios, Time (in seconds) to wait before retrying.
= Default value: 4. Acceptable Range between 0 to s
Retransmission Limit 4 10. Accept only integer Values. Number of retries allowed for a message.
" — IPv4 or IPvE addresses or FQDNs. IPvE address
Discovery host should bo without square bracksts] The server that the agent should connect to
E Server name rules l = |J naed to be blank by default 1o force admin 10 A list of wildcarded, comma-separated names that defines the sarvers that the agent can connact to.
anter a value, "* means agent will connect to all E.g. ".cisco.com®

List of IPv4 or IPvE addresses, FQDNs with or

without port must be comma-separated and with

Gl oo Lt [ | colon in between the IP address/FQDN and the | A list of IP addresses, that defines the all the Policy service nodes that the agent will try to connect to if
port. Example: IPaddress/FQDN:Port (Port the PSN that authenticated the endpoint deasn't respond for soma reason.

number should be the same, specified in the

Cliant Provisioning portal)

Back-off Timer [ 20 Enter value of back-off timer in seconds, the Anyconnect agent will continuously try to reach di Y targats ion targets and
e supported range is batween 10s - 600s. connected PSNs) by sending the discovery packets tll this max time limit is reached

5. Criar Configuracao Do Anyconnect

A. Navegue até "Policy > Policy Elements > Results > Client Provisioning > Resources" (Politica >
Elementos de politica > Resultados > Provisionamento de cliente > Recursos). Clique em
"Adicionar" e selecione "Configuragao do AnyConnect"

B. Selecione o pacote AnyConnect, insira o0 nome da configuragao, selecione o médulo de
conformidade necessario

C. Em "AnyConnect Module Selection" (Selegcao de médulo do AnyConnect), marque "Diagnostic
and Reporting Tool" (Ferramenta de diagndstico e geracao de relatorios)

D. Em "Selecao de perfil", selecione Perfil de postura e clique em "Salvar"




AnyConnect Configuration > AnyConnect Configuration

* Select AnyConnect Package(ﬁnytnnnectt}esktopwmdows 4.8.3052.0 v )
* Configuration Name{ AnyConnect Configuration D
Description:
Y
DescriptionValue Notes

* Compliance ModuIe(AnyConnectCompIianceModu!eWindnws 4.3.1250.614 ~ D

AnyConnect Module Selection

ISE Posture

VPNV

Network Access Managerl:l

Web Security_|

AMP Enabler_]

ASA Posture_|

Network Visibilityl_|

Umbrella Roaming Security_

Start Before LogonD
(Diagnostic and Reporting Tool )

Profile Selection

* ISE Posturd Anyconnect Posture Profile ~])
VPN -
Network Access Managen -
Web Security v
AMP Enablen v
Network Visibility -
Umbrella Roaming Security v
Customer Feedback -

6. Criar Politica de Provisionamento de Cliente

A. Navegue até "Politica > Provisionamento de clientes"
B. Clique em "Editar" e selecione "Inserir Regra Acima"
C. Insira o Nome da regra, selecione o Sistema operacional necessario e, em Resultados (em

"Agente" > "Configuracado do agente" ), selecione "Configuracdo do AnyConnect" que foi criada na
Etapa 5 e clique em "Salvar"



‘il identity Services Engine Home  » ContextVisiblity  » Operations ? » Administration  » Work Centars License Warning &

Policy Sets  Profiing  Posture  Client Provisioning  » Policy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to detenming what users will receive upon login
For Agent Configuration: version of agent, agent profile, agent complance Module, ANAION B0SNT CULIOMIZALON BACKADE
For Native Supplicant Configuration: wizard profle andior wizard. Drag and drop rules 1o change the onder

usar session initiation:

Rule Name Idantity Groups Operating Systems Other Conditions Results
108 Any Apple 05 Al Condition(s) Cisco-ISE-NSP Edit | =
Android Any Android Condition(s) Ciseo-ISE-NSP Edit |~
2 Windows_10 Any Windows 10 {All) Condition(s) AnyConnect Edit |
Configuration
Windows Ay Windows All Condition(s) CiscoTemporalAgentWi Edk |~
ndows 4.7.00135 And
WinSPWizard 2.5.0.1
And Cisco-ISE-NSP
MAC O3 Any Mac 08X Condition(s) CiscoTemporalAgentQS Edit |
X 4.7.00135 And
lacOsXSPWizard
2.1.0.42 And Cisco-ISE-
a8 Chrometook Any ‘Chrome OS Al Condition(s) Cisco-ISE-Chrome-NSP Edit | =

R
7. Criar uma Condigao de Postura

A. Navegue até "Politica > Elementos de politica > Condigbes > Postura > Condigao de arquivo"

B. Clique em "Adicionar" e configure o nome da condigao "VPN_Posture_File_Check", o sistema
operacional necessario como "Windows 10(All)", o tipo de arquivo como "FileExistence", o
caminho do arquivo como "ABSOLUTE_PATH" e o caminho completo e o nome do arquivo como
"C:\custom.txt", selecione o operador do arquivo como "Exists"

C. Este exemplo usa a presencga de um arquivo chamado "custom.txt" em C: drive como a
condigao do arquivo

cisco |dentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning =~ Policy Elements

Dictionaries ~ Conditions » Resuits
—

o
Library Conditions File Conditions List > VPN_Posture_File_Check
File Condition
Smart Conditions ~
* Name || VPN_Posture_File_Check D
Time and Date b
Description
Profiling dit | |
L i i 1 I
S Operating System ( Windows 10 (All) )
Compliance Module Any version
Anti-Malware Condition P
I — File Type (| FleExistence 'D i
Anti-Virus Condition * File Path ﬂ ABSOLUTE_PATH v I] [‘\Cz\custom.bct U i
Application Condition * File Operator ﬂExisB 'D
Compound Condition
=

Disk Encryption Condition

File Condition



8. Criar Acao de Remediagao de Postura

Navegue para "Politica > Elementos de politica > Resultados > Postura > Agbes de corregao"
para criar a A¢ao de corregao de arquivo correspondente. Este documento usa "Somente texto da
mensagem" como agdes de remediagado que é configurado na proxima etapa.

9. Criar regra de Requisito de Situacao

A. Navegue até "Politica > Elementos de politica > Resultados > Postura > Requisitos"
B. Clique em "Editar" e selecione "Inserir novo requisito"

C. Configure o nome da condi¢cédo "VPN_Posture_Requirement", o sistema operacional necessario
como "Windows 10(All)", o médulo de conformidade como "4.x ou posterior", o tipo de postura
como "Anyconnect"

D. Condigcées como "VPN_Posture_File_Check" (criado na Etapa 7) e em A¢des de corregoes,
selecione Agao como "Somente texto da mensagem” e insira a mensagem personalizada para o
usuario do agente

‘e’ Identity Services Engine Home b ConlextVisbiity  » Operations b Adminstration b+ Work Centers

Policy Sets  Profling  Posture  Client Provisioning
T —

o [+ 2]
+ Authentication Raqiremants
Nama Oparating Systam Compliance Module Postura Typa Conditions. Remedations Actions.
. e vin o
» Authorization
Defaull_Hardware_Attibutes_Re Mac OSX 4xor later AnyConnect Hardwaro_Atributos_Ch Setact Remediations Edit | v
quirement_Mac eck
+ Profiling
Default_Firewall_Requirsment W o1 Windows All 4 or later AnyConnact Detauit_Firawal_Condii Default_Firawal_Remedi EdR |~
in on_Win ation_Win
Default_Firewall_Requirement_M Mac OSX 4 or later AmyConnact Default_Firewal_Conddi Default_Firewall_Remedi Edit |~
ac on_Mac ation_Mac
i Amadtion Ains USB_Block_terporal Windows ANl 4 or laler Temporal Agent USB_Chack Message Text Only Edit |+
Any_AM_instaliation_Win_temgo Windaws All 4xor later Temporal Agent ANY_am_win_inst Message Text Only E|
ral
» Clisnt Provisioning Any_AM_instailation_Mac_tempo o1 Mac OSX 4 or later Temporal Agent ANY_am_mac_inst Message Text Only Edit|~
ral
Default_App\Vis_Requirement_Wi Windows ANl 4 or laler Tamporal Agent Default_AppVis_Conditio Salact Remediations. Edit |~
n_temporal n_Win
Default_AppVis_Requirement_M Mac OSK 4 or laler Temporal Agent Default_AppVis_Conditio Selact Remediations. Edit |+
ac_temporal n_Mac
Defaull_Hardware_Attributes_Re Windows ANl 4 or laler Temporal Agent Hardware_Alributes_Ch Select Remediations Edit |+
quirement_Win_temporal eck
Defaull_Hardware_Attibutes_Re Mac OSK 4% o laler Tomporal Agent Hardware_Atributos_Ch Seloct Remediations Edit| v
quirement_Mac_temporal eck
Dofaull_Firowall_Requirement W /o Windaws All 4 or later Temporal Agent Default_Firowall_Congai Default_Firewall_Remedi Edit| v
in_temporal on_Win ation_Win
Dafault_Firewall_Requiremant_M Mac 08X 4. or later Tamporal Agent Dafault_Firewall_Conditi Dafault_Firewall_Remedi Edit| =
ac_temporal on_Mac ation_Mac
(,» VPN_Posture_Requirement Windows 10 (AN 4 or latar AnyConnact VPN_Posture_Fil_Chec Message Text Only ) EdR |~

MNote: Remediation Action is filtered based on Me operating systom and sealth Moge selecton.
Remedation Actions are not applicable for Application Condilions (conBigured using e Provision By Category or Provision By Everyiing optians), Hardware Conditions, and Extemal Data source conditons.

&) ===

10. Criar uma Politica de Postura

A. Navegue até "Policies > Posture"

B. Configure o nome da regra como "VPN_Posture_Policy_Win", o sistema operacional



necessario como "Windows 10(All)", o modulo de conformidade como "4.x ou posterior", o tipo de
postura como "Anyconnect" e os requisitos como "VPN_Posture_Requirement", conforme
configurado na Etapa 9

ailisil

cisco  |dentity Services Engine Home » Context Visibility » Operations inistratio » Work Centers License Waming 4k

Policy Sets  Profiing Ciiont Provisioning  + Policy Elements

Posture Policy

Define the Posture Pocy b confiuing ues based on operaing system anlor cther conditons. )

-

Status Policy Options  Rule Name Ideritity Groups Operating Systems Compliance Module Posture Type Other Conditions Requirements
@ Policy Options  Default_AppVis_Policy_Win Ay Windows All 4.3 or kaber AnyConnect Defaull_AppVis_Requir Edit| v
erment_Win N
-] Policy Gptions  Default_App\is_Policy_Win_te Any Windows All 4.x or laber Temporal Agent Default_AppVis_Requir Edit| »
mparal ot _Win_temparal
@ Policy Options  Default_Firewall_Policy_Mac Any Mac OSX 4.% or later AnyConnest De{m.:lii:cml_ﬂequir Edit
) Policy Options  Default_Firewall_Policy_Mac_t Any Mac 05X 4. or later Temporal Agent Default_Firewall_Requi =
emporal oment_Mac_temporal
@ Policy Options  Default_Firewall_Policy_Win Any Windows All 4.x or later AnyCannest Dsful.:l i::'mll_ﬁaquir -
@ Policy Options  Defautl_Firewall_Policy_Win_te || Any Windows Al 4.x o later Temparal Agent Defaull_Firewall_Requir oy
mporal ‘ement_Win_temporal -
@ Policy Options  Defaull_Hardware_Attiibutes P Ary Mac 08X 4% of Laber AnyConnect Default_Hardware_Attri cic
olicy_Mac butes_Requirement_Ma
P
@ Policy Opticns  Defaull_Hardware_Altributes P Ary Mac 0SX 4.3 of later Temporal Agent Defaull_Hardware_Attri Edit
olicy_Mac_temporal butes_Requirement_Ma :
<_temporal
@ Policy Options  Default_Hardware_Attibutes P || Any Windows Al 4. or later AnyCannest Defaull_Hardware_Ati -
olicy_Win butes_Requirement_Wi :
n
@ Policy Options  Default_Hardware_Attibutes P 1| Any Windows Al 4. o later Temparal Agent Defaull_Hardware_Attri R
olicy_Win_temporal butes_Requirement_Wi
n_temporal
@ Policy Options ;Mum_usa_amjuuy_w. Any Windows Al 4.x or later AnyCannest USB_Block -
@ Policy Options  Defaul_USB_Block_Policy_Wi || Any Windows Al 4.x o later Temparal Agent USB_Block_temporal oy
n_temporal h
¥ Palicy Options  VPN_Posture_Policy_Win Ay Windows 10 [All) 4% of later AnyConnect m’_mqmre_iaqm"l J il

& ==

11. Criar ACLs Dinamicas (DACLSs)

Navegue até "Policy > Policy Elements > Results > Authorization > Downlodable ACLS" e crie as
DACLs para diferentes status de postura.

Este documento usa as seguintes DACLs.

A. Postura desconhecida: permite o trafego para DNS, PSN e HTTP, e trafego HTTPS

aisco  Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning ~ ~Policy Elements

Dictionaries ~ » Conditions  + Results

Dowr ACL List > Pastu
Downloadable ACL

~ Authorization * Namey | PostureUnknown

+ Authentication

Authorization Profiles Description
Downloadable ACLs ‘
IPversion  « |Py4  IPv6 Agnostic i
+ Profiling - -
* DACL Content permit udp any any eq domain
8910111 permit ip any host 10.106.44.77
+ Posture 2131415| permit tcp any any eq 80

1617181| permit tcp any any eq 443

* Client Provisioning

+ Check DACL Syntax !

ED) v



B. Postura ndo compativel: nega o acesso a sub-redes privadas e permite apenas o trafego da
Internet

alvaln
cisco

Identity Services Engine

Home } Context Visibility » Operations - Policy » Administration » Work Centers

Policy Sets  Profiing  Posture  Client Provisioning ~ ~ Policy Elements
Dictionaries  » Conditions  ~ Results
]
Downloadable ACL List > PostureNonCompliant
+ Authentication
Downloadable ACL
~ Authorization . Hams“ PostureNonCompliant] ]
_————
Authorization Profiles Description
Downloadable ACLs
IP version - |Py4 IPvE Agnostic
+ Profilin
o * DACL Content deny ip any 10.0.0.0 255.0.0.0
8910111|deny ip any 172.16.0.0 255.240.0.0
} Posture 2131415|deny ip any 192.168.0.0 255.255.0.0
1617181 | permit ip any any

» Client Provisioning

» Check DACL Syntax L

&) e

C. Compativel com postura: permite todo o trafego para usuarios finais em conformidade com
postura

i
cisco

|dentity Services Engine

Home » Context Visibility » Operations + Administration » Work Centers

Policy Sets ~ Profiling  Posture  Client Provisioning ~ ~ Policy Elements
Dictionaries  » Condiions  » Results
(]

Downloadable ACL List > PostureCompliant
Downloadable ACL

+ Authentication

+ Authorization

Authorization Profiles

- Namell PustureCompliant]

Description

Downloadable ACLs

IPversion @IPvd4  IPv6 | Agnostic |

» Profiling

* DACL Content [1 rmit ip any any

+ Posture

+ Client Provisioning

+ Check DACL Syntax i

&) =

12. Criar Perfis de Autorizacao

Navegue para "Politica > Elementos de politica > Resultados > Autorizagao > Perfis de
autorizacao".



A. Perfil de autorizagao para postura desconhecida

Selecione DACL "PostureUnknown", marque Web Redirection, selecione Client
Provisioning(Posture), configure Redirect ACL name "redirect" (para ser configurado no ASA) e
selecione o portal Client Provisioning (padrao)

‘the Identity Services Engine Home b ContextVisblity  » Operations » Administration  » Work enters [TET—Y

Policy Sets  Profling  Posture  Client Pravisioning = Palicy Elements.
Dictionaries » Conditicns  + Results
—

Authorization Profiles > Posture Redirect
Authorization Profile

= Authorization * Name | | Posture Redirect |

» Authentication

Authetization Peafles Dascription | E:
Downloadable AGLS " Access Type ([ Access ACCEPT = .
+ Profiling Notwork Dovice Profle | & Cisco | »
* Posture Servica Template
+ Cllent Provisioning ek Mospaand
Passive Kentily Tracking
~ Common Tasks
(ﬂ DACL Name | Posturedninawm >, ]]

# Client Provisioning

Web Redirection (CWA, MDM, NSP, CFP) i

Volus
Act ([redret ) ({ctent Provisioning Portal defoult

= Advanced Attributes Settings

Select an item gl =

= Attributes Details

Acoess Type = ACCESS_ACCEPT

DACL = PostureUnknown

cisco-av-pair = url-redirect-aci=redirect

cisco-av-pair = C30-2058-1

D=

B. Perfil de autorizagdo para néo conformidade com a postura

Selecione DACL "PostureNonCompliant" para limitar o acesso a rede

=liln Jdentity Services Engine

Home » Conlaxt Visibility + Operations * Administration + Work Cantars License Waming 4

PolicySets  Profiling  Posture  Client Provisioning = Policy Elements
Dictionaries  + Conditions = Results
—

Autharization Profiles = Posture Non Compliant
Authorization Profile

~ Authorization * ame || Posture Non Compliant ]

+ Authentication

Authorization Profiles [ A
Downloadable ACLs  Access Type
+ Profiling

Natwork Davice Profia &5 Cisco | = |

+ Pasture Service Template

.
+ Client Provisioning rack Movement
Passive Identity Tracking

+ Common Tasks

(u DACL Name |PasturenonCampliant j




* Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonCompliant:
P

(5 =

C. Perfil de Autorizagao para Conformidade com Posturas

Selecione DACL "PostureCompliant" para permitir acesso total a rede

Licanse \Warning &

ik Identity Services Engine Home  » Conlext\Visiblity b Operabions

Policy Sets  Profiing  Posture  Clien! Provisioning |~ Policy Elements

Dicionaries  » Condiions = Results
L]
Austhorizaion Profiles > Full Access

Authenti
HATRn Authorization Profile

— I —
Authorization Prafes Dsaription [ £
— -
¥ Profiling Network Device Profie 2% Cisco| v |
» Posture Service Tempiate
Track Movement

* Client Provisioning
Passive Identity Tracking

~ Common Tasks

( DACL Nama [PostureComptiant J

+ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PERMIT_ALL_IPV4_TRAFFIC
'
ER) reser

12. Configurar Politicas de Autorizagao

Use os perfis de autorizagao configurados na etapa anterior para configurar 3 politicas de
autorizacao para Posture Compliant, Posture Non-Compliant e Posture Unknown.

Condi¢cao comum "Sessao: Status da Postura" é usada para determinar os resultados de cada
politica



Home » Context Visibility » Operations i » Administration » Work Centers

Policy Sets ~ Profiing  Posture  Client Provisioning  » Policy Elements.

Policy Sets -+ Default

Reset Policyset Hitcounts

Status Policy Sel Name Description Conditions Allowed Protocols / Server Sequence Hits

@ Default

» Authentication Policy (3)

Detault policy sot Default Network Access LR 49

¥ Authorization Pelicy - Local Exceptions

» Authorization Policy - Global Exceptions

~ Authorization Palicy (15)

+

Results

Status Rule Name Conditions Profiles Security Groups Hits Actions

@ Anycannect Posture Compliant k  SessionPostureStatu: s EQUALS Compliant * Full Aconss +* t t ~ [ [

® Anyconnect Posture Non k
Compliant

:  Session-PostureStatus EQUALS NonCompliant  Posture Non Compliant o f t - %+ o

L[] Network Access-Device IP Address EQUALS 10.197.164.3

@ Anyconnect Posture Unknown AND * Posturs Raediroct +* t t - & 13 o

E  Session-PostureStatus EQUALS Uniknown

Verificar

Use esta sec¢ao para confirmar se a sua configuragao funciona corretamente.

Para verificar se o usuario foi autenticado com éxito, execute o seguinte comando no ASA.

<#root>

firebird(config)#

show vpn-sess detail anyconnect

Session Type:

Username
Index
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :

TG SAML

Login Time
Duration
Inactivity
VLAN Mapping

AnyConnect Detailed

: _585b5291f01484dfd16f394be7031d456d314e3e62

: 125

: explorer.cisco.com Public IP : 10.197.243.143

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

: AnyConnect Premium

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

: 16404 Bytes Rx : 381

: 16 Pkts Rx : 6
0 Pkts Rx Drop : 0
Df1tGrpPolicy Tunnel Group :

: 07:05:45 UTC Sun Jun 14 2020

: Oh:00m:16s

: Oh:00m:00s

: N/A VLAN : none



Audt Sess ID :
Security Grp :

0ac5a4030007d0005ee5cc49
none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Filter Name

Tunnel ID : 125.1
Public IP : 10.197.243.143
Encryption I none Hashing I none
TCP Src Port : 57244 TCP Dst Port : 443
Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : win
Client OS Ver: 10.0.15063
Client Type : AnyConnect
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx 1 7973 Bytes Rx : 0
Pkts Tx H) Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 125.2
Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 57248
TCP Dst Port : 443 Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx 1 7973 Bytes Rx : 0
Pkts Tx H) Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name : #ACSACL#-IP-PostureUnknown-5ee45b05
DTLS-Tunnel:
Tunnel ID 1 125.3
Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 49175
UDP Dst Port : 443 Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 458 Bytes Rx : 381
Pkts Tx 4 Pkts Rx H)
Pkts Tx Drop : O Pkts Rx Drop : O

#ACSACL#- | P- Post ur eUnknown- 5ee45b05

| SE Post ure:
Redirect URL :
Redirect ACL :

https://ise26l. pusaxena. | ocal : 8443/ portal / gat eway?sessi onl d=0ac5a4030007d0005ee5cc49&pc
redirect



Uma vez concluida a avaliagao de postura, o acesso do usuario € alterado para acesso completo,

conforme observado na DACL enviada no campo "Nome do filtro"

<#root>

firebird(config)#

show vpn-sess detail anyconnect

Session Type: AnyConnect Detailed

Username
Index
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Group Policy :

TG SAML

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID :
Security Grp :

: _585b5291f01484dfd161394be7031d456d314e3e62
: 125

: explorer.cisco.com
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:

Public IP : 10.197.243.143

: 16404 Bytes Rx : 381

: 16 Pkts Rx 1 6
0 Pkts Rx Drop : O
Df1tGrpPolicy Tunnel Group :

: 07:05:45 UTC Sun Jun 14 2020

: Oh:00m:36s

: 0h:00m:00s

: N/A VLAN : none

0ac5a4030007d0005ee5cc49
none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

Idle Time Out:

Client 0OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

: 125.1
: 10.197.243.143
: none Hashing ! none
57244 TCP Dst Port : 443
: SAML
30 Minutes Idle TO Left : 29 Minutes
:win
10.0.15063
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.8.03052
: 7973 Bytes Rx : 0
16 Pkts Rx : 0
0 Pkts Rx Drop : O
1 125.2
: explorer.cisco.com Public IP : 10.197.243.143
: AES-GCM-256 Hashing : SHA384

: ECDHE-RSA-AES256-GCM-SHA384

(1)SHA384

(1)AES-GCM-256



Encapsulation:
TCP Dst Port :
Idle Time Out:
Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Filter Name

TLSv1.2 TCP Src Port : 57248

443 Auth Mode : SAML

30 Minutes Idle TO Left : 29 Minutes
: Windows

: SSL VPN Client
: Cisco AnyConnect VPN Agent for Windows 4.8.03052

1 7973 Bytes Rx : 0
: 6 Pkts Rx : 0
0 Pkts Rx Drop : O

1 #ACSACL#-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3

DTLS-Tunnel:

Tunnel ID 1 125.3

Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite ECDHE-ECDSA-AES256-GCM-SHA384

Encapsulation: DTLSv1.2 UDP Src Port : 49175

UDP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 458 Bytes Rx 381

Pkts Tx 4 Pkts Rx H)

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#- | P- PERM T_ALL_I PV4_TRAFFI C- 57f 6b0d3

Para verificar se a autorizagao foi executada com éxito no ISE, navegue para "Operagoes >
RADIUS > Registros ao vivo"

Esta secéo exibe as informacgdes relevantes associadas ao usuario autorizado, ou seja,
identidade, perfil de autorizagao, politica de autorizacao e status da postura.

-|sz»ow Latest 20 recon ~| Within  Last 24 hours

= Refresh © Reset Repeat Counts 2 Export To - ¥ Fler -

-

Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorization Pro.. Posture St.. IP Address Network Device

5856529 1101484d1d 1 00:50:56:A0; D687 Windcws 10 Default 10.197.164.7

10,167.243.143

BACSACLE-IP-PERM

Eooe

o b b o b

Jun 14, 2020 07:44:34,958 AM

% Observagao: para validagao de postura adicional no ISE, consulte a seguinte
documentagéo:
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-
posture-over-anyconnect-remote-acces.html#anc?7

Para verificar o status da autenticagao no Portal de administragdo Duo, clique em
"Relatérios" no lado esquerdo do Painel de administragdo que mostra o Log de
autenticacgao.

Mais detalhes: https://duo.com/docs/administration#reports



https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc7
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc7
https://duo.com/docs/administration#reports

% Para exibir o log de depuragao do Gateway de Acesso Duo, use o seguinte link:
https://help.duo.com/s/article/1623?language=en US

Experiéncia do usuario

Wi
Rlisdy b connect

freloird. Seco, com

System Soan:
Mo poboy server detected.
a T B

Troubleshooting

Esta secao fornece as informagdes que vocé pode usar para solucionar problemas da sua
configuragao.

%ﬁ Nota:Consulte Informacdes Importantes sobre Comandos de Depuracao antes de usar
comandos debug.


https://help.duo.com/s/article/1623?language=en_US

.& Cuidado: no ASA, vocé pode definir varios niveis de depuracgao; por padrao, o nivel 1 é
usado. Se vocé alterar o nivel de depuracao, o detalhamento das depuragdes podera
aumentar. Faga isso com cuidado, especialmente em ambientes de producao.

A maioria das solugdes de problemas SAML envolvera uma configuragao incorreta que pode ser
encontrada através da verificagdo da configuragcao SAML ou da execugao de depuragoes.

"debug webvpn saml 255" pode ser usado para solucionar a maioria dos problemas, no entanto,
em cenarios onde essa depuracao nao fornece informagdes uteis, depurag¢des adicionais podem
ser executadas:

debug webvpn 255

debug webvpn anyconnect 255
debug webvpn session 255
debug webvpn request 255

Para solucionar problemas de autenticagédo e autorizagao no ASA, use os seguintes comandos de
depuracgao:

debug radius all
debug aaa authentication
debug aaa authorization To troubleshoot Posture related issues on ISE, set the following attributes to

posture (ise-psc.log)

portal (guest.log)
provisioning (ise-psc.log)
runtime-AAA (prrt-server.log)
nsf (ise-psc.log)

nsf-session (ise-psc.log)
swiss (ise-psc.log)

% Observacao: para obter o fluxo de postura detalhado e a solugéo de problemas do
AnyConnect e ISE, consulte o link a seguir:
Comparacéo de estilo de postura do ISE para pré e pés 2.2

Para interpretar e solucionar problemas de registros de depuragao do Gateway de Acesso
Duo


https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html

% https://help.duo.com/s/article/5016?language=en _US

Informacgdes Relacionadas

https://www.youtube.com/watch?v=W6bE2GTUOIs&

https://duo.com/docs/cisco#asa-ssl-vpn-using-saml
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-posture-

over-anyconnect-remote-acces.html#ancO



https://help.duo.com/s/article/5016?language=en_US
https://www.youtube.com/watch?v=W6bE2GTU0Is&
https://duo.com/docs/cisco#asa-ssl-vpn-using-saml
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc0
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc0

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



