Configure o AnyConnect PerApp VPN para iOS
com o Meraki System Manager
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Introduction

Este documento descreve como configurar a VPN PerApp em dispositivos Apple iOS gerenciados
pelo Meraki Mobile Device Manager (MDM), System Manager (SM).

Prerequisites

Requirements

- Licenga do AnyConnect v4.0 Plus ou Apex.
- ASA 9.3.1 ou posterior para oferecer suporte a VPN por aplicativo.
- Ferramenta Cisco Enterprise Application Seletor disponivel em Cisco.com

Componentes Utilizados
As informagdes neste documento sao baseadas nestas versdes de software:

- ASA 5506W-X versao 9.15(1)10
. iPad iOS versao 15.1

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Informacgdes de Apoio



Este documento nao inclui os processos listados:

- Configuracao SCEP CA no gerenciador de sistemas para geragao de certificado de cliente

- Geracao de certificado de cliente PKCS12 para clientes iOS

Configurar

Etapa 1. Registre o dispositivo iOS no Meraki Systems Manager

1.1. Navegue até Gerenciador de sistemas > Adicionar dispositivos
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1.2. Clique na opgao iOS para iniciar a inscrigao.

Let's get started!

Select the device type to be enrolled.
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1.3. Registre o dispositivo através de um navegador de Internet ou digitalize o cédigo QR com a

camera. Neste documento, a camera foi usada no processo de inscrigao.

P



@ @

APNS* Add Devices
(required)

Add Devices

Time to add some devices! There are a few different enrollment options for iOS - for more information, see this article.

(A) Mobile Browser (B) i0S App
Open m.meraki.com on the device and enter this network ID : For easier enroliment, use the iQ_S_amz .

Scan the following QR code in the i0OS app:

Gie Eli ﬂ':.',‘:?flil

OR

Set up a petwork enroliment string to use as an enrollment code at

1.4. Quando o cédigo QR for reconhecido pela cAmera, selecione a notificacao Abrir "meraki.com"
no Safari exibida.

(B wessiTe or copE
sen "meraki.com"” in Safari

SQUARE

1.5. Quando solicitado, selecione Registrar.



< M & meraki.com ¢ M +

Meraki SM Setup

Step 1: Enter your Network ID

The Network 1D is either a 10-digit code or a combination of letters,
numbers, or characters (e.g. 123-456-7890 or network-id).

By installing Systems Manager on your device you acknowledge
that you have read and understood the terms of our Privacy
Policy.

Register V)

This website is trying to download a configuration
profile. Do you want to allow this?

lgnore  Allow

1.7. Selecione Close para concluir o download.

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close




1.8. Navegue até o aplicativo iOS Settings e localize a opgao Profile Downloaded no painel
esquerdo e selecione a se¢ao Meraki Management.

£ General Profile

Settings

DOWNLOADED PROFILE

q Meraki Management

Meraki Inc

Apple 1D, iCloud, iTunes & App Store

Profile Downloaded +——

E_g Airplane Mode

Wi-Fi Marshall

Bluetooth On

VPN

1.9. Selecione a opgao Install para instalar o perfil MDM.

Cancel Install Profile ' -Instatl

Meraki Management
| Meraki Inc

Settings

Apple ID, iCloud, iTunes & App Store

Signed by *.meraki.com
Verified +*
Description  Meraki Systems Manager
Profile Downloaded Contains Device Enrollment Challenge
More Details
@ Airplane Mode
L Remove Downloaded Profile

a Wi-Fi Marshall

1.10. Vocé deve conceder o acesso para Instalar o aplicativo SM.



App Installation
"ios.meraki.com” is about to install and
manage the app “Meraki Systems
Manager” from the App Store.
Your iTunes account will not be
charged for this app.

Cancel Install

1.11. Abra o aplicativo recém-baixado chamado Meraki MDM localizado na tela inicial.

N

—
|l

Meraki MDM

1.12. Verifique se todos os status tém um sinal verde que confirme que a inscricao esta concluida.
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Etapa 2. Configurar Aplicativos Gerenciados

Para configurar os aplicativos em tunel para PerApp mais adiante neste documento, vocé precisa
gerenciar esses mesmos aplicativos via SM. Neste exemplo de configuragao, o Firefox foi
projetado para ser encapsulado por aplicativo e, portanto, é adicionado aos aplicativos
gerenciados.

2.1. Navegue para Systems Manager > Manage > Apps para adicionar os aplicativos
gerenciados.
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2.2. Selecione a opg¢ao Add app.



Q, Search Dashboard ¥ Anncuncements - @ Help - A

Apps list —_— | + Addapp | © Help
Select = Edit= Push= Export= Search... = 1lapp Import = Accounts =

Mame & Platform Type Scope Tags v
Meraki Systems Manager i0s Stare All devices

[Phoasa alow 1-2 mirubes for changes b laks sfect )

2.3. Selecione o tipo de aplicativo (App Store app, Custom, B2B) com base no local em que o
aplicativo esta armazenado. Selecione Avangar depois de selecionado.

Neste exemplo, o aplicativo € armazenado publicamente na App Store.

Add an app

App platform

o 05 & macOs % wos # Android 8 Windows

App type
O App Store app
Search for an app from the I0S App Store,

Custom (Enterprise) app

Updoad an .ipa file, provide a manifest URL, or upload a manifest plist.

B2B app

Provide the Tunes ID for a custom B2B app.

2.4. Quando solicitado, procure o aplicativo desejado e selecione a regiao de onde o aplicativo é
baixado. Selecione Save depois que o aplicativo for selecionado.

Observagéo: se o pais nao corresponder a regiao da conta da Apple, o usuario podera ter
problemas com o aplicativo.
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2.5. Clique em Salvar depois de selecionar todos os aplicativos desejados.

Etapa 3. Configurar perfil VPN PerApp

3.1. Navegue até Systems Manager > Manage > Settings
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5 for i05 - for more information, see this article.

B i0S App

For easier enrcliment, use the [0S app &
Scan the following QR code in the i0S5 app:
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Set up a network enroliment string to use as an enrolliment code at
m.meraki.com

C’ Apple Configurator D Send enroliment link

Another option for installing the management profile on a large Alternatively, send an enrollment link via SMS or e-mail.

number of devices is Apple Configurator. Below is a link to the E-mall SMS
3.2. Selecione a opgao Adicionar perfil.
Profiles list
Q Search profiles, or select to edit
Name v Payloads Scope Tags Targeted Installed on
Systems Manager
default Mo devices 1] 1]

o -

[Phemse sl 1-3 rmirustis fo changes o take affect )

3.3. Selecione Perfil do dispositivo (padréo) e clique em Continuar.

+ Add app

@ Help

M) o

x



Add new profile

Standard

© Device profile (default) Supported on all device types

Copy an existing profile

Advanced @

User profile (Apple) Supportedon & I0S @ macOS

User profile (Chrome) Supported on & Chrome

Upload custom Apple profile Supportedon & I05 @ macOS

Cancel  [eLiLTT

3.4. Quando o menu Profile Configuration for exibido, escreva o Name e selecione os dispositivos
de destino em Scope.

{E} Profile configuration ‘ Profile Configuration
+ Add settings Type DS prts
Name :
PerAppVPN-Profile|
The nama that will be shown 10 users
Description

Optional
Profile Removal Policy
Remaoval Policy € Allow users to remove this profile B
Targets
Group type Manual | Named  Configure tags
Scope All devices - Convert to target group
Installation target All devices
Status
Device in scope: 1 device
#  Name System type Install status Tags rd
1 Pad iPad (6th Gen.) Mot installed

3.5. Selecione Add settings e filtre os tipos de perfil por iOS Per App VPN, selecione a opgao
como visto abaixo.



Profiles list | PerAppVPN=Profile + Add profile @ Help

PerAppVPN-Profile

E:{)} Profile configuration
Add new settings payload
+ Add settings
Device type All types % i0s o macOS o twvOs # Android & Chrome 52 Windows

Q  perapp x

i0OS Per App VPN
@ Supported on & 0S5

Ca"CEI m

3.6. Quando o menu for exibido, escreva as informagdes de conexdo com base no exemplo
abaixo.

O gerenciador de sistemas suporta duas inscrigdes de certificado para essas conexdes, SCEP e
inscricao manual. Neste exemplo, foi usada a inscricado manual.

Observagao: selecione Adicionar credencial depois de preencher as caixas de texto, ja que
essa opgao o leva a um novo menu para adicionar um arquivo de certificado.

Profiles list | Mew profile | i0S Per App VPN + Add profile | @ Help
sl il
asco  Meraki
"
New profile
holguins-network cﬁ} Profile configuration iOS Per App VPN  # 0= © Help
= i Connection Mame
[2=] New certificate L |VPN-C0ru | Displayed Connection Profile on AnyConnect
Systems Manager 6 VEN-Carp - Digplay name of the connection [displayed on the device)
Organizatio + Add setlings Server
Organization 9 | vpn.cisco.com | ASA IP address or FQDN
Heostname or IP addross (P4 or 1P} for server
Proxy Setup Nane

‘Configuras prowses 1o be usad with this VPN connaction

Account

User account for authenticating the connection

Group ~ R
|nnrapp Group-URL configured in the VPN headend

AnyConnect Group Mame

Machine Authentication

New credential | Add credential Select this at last

tial for ng the

Auto Connect Cisabied
Automatically conirol the VPN connection &

Send All Traffic

Routes all network raffic through the VPN connection
Safari domains Demain

Add Safari domain

3.7. Depois de clicar em Adicionar credencial e vocé for redirecionado para o menu Certificado,
escreva o Nome do Certificado, navegue em seu computador e procure a Senha que protege o



arquivo .pfx (arquivo de certificado criptografado).

Pu"llerﬁlii Q r I Announcements - . Help - .
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holguins=network Profiles list | New profile | Certificate + Add profile @ Help
New profile
Systems Manager
£5% profile configuration Certificate SHEP
Organization
[&=] machine-auth X Heme: machine-auth
@ VPN-Cnrp x MName of description of the credential

+ Add settings Password |

Password protecting 1he centificate file

Certificate Examinar... [No se ha seleccionado ningdn archivo,

On §0S and mac0S this cortificats will be installad into & shared lopychain and can b used across applications
On Andreid this certificate will be installed inta the Android Keystore system and can be used across applications.

Plaass nots that on Andrald thers ks no way i [ ¥ installed unls the profils from the
device.
Cancel
(Please abow 1-2 minutes for changes 10 take effect.)
3.8. Depois que o certificado € selecionado, o nome de arquivo do certificado € exibido.

.zl.ls.ég. [".-"1 ol Q +! Announcements = B Help = ‘
holguins-network Profilas list | Mew profile | Certificate + Add profila @ Help

New profile
Systems Manager

FE; Profile configuration Certificate © Help
Organization

[&5] machine-auth x Name machine-auth

6 VPN-Corp * MNamas or description of the credential

+ Add settings Password

Passward pratecting the certificate file

Certificate Fllename: pixbin,pfx
Issuer:
Subject/CN:
Expiration:
Select new certificate

©n 3% and macOS this certificate will be installed into a shared keychain and can be used across applications.

On Androld this certificate will be installed into the Androld Keystore system and can be used scross spplications.

Please mote that on Andredd thers |s no way te uninstall o private key once Installed unless you remove the work profile from the
device.

[Pleass allow 1-2 mirbas for changas bo take effict )

3.9. Depois de selecionar o certificado, navegue até o perfil VPN em que vocé estava
anteriormente e selecione a credencial importada recentemente e selecione o aplicativo em tunel
(Firefox, neste caso).

Clique em Save quando isso estiver concluido.



‘asco’ Meraki

é:?} Profile configuration

[2=] machine-auth

iOS Per App VPN 05

Connection Name

@ Help

WPN-Corp
6 VPN-Carp Bisplay name of the connestion (displayed on the device)
+ Add settings Server i
Ypn.cisco.com
Systems Manager
Hesiname or 1P address [Pvd or 1) for server
Organization
Proxy Setup Nane -
Configures praxies to be used with this VM connec thon
Connection Type Cisco AnyConnect »

Account

User account for authenticating the connectian

Group
perapp

AnyConnect Group Name

Machine Authentication Certificate -

maching-auth  « Add credential

Cresential for authenticating the connection

Auto Connect Disabled -
Autamaticaly contred the VPN connection

Send All Traffic

Reutes all network traffic through the VPN connection
Safari domains Domain
Add Safari domain

Apps

Safar

com.apple mabllesafor

a Firefox: Private, Safe Browser
org.mozila. ios Finefax)

3.10. Verifique se o perfil esta instalado nos dispositivos de destino.

Profiles list + Add profile @ Help
Q, Search profiles, or select to edit x
Name » Payloads Scope Tags Targeted Installed on ~
PerAppVPN-Profile &= @ All devices 1 1

default Mo devices 0 0

Etapa 4. Configuragdo do Seletor de Aplicativos

4.1. Baixe o seletor de aplicativos do site da cisco
https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0

Cuidado: execute o aplicativo em uma maquina com Windows. Os resultados exibidos ndo
serao os esperados quando a ferramenta for usada em dispositivos MacOS.

4.2. Abra o aplicativo java. Selecione iOS no menu suspenso, adicione um nome amigavel e
certifique-se de digitar *.* no ID do aplicativo.


https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0

Cisco AnyConnect Enterprise Application Selector — O x

4.3. Navegue até Policy e selecione View Policy



| £ Cisco AnyConnect Enterprise Application Selector — O x

Policy i

| AddRule | | Importfrom Disk |

J View Policy

Friendly Mame: wildcard
App 1D =
Match Thumbprint:

Calculate Thumbprint

. Delete |

4.4. Copie a string exibida. (Isso € usado mais tarde na configuragdo do headend da VPN).




View Policy x

eJyrVnLOLEYOd8dvqCzKTMEoUb)SarMVNIH FYwMDEWUwGoU giuLS1Jzi3UUPPOSSZR0IFSyzK TUIMyidGEoquh3JDKglSglYk
FBTmpupn5xUB1jgUFcEVABcwlU oLyWnhZOuiovMRekujwzlyU5sShFqTYWCAFHCDB

3

Etapa 5. Exemplo de ASA por configuragao de VPN de aplicativo

conf t

webvpn

anyconnect-customattr perapp description Per AppVPN

anyconnect - cust om data perapp w | dcard

eJyr VnLOLE7Od84vqCz KTMBoUbJ Sgr MVNJ 1 1 FYWMVDEWUWGo Ugi uLS1Jzi 3UUPPOS9ZR0I Fx Syz KTU30yi 4G50quh3JDKgl Sg
| YKFBTnpupn5xUBLj gUFcEVAScwWUoLyWhZQJi OvMRekuj wz Jy U5s ShFqTYWCAFHc | DB

ip local pool vpnpool 10.204.201.20-10.204.201.30 nask 255.255.255.0

access-list split standard permt 172.168.0.0 255.255.0.0
access-list split standard permt 172.16.0.0 255.255.0.0

group- pol i cy GP-perapp internal
group-policy GP-perapp attributes
vpn-tunnel - protocol ssl-client
split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split
split-tunnel-all-dns disable

anyconnect - cust om perapp val ue wil dcard

tunnel - group perapp type renpte-access
tunnel - group perapp general -attributes
addr ess- pool vpnpool

def aul t - group- pol i cy GP-perapp

tunnel - group perapp webvpn-attributes
authentication certificate

group-alias perapp enable



group-url https://vpn.cisco.conl perapp enable

Verificar

6. Verificar a instalagao do perfil no aplicativo AnyConnect

6.1. Abra o aplicativo AnyConnect e selecione Conexdes no painel esquerdo. O perfil de VPN
PerApp deve ser exibido em uma nova se¢cdo chamada VPN PER-APP.

Selecione o i para exibir as configuragdes avangadas.
AnyConnect VPN Connections
@ PRIMARY VIRTUAL PRIVATE NETWORK
AnyConnect VPN Add VPN Connection...

Connections VPN-Corp >
PER-APP VPN

Details Disconnected VPN-Corp

Enabled

GENERAL
Settings
Diagnostics

About

I
CISCO

6.2. Selecione a opgao Avangado.



Cancel VPN-Corp

This connection has been imported from an AnyConnect VPN Profile.
Not all fields can be edited.

Description VPN-Corp

Server Address vpn.cisco.com

Advanced

6.3. Selecione a opgao Regras de Aplicativo.



£ VPN-Corp Advanced

Certificate holguins-scep >

App Rules >

Connect On Demand

TUNNEL PROTOCOL

Connect with IPsec

Only enable 'Connect with IPsec' if instructed to do so by your administrator. If
the server is not configured for IPsec, you will not be able to connect.

6.4. Por ultimo, confirme se a regra de aplicativo esta instalada. (O Mozilla é o aplicativo em tunel
desejado neste documento, portanto, a instalagéo do aplicativo foi bem-sucedida).



£ Advanced App Rules

org.mozilla.ios.Firefox

Troubleshoot

No momento, ndo ha etapas de Troubleshooting especificas para este documento.



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



