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| ntroducéo

Este documento descreve as alteragOes adicionadas as Exclusdes Mantidas pela Cisco.



As Exclusdes Mantidas pela Cisco sdo criadas e mantidas pela Cisco para fornecer melhor compatibilidade
entre o Advanced Maware Protection (AMP) for Endpoints Connector e antivirus, seguranca ou outro
software; essas exclusdes podem ser adicionadas a novas versdes de um aplicativo.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Exclusbes no AMP para endpoints
» Console AMP

Componentes Utilizados

As informacdes neste documento sdo baseadas nestas versdes de software e hardware:

» Console do AMP para endpoints versao 5.4.20190820
As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de laboratério
especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma configuragéo

(padrdo) inicial. Se arede estiver ativa, certifique-se de que vocé entenda o impacto potencial de qualquer
comando.

Expectativas ao atualizar

et AMP for Endpoints
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Quando as listas mantidas pela Cisco sdo alteradas, ocorre uma atualizag8o de politica no back-end para refletir adteracio. A
medida que cada um dos endpoints usa lista para fazer check-in em sua pulsacdo, eles obtém a politica atualizada. Essas
alteragdes de politica ndo so refletidas no log de auditoria, pois é tecnicamente uma alteracdo nalista de exclusdo, ndo na politicaem
si, e as listas de exclusdo mantidas pela Cisco ndo existem dentro do log de auditoria normal em consoles individuais. Para
ambientes de grande escala, isso parece uma enxurrada de atualizagdes de politicas e o resultado final serd um melhor desempenho
em cada um dos endpoints.

O periodo de atualizacdo depende de cada ponto final. Se todas as méquinas estiverem online, as atualizagdes ocorrerdo em 1 a 2
pulsacdes. Se este for um ambiente global, as atualizagdes continuardo a ocorrer a medida que as méquinas ficam on-line, portanto,



nado se surpreenda ao ver atualizagdes de politica adicionais 24-48 horas apds o envio dalista mantida.
Alter acbes
28 de agosto - 2019

Padr o do Microsoft Windows:

Remocdo de:

* CSIDL_WINDOWS\Softwar eDistribution\Datastor e\L ogs\edb*.log
e CSIDL_WINDOWS\Softwar eDistribution\Datastor e\L ogs\Resl.log
* CSIDL_WINDOWS\Softwar eDistribution\Datastor e\L ogs\Res2.1og

Motivo: Repetitivo. Outra exclusdo no conjunto de base cobre-o.
Adicéo de:
* C:\$WINDOWS.~BT\Sources\SetupHost.exe

Motivo: as atualizagdes do Windows 10 falharam esporadicamente devido a verificagOes de processo.
Ventos solares N-Able - Windows:
Adicéo de:

* C:\Program Arquivos (x86)\N-able Technologies\Windows Agent\bin\agent.exe
* C:\Program Arquivos (x86)\BeAnywher e Support Express\GetSupportService N-Central\BASupSrvc.exe
* C:\Program Arquivos (x86)\N-abilitar Technologies\PatchM anagement\ThirdPartyPatch\ThirdPartyPatch.exe

Docker - Mac:

Remocdo de:

* /Users/*/Library/Container s‘com.docker.docker/Data/vms/*/Docker .*
* /usr/local/bin/docker

Razdo: Um teste adicional deixou-nos com preocupactes em matéria de seguranca, pelo que o desenvolvimento identificou melhores
exclusdes.

Adicéo de:

¢ /Applications/Docker.app/Contents/M acOS/Docker
¢ /Applications/Docker .app/Contents/Resour ces/bin/docker

Novas listas criadas:

Linux:

* Docker - Conector 1.10.2
* Docker - Conector 1.11+
e Zabbhix



Mac:

* Caixavirtual
* Guardido digital

18 de setembro - 2019

Padr&o Apple MacOS:

Adicéo de:

* /ApplicationgTime Machine.app/ContentsMacOS/Time Machine
* /System/Library/CoreServices/Spotlight.app/ContentsM acOS/Spotlight

McAfee- Mac

Adicéo de:

¢ /Library/McAfee/Agent/bin/CmdAgent

Cisco Jabber - Mac

Remocéo de:

e Jusr/bing/grep
* /bin/ps

Motivo: melhor seguranca e a funcionalidade adicional de exclus6es baseadas em processos.
Adicéo de:

* /Aplicativos/Cisco Jabber.app/Contetdo/MacOS/Cisco Jabber

Plano de travamento - Mac

Adicéo de:

¢ /Applicationg/CrashPlan.app/Contents/Library/L aunchServices/CrashPlanSer vice.app/ContentsM acOS/CrashPlanSer vice

JAMF Casper - Mac

Remocéo de:

* Jusr/bin/sw_vers
Motivo: melhor seguranca e a funcionalidade adicional de excluses baseadas em processos.
Adicéo de:

¢ /Biblioteca/Aplicativo Support/JAM F/Jamf.app/ContentsM acOS/JamfDaemon.app/Contetido/M acOS/JamfDaemon
¢ /usr/local/jamf/bin/jamfAgent

* /usr/local/jamf/bin/jamf

¢ /Biblioteca/Aplicativo Support/JAM F/Jamf.app/ContentsM acOS/JamfAgent.app/Contelido/M acOS/JamfAgent



VMWareFusion - Mac
Adicéo de:
¢ /Aplicativos’VMwar e Fusion.app/Conteddos/M acOS/VMwar e Fusion
Xcode - Mac
Adicéo de:

¢ /Applications/Xcode.app/Contents/Shar edFramewor ks/X CBuild.framewor k/Versions/A/Plugl ns/X CBBuildSer vice.bundle/Con
* /Applications/Xcode.app/Contents/Developer/usr/bin/xcodebuild

One Drive - Windows

Alteracdo secundéria:

* C:\*\Users\OneDrive\ (Adicionada a barrainvertida para melhor seguranca)

Citrix Cliente ICA - Windows

Adicéo de:

CSIDL_PROGRAM _FILES\Citrix\User Profile Manager\User ProfileM anager .exe
CSIDL_PROGRAM_FILES\Citrix\Virtual Desktop Agent\Broker Agent.exe
CSIDL_PROGRAM_FILES\Citrix\I CAService\picaSvc2.exe
CSIDL_PROGRAM_FILES\Citrix\I CAService\CpSvc.exe

Motivo: atualizacdo recente das exclusdes sugeridas pela Citrix.
Novas listas criadas:

Windows

¢ Servidor de Provisionamento Citrix
» Conector de nuvem da Citrix

11 de dezembro - 2019
OneDrive - Windows
Adicéo de:
e CSIDL_LOCAL_APPDATAWIcrosoft\OneDrive\OneDrive.exe
Splunk - Windows
Adicéo de:

e CSIDL_PROGRAM _FILE\splunkforwar der\bin\splunk-winevtlog.exe
¢ CSIDL_PROGRAM _FILE\splunkforwarder\bin\splunkd.exe



Splunk - Linux
Adicéo de:

¢ /opt/splunkforwarder/bin/splunk
¢ Jopt/splunk/bin/splunk

Novaslistas criadas:

Azure - Linux

Vagrant - Mac

12 defevereiro - 2020

Padr&o do Microsoft Windows - Windows

Adicéo de:

* C:\Program Files\Cisco\Or bital\osquer yd.exe
* C:\Program Files\Cisco\Or bital\or bital-ampwin.exe

Websense - Windows

Adicéo de:

e [Vérias Unidades]:\Arquivos De Programas*\Websense\

* C:\Program Arquivos (x86)\Ponto de Extremidade W ebsense\W ebsense\dser ui.exe

* C:\Program Filess\Websense\Websense Endpoint\dser ui.exe

* C:\Program Arquivos (x86)\W ebsense\Ponto de Extremidade Websense\EndPointClassifier.exe
* C:\Program Arquivos (x86)\Ponto de Extremidade Websense\W ebsense\Filter SDK \kvoop.exe

* C:\Program Arquivos (x86)\W ebsense\Ponto de Extremidade Websense\wepsvc.exe

Microsoft SQL Server - Windows

Adicéo de:

e CSIDL_PROGRAM_FILESWMicrosoft SQL Server\M SSQL\FTDATA\
e gl

10 dejunho - 2020
M alwar ebytes - Windows

Alteragdo menor:

» C:\ProgramData\M alwar ebytes Agente de Ponto de Extremidade\
* C:\ProgramData\M alwar ebytes\M BAM Ser vice\

Microsoft Office - Windows

Adicdo de:



e C:\Program FilesCommon Arquivos\micr osoft shar ed\Click ToRun\OfficeClick ToRun.exe
1S - Windows
Adicdo de:

* C:\Windows\SyswOW 64\inetsr viw3wp.exe
* C:\Windows\System32\inetsrviw3wp.exe

Altirisda Symantec - Windows
Adicdo de:
* C:\Program Files\Altiris\Altiris Agent\AeXNSAgent.exe
M cAfee - Windows
Adicdo de:
e C:\Program FilesM cAfee\Endpoint Security\Adaptive Threat Protection\mfeatp.exe
Novas listas criadas:

NetScout - Windows

IBM - Windows
15 dejulho - 2020
Controladores de Dominio - Windows

Adico de:
* CSIDL_WINDOWS\System32\dfsr.exe
* CSIDL_WINDOWS\System32\dfsrs.exe

* CSIDL_WINDOWS\System32\dns.exe
e CSIDL_WINDOW S\System32\ntfrs.exe

Equipesda Microsoft - Windows

Adico de:

* CSIDL_LOCAL_APPDATA\M:icrosoft\T eams\current\teams.exe
e CSIDL_LOCAL_APPDATA\MIcrosoft\Teams\update.exe

Novalistacriada

Controle Acima

26 de agosto - 2020

**Devido atestes adicionais, a data de lancamento original foi estendidado dia 19 parao dia 26



Microsoft SQL Server - Windows

Substituindo:

¢ CSIDL_PROGRAM_FILESWMicrosoft SQL Server\M SSQL .1\M SSQL \Binn\SQL Servr.exe

* CSIDL_PROGRAM_FILESWMicrosoft SQL Server\MSSQL.2\0L AP\Bin\M SM DSrv.exe

¢ CSIDL_PROGRAM_FILESWicrosoft SQL Server\M SSQL .3\Reporting
Services\ReportServer\Bin\ReportingSer vicesSer vice.exe

Adicéo de:

¢ CSIDL_PROGRAM_FILESWMicrosoft SQL Server\M SSQL .11\M SSQL \Binn\SQL Servr.exe

* CSIDL_PROGRAM_FILESWicrosoft SQL Server\M SSQL .12\M SSQL\Binn\SQL Servr.exe

¢ CSIDL_PROGRAM_FILESWMicrosoft SQL Server\M SSQL .13\M SSQL \Binn\SQL Servr.exe

* CSIDL_PROGRAM_FILESWicrosoft SQL Server\M SSQL.11\OLAP\Bin\M SMDSrv.exe

¢ CSIDL_PROGRAM_FILESWMicrosoft SQL Server\M SSQL .12\OL AP\Bin\M SMDSrv.exe

* CSIDL_PROGRAM_FILESWicrosoft SQL Server\M SSQL .13\OLAP\Bin\M SMDSrv.exe

* CSIDL_PROGRAM_FILESWMicrosoft SQL Server\M SSQL .11\Reporting
Services\ReportServer\Bin\ReportingSer vicesSer vice.exe

¢ CSIDL_PROGRAM_FILESWMicrosoft SQL Server\M SSQL .12\Reporting
Services\ReportServer\Bin\ReportingSer vicesSer vice.exe

¢ CSIDL_PROGRAM_FILESWMicrosoft SQL Server\M SSQL .13\Reporting
Services\ReportServer\Bin\ReportingSer vicesSer vice.exe

30 de setembro - 2020
Malwar ebytes - Windows

Adicéo de:

* CSIDL_PROGRAM_FILES\M alwar ebytes Anti-M alwar e\mbam.exe
* CSIDL_PROGRAM_FILESX86\M alwar ebytes Anti-M alware\mbam.exe

Guardiao Digital - Mac

Adicéo de:

* /usr/local/dgagent
¢ /dgagent

Nova lista criada

Digital Guardian - Windows
3demarco - 2021
Kaspersky - Windows
Adicéo de:

* CSIDL_PROGRAM_FILESX86\K aspersky L ab\K aspersky Endpoint Security para Windows\avp.exe
* CSIDL_PROGRAM_FILESX86\K aspersky L ab\Networ kAgent\kInagent.exe



SCCM - Windows

Remocéo de:

* WINDOWS\CCM\ServiceData - Caminho Duplicado
* Arquivosde Programas\Microsoft Configuration Manager\EasySetupPayload - Caminho Duplicado

Symantec - Windows
Adicéo de:

* CSIDL_PROGRAM _FILES\Symantec\Endpoint Agent\edpa.exe

* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.4013.4013.105\Bin64\Smc.exe

¢ CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.6608.6300.105\Bin\ccSvcHst.exe
¢ CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7061.6600.105\Bin\ccSvcHst.exe
¢ CSIDL_PROGRAM _FILESX86\Symantec\Symantec Endpoint Protection\12.1.7385.6902.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\

¢ CSIDL_PROGRAM_FILES\Symantec\Endpoint Agent\brkrprcst4.exe

Novas listas criadas

Cisco AnyConnect - Windows

ATP do Microsoft Defender - Windows

30 dejunho - 2021

Padr &o do Microsoft Windows

Adicéo de:

e CSIDL_WINDOW S\System32\GroupPolicy\User\registry.pol
* CSIDL_WINDOWS\System32\GroupPolicy\M achine\registry.pol

Cliente Citrix ICA

Adicéo de:

e CSIDL_PROGRAM_FILES\Citrix\Broker\Service\Broker Service.exe

* CSIDL_PROGRAM_FILES\Citrix\Broker\Service\HighAvailabilityService.exe
¢ CSIDL_PROGRAM _FILES\Citrix\ConfigSync\ConfigSyncService.exe

* CSIDL_PROGRAM_FILESX86\Citrix\I CA Client\

Servidor de Provisionamento Citrix

Remocdo de:

* C:\System32\drivers\CfsDep2.sys
* C:\System32\driver s\CvhdBusP6.sys
* C:\System32\drivers\CVhdMp.sys

Adicéo de:



e CSIDL_WINDOWS\System32\driver s\CfsDep2.sys

* CSIDL_WINDOWS\System32\driver s\CvhdBusP6.sys

e CSIDL_WINDOWS\System32\drivers\CVhdMp.sys

* CSIDL_PROGRAM_FILES\Citrix\Provisioning ServicesBNTFTP.EXE

¢ CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\PVSTSB.EXE

¢ CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\Str eamSer vice.exe
¢ CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\Str eamPr ocess.exe
* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\soapser ver .exe

¢ CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\Inventory.exe

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\Notifier.exe

¢ CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\M gmntDaemon.exe
* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\ BNPXE.exe

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\BNDevice.exe

Novas listas criadas

Commvault - Windows

Gravagdo de sessdes do Citrix - Windows
29 de setembro - 2021
Cisco Webex - Windows

Adico de:

e CSIDL_LOCAL_APPDATA\CiscoSparkL auncher\CiscoCollabHost.exe
e CSIDL_LOCAL_APPDATA\CiscoSpar kL auncher\

e CSIDL_LOCAL_APPDATA\WebEX\WebEx\M eetings_01\atmgr.exe

e CSIDL_LOCAL_APPDATA\WebEX\WebEx\M eetings 02\atmgr.exe

e CSIDL_LOCAL_APPDATA\WebEX\WebEx\M eetings_03\atmgr.exe

e CSIDL_LOCAL_APPDATA\WebEX\WebEx\M eetings 04\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEX\WebEx\M eetings *\

Plano de travamento - Windows
Adicéo de:
¢ CSIDL_PROGRAM_FILES\Coded42\Coded2Service.exe
Plano detravamento - Mac
Adico de:
» /Applications/Coded2.app/Contents/Library/L aunchSer vices/Coded2Ser vice.app/Contents/M acOS/Cod
VMware - Windows
Adicéo de:

 CSIDL_PROGRAM_FILESX86\VMware\VMware DaaS Agent\ser vice\DaaSAgent.exe



23 demarco - 2022
Padr&o do Microsoft Windows
Adico de:
* C:\Windows\System32\Sear chl ndexer .exe
Hyper-V - Windows

Adicéo de:

e CSIDL_COMMON_APPDATAWMicrosoft\Windows\Hyper-V\
e CSIDL_COMMON_DOCUMENTS\Hyper-V\Discos rigidos virtuais\

Microsoft Windows Defender - Windows

Adicéo de:

* *\ProgramData\Microsoft\Windows Defender Advanced Threat Protection\DataCollection\
29 dejunho - 2022
Padr&o do Microsoft Windows
Adicéo de:

e * applocker

Cisco AnyConnect VPN

Adicéo de:

¢ CSIDL_PROGRAM _FILESX86\Cisco\Cisco AnyConnect Secure Mobility Client\acwebhelper.exe
Cisco Webex

Adicéo de:

* C:\Users\*\AppData\l ocal\WebEx\WebEx\M eetings\atmgr .exe
Microsoft OneDrive (anteriormente uma unidade)
Adicéo de:

¢ C:\Users\*\AppDatalL ocal\Micr osoft\OneDrive\OneDrive.exe
Tanium - Windows
Adicdo de:

* C:\Program Files (x86)\Tanium\Tanium End User Notification Tools\bin\end-user-notifications.exe



Servidor de Provisionamento Citrix
Adicéo de:

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\M gmtDaemon.com
Remocéo de:

¢ CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\M gmntDaemon.com
Novas listas criadas

Pesquisa X1 - Windows

Microsoft Intune - Windows
14 de setembro - 2022

Padrao do Microsoft Windows

Adico de:

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\

e CSIDL_PROGRAM _FILESX86\Cisco\Cisco Secur e Client\UI\acumbr ellaagent.exe
¢ CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\UI\acumbr ellaagent.exenscr ypt-pr oxy.exe
* CSIDL_PROGRAM _FILESX86\Cisco\Cisco Secur e Client\NVM\acnvmagent.exe

¢ CSIDL_PROGRAM _FILESX86\Cisco\Cisco Secure Client\vpnagent.exe

e CSIDL_PROGRAM _FILESX86\Cisco\Cisco Secur e Client\achamlogonagent.exe

* CSIDL_PROGRAM _FILESX86\Cisco\Cisco Secure Client\acnamagent.exe

e CSIDL_PROGRAM _FILESX86\Cisco\Cisco Secure Client\UI\csc_ui.exe

* CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CM I D\*\csc_cmid.exe
* CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CM PM\*\csc_pm.exe
* CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\Service\*\csc_cms.exe
* CSIDL_SYSTEM\appidpolicyconverter.exe

Microsoft SQL Server

Expandido paraincluir V. 2019
Adicéo de:

e CSIDL_PROGRAM_FILESWMicrosoft SQL Server\*\M SSQL\Binn\SQL Servr.exe

* CSIDL_PROGRAM_FILESWMicrosoft SQL Server\*\OLAP\Bin\M SMDSrv.exe

e CSIDL_PROGRAM_FILESWMicrosoft SQL Server\*\Reporting
Services\ReportServer\Bin\ReportingSer vicesSer vice.exe

e CSIDL_PROGRAM_FILESWMicrosoft SQL Server\*\Shar ed\SQL Dumper .exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\M S*.*\

* CSIDL_PROGRAM_FILESWMicrosoft SQL Server\*\COM\

* CSIDL_PROGRAM_FILESWMicrosoft SQL Server\*\DTS\

* CSIDL_PROGRAM_FILESWMicrosoft SQL Server\*\Shar ed\

TrendMicro/ Apex One



Adicéo De:

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CCSF\TM CCSF.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\T mPfw.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TmL isten.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\Ntrtscan.exe

¢ CSIDL_PROGRAM_FILESX86\Trend Micro\iServiceiATAS\ATASAgent.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iServiceiAC\ac_bin\TMiACAgentSvc.exe
¢ CSIDL_PROGRAM_FILESX86\Trend Micro\iServiceliES\ESE\ESE Ser viceShell.exe

¢ CSIDL_PROGRAM_FILESX86\Trend Micro\iServicelES\ESE\ESClient.exe

¢ CSIDL_PROGRAM_FILESX86\Trend Micro BM\TMBM SRV .exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TMBM SRV .exe

¢ CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iVP\iVPAgent.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TmSSClient.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\L ogServer.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\Temp\L ogSer ver\L ogSer ver .exe
* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CCSF\module\BES\T msal nstance64.exe
* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CNTAoSMgr.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\PccNTM on.exe

e CSIDL_PROGRAM_FILESX86\Trend Micro\iServiceES\ESE\ESEFramewor kHost.exe
* CSIDL_SYSTEM\ShowM sg.exe

e CSIDL_SYSTEM\dsagent.exe

* bkf

Novas listas criadas
DevOps do Azure - Windows
Outubro - 2022

Até 0 més de outubro, as exclusdes malformadas que foram introduzidas no ambiente do Secure Endpoint durante as iteragdes
anteriores do produto seréo removidas das listas de exclusdo personalizadas. Mais informagdes relacionadas a estainiciativa podem
ser encontradas agui.

14 de dezembro - 2022
Padr&o do Microsoft Windows

Adicéo de:

* C:\Windows\System32\omadmclient.exe
* automaticDestinations-ms

AlteracBes no Back-end - Windows

* csc_ui.exe adicionado a Exclusfes Globais de Prevencéo de Exploracdo para V5 e Controle de Script.

Remoc&o de: desempenho que afeta exclusdes

Novaslistas criadas

1Senha - Windows, Mac, Linux


https://www.cisco.com/c/pt_br/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html

McAfee Trellix SolidCore - Windows

12 de abril - 2023

Padr o do Microsoft Windows
Adicéo de:

o pf
* CSIDL_PROGRAM _FILESX86\Cisco\Cisco Secure Client\acumbr ellaagent.exe

Remocéo de:
e CSIDL_WINDOWS\Softwar eDistribution\Datastor e\L ogs\*.log
* CSIDL_SYSTEM\CatRoot2\

e CSIDL_WINDOWS\Prefetch\
Microsoft Intune

Adicéo de:

* CSIDL_PROGRAM_FILESX86\Microsoft Intune Management
Extension\Microsoft.M anagement.Ser vices.| ntuneWindowsAgent.exe

McAfee Trellix SolidCore

Alteracdo secundéria:

e CSIDL_PROGRAM_FILESX86\McAfee\Palicy Auditor Agent\engineM ain.exe
Cisco Webex
Adico de:
¢ C:\Users\*\AppData\WebEx\WebexHost.exe
Microsoft Defender para MacOS
Adicéo de:
* /Biblioteca/Suporte a aplicativos/Microsoft/Defender/
Microsoft Defender para Linux
Adico de:

¢ /opt/microsoft/mdatp/shin/wdavdaemon
¢ /opt/microsoft/mdatp/

31 demaio - 2023



VEEAM

Adicdo de:

CSIDL_PROGRAM _FILES\Common Files\Veeam\Backup and Replication\Explorers
Recovery Service\Veeam.StandBy.Ser vice.exe

CSIDL_PROGRAM _FILES\Common Files\Veeam\Backup and Replication\M ount
Service\Veeam.Backup.MountService.exe

CSIDL_PROGRAM _FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Broker Service.exe

CSIDL_PROGRAM _FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.CloudService.exe

CSIDL_PROGRAM _FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Exter nallnfrastructure.DbProvider.exe
CSIDL_PROGRAM _FILESX86\Veeam\Backup

Transpor t\Guestl nter action\V SS\V eeamGuestHel per Ctrl.exe
CSIDL_PROGRAM _FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Service.exe

CSIDL_PROGRAM _FILES\Veeam\Backup and Replication\Backup
Catalog\VVeeam.Backup.CatalogDataSer vice.exe

CSIDL_PROGRAM _FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.M anager GCServer .exe
CSIDL_PROGRAM _FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Cdp.Service.exe

CSIDL_PROGRAM _FILES\Veeam\Backup and Replication\Console\veeam.backup.shell.exe
CSIDL_PROGRAM _FILESX86\Veeam\Backup Transport\x64\VeeamAgent.exe
CSIDL_PROGRAM _FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.M anager .exe
CSIDL_WINDOWS\Veeam\Backup\VeeamDeploymentSvc.exe

vbm.temp

flat

VMWare

Adicdo de:

CSIDL_PROGRAM _FILES\Common Files\VMwar é\Scanner Redir ection\ftscanmgr hv.exe
CSIDL_PROGRAM _FILESX86\VMware\VMware Horizon View
Client\ClientService\horizon_client_service.exe



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



