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Introduction

Este documento descreve como configurar um tunel de gerenciamento do Cisco AnyConnect em
um Cisco Firepower Threat Defense (FTD) gerenciado pelo Cisco Firepower Management Center
(FMC). No exemplo abaixo, a Secure Sockets Layer (SSL) € usada para criar a VPN (Virtual
Private Network) entre o FTD e um cliente Windows 10.

Contribuido por Daniel Perez Vertti Vazquez, engenheiro do TAC da Cisco.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:
- Editor de perfis do Cisco AnyConnect

- Configuracao do AnyConnect SSL através do FMC.
- Autenticacao de certificado de cliente

Componentes Utilizados



As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco FTD verséao 6.7.0 (Build 65)

. Cisco FMC versao 6.7.0 (Build 65)

- Cisco AnyConnect 4.9.01095 instalado na maquina Windows 10
The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Informacgdes de Apoio

A partir da versao 6.7, o Cisco FTD suporta a configuragao de tuneis de gerenciamento do
AnyConnect. Isso corrige a solicitacdo de aprimoramento aberta anteriormente CSCvs78215.

O recurso Gerenciamento do AnyConnect permite criar um tunel VPN imediatamente depois que
o endpoint termina sua inicializacdo. Nao ha necessidade de que os usuarios iniciem
manualmente o aplicativo AnyConnect, assim que o sistema é ligado, o servigo do agente
AnyConnect VPN detecta o recurso Management VPN e inicia uma sessdo do AnyConnect
usando a entrada do host definida na lista de servidores do perfil de gerenciamento do
AnyConnect VPN.

Limitacbes

- Somente a autenticagao de certificado do cliente € suportada.

- Somente o Repositorio de Certificados de Maquina € compativel com clientes Windows.
- Nao suportado no Cisco Firepower Device Manager (FDM) CSCvx90058.

- Nao suportado em clientes Linux.

Configurar

Configuragtes
Etapa 1. Criar perfil de VPN de gerenciamento do AnyConnect

Abra o Editor de perfis do AnyConnect para criar o perfil do AnyConnect Management VPN. O
perfil de gerenciamento contém todas as configuragdées usadas para estabelecer o tunel VPN
apos a inicializacao do ponto final.

Neste exemplo, uma entrada da lista de servidores que aponta para Fully Qualified Domain Name
(FQDN) dperezve.jyoung-labdomain.cisco.com é definida e SSL é selecionado como o protocolo
principal. Para adicionar uma Lista de servidores, navegue até Lista de servidores e selecione o
botado Adicionar, preencha os campos obrigatorios e salve as alteragdes.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs78215
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx90058
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Além da lista de servidores, o perfil de gerenciamento VPN deve conter algumas preferéncias
obrigatérias:

- AutomaticCertSelection deve ser definido como true.

- AutoReconnect deve ser definido como verdadeiro.

- AutoReconnectBehavior deve ser configurado para ReconnectAfterResume.

- AutoUpdate deve ser definido como false.

- BlockUntrustServers deve ser definido como verdadeiro.

- CertificateStore deve ser configurado para MachineStore.

- CertificateStoreOverride deve ser definido como true.

- EnableAutomaticServerSelection deve ser definido como false.

- EnableScripting deve ser definido como false.

- RetainVPNOnNLogoff deve ser definido como verdadeiro.
No Editor de perfis do AnyConnect, navegue até Preferences (Parte 1) e ajuste as configuragdes
da seguinte maneira:
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Mobile Policy
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Profile: ...nnect -FTD-Lab\.XML Profile\AnyConnect_Management_Tunnel.xml

[ ] use start Before Logon

[] show Pre-Connect Message

Certificate Store
Windows  Machine

macOs  All
Certificate Store Override
|:| Auto Connect On Start
Minimize On Connect
|:| Local Lan Access
[ ] pisable Captive Portal Detection

Autu Reconnect

Auto Reconnect Behavior

ReconnectAfterResume

[] Auto Update

RSA Secure ID Integration
Automatic b

Windows Logon Enforcement
SingleLocalLogon e

Windows VPN Establishment

AllowRemoteUsers e

[] user controllable

User Controllable
User Controllable
User Controllable
User Controllable
[] user controllable

[] user controllable

[] user controllable

[] user controllable
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Em seguida, navegue até Preferences (Parte 2) e desmarque a op¢ao Disable Automatic
Certificate Selection (Desativar selegdo automatica de certificado).



File Help
4
VPN | Preferences (Part 2)
{3"3; Preferences (Fart 1) | ppofile: . nnect -FTD-Labl.XML Profile\AnyConnect_Management_Tunnel.xml
: Preferences (Part 2) = -
Backup Servers ”~
Certificate Pinning [] Disable Automatic Certificate Selection [ ] user Controllable
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Trusted Servers @ https://<server=[:<port=]
https:/f add
Delete
W
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Etapa 2. Criar perfil de VPN do AnyConnect

Além do perfil de gerenciamento VPN, o perfil normal de AnyConnect VPN precisa ser
configurado. O perfil de VPN do AnyConnect é usado na primeira tentativa de conexao, durante
esta sessao, o perfil de VPN de gerenciamento € baixado do FTD.

Use o Editor de perfis do AnyConnect para criar o perfil de VPN do AnyConnect. Nesse caso,
ambos os arquivos contém as mesmas configuragdes, de modo que o mesmo procedimento pode
ser seguido.

Etapa 3. Carregue o perfil de VPN de gerenciamento do AnyConnect e o perfil de VPN do
AnyConnect para a FMC

Quando os perfis forem criados, a proxima etapa sera carrega-los no FMC como objetos de
arquivo do AnyConnect.

Para fazer o upload do novo perfil de VPN de gerenciamento do AnyConnect para o FMC,
navegue para Objects > Object Management e escolha a op¢gao VPN do sumario e selecione o
botdo Add AnyConnect File.

Fornega um nome para o arquivo, escolha AnyConnect Management VPN Profile como o tipo de
arquivo e salve o objeto.



Edit AnyConnect File

MName:* AnyConnect_Management_Tunnel

File Name:* AnyConnect_Managemaent_Tunnad, xml

File Type:* AnyConnect Management VPN Profile
AnyConnect Client Image
Description: AnyConnect VPN Profile
AnyConnect Management VPN Profile
AMP Enabler Service Profile
Feedback Profile
ISE Posture Profile
NAM Service Profile
Network Visibility Service Profile
Umbrella Roaming Security Profile
Web Security Service Profile

Agora, para fazer o upload do perfil de VPN do AnyConnect, navegue novamente para Objects >
Object Management e escolha a opgao VPN do indice e selecione o botdo Add AnyConnect File.

Fornega um nome para o arquivo, mas desta vez escolha AnyConnect VPN Profile como o tipo de
arquivo e salve o novo objeto.

Edit AnyConnect File

Name: ™ SSL_AnyConnact.xmil

File Name:* SSL_AnyConnact.xml

Flle Type:™® AnyConnect VIN Profile

AnyConnect Client Image
Description: AnyCannect VPN Profile
AnyConnect Management VPN Profile
AMP Enabler Service Profile
Feedback Profile
ISE Posture Profile
NAM Service Profile
Network Visibility Service: Profile
Urnbrella Roaming Security Profile
Web Security Service Profile

Os perfis devem ser adicionados a lista de objetos e marcados como perfil de VPN de
gerenciamento do AnyConnect e perfil de VPN do AnyConnect, respectivamente.
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Etapa 4. Criar politica de grupo

Para criar uma nova Politica de Grupo, navegue para Objetos > Gerenciamento de Objeto e
escolha a opgao VPN do indice e selecione Politica de Grupo e clique no botdo Adicionar Politica
de Grupo.

Quando a janela Adicionar politica de grupo for aberta, atribua um nome, defina um pool do
AnyConnect e abra a guia AnyConnect. Navegue até Profile e selecione o objeto que representa
o perfil normal de AnyConnect VPN no menu suspenso Client Profile.

« = ¢ 0 @ & hitps/ 103112471/ dded/#ObjectManage
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Edit Group Policy

Name:* AnyConnect_Management_Tunnel

Description:

RN vcome JERES

Frofile AnyConnect profiles contains settings for the VPN client functionality and
Management Profile optional features. FTD deploys the profiles during AnyConnect client

ection.

Client Modules SHEEE

S5L Settings Client Profile: S5L_AnyConnect.xml Ll
Connection Settings

Standalone profile editor can be used to create a new or modify existing
AnyConnect profile. You can download the profile editor from Clsco

Software Download Center.

Em seguida, navegue até a guia Management Profile e selecione o objeto que contém o
Management VPN Profile no menu suspenso Management Profile.
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Edit Group Policy

MName:* AnyConnect_Management_Tunnel

Description:

RN vcome: JEREY

Prafile A Management VPN Tunnel ensures connectivity to the corporate network whenever e
Management Profile the endpoint is powered up, even if end-user does not connect over VPN,

Cliant Modules The Management Profile file contains settings for enabling and establishing

SSL Settings Management VPN Tunnel on endpolnt automatically. Standalone Management VPN
Tunnel profile editor can be used to create a new or modify existing profile file. You can

Connection Settings downlead the profile editor from Cisco Software Download Center

Management Profile: AnyConnect_Management_Tunnel ~

Additional configuration:

1. Configure authentication method as "Chent Certificate Only' in the Connection Profile
used for Management VPN tunnel. On the client, configure a valid/trusted machine
certificate for authentication.

2. Configure Split Tunnal to indlude only spacified network(s) In the assaclated Group
Policy.

3. IEIIBDIQ Client Bypass Protocol under Connection Settings in the associated Group
Policy.

Salve as alteragdes para adicionar o novo objeto as Politicas de grupo existentes.
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Etapa 5. Criar nova configuragdo do AnyConnect

A configuragado do AnyConnect SSL no FMC é composta de 4 etapas diferentes. Para configurar
o AnyConnect, navegue para Dispositivos > VPN > Acesso remoto e selecione o botdo Adicionar.
Isso deve abrir o Assistente de Politica de VPN de Acesso Remoto.

Na guia Policy Assignment, selecione o dispositivo FTD em méos, defina um nome para o perfil
de conexao e marque a caixa de selegdo SSL.



pLAUTS-ER Objects AMP  Intel X System Help v dperezve

Dashboards Reporting Summary ¥

Remote Access VPN Policy Wizard

€) Policy Assignme .2} Connection Profile > 3] AnyConnect > 4) Access & Certificate > 5) Summary

Targeted Devices and Protocols

This wizard will guide you through the required minimal steps to configure the Remote Access VPN palicy with ) Before You Start

a new user-defined connection profile.

Before you start, ensure the following
configuration elements to be In place to
complete Remobe Access VPN Policy.

MNama:* AnyConnect_Management_Tunnal
S Authentication Server
cription:
& Configure Bealm or > S

or S50 to authenticate VPN clients.

VEN Brotacols: SssL [ IPsec-IKEV2 AnyConnect Client Package
Make sure you have AnyConnect package

Targeted Devices: Avallable Devices Selected Devices for VPN Client downloaded or you have
the relevant Cisco credentials to download

E 2 frev-dperezve i it during the wizard.

Device Interface
= ftdv-fefimens Interfaces should be already configured on
targeted gdevices so that thay can be used
as a security zone or interface group to

enable VPN access.

Naxt Canceal

Em Perfil de conexao, selecione Somente certificado do cliente como o método de autenticacao.
Esta € a unica autenticacdo suportada para a funcionalidade.

Overview Analy: i Devices ol AMP Intelligence . Deploy System Help v dperezve v

Device Management NAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard

1) Policy Assignment © Connection Profile 3) AnyConnect > 4) Access & Certificate > .5) Summary

Connection Profile:

Connection Profiles specify the tunnel group policies for a WPN connection. These polickes pertaln to creating the tunnel Itself, how AMA Is
accomplished and how addresses are assigned. They also inchede user attributes, which are defined in group palicies.

Connection Profile Name:* AnyConnect_Management_Profile

Authentication, Authorization & Accounting (ARA):
Specify the method of authentication (AR, certificates or both), and the A servers that will be used for VPN connections.

Authentication Method: Client Certificate Only »
Username From Certificate: AAR Only = istinguished Nam.e] a5 username
i SAML
Primary Flald:
Y Chient Certificate Only

Secondary Fleld: Client Certificate & AAA -
Autharization Server: ¥ 9+ ®
Accounting Server: ¥ (RaD

Client Address Assignment:

Client 1P address can be assigned from AMA server, DHCP server and [P address pools. When multiple options are selected, IP address
assignment is tried in the order of AMA server, DHCPF server and 1P address pool.

L1

DHCP Servers

Back Next Cancel

Em seguida, selecione o objeto Diretiva de grupo criado na etapa 3 no menu suspenso Diretiva de
grupo.



Overview Analysis Policies JelUILE Objects  AMP  Intelligence

System Help v dperezve v
Device Managemaent NAT VPMN * Remote Access

QoS Platform Settings FlexCenfig Certificates
Remote Access VPN Policy Wizard

1) Policy Assignment e Connection Profile 3) AnyConnect > 4) Access & Certificate > 5) Summary

Authorization Server: ¥

¥ @

Client Address Assignment:

Client 1P address can be assigned from A server, DHCP server and 1P address pools. When multiple options are selected, IP address
assignment is tried in the order of AAA server, DHCP server and [P address poal,

L o
LI Use DHCP Servers
b Use 1P Address Poals

IPvd Address Pools:  AnyConnect-Pool

IPve Address Pools:

Group Policy:

A group palicy ks a collection of user-orlented sesslon attributes which are assigned to dient when a VPN connection Is established, Select
or create a Group Policy object.

Group Policy: * ¥iw
s AnyConnect_Management_Tunnel =
iy DRtGrpPolicy

w

Back Next Cancel

Na guia AnyConnect selecione o AnyConnect File Object de acordo com o OS (Operating
System, sistema operacional) no endpoint.

Overview Analysis Policies JelUIEER Objects

AMP Intelligence 1
Device Managameant NAT VPN * Ramote Access Qos

Platform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard

1) Policy Assignment > 2) Connection Profile © AnyConnect 4) Access & Certificate > S) Summary

Any i

Depley System Help v dperezve v

t Client packages from Cisco Softwane Download Center
Show Re-order buttons
< AnyConnect File Object Name AnyConnect Client Package Name Operating System

¥ Amypconnectd.9_For_Windows anyconnect-win-4.9.01095-webdeploy-k9.pkd | windows -

Back Next Cancel

No Access & Certificate, especifique o certificado que deve ser usado pelo FTD para investigar
sua identidade para o cliente Windows.

Note: Como os usuarios nao devem interagir com o aplicativo AnyConnect ao usar o recurso

Management VPN, o certificado precisa ser totalmente confiavel e ndo deve imprimir
nenhuma mensagem de aviso.

Note: Para evitar erros de validag&o de certificado, o campo Nome Comum (CN) incluido no

Nome do assunto do certificado deve corresponder ao FQDN definido na Lista de perfis
XML do servidor (Etapa 1 e Etapa 2).



Overview Analysis Policies JlEML-C8 Objects ig , Deploy System Helpv dperezve v

Device Management MAT VPN * Remote Access QoS Flatform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

y Policy Assignment > g} Connection Profile > .3) AnyConnect Q Access & Certificate .5) Summary

Interface groupySecurity Zone:* outside ¥
] Enabie DTLS on member interfaces
Device Certificates
Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access dlients. Select a
certificate which Is used to authenticate the VPN gateway.
Caertificate Enrollment:® SEL_AnyConmect i+ ]
B Ensoll the selected cortificate abject on thi target devices
Access Control for VPN Traffic
Al decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select this option to
bypass decrypled traffic from the Access Control Policy,
B4 Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

Back Naxt Cancel

Finalmente, selecione o botdo Concluir na guia Resumo para adicionar a nova configuragao do
AnyConnect.
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Device Management NAT VPN » Remote Access Qos Platform Settings FlexCanfig Certificates

Remote Access VPN Policy Wizard

y Policy Assignment > g} Connection Profile > 3_:} AnyConnect > 4) Access & Certificate

- t e - T . An Agcess Control rule must be defined to ~
Connection Profile: AnyConnect_Management_Profile allov VPN Eraffic on all targeted devices.

Connection Allas: AnyConnect_Management_Profile @ NAT Exemption
ARA: If NAT is enabled on the targeted devices, you
must define a NAT Policy to exempt VPN
Authentication Mathod: Client Certificate Only traffic.
Username From Certificate: M (Commen Mame) & OU {Organisational Unit) ) DNS Configuration
To resolwe hostname specified in AAA Servers
Authorization Server: or CA Servers, configure DNS using FlexConfio

Poticy on the targeted devices.
Accounting Server: - " .
() Port Configuration
551 will be enabled on port 443,
Please ensure that these ports are not used in
WAT Policy or ather services before depleying
the configuration.

Address Assignment:
Address from AAA: =

DHCP Servers:
Network Interface Configuration

HAddress Pools (IPva): ;{ AnyConnect-Pool Make sure to add interface from targeted
Address Pagls {IPv): devices to SecurltyZone object "outside’
Group Policy: :"-; AnyConnect_Management_Tunnal
AnyConnect Images: | Anyconnectd.9_For_windows
Interface Objects: & outside
Device Certificates: ] SSL_AnyConnect
Back Finish Cancel

Etapa 6. Criar objeto de URL

Navegue até Objects > Object Management e selecione URL no indice. Em seguida, selecione
Add Object (Adicionar objeto) na lista suspensa Add URL (Adicionar URL).

Forneca um nome para o objeto e defina a URL usando o mesmo FQDN/Grupo de usuarios
especificado na Management VPN Profile Server List (Etapa 2). Neste exemplo, a URL deve ser
dperezve.jyoungta-labdomain.cisco.com/AnyConnect_Management_Tunnel.



MNew URL Objects

Nama Management_Tunnel

Description

URL hittps://dperezve. jyoungta-labdoma
Allow Overrides [

Salve as alteragdes para adicionar o objeto a lista de objetos.
Passo 7. Definir alias de URL

Para habilitar o URL Alias na configuragéao do AnyConnect, navegue até Devices > VPN >
Remote Access e clique no icone do lapis para editar.

Em seguida, na guia Perfil de conexao, selecione a configuragdo a mao, navegue até Aliases,
clique no botdo Adicionar e selecione o Objeto de URL na lista suspensa Alias de URL . Verifique
se a caixa de selegao Habilitado esta selecionada.

MLl Device Edit Connection Profile Deploy System Help v dperezve v
Device Management  NAT VPN » Rem

Connection Profile:*  AnyConnect_Management_Tunnel
AnyConnect_Management_" .. } . o |v: ° e |0 caneel |
Enter Description Edit Group Policy

[#] Policy Assignments (1)

Alias N Add URL Alias 7

Incoming users can '* URL Allas: = & s confiured on this device 4]

can be turned on or of 2
& Enablad (@ Management_Tunnel i

SeT— P 78
QK Cancel
URL Alias:
Configure the list of URL alizs which your endpoints can select on web access. If users choose the following URLs,
nwhwmhvﬁwmm

(s )
| o onon s ozvonoswyssay i et seseeon [N |

Salve as alteragdes e implante configuragdes no FTD.

Verificar



Apos a conclusao da implantagdo, uma primeira conexdo manual do AnyConnect com o perfil de
VPN do AnyConnect é necessaria. Durante esta conexao, o Perfil de gerenciamento VPN é
baixado do FTD e armazenado em C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility
Client\Profile\MgmtTun. A partir desse ponto, as conexdes subsequentes devem ser iniciadas
através do perfil de gerenciamento VPN sem nenhuma interagdo do usuario.

Troubleshoot

Para erros de validagao de certificado:

- Certifique-se de que o certificado raiz da autoridade de certificacdo (AC) esta instalado no
FTD.

- Verifique se um certificado de identidade assinado pela mesma AC esta instalado no
Windows Machine Store.

- Certifique-se de que o campo CN esteja incluido no certificado e seja 0 mesmo que o FQDN
definido na Lista de servidores do Perfil de VPN de gerenciamento e FQDN definido no alias
de URL.

Para tunel de gerenciamento nao iniciado:

- Verifique se o perfil de gerenciamento VPN foi baixado e armazenado em
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile\MgmtTun.

- Verifique se o nome do perfil de gerenciamento VPN € VpnMgmtTunProfile.xml.

Para problemas de conectividade, colete o pacote DART e entre em contato com o Cisco TAC
para obter mais pesquisas.
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