Configuragao do SSH com autenticagcao x509
em dispositivos 10S
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Introduction

Este documento descreve como configurar o servidor SSH com o uso de certificados x509v3 em
dispositivos IOS de acordo com o padrao RFC6187.

O Secure Shell Protocol (SSH) fornece autenticagdo mutua, ou seja, cliente e servidor sao
autenticados. Tradicionalmente, o servidor usa o par de chaves publico e privado RSA para
autenticagao. O cliente SSH calcula a soma de verificagdo da chave publica e pergunta ao
administrador se ela é confiavel. O administrador deve exportar a chave publica do roteador com
o uso de método fora de banda e comparar os valores. Na pratica, trata-se de um método
complicado e, muitas vezes, a chave publica € aceite sem verificacdo, o que leva a um risco
potencial de ataques do homem a meio.

O padrao RFC6187 € uma solugao para essa preocupacao, pois fornece um nivel semelhante de
segurancga e experiéncia do usuario ao protocolo TLS (Transport Layer Security) comumente
usado para proteger transmissdes baseadas na Web.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

. infraestrutura de PKI

Componentes Utilizados



As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Roteador CSR 1000v executando |OS-XE versao 16.6.1
. cliente SSH Pragma Fortress

. Servidor OCSP do Windows Server 2016

- lIdentity Services Engine versao 2.1

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Configurar
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Consideragdes sobre implantacdo
- Um O cliente SSH compativel com RFC6187 é necessario para aproveitar o recurso.
- O recurso foi implementado na versao 15.5(2)T do 10S e na verséo 15.5(2)S do IOS-XE.

- O cliente e o servidor SSH negociam os mecanismos de autenticagdo suportados. Todos os
mecanismos de autenticagao anteriormente suportados no dispositivo podem continuar sendo
executados simultaneamente com mecanismos de autenticagao baseados em x509 para
garantir uma transicao suave.

- O administrador pode optar por usar o método de autenticacido baseado em x509 somente
para servidor, somente cliente ou ambos.

- O servidor IOS pode verificar se o certificado apresentado pelo cliente ndo é revogado. Para
isso, 0 banco de dados de certificados revogados € consultado sobre cada conex&o. Isso
permite a revogac¢ao do acesso sem a necessidade de reconfigurar outros dispositivos, caso
a chave privada do certificado esteja comprometida ou o0 acesso de um usuario especifico
precise ser revogado.



- A verificagao de revogacéao é opcional, mas € altamente recomendavel ter a possibilidade de
negar acesso com base em credenciais comprometidas. Outra opgao é executar a
autorizacao para o nome de usuario buscado no certificado no TACACS (Terminal Access
Controller Access Control System, sistema de controle de acesso do controlador de acesso
de terminal) ou no servidor RADIUS. Caso o certificado seja comprometido, a conta pode ser
desativada no servidor externo para impedir 0 acesso com o uso desse certificado.

A autorizagao dos usuarios pode ser executada por servidor externo ou pode ser ignorada
(todos os usuarios com um certificado valido presumivelmente com privilégios para acessar o
dispositivo). O método anterior é usado neste exemplo para simplificar.

- Para verificar com éxito os dados de autenticagcdo da outra parte, o cliente e o servidor sé
precisam confiar em uma autoridade de certificagcdo (AC) comum. Isso significa que somente
o certificado da CA que assinou o certificado do roteador precisa ser instalado no
armazenamento de certificado confiavel do dispositivo cliente.

O certificado fornece informagdes sobre a identidade da outra parte (0 nome comum e o
nome alternativo do assunto sdo normalmente usados para esse fim). O cliente deve
comparar o nome do host ou o nome do endereco IP do servidor fornecido como entrada pelo
administrador com os dados de identidade disponiveis no certificado apresentado. Limita
severamente as oportunidades de ataques de pessoas no meio ou de outras personalidades.

Configuracoes

Configure os parametros AAA. Em um cenario basico (sem servidor de autorizagao externo), a
autorizacao para o nome de usuario buscado do certificado pode ser ignorada.

aaa new node
aaa aut horization network CERT none

Configure um ponto confiavel que armazene o certificado CA e, opcionalmente, o certificado do
roteador.

crypto pki trustpoint SSH

enrol | nent node ra

enroll nment url http://10.1.1.2:80/CertSrv/nscep/ nscep. dl |
seri al - nunber

i p-address 10.0.0.1

subj ect-nanme cn=10.0.0.1

revocati on-check ocsp

ocsp url http://10.1.1.2/ocsp

rsakeypair SSH 2048

aut hori zation list CERT

! The usernane has to be fetched fromthe certificate for accounting and authorizati on purposes.
Mul tiple options are avail abl e.

aut hori zati on usernane subj ect nane comopnnane

Tip: Caso o servidor OCSP esteja inacessivel, o administrador pode optar por n&o permitir
todo o acesso usando a configuracao de verificagdo de revogagéo ocsp ou permitir acesso
sem verificagdo de revogacgao usando verificagdo de revogagéo ocsp none (nao



recomendado).

Configure os mecanismos de autenticagao permitidos usados durante a negociagao do tunel
SSH.

! Alorithms used to authenticate server
ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa

I Acceptable algorithns used to authenticate the client
ip ssh server algorithm authentication publickey password keyboard

I Accept abl e pubkey-based al gorithms used to authenticate the client
ip ssh server algorithm publickey x509v3-ssh-rsa ssh-rsa

Configure o servidor SSH para usar certificados corretos no processo de autenticagao.

ip ssh server certificate profile
I Certificate used by server
server

trustpoint sign SSH

I CA used to authenticate client certificates
user
trustpoint verify SSH

Integragéo (opcional) com o servidor TACACS

Depois que o nome de usuario € buscado do certificado, o IOS pode executar a autorizagao para
esse nome de usuario em relagao ao servidor TACACS. Isso é especialmente util se o servidor
TACACS ja estiver implantado para administragao de dispositivos.

Note: O servidor SSH do I0S nao suporta atualmente encadeamento de métodos de
autenticacgao. Isso significa que se os certificados forem usados para autenticar o usuario, o
servidor TACACS nao podera ser usado para autenticagao de senha. Sé pode ser utilizado
para autorizagao.

Configure o servidor TACACS.

tacacs server |SE
address ipv4 10.1.1.3
key ciscol23

Configure a lista de autorizagao para usar o servidor TACACS.

aaa aut horization network | SE group tacacs+
1. Configurar o ISE (Identity Services Engine). O exemplo de configuracdo pode ser encontrado
em:

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200208-Configure-
ISE-2-0-10S-TACACS-Authentic.html



https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html

2. Configure o perfil TACACS. Parametro adicional cert-application=all precisa ser configurado
para que a autorizagao seja bem-sucedida, navegue para Centros de trabalho > Administragao de
dispositivos > Elementos de politica > Resultados > Perfis TACACS > Adicionar.

Common Tasks

Common Task Type | Shell v
#| Default Privilege 15 (Select 0 to 15)
¥ Maximum Privilege |15 (Select 0 to 15)

Access Control List

Auto Command

Mo Escape (Select true or false)
Timeout Minutes (0-9999)
Idle Time Minutes (0-2999)

Custom Attributes

<+ Add W Trash~ & Edit
Type Name Value
MANDATORY cert-application all

3. Para configurar o conjunto de politicas, navegue para Centros de Trabalho > Administragdo de
Dispositivos > Conjuntos de Politicas de Administragdo de Dispositivos > Adicionar.

+ Authentication Policy

Default Rule (If no match) . Allow Protocols : Default Device Admin and use : All_User ID_Stores

v Authorization Policy

v Exceptions (1)
Local Exceptions
Status  Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles

ra Certificate auth network admins permit_Ivl_15

Verificar



show i p ssh
SSH Enabl ed - version 1.99
Aut henti cati on net hods: publ i ckey, passwor d, keyboar d-i nt

Aut henti cation Publickey Al gorithns: x509v3-ssh-rsa, ssh-

Host key Al gorithms: x509v3-ssh-rsa, ssh-rsa
output truncated ----

show users
Li ne User Host(s) Idle Location
1 vty O adminl idle 00:02:37 192.168. 1. 100

Troubleshoot

eractive
rsa

Essas depuracdes sdo usadas para rastrear sessdes bem-sucedidas:

debug
debug
debug
debug

ip ssh detai

crypto pki transactions
crypto pki nessages
crypto pki validation

Aug 21 20:07:08.717:
! Server identifies

Aug 21 20:07:08.717:
I Cient identifies

Aug 21 20:07:08.771:
Aug 21 20:07:08.771:
hel | man- gr oup14-shal

SSHO:
itself
SSHO:
itself
SSHO: protocol version idis -
SSH2 0: kexinit sent:

starting SSH control proces

sent protoco

kex algo =

I Aut hentication algorithns supported by server

Aug 21 20:07:08.771: SSH2 0: kexinit sent: hostkey alg
Aug 21 20:07:08.772: SSH2 0: kexinit sent: encryption

Aug 21 20:07:08.772: SSH2 0: kexinit sent: mac algo =

shal, hmac- shal- 96

Aug 21 20:07:08.772: SSH2 0: SSH2_MSG KEXINI T sent

Aug 21 20:07:08.915: SSH2 0: SSH2_MSG KEXINI T recei ved
Aug 21 20:07:08.916: SSH2 0: kex: client->server

Aug 21 20:07:08.916: SSH2 0: kex:

I dient chooses authentication algorithm

S

version id SSH 1.99-Ci sco-1.25

SSH 2. 0- Pragma FortressCL 5.0.10. 766

di ffi e-hel |l man- gr oup- exchange-shal, di ffie-

0 = x509v3-ssh-rsa, ssh-rsa
al go = aes128-ctr, aesl92-ctr, aes256-ctr
hmac- sha2- 256, hmac- sha2-512, hrmac-

enc: aes256-ctr nac: hnmac-shal
server->client enc:aes256-ctr mac: hmac-shal

el | man- gr oup- exchange-shal
4096 bits

Aug 21 20:07:08.916: SSH2 0: Using hostkey al go = x509v3-ssh-rsa
Aug 21 20:07:08.916: SSH2 0: Using kex_algo = diffie-h

Aug 21 20:07:08.917: SSH2 0: Mbdul us size established

Aug 21 20:07:08.976: SSH2 0: expecting SSH2_MSG KEX DH GEX_INIT
Aug 21 20:07:09.141: SSH2 0: SSH2 MSG KEXDH INI T received

I Server sends certificate associated with trustpoint "SSH'

Aug 21 20:07:09.208: SSH2 0: Sending Server certificate associated with PKI trustpoint "SSH'
Aug 21 20:07:09.208: CRYPTO PKI: (A003C) Session started - identity selected (SSH)

Aug 21 20:07:09.208: SSH2 0: Got 2 certificate(s) on certificate chain

Aug 21 20:07:09.208: CRYPTO PKI: Rcvd request to end PKlI session A003C

Aug 21 20:07:09.208: CRYPTO PKI: PKI session A003C has ended. Freeing all resources.

Aug 21 20:07:09.209: CRYPTO PKI: unlocked trustpoint SSH, refcount is O

Aug 21 20:07:09.276: SSH2: kex_derive_keys conplete

Aug 21 20:07:09.276: SSH2 0: SSH2_MSG NEWKEYS sent

Aug 21 20:07:09.276: SSH2 0: waiting for SSH2_MSG NEWKEYS

Aug 21 20:07:16.927: SSH2 0: SSH2_MSG NEWKEYS received

Aug 21 20:07:17.177: SSH2 0: Authentications that can continue = publickey, password, keyboar d-
interactive

Aug 21 20:07:17.225: SSH2 0: Using nethod = none

Aug 21 20:07:17.226: SSH2 0: Authentications that can continue = publickey, password, keyboar d-



interactive
Aug 21 20:07:32.305: SSH2 0: Using nmethod = publickey

I Cient sends certificate

Aug 21 20:07:32.305: SSH2 0: Received publickey al go = x509v3-ssh-rsa

Aug 21 20:07:32.305: SSH2 0: Verifying certificate for user 'adm nl' in
SSH2_MSG_USERAUTH_REQUEST

Aug 21 20:07:32.305: SSH2 0: Verifying certificate for user 'adm nl'

Aug 21 20:07:32.306: SSH2 0: Received a chain of 2 certificate

Aug 21 20:07:32.308: SSH2 0: Received 0 ocsp-response

Aug 21 20:07:32.308: SSH2 0: Starting PKlI session for certificate verification
Aug 21 20:07:32.308: CRYPTO PKI: (AO03D) Session started - identity not specified
Aug 21 20:07:32.309: CRYPTO PKI: (A003D) Adding peer certificate

Aug 21 20:07:32.310: CRYPTO PKI: found UPN as admi nl@xanpl e. com

Aug 21 20:07:32.310: CRYPTO PKI: Added x509 peer certificate - (1016) bytes

Aug 21 20:07:32.310: CRYPTO PKI: (AO03D) Adding peer certificate

Aug 21 20:07:32.310: CRYPTO PKI: Added x509 peer certificate - (879) bytes

Aug 21 20:07:32.311: CRYPTO PKI: ip-ext-val: |IP extension validation not required
Aug 21 20:07:32.311: CRYPTO PKI: create new ca_req_context type PKI_VERI FY_CHAI N_CONTEXT, i dent
31

Aug 21 20:07:32.312: CRYPTO PKI: (A003D)validation path has 1 certs

Aug 21 20:07:32.312: CRYPTO PKI: (A003D) Check for identical certs

Aug 21 20:07:32.312: CRYPTO PKI : (A003D) Validating non-trusted cert

Aug 21 20:07:32.312: CRYPTO PKI: (A003D) Create a list of suitable trustpoints

Aug 21 20:07:32.312: CRYPTO PKI: Found a issuer match

Aug 21 20:07:32.312: CRYPTO PKI: (A003D) Suitable trustpoints are: SSH,

Aug 21 20:07:32.313: CRYPTO PKI: (A003D) Attenpting to validate certificate using SSH policy
Aug 21 20:07:32.313: CRYPTO PKI: (A003D) Using SSH to validate certificate

Aug 21 20:07:32.313: CRYPTO PKI: Added 1 certs to trusted chain.

Aug 21 20:07:32.314: CRYPTO PKI: Prepare session revocation service providers

Aug 21 20:07:32.314: CRYPTO PKI: Del eting cached key having key id 30

Aug 21 20:07:32.314: CRYPTO PKI: Attenpting to insert the peer's public key into cache
Aug 21 20:07:32.314: CRYPTO PKl: Peer's public inserted successfully with key id 31

Aug 21 20:07:32.315: CRYPTO PKI: Expiring peer's cached key with key id 31

Aug 21 20:07:32.315: CRYPTO PKI: (A003D) Certificate is verified

! Revocation status is checked

Aug 21 20:07:32.315: CRYPTO PKI: (A003D) Checking certificate revocation
Aug 21 20:07:32.315: OCSP: (A003D) Process OCSP_VALI DATE nessage

Aug 21 20:07:32.315: CRYPTO PKI: (A003D)Starting OCSP revocation check
Aug 21 20:07:32.316: CRYPTO PKI: OCSP server URL is http://10.1.1.2/ocsp
Aug 21 20:07:32.316: CRYPTO PKI: no responder matching this URL; create one!
Aug 21 20:07:32.316: OCSP: (A003D)OCSP Get Response conmand

Aug 21 20:07:32.317: CRYPTO PKI: http connection opened

Aug 21 20:07:32.317: CRYPTO PKI: OCSP send header size 132

Aug 21 20:07:32.317: CRYPTO PKI: sending POST /ocsp HITP/ 1.0

Host: 10.1.1.2

User-Agent: RSA-Cert-C/ 2.0

Content -type: application/ocsp-request

Content -1 ength: 312

Aug 21 20:07:32.317: CRYPTO PKI: OCSP send data size 312

Aug 21 20:07:32.322: OCSP: (A003D)CCSP Parse HTTP Response conmand

Aug 21 20:07:32.322: OCSP: (A003D)OCSP Validate DER Response comrand

Aug 21 20:07:32.322: CRYPTO PKI: OCSP response status - successful.

Aug 21 20: 07:32.323: CRYPTO PKlI: Decodi ng OCSP Response

Aug 21 20:07:32.323: CRYPTO PKI: OCSP decoded status is GOOD.

Aug 21 20:07:32.323: CRYPTO PKI: Verifying OCSP Response

Aug 21 20:07:32.325: CRYPTO PKI: Added 11 certs to trusted chain.

Aug 21 20:07:32.325: ../VIEWRQOOT/ ci sco.conp/ pki _ssl/src/cal provi der/revoke/ ocsp/ocsputil.c(547)
: E_NOT_FOUND : no matching entry found

Aug 21 20:07:32.325: ../VIEWRQOOT/ ci sco.conp/ pki _ssl/src/cal provi der/revoke/ ocsp/ocsputil.c(547)
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CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :

(AO03D) Validating OCSP responder certificate
OCSP Responder cert doesn't need rev check
response signed by a del egated responder

OCSP Response is verified

(AO03D) COCSP revocation check is conplete O

OCSP: destroying OCSP trans el ement

CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTO_PKI

Revocation check is conplete, O

Revocation status = 0

Renmove session revocation service providers
Renmove session revocation service providers
(AO03D) Certificate validated

Popul ate AAA aut h data
Sel ect ed AAA user nane:
Antici pate checking AAA list:
Checki ng AAA aut hori zation

"adm nl'
" CERT'

_AAA: checki ng AAA aut horization (CERT, adminil,

<al | >)

CRYPTO_PKI _AAA: pre-authorization chain validation status (0x400)
CRYPTO_PKI _AAA: post-authorization chain validation status (0x400)

CRYPTQO_PKI :
CRYPTQO_PKI :

CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :

SSH2 0: Verifying certificate for

(A003D) chain cert was anchored to trustpoint

CRYPTO _VALI D_CERT
destroying ca_req_context type PKI_VER FY_CHAI N_CONTEXT, i dent

ca_req_context rel eased

(AO03D) Validation TP is SSH

(AO03D) Certificate validation succeeded
Rcvd request to end PKI session A003D.
PKI session AO03D has ended. Freeing all
user 'admnl'

reso

SSH2 0: Received a chain of 2 certificate
SSH2 0: Received 0 ocsp-response

SSH2 0: Starting PKI

CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :

CRYPTQO_PKI :

CRYPTQO_PKI :
CRYPTO_PKI

CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTO_PKI :
CRYPTO_PKI :
CRYPTO_PKI :
CRYPTO_PKI :
CRYPTO_PKI :
CRYPTO_PKI
CRYPTO_PKI :
CRYPTO_PKI :
CRYPTO_PKI :
QOCSP:
CRYPTO_PKI :
CRYPTO_PKI :
CRYPTO_PKI :
QOCSP:
CRYPTO_PKI :

session for certificate verification
(AOO3E) Session started - identity not specif
(AOO3E) Addi ng peer certificate

found UPN as adm nl@xanpl e. com

Added x509 peer certificate - (1016) bytes
(AOO3E) Addi ng peer certificate

Added x509 peer certificate - (879) bytes

i p-ext-val: | P extension validation not requi

create new ca_req_context type PKI_VER FY_CHAI N_CONTEXT, i dent

(AOO3E) val i dation path has 1 certs

(AOO3E) Check for identical certs

(AO03E) Validating non-trusted cert

(AOO3E) Create a list of suitable trustpoints
Found a issuer natch

(AOO3E) Suitable trustpoints are: SSH,
(AOO3E) Attenpting to validate certificate us
(AOO3E) Using SSH to validate certificate
Added 1 certs to trusted chain.

Prepare session revocation service providers
Del eti ng cached key having key id 31
Attenpting to insert the peer's public key in

Expiring peer's cached key with key id 32
(AOO3E) Certificate is verified
(AOO3E) Checking certificate revocation

(AOO3E) Process OCSP_VALI DATE nessage

(AOO3E) Starting OCSP revocation check
OCSP server URL is http://10.1.1.2/ocsp
no responder matching this URL; create one!

(AOO3E) OCSP Get Response conmand

http connecti on opened

SSH, and chain

urces.

ied

red

ing SSH policy

to cache

:Peer's public inserted successfully with key id 32



Aug 21 20:07:32.406: CRYPTO PKI: OCSP send header size 132
Aug 21 20:07:32.406: CRYPTO PKl: sending POST /ocsp HTTP/ 1.0
Host: 10.1.1.2

User-Agent: RSA-Cert-C/ 2.0

Content -type: application/ocsp-request

Content -1 ength: 312

Aug 21 20:07:32.406: CRYPTO PKI: OCSP send data size 312

Aug 21 20: 07:32.409: OCSP: (AO003E)CCSP Parse HTTP Response conmand

Aug 21 20:07:32.410: OCSP: (AO003E)OCSP Validate DER Response comrand

Aug 21 20:07:32.410: CRYPTO PKI: OCSP response status - successful.

Aug 21 20: 07:32.410: CRYPTO PKI: Decodi ng OCSP Response

Aug 21 20:07:32.411: CRYPTO PKI: OCSP decoded status is GOOD.

Aug 21 20:07:32.411: CRYPTO PKI: Verifying OCSP Response

Aug 21 20:07:32.413: CRYPTO PKI: Added 11 certs to trusted chain.

Aug 21 20:07:32.413: ../ VI EWROOT/ ci sco. conp/ pki _ssl/src/cal provi der/revoke/ ocsp/ ocsputil.c(547)
E NOT_FOUND : no matching entry found

Aug 21 20:07:32.413: ../ VI EWROOT/ ci sco. conp/ pki _ssl/src/cal provi der/revoke/ ocsp/ ocsputil.c(547)
E NOT_FOUND : no matching entry found

Aug 21 20:07:32.414: CRYPTO PKI: (AOO3E) Validating OCSP responder certificate

Aug 21 20:07:32.415: CRYPTO PKI: OCSP Responder cert doesn't need rev check

Aug 21 20:07:32.415: CRYPTO PKI: response signed by a del egated responder

Aug 21 20:07:32.416: CRYPTO PKI: OCSP Response is verified

Aug 21 20:07:32.416: CRYPTO PKI: (AOO3E) OCSP revocation check is conplete O

Aug 21 20:07:32.416: OCSP: destroying OCSP trans el ement

Aug 21 20:07:32.416: CRYPTO PKlI: Revocation check is conplete, 0O

Aug 21 20:07:32.416: CRYPTO PKI: Revocation status = 0

Aug 21 20:07:32.416: CRYPTO PKI: Renove session revocation service providers

Aug 21 20:07:32.416: CRYPTO PKI: Renove session revocation service providers

Aug 21 20:07:32.416: CRYPTO PKI: (AOO3E) Certificate validated

Aug 21 20:07:32.417: CRYPTO_ PKI: Popul ate AAA auth data

Aug 21 20:07:32.417: CRYPTO PKl: Sel ected AAA usernane: 'adm nl'

Aug 21 20:07:32.417: CRYPTO PKI: Anticipate checking AAA list: 'CERT

Aug 21 20:07:32.417: CRYPTO_ PKI: Checki ng AAA authorization

Aug 21 20:07:32.417: CRYPTO_PKI _AAA: checking AAA authorization (CERT, adninl, <all>)

Aug 21 20:07:32.417: CRYPTO_PKI _AAA: pre-authorization chain validation status (0x400)

Aug 21 20:07:32.417: CRYPTO_PKI _AAA: post-authorization chain validation status (0x400)

Aug 21 20:07:32.417: CRYPTO PKI: (AOO3E)chain cert was anchored to trustpoint SSH, and chain

validation result was: CRYPTO VALID CERT

Aug 21 20:07:32.417: CRYPTO PKI: destroying ca_req_context type PKI_VERI FY_CHAI N_CONTEXT, i dent

32, ref count 1

Aug 21 20:07:32.417: CRYPTO PKI: ca_reqg_context rel eased

Aug 21 20:07:32.417: CRYPTO PKI: (AOO3E) Validation TP is SSH

Aug 21 20:07:32.417: CRYPTO PKI: (AOO3E) Certificate validation succeeded

Aug 21 20:07:32.418: CRYPTO PKI: Rcvd request to end PKI session AOO3E.

Aug 21 20:07:32.418: CRYPTO PKI: PKI session AOO3E has ended. Freeing all resources.

Aug 21 20:07:32.418: SSH2 0: Verifying signature for user 'adm nl' in SSH2_MSG USERAUTH REQUEST

Aug 21 20:07:32.418: SSH2 0: Received a chain of 2 certificate

Aug 21 20:07:32.418: SSH2 0: Received 0 ocsp-response

Aug 21 20:07:32.418: CRYPTO PKI: found UPN as adm nl@xanpl e. com

I Certificate status verified successfully
Aug 21 20:07:32.419: SSH2 0: Cdient Signature verification PASSED

Aug 21 20:07:32.419: SSH2 0: Certificate authentication passed for user 'adm nl'

Aug 21 20:07:32.419: SSH2 0: authentication successful for adm nl

Aug 21 20:07:32.470: SSH2 0: channel open request

Aug 21 20:07:32.521: SSH2 0: pty-req request

Aug 21 20:07:32.521: SSH2 0: setting TTY - requested: height 25, width 80; set: height 25, wdth
80

Aug 21 20:07:32.570: SSH2 0: shell request

Aug 21 20:07:32.570: SSH2 0: shell nessage received

Aug 21 20:07:32.570: SSH2 0: starting shell for vty

Aug 21 20:07:32.631: SSH2 0: channel w ndow adj ust message received 8



Caso o certificado para admin1 tenha sido revogado:

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

certifi

21
21
21
21
21
21
21
21
21

19:
19:
19:
19:
19:
19:
19:
19:
19:

39:
39:
39:
39:
39:
39:
39:
39:
39:

52.
52.
52.
52.
52.
52.
52.
52.
52.
cate (SN
Aug 21 19:39:52.

081: CRYPTO_PKI: OCSP Response is verified

081: CRYPTO PKI: (A0024) OCSP revocation check is complete O

082: OCSP: destroying OCSP trans el ement

082: CRYPTO_PKI: Revocation check is conmplete, O

082: CRYPTO PKI: Revocation status =1

082: CRYPTO PKI: Renobve session revocation service providers

082: CRYPTO PKI: Renobve session revocation service providers

082: CRYPTO PKI: (A0024) Certificate revoked

082: 9PKI - 3- CERTI FI CATE_REVOKED: Certificate chain validation has failed. The
750000001B78DA4CC0078DECO700000000001B) is revoked

082: CRYPTO_PKI: (A0024)chain cert was anchored to trustpoint Unknown, and chain

validation result was: CRYPTO CERT_REVOKED
Aug 21 19:39:52.082: CRYPTO PKI: destroying ca_req_context type PKI_VERI FY_CHAI N_CONTEXT, i dent

18,

ref count

1

Aug 21 19:39:52.082: CRYPTO PKI: ca_reqg_context rel eased
Aug 21 19:39:52.083: CRYPTO PKI: (A0024) Certificate validation failed

Informagdes Relacionadas

- Guia de configuragao de PKI:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-
15-mt-book.html

- TACACS no exemplo de configuragao do ISE:
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200208-
Configure-ISE-2-0-10S-TACACS-Authentic.html

- Suporte Técnico e Documentacao - Cisco Systems



/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html
https://www.cisco.com/c/pt_br/support/index.html
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