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Informacdes Relacionadas

Introduction

A Parte | deste relatério técnico abordou as informacdes do cenario de Criptografia da Camada de
Rede e a configuracao basica de Criptografia da Camada de Rede. Esta parte do documento
aborda a Seguranca IP (IPSec) e o Internet Security Association and Key Management Protocol
(ISAKMP).

O IPSec foi introduzido no Cisco IOS® Software Release 11.3T. Ele fornece um mecanismo para
transmissao segura de dados e consiste em ISAKMP/Oakley e IPSec.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados
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As informagdes neste documento sao baseadas nas versdes de software e hardware:

- Software Cisco |0S versao 11.3(T) e posterior

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Para obter mais informacgdes sobre convengdes de documento, consulte as Convencdes de dicas
técnicas Cisco.

Informacdes e configuracdo do plano de fundo da criptografia da
camada de rede

Definigcoes

Esta secao define os termos relacionados usados neste documento.

- Autenticagdo: A propriedade de saber que os dados recebidos sao realmente enviados pelo
remetente reivindicado.

- Confidencialidade: A propriedade de comunicar para que os destinatarios desejados saibam
o que esta sendo enviado, mas as partes nao desejadas ndo podem determinar o que esta
sendo enviado.

- Padrao de criptografia de dados (DES): O DES utiliza um método de chave simétrica,
também conhecido como método de chave secreta. Isso significa que, se um bloco de dados
for criptografado com a chave, o bloco criptografado devera ser descriptografado com a
mesma chave, de modo que tanto o criptografador quanto o descriptografador devem usar a
mesma chave. Embora o método de criptografia seja conhecido e bem publicado, o melhor
meétodo de ataque publicamente conhecido € através da forca bruta. As chaves devem ser
testadas em relacéo aos blocos criptografados para ver se podem resolvé-las corretamente.
A medida que os processadores se tornam mais poderosos, a vida natural do DES esta se
aproximando do fim. Por exemplo, um esfor¢co coordenado usando poder de processamento
sobressalente de milhares de computadores na Internet € capaz de encontrar a chave de 56
bits para uma mensagem codificada por DES em 21 dias.O DES é validado de cinco em
cinco anos pela Agéncia de Seguranga Nacional dos EUA (NSA) para cumprir os objetivos do
governo dos EUA. A atual aprovacao expira em 1998 e a NSA indicou que n&o ira renovar a
certificacdo DES. Além do DES, ha outros algoritmos de criptografia que também nao tém
nenhum ponto fraco conhecido além dos ataques de forga bruta. Para mais informacoes, ver
DES FIPS 46-2 do National Institute of Standards and Technology (NIST) .

- Descriptografia: A aplicagcéo reversa de um algoritmo de criptografia para dados
criptografados, restaurando, assim, esses dados em seu estado original e nao criptografado.

- DSS e DSA (Digital Signature Algorithm Algoritmo de Assinatura Digital): O DSA foi publicado
pelo NIST no Digital Signature Standard (DSS), que faz parte do projeto Capstone do
governo dos EUA. O DSS foi selecionado pela NIST, em cooperagao com a NSA, para ser o
padrao de autenticacao digital do governo dos EUA. O padréao foi emitido em 19 de maio de
1994.
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- Criptografia: A aplicagdo de um algoritmo especifico aos dados de forma a alterar a aparéncia

dos dados tornando-os incompreensiveis para quem nao esta autorizado a ver as
informagdes.

- Integridade: A propriedade de assegurar que os dados sejam transmitidos da origem para o

destino sem alteracdo nao detectada.

Nao-repudio: A propriedade de um receptor ser capaz de provar que o remetente de alguns
dados realmente enviou os dados, mesmo que o remetente possa posteriormente desejar
negar ter enviado esses dados.

Criptografia de chave publica: A criptografia tradicional baseia-se no remetente e no receptor
de uma mensagem que sabe e usa a mesma chave secreta. O remetente usa a chave
secreta para criptografar a mensagem e o receptor usa a mesma chave secreta para
descriptografa-la. Esse método € conhecido como "chave secreta" ou "criptografia simétrica".
A questao principal é fazer com que o remetente e o receptor concordem com a chave
secreta sem que ninguém mais descubra. Se estiverem em locais fisicos separados, eles
devem confiar em um correio, ou um sistema telefénico, ou em algum outro meio de
transmissao para evitar que a divulgacao da chave secreta seja comunicada. Qualquer
pessoa que ouga ou intercepte a chave em transito pode posteriormente ler, modificar e forjar
todas as mensagens criptografadas ou autenticadas usando essa chave. A geragao,
transmissao e armazenamento de chaves é chamada de gerenciamento principal; todos os
sistemas criptografados devem lidar com problemas importantes de gerenciamento. Como
todas as chaves em um sistema de criptografia de chave secreta devem permanecer
secretas, a criptografia de chave secreta frequentemente tem dificuldade em fornecer
gerenciamento de chave seguro, especialmente em sistemas abertos com um grande numero
de usuarios.O conceito de criptografia de chave publica foi introduzido em 1976 por Whitfield
Diffie e Martin Hellman para resolver o principal problema de gerenciamento. No seu
conceito, cada pessoa recebe um par de chaves, uma chamada chave publica e outra
chamada chave privada. A chave publica de cada pessoa € publicada enquanto a chave
privada é mantida em segredo. A necessidade de o emissor e o receptor compartilharem
informacodes secretas € eliminada e todas as comunicagdes envolvem apenas chaves
publicas, e nenhuma chave privada é transmitida ou compartilhada. Nao € mais necessario
confiar em algum canal de comunicagao para se proteger contra escutas ou trai¢gdes. O unico
requisito € que as chaves publicas sejam associadas a seus usuarios de maneira confiavel
(autenticada) (por exemplo, em um diretério confiavel). Qualquer pessoa pode enviar uma
mensagem confidencial simplesmente usando informagdes publicas, mas a mensagem so6
pode ser descriptografada com uma chave privada, que esta na posse exclusiva do
destinatario desejado. Além disso, a criptografia de chave publica pode ser usada nao
apenas para privacidade (criptografia), mas também para autenticacao (assinaturas digitais).

- Assinaturas digitais de chave publica: Para assinar uma mensagem, uma pessoa realiza uma

computacao envolvendo sua chave privada e a propria mensagem. A saida € chamada de
assinatura digital e € anexada a mensagem, que € enviada em seguida. Uma segunda
pessoa verifica a assinatura executando um calculo envolvendo a mensagem, a assinatura
pretendida e a chave publica da primeira pessoa. Se o resultado se mantiver adequadamente
numa relagdo matematica simples, a assinatura é verificada como sendo genuina. Caso
contrario, a assinatura pode ser fraudulenta ou a mensagem pode ter sido alterada.
Criptografia de chave publica: Quando uma pessoa deseja enviar uma mensagem secreta
para outra pessoa, a primeira pessoa procura a chave publica da segunda em um diretério, a
usa para criptografar a mensagem e a envia. A segunda pessoa, entédo, usa sua chave
privada para descriptografar a mensagem e lé-la. Ninguém ouvindo pode descriptografar a



mensagem. Qualquer pessoa pode enviar uma mensagem criptografada para a segunda
pessoa, mas apenas a segunda pessoa pode |é-la. Claramente, um requisito € que ninguém
pode descobrir a chave privada a partir da chave publica correspondente.

- Analise de trafego: A analise do fluxo de trafego de rede com o objetivo de deduzir
informacodes uteis para um adversario. Exemplos dessas informacdes sao a frequéncia de
transmissao, as identidades das partes de conversacgao, os tamanhos dos pacotes, os
Identificadores de fluxo usados, etc.

IPSec e ISAKMP

Esta parte do documento abrange IPSec e ISAKMP.

O IPSec foi introduzido no Cisco I0S Software Release 11.3T. Ele fornece um mecanismo para
transmissao segura de dados e consiste em ISAKMP/Oakley e IPSec.

Protocolo IPSec

O protocolo IPSec (RFC 1825) fornece criptografia da camada de rede IP e define um novo
conjunto de cabecgalhos a serem adicionados aos datagramas IP. Esses novos cabecalhos sao
colocados apds o cabegalho IP e antes do protocolo da camada 4 (geralmente TCP ou UDP).
Eles fornecem informagdes para proteger o payload do pacote IP, conforme descrito abaixo:

O Cabecalho de Autenticagao (AH - Authentication Header) e o Payload de Seguranga de
Encapsulamento (ESP - Encapsulating Security Payload) podem ser usados separadamente ou
em conjunto, embora para a maioria dos aplicativos apenas um deles seja suficiente. Para ambos
os protocolos, o IPSec nao define os algoritmos de segurancga especificos a serem usados, mas
fornece uma estrutura aberta para a implementagao de algoritmos padrao do setor. Inicialmente,
a maioria das implementacgdes de IPSec suporta MD5 de RSA Data Security ou Secure Hash
Algorithm (SHA), conforme definido pelo governo dos EUA para integridade e autenticagao. O
DES é atualmente o algoritmo de criptografia em massa mais comumente oferecido, embora os
RFCs estejam disponiveis que definem como usar muitos outros sistemas de criptografia,
incluindo IDEA, Blowfish e RC4.

- AH (consulte REC 1826 )O AH é um mecanismo para fornecer forte integridade e
autenticagao para datagramas IP. Ele também pode fornecer ndo-repudio, dependendo do
algoritmo criptografico usado e de como a chaveamento é executada. Por exemplo, o uso de
um algoritmo de assinatura digital assimétrico, como RSA, pode fornecer ndo-repudio. A
confidencialidade e a proteg¢ao contra a analise do trafego néo sao fornecidas pelo AH. Os
usuarios que precisam de confidencialidade devem considerar o uso do IP ESP, em vez ou
em conjunto com o AH. O AH pode aparecer apds qualquer outro cabegalho que seja
examinado em cada salto e antes de qualquer outro cabegalho que ndo seja examinado em
um salto intermediario. O cabegalho IPv4 ou IPv6 imediatamente anterior ao AH contera o
valor 51 no campo Next Header (Préximo cabecalho) (ou Protocolo).

- ESP (consulte REC 1827 )O ESP pode aparecer em qualquer lugar apds o cabegalho IP e
antes do protocolo final da camada de transporte. A Internet Assigned Numbers Authority
atribuiu o numero 50 ao ESP. O cabecalho imediatamente anterior a um cabecalho ESP
sempre contém o valor 50 em seu campo Next Header (Préximo cabegalho) (IPv6) ou
Protocol (IPv4). O ESP consiste em um cabecalho nao criptografado seguido de dados
criptografados. Os dados criptografados incluem os campos de cabegalho ESP protegidos e
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os dados de usuario protegidos, que sao um datagrama IP inteiro ou um quadro de protocolo
de camada superior (como TCP ou UDP).O IP ESP busca fornecer confidencialidade e
integridade criptografando dados a serem protegidos e colocando os dados criptografados na
parte de dados do IP ESP. Dependendo dos requisitos de seguranga do usuario, esse
mecanismo pode ser usado para criptografar um segmento da camada de transporte (como
TCP, UDP, ICMP, IGMP) ou um datagrama IP inteiro. O encapsulamento dos dados
protegidos é necessario para fornecer confidencialidade para todo o datagrama original. O
uso desta especificagdo aumentara os custos de processamento do protocolo IP em sistemas
participantes e também aumentara a laténcia de comunicag&do. O aumento da laténcia se
deve principalmente a criptografia e descriptografia necessarias para cada datagrama IP que
contém um ESP.No modo de tunel ESP, o datagrama IP original é colocado na parte
criptografada do ESP e todo o quadro ESP é colocado dentro de um datagrama com
cabecalhos IP nao criptografados. As informacgdes nos cabecalhos IP nao criptografados sao
usadas para rotear o datagrama seguro da origem para o destino. Um cabecalho de
roteamento IP n&o criptografado pode ser incluido entre o cabecalho IP e 0 ESP.Esse modo
permite que um dispositivo de rede, como um roteador, atue como um proxy IPSec. Ou seja,
o roteador executa a criptografia em nome dos hosts. O roteador da origem criptografa
pacotes e os encaminha pelo tunel IPSec. O roteador do destino descriptografa o datagrama
IP original e 0 encaminha para o sistema de destino. A principal vantagem do modo de tunel
€ que os sistemas finais nao precisam ser modificados para aproveitar os beneficios da
segurancga IP. O modo de tunel também protege contra a analise de trafego; com o modo de
tunel, um invasor s6 pode determinar os terminais do tunel e ndo a verdadeira origem e
destino dos pacotes encapsulados, mesmo que sejam 0s mesmos que os terminais do tunel.
Conforme definido pela IETF, o modo de transporte de IPSec sé pode ser usado quando os
sistemas de origem e de destino entendem o IPSec. Na maioria dos casos, vocé implanta o
IPSec com o0 modo de tunel. Isso permite que vocé implemente o IPSec na arquitetura de
rede sem modificar o sistema operacional ou quaisquer aplicativos em seus PCs, servidores
e hosts.No modo de transporte ESP, o cabecgalho ESP é inserido no datagrama IP
imediatamente antes do cabecalho do protocolo da camada de transporte (como TCP, UDP
ou ICMP). Nesse modo, a largura de banda é conservada porque ndo ha cabegalhos IP
criptografados ou op¢des IP.Somente o payload IP é criptografado e os cabecgalhos IP
originais permanecem intactos. Esse modo tem a vantagem de adicionar apenas alguns
bytes a cada pacote. Também permite que os dispositivos na rede publica vejam a origem e o
destino finais do pacote. Esse recurso permite habilitar o processamento especial (por
exemplo, qualidade de servigo) na rede intermediaria com base nas informagdes no
cabecalho IP. No entanto, o cabegalho da Camada 4 sera criptografado, limitando o exame
do pacote. Infelizmente, ao passar o cabegalho IP no modo limpo, 0 modo de transporte
permite que um invasor realize alguma analise de trafego. Por exemplo, um invasor pode ver
quando um CEO enviou muitos pacotes para outro CEO. No entanto, o invasor sé saberia
que os pacotes IP foram enviados; o invasor ndo poderia determinar se ele era um e-mail ou
outro aplicativo.

ISAKMP/Oakley

Embora o IPSec seja o protocolo real que protege os datagramas IP, o ISAKMP é o protocolo que
negocia a politica e fornece uma estrutura comum para gerar chaves que os pares de IPSec
compartilham. Nao especifica quaisquer detalhes da gestao de chaves ou da troca de chaves e
nao esta vinculado a nenhuma técnica de geragao de chaves. Dentro do ISAKMP, a Cisco usa o



Oakley para o protocolo de troca de chaves. Oakley permite escolher entre cinco grupos
"conhecidos". O Cisco I0S suporta o grupo 1 (uma chave de 768 bits) e o grupo 2 (uma chave de
1024 bits). O suporte para o grupo 5 (uma chave de 1536 bits) foi introduzido no Cisco IOS
Software Release 12.1(3)T.

ISAKMP/Oakley cria um tunel seguro e autenticado entre duas entidades e negocia a associagao
de segurancga para IPSec. Esse processo exige que as duas entidades se autentiquem entre si e
estabelegcam chaves compartilhadas.

As duas partes devem ser autenticadas uma para a outra. ISAKMP/Oakley suporta varios
meétodos de autenticacdo. As duas entidades devem concordar com um protocolo de autenticagao
comum por meio de um processo de negociagao usando assinaturas RSA, protocolos
criptografados RSA ou chaves pré-compartilhadas.

Ambas as partes devem ter uma chave de sessao compartilhada para criptografar o tunel
ISAKMP/Oakley. O protocolo Diffie-Hellman é usado para concordar com uma chave de sesséo
comum. A troca é autenticada conforme descrito acima para proteger contra ataques "man-in-the-
middle".

Essas duas etapas, autenticacao e trocas de chaves, criam a associagao de sessao
ISAKMP/Oakley (SA), que € um tunel seguro entre os dois dispositivos. Um lado do tunel oferece
um conjunto de algoritmos; o outro lado deve aceitar uma das ofertas ou rejeitar a conexao
inteira. Quando os dois lados concordam em quais algoritmos usar, eles devem derivar material
chave para usar para IPSec com AH, ESP ou ambos.

O IPSec usa uma chave compartilhada diferente de ISAKMP/Oakley. A chave compartilhada de
IPSec pode ser derivada usando Diffie-Hellman novamente para garantir o perfeito sigilo de
encaminhamento ou atualizando o segredo compartilhado derivado do intercambio Diffie-Hellman
original que gerou a SA ISAKMP/Oakley ao hash com numeros pseudo-aleatérios (nonces). O
primeiro método oferece maior seguranga, mas € mais lento. Na maioria das implementacgdes, é
usada uma combinacgao dos dois métodos. Ou seja, Diffie-Hellman € usado para a primeira troca
de chaves, e entdo a politica local determina quando usar Diffie-Hellman ou apenas uma
atualizagao de chave. Depois que isso for concluido, a SA do IPSec sera estabelecida.

As assinaturas RSA e os protocolos criptografados RSA exigem a chave publica do peer remoto e
também exigem que o peer remoto tenha sua chave publica local. As chaves publicas sao
trocadas em ISAKMP na forma de certificados. Estes certificados sao obtidos através da inscricao
na Autoridade de Certificacdo (AC). Atualmente, se ndao houver certificado no roteador, o ISAKMP
nao negocia as assinaturas RSA do conjunto de protegao.

Os roteadores Cisco ndo criam certificados. Os roteadores criam chaves e solicitam certificados
para essas chaves. Os certificados, que vinculam as chaves dos roteadores as suas identidades,
sao criados e assinados pelas autoridades de certificado. Esta € uma fungdo administrativa, e a
autoridade de certificagdo sempre exige algum tipo de verificagdo de que os usuarios sdo quem
dizem ser. Isso significa que vocé nao pode apenas criar novos certificados instantaneamente.

As maquinas comunicantes trocam certificados preexistentes que obtiveram das autoridades de
certificacao. Os certificados em si sao informacgoes publicas, mas as chaves privadas
correspondentes devem estar disponiveis para qualquer pessoa que queira usar um certificado
para provar a identidade. Mas também tém de ser mantidos em segredo de qualquer pessoa que
nao possa usar essa identidade.

Um certificado pode identificar um usuario ou uma maquina. Depende da implementacgao. A



maioria dos sistemas antigos provavelmente usa um certificado para identificar uma maquina. Se
um certificado identificar um usuario, a chave privada correspondente a esse certificado deve ser
armazenada de forma que outro usuario na mesma maquina nao possa usa-la. Isso geralmente
significa que a chave é mantida criptografada ou que a chave € mantida em um cartao inteligente.
O caso de chave criptografada provavelmente sera mais comum em implementacdes anteriores.
Em ambos os casos, o usuario geralmente precisa inserir uma frase secreta sempre que uma
chave é ativada.

Observagao: ISAKMP/Oakley usa a porta UDP 500 para negociagdo. O AH contém 51 no campo
Protocolo e o ESP contém 50 no campo Protocolo. Certifique-se de que nao esta filtrando esses
itens.

Para mais informagdes sobre a terminologia utilizada neste relatério técnico, consulte a segéo
Definicdes.

Configuragao de criptografia da camada de rede do Cisco 10S
para IPSec e ISAKMP

O exemplo de funcionamento das configuragcdes do Cisco IOS neste documento veio diretamente
dos roteadores do laboratério. A Unica alteragao feita a eles foi a remocgao de configuragdes de
interface nao relacionadas. Todo o material aqui veio de recursos livremente disponiveis na
Internet ou na segao Informacgdes Relacionadas no final deste documento.

Exemplo 1: Chaves pré-compartilhadas ISAKMP

A autenticacao através de chaves pré-compartilhadas é uma alternativa de chave nao publica.
Usando esse método, cada peer compartilha uma chave secreta que foi trocada fora da banda e
configurada no roteador. A capacidade de cada lado demonstrar conhecimento desse segredo
(sem menciona-lo explicitamente) autentica a troca. Esse método € adequado para pequenas
instalagdes, mas tem problemas de dimensionamento. Uma chave pré-compartilhada de "chave
compartilhada" é usada abaixo. Se os hosts compartilharem chaves pré-compartilhadas com base
em endereco, eles devem usar sua identidade de endereco, que é o padrao no Cisco I0S
Software, de modo que ele nao seja exibido na configuragao:

crypto isakmp identity address

Observagao: ha situagdes em que o ISAKMP ndo pode estabelecer politicas e chaves para o
IPSec. Se nao houver certificado definido no roteador e houver apenas métodos de autenticagcéo
baseados em chave publica na politica ISAKMP, ou se nao houver certificado e nenhuma chave
pré-compartilhada para o peer (compartilhada diretamente pelo endereco ou por um nome de
host configurado com esse endereco), o ISAKMP nao podera negociar com o peer e o IPSec néo
funcionara.

O grafico a seguir representa o diagrama de rede para essa configuragao.
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Aqui estao as configuragdes para dois roteadores (um Cisco 2511 e um Cisco 2516) back-to-back
com autenticagao IPSec e ISAKMP com base em uma chave pré-compartilhada. As linhas de
comentario sdo indicadas por um ponto de exclamagao como o primeiro caractere e sao
ignoradas se inseridas no roteador. Na configuragao abaixo, os comentarios precedem certas
linhas de configuragao para descrevé-las.

Configuragao do Cisco 2511

cl-2513-2A#write terminal
Building configuration...

Current configuration:

!

version 11.3

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

1

hostname cl1-2513-2A

!

!--- Override the default policy and use !--- preshared
keys for authentication. crypto isakmp policy 1
authentication pre-share group 2 ! !--- Define our
secret shared key so !--- you do not have to use RSA
keys. crypto isakmp key sharedkey address 20.20.20.20 !
!--- These are the authentication and encryption !---
settings defined for "auth2", !--- which is later
applied to the crypto map. crypto ipsec transform-set
auth2 esp-des esp-sha-hmac ! !--- The crypto map where
you define your peer, !--- transform auth2, and your
access list. crypto map test 10 ipsec-isakmp set peer
20.20.20.20 set transform-set auth2 match address 133 !
interface Ethernet0 ip address 50.50.50.50 255.255.255.0
! interface Serial(0 ip address 20.20.20.21 255.255.255.0

no ip route-cache no ip mroute-cache !--- Nothing
happens unless you apply !--- the crypto map to an
interface. crypto map test ! ip route 0.0.0.0 0.0.0.0
20.20.20.20 ! !--- This is the access list referenced !-
-- in the crypto map; never use "any". !--- You are
encrypting traffic between !--- the remote Ethernet

LANs. access-list 133 permit ip 50.50.50.0 0.0.0.255
60.60.60.0 0.0.0.255 ! line con 0 line aux 0 line vty 0
4 login ! end

Configuragéo do Cisco 2516

cl-2513-2B#show run
Building configuration...

Current configuration:




1

version 11.3

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname cl1-2513-2B

!

ip subnet-zero

!

!--- Override the default policy and use !--- preshared
keys for authentication. crypto isakmp policy 1
authentication pre-share group 2 !--- Define the secret
shared key so you !--- do not have to use RSA keys.
crypto isakmp key sharedkey address 20.20.20.21 ![---
These are the authentication and encryption !---
settings defined for "auth2," !--- which is later
applied to the crypto map. crypto ipsec transform-set
auth2 esp-des esp-sha-hmac !--- The crypto map where you
define the peer, !--- transform auth2, and the access
list. crypto map test 10 ipsec-isakmp set peer
20.20.20.21 set transform-set auth2 match address 144 !
interface Ethernet0 ip address 60.60.60.60 255.255.255.0
no ip directed-broadcast ! !--- Nothing happens unless
you apply !--- the crypto map to an interface. interface
Serial0 ip address 20.20.20.20 255.255.255.0 no ip
directed-broadcast no ip route-cache no ip mroute-cache
clockrate 800000 crypto map test ! ip classless ip route
0.0.0.0 0.0.0.0 20.20.20.21 ! !--- This is the access
list referenced !--- in the crypto map; never use "any".
!--- You are encrypting traffic between !--- the remote
Ethernet LANs. access-list 144 permit ip 60.60.60.0
0.0.0.255 50.50.50.0 0.0.0.255 ! 1line con 0 transport
input none line aux 0 line vty 0 4 login ! end

O seguinte é a saida do comando debug.

—————————————— Preshare with RSA key defined
(need to remove RSA keys) -----

*Mar 1 00:14:48.579: ISAKMP (10): incorrect policy settings.
Unable to initiate.

*Mar 1 00:14:48.587: ISAKMP (11): incorrect policy settings.
Unable to initiate......

——————————————— Preshare, wrong hostname ---------------

ISAKMP: no pre-shared key based on hostname wan-2511.cisco.com!
$CRYPTO-6-IKMP_MODE_FAILURE: Processing of Aggressive mode
failed with peer at
20.20.20.21
——————————————— Preshare, incompatable policy --------————---
wan2511#
*Mar 1 00:33:34.839: ISAKMP (17): processing SA payload. message ID = 0
*Mar 1 00:33:34.843: ISAKMP (17): Checking ISAKMP transform 1
against priority 1 policy

*Mar 1 00:33:34.843: ISAKMP: encryption DES-CBC

*Mar 1 00:33:34.843: ISAKMP: hash SHA

*Mar 1 00:33:34.847: ISAKMP: default group 2

*Mar 1 00:33:34.847: ISAKMP: auth pre-share

*Mar 1 00:33:34.847: ISAKMP: life type in seconds

*Mar 1 00:33:34.851: ISAKMP: life duration (basic) of 240



*Mar 1 00:33:34.851: ISAKMP
Next payload is 0
*Mar 1 00:33:43.735: ISAKMP
message ID = 0
*Mar 1 00:33:54.307: ISAKMP
message ID = 0
*Mar 1 00:33:54.311: ISAKMP
message ID = 0
*Mar 1 00:33:54.331: ISAKMP
*Mar 1 00:34:04.867: ISAKMP
message ID = 0
*Mar 1 00:34:04.879: ISAKMP
*Mar 1 00:34:06.151: ISAKMP
message ID = -1357683133
*Mar 1 00:34:06.155: ISAKMP
*Mar 1 00:34:06.155: ISAKMP:
*Mar 1 00:34:06.159: ISAKMP:
*Mar 1 00:34:06.159: ISAKMP:
*Mar 1 00:34:06.159: ISAKMP:
*Mar 1 00:34:06.163: ISAKMP:
*Mar 1 00:34:06.163: ISAKMP:
*Mar 1 00:34:06.163: ISAKMP:
0x0 0x46 0x50 0xO0
*Mar 1 00:34:06.167: ISAKMP
Next payload is 0
*Mar 1 00:34:06.171: ISAKMP
*Mar 1 00:34:06.171: ISAKMP:
*Mar 1 00:34:06.171: ISAKMP:
*Mar 1 00:34:06.175: ISAKMP:
*Mar 1 00:34:06.175: ISAKMP:
*Mar 1 00:34:06.175: ISAKMP:
*Mar 1 00:34:06.179: ISAKMP:
*Mar 1 00:34:06.179: ISAKMP:
0x0 0x46 0x50 0xO0
*Mar 1 00:34:06.183: ISAKMP:
*Mar 1 00:34:06.183: ISAKMP
*Mar 1 00:34:06.187: ISAKMP

SCRYPTO-6-IKMP_MODE_FAILURE:
with peer at 20.20.20.20

wan2511#

wan2511#
*Mar
message ID =
*Mar

0

preshare,

1 00:06:54.179:

1 00:06:54.179:

ISAKMP

ISAKMP

against priority 1 policy

*Mar 1 00:06:
*Mar 1 00:06:
*Mar 1 00:06:
*Mar 1 00:06:
*Mar 1 00:06:
*Mar 1 00:06:
*Mar 1 00:06:
Next payload
*Mar 1 00:07:
message ID =
*Mar 1 00:07:
message ID =
*Mar 1 00:07:
message ID =
*Mar 1 00:07:
*Mar 1 00:07:

54.
54.
54.
54.
54.
54.
54.

is

02.

0

13.

0

13.

0

13.
23.

183:
183:
183:
187:
187:
187:
191:
0

955:

411:

415:

435:
903:

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP

ISAKMP

ISAKMP

ISAKMP

ISAKMP
ISAKMP

debug isakmp

(17) :
transform 1,

atts are acceptable.

processing KE payload.

processing ID payload.

SKEYID state generated
processing HASH payload.

AH_MD5_HMAC

attributes in transform:

encaps is 1

processing NONCE payload.

SA has been authenticated
processing SA payload.

Checking IPSec proposal 1

SA life type in seconds

SA life duration

(basic)

of 3600

SA life type in kilobytes

SA life duration

(17) :

(17) :
transform 1,

(VPI)

atts not acceptable.

ESP_DES

attributes in transform:

encaps is 1

of

Checking IPSec proposal 1

SA life type in seconds

SA life duration

(basic)

of 3600

SA life type in kilobytes

SA life duration

(VPI)

HMAC algorithm is SHA

(17) :
(17) :

(1) :

(1) :

atts are acceptable.
SA not acceptable!

processing SA payload.

encryption DES-CBC
hash SHA
default group 2

auth pre-share

life type in seconds

life duration

(basic)

atts are acceptable.

processing KE payload.

processing ID payload.

SKEYID state generated
processing HASH payload.

of

Processing of Quick mode failed

Checking ISAKMP transform 1

of 240

processing NONCE payload.



message ID =

0

*Mar 1 00:07:23.915: ISAKMP
*Mar 1 00:07:25.187: ISAKMP
message ID = 1435594195
*Mar 1 00:07:25.187: ISAKMP
*Mar 1 00:07:25.191: ISAKMP:
*Mar 1 00:07:25.191: ISAKMP:
*Mar 1 00:07:25.191: ISAKMP:
*Mar 1 00:07:25.195: ISAKMP:
*Mar 1 00:07:25.195: ISAKMP:
*Mar 1 00:07:25.195: ISAKMP:
*Mar 1 00:07:25.199: ISAKMP:
0x0 0x46 0x50 0xO0
*Mar 1 00:07:25.203: ISAKMP
*Mar 1 00:07:25.203: ISAKMP
*Mar 1 00:07:25.207: ISAKMP:
*Mar 1 00:07:25.207: ISAKMP:
*Mar 1 00:07:25.207: ISAKMP:
*Mar 1 00:07:25.211: ISAKMP:
*Mar 1 00:07:25.211: ISAKMP:
*Mar 1 00:07:25.211: ISAKMP:
*Mar 1 00:07:25.215: ISAKMP:
0x0 0x46 0x50 0xO0
*Mar 1 00:07:25.215: ISAKMP:
*Mar 1 00:07:25.219: ISAKMP
*Mar 1 00:07:25.223: ISAKMP
message ID = 1435594195
*Mar 1 00:07:25.227: ISAKMP
message ID = 1435594195
*Mar 1 00:07:25.227: ISAKMP
message ID = 1435594195
*Mar 1 00:07:25.639: ISAKMP
*Mar 1 00:07:25.643:
to 20.20.20.21
(proxy 60.60.60.0
*Mar 1 00:07:25.647:
conn_id 3 and flags 4
*Mar 1 00:07:25.647:
*Mar 1 00:07:25.647:
*Mar 1 00:07:25.651:
to 20.20.20.20
(proxy 50.50.50.0
*Mar 1 00:07:25.655:
conn_id 4 and flags 4
*Mar 1 00:07:25.655:
*Mar 1 00:07:25.655:
*Mar 1 00:07:25.659: ISAKMP
*Mar 1 00:07:25.659:
to 20.20.20.21
(proxy 60.60.60.0
*Mar 1 00:07:25.663:
conn_id 5 and flags 4
*Mar 1 00:07:25.663:
*Mar 1 00:07:25.667:
*Mar 1 00:07:25.667:
to 20.20.20.20
(proxy 50.50.50.0
*Mar 1 00:07:25.671:
conn_id 6 and flags 4

*Mar 1 00:07:25.671:
*Mar 1 00:07:25.675:
wan2511#

(1) : SA has been authenticated
(1) : processing SA payload.
(1) : Checking IPSec proposal 1

transform 1,
attributes

AH_SHA_ HMAC
in transform:

encaps is 1

SA life
SA life
SA life
SA life

(1) :
(1) :
transform 1,

atts are
Checking

attributes

type in seconds
(basic)

duration

type in kilobytes

duration (VPI)

acceptable.

of

IPSec proposal 1

ESP_DES
in transform:

encaps is 1

SA life
SA life
SA life
SA life

type in seconds
(basic)

duration

type in kilobytes

duration (VPI)

HMAC algorithm is SHA

(1) :

inbound SA from 20.20.20.20

to 50.50.50.0 )
has spi 85067251 and

lifetime of 3600 seconds
lifetime of 4608000 kilobytes

outbound SA from 20.20.20.21

to 60.60.60.0 )
has spi 57872298 and

lifetime of 3600 seconds
lifetime of 4608000 kilobytes

to 50.50.50.0 )
has spi 538316566 and

Creating IPSec SAs
inbound SA from 20.20.20.20

lifetime of 3600 seconds
lifetime of 4608000 kilobytes

outbound SA from 20.20.20.21

to 60.60.60.0 )
has spi 356000275 and

lifetime of 3600 seconds
lifetime of 4608000 kilobytes

of

(1): atts are acceptable.

(1) : processing NONCE payload.
(1) : processing ID payload.
(1) : processing ID payload.
(1) : Creating IPSec SAs

of 3600

of 3600



wan2511#
*Mar 1 00:05:26.947: IPSEC(validate_proposal_request) :
proposal part #1,
(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60.60.60.0/0.0.0.16/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
*Mar 1 00:05:26.955: IPSEC(validate_proposal_request) :
proposal part #2,
(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60.60.60.0/0.0.0.16/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

*Mar 1 00:05:26.967: IPSEC (key_engine): got a queue event...

*Mar 1 00:05:26.971: IPSEC(spi_response): getting
spi 203563166 for SA

from 20.20.20.20 to 20.20.20.21 for prot 2

*Mar 1 00:05:26.975: IPSEC(spi_response): getting
spi 194838793 for SA

from 20.20.20.20 to 20.20.20.21 for prot 3
*Mar 1 00:05:27.379: IPSEC (key_engine): got a queue event...

*Mar 1 00:05:27.379: IPSEC(initialize_sas): ,

(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/255.255.255.0/0/0,
src_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xC22209E(203563166), conn_id= 3, keysize= 0,

*Mar 1 00:05:27.387: IPSEC(initialize_sas): ,

(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20.20,
src_proxy= 50.50.50.0/255.255.255.0/0/0,
dest_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x15E010D(22937869), conn_id= 4, keysize= 0,

*Mar 1 00:05:27.395: IPSEC(initialize_sas): ,

(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/255.255.255.0/0/0,
src_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xB9D0109(194838793), conn_id= 5, keysize= 0,

*Mar 1 00:05:27.403: IPSEC(initialize_sas): ,

(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20.20,
src_proxy= 50.50.50.0/255.255.255.0/0/0,
dest_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= OxDEDOAB4 (233638580), conn_id= 6, keysize= 0,

*Mar 1 00:05:27.415: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.21, sa_prot= 51,
sa_spi= 0xC22209E(203563166),
sa_trans= ah-sha-hmac , sa_conn_id= 3

*Mar 1 00:05:27.419: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.20, sa_prot= 51,
sa_spi= 0x15E010D(22937869),
sa_trans= ah-sha-hmac , sa_conn_id= 4

*Mar 1 00:05:27.423: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.21, sa_prot= 50,

sa_spi= 0xB9D0109(194838793),

flags= 0x4

flags= 0x4

flags= 0x4

flags= 0x4



*Mar
(s

wan2

wan2
*Mar

message ID

*Mar

sa_trans= esp-des esp-sha-hmac ,

1 00:05:27.427:

a)

IPSEC (create_sa) :
sa_dest= 20.20.20.20,

sa_con
sa
sa_prot= 50,

sa_spi= OxDEDOAB4 (233638580),

sa_trans= esp-des esp-sha-hmac ,

5114

5114
1 00

1 00

:09

:09

Preshare,
:45.095: ISAKMP
0
:45.099: ISAKMP

1 against priority 1 policy

*Mar 1 00:09:45.099: ISAKMP:
*Mar 1 00:09:45.103: ISAKMP:
*Mar 1 00:09:45.103: ISAKMP:
*Mar 1 00:09:45.103: ISAKMP:
*Mar 1 00:09:45.107: ISAKMP:
*Mar 1 00:09:45.107: ISAKMP:
*Mar 1 00:09:45.107: ISAKMP
Next payload is 0
*Mar 1 00:09:53.867: ISAKMP
message ID = 0
*Mar 1 00:10:04.323: ISAKMP
message ID = 0
*Mar 1 00:10:04.327: ISAKMP
message ID = 0
*Mar 1 00:10:04.347: ISAKMP
*Mar 1 00:10:15.103: ISAKMP
message ID = 0
*Mar 1 00:10:15.115: ISAKMP
*Mar 1 00:10:16.391: ISAKMP
message ID = 800032287
*Mar 1 00:10:16.391: ISAKMP
*Mar 1 00:10:16.395: ISAKMP:
*Mar 1 00:10:16.395: ISAKMP:
*Mar 1 00:10:16.395: ISAKMP:
*Mar 1 00:10:16.399: ISAKMP:
*Mar 1 00:10:16.399: ISAKMP:
*Mar 1 00:10:16.399: ISAKMP:
*Mar 1 00:10:16.403: ISAKMP:
0x0 0x46 0x50 0xO0
*Mar 1 00:10:16.407: ISAKMP
*Mar 1 00:10:16.407: ISAKMP
*Mar 1 00:10:16.411: ISAKMP:
*Mar 1 00:10:16.411: ISAKMP:
*Mar 1 00:10:16.411: ISAKMP:
*Mar 1 00:10:16.415: ISAKMP:
*Mar 1 00:10:16.415: ISAKMP:
*Mar 1 00:10:16.415: ISAKMP:
*Mar 1 00:10:16.419: ISAKMP:
0x0 0x46 0x50 0xO0
*Mar 1 00:10:16.419: ISAKMP:
*Mar 1 00:10:16.423: ISAKMP
*Mar 1 00:10:16.427:

proposal part #1,
(key eng. msg.)
dest_proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60.60.60.0/0.0.0.16/0/0,
protocol= AH,
lifedur= 0s and Okb,
spi= 0x0(0),
1 00:10:16.435:
proposal part #2,

*Mar

dest= 20.20.20.21,

good connection

Sa_con

(1) : processin

(1) :
encrypti
hash SHA
default
auth pre
life typ
life dur

(1): atts are

(1) : processin

(1)

(1) : processin

(1) SKEYID st

(1)

(1)

(1) : processin

(1) :

transform 1,
attributes
encaps i

SA life

SA life

SA life

SA life

(1) :
(1) :
transform 1,

atts are
Checking

attributes
encaps i
SA life
SA life
SA life
SA life

HMAC alg

(1): atts are

n_id= 5
created,
n_id= 6

g SA payload.

on DES-CBC

group 2
-share

e in seconds
(basic)
acceptable.

ation

g KE payload.

g ID payload.

ate generated

g SA payload.

AH_SHA_ HMAC
in transform:
s 1

Checking ISAKMP transform

of

processing NONCE payload.

processing HASH payload.

SA has been authenticated

Checking IPSec proposal 1

type in seconds

duration

(basic)

type in kilobytes

duration (VPI)

acceptable.

of

IPSec proposal 1

ESP_DES
in transform:

s 1
type in seconds
duration (basic)

type in kilobytes

duration (VPI)

orithm is SHA
acceptable.

IPSEC (validate_proposal_request) :

transform=

conn_id= 0,

SRC= 2
ah-sha-hmac ,
keysize= 0, fl

0.20.20.20,

ags= 0x4

IPSEC (validate_proposal_request) :

of

240

of 3600

of 3600



(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,

dest_proxy= 50.50.50.0/0.0.0.0/0/0,

src_proxy= 60.60.60.0/0.0.0.16/0/0,

protocol= ESP, transform= esp-des esp-sha-hmac ,

lifedur= 0s and Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
*Mar 1 00:10:16.443: ISAKMP (1): processing NONCE payload.
message ID = 800032287
*Mar 1 00:10:16.443: ISAKMP (1): processing ID payload.
message ID = 800032287
*Mar 1 00:10:16.447: ISAKMP (1): processing ID payload.
message ID = 800032287
*Mar 1 00:10:16.451: IPSEC (key_engine): got a queue event...
*Mar 1 00:10:16.455: IPSEC(spi_response): getting
spi 16457800 for SA

from 20.20.20.20 to 20.20.20.21 for prot 2

*Mar 1 00:10:16.459: IPSEC(spi_response): getting
spi 305534655 for SA

from 20.20.20.20 to 20.20.20.21 for prot 3
*Mar 1 00:10:17.095: ISAKMP (1): Creating IPSec SAs
*Mar 1 00:10:17.095: inbound SA from 20.20.20.20
to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )
*Mar 1 00:10:17.099: has spi 16457800 and conn_id 3
and flags 4
*Mar 1 00:10:17.103: lifetime of 3600 seconds
*Mar 1 00:10:17.103: lifetime of 4608000 kilobytes
*Mar 1 00:10:17.103: outbound SA from 20.20.20.21
to 20.20.20.20
(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00:10:17.107: has spi 507120385 and conn_id 4
and flags 4
*Mar 1 00:10:17.111: lifetime of 3600 seconds
*Mar 1 00:10:17.111: lifetime of 4608000 kilobytes
*Mar 1 00:10:17.115: ISAKMP (1): Creating IPSec SAs
*Mar 1 00:10:17.115: inbound SA from 20.20.20.20
to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )
*Mar 1 00:10:17.119: has spi 305534655 and
conn_id 5 and flags 4
*Mar 1 00:10:17.119: lifetime of 3600 seconds
*Mar 1 00:10:17.123: lifetime of 4608000 kilobytes
*Mar 1 00:10:17.123: outbound SA from 20.20.20.21
to 20.20.20.20
(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00:10:17.127: has spi 554175376 and
conn_id 6 and flags 4
*Mar 1 00:10:17.127: lifetime of 3600 seconds

*Mar 1 00:10:17.131: lifetime of 4608000 kilobytes
*Mar 1 00:10:17.139: IPSEC (key_engine): got a queue event...
*Mar 1 00:10:17.143: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/255.255.255.0/0/0,
src_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xFB2048(16457800), conn_id= 3, keysize= 0,
flags= 0x4
*Mar 1 00:10:17.151: IPSEC(initialize_sas): ,
(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20.20,
src_proxy= 50.50.50.0/255.255.255.0/0/0,
dest_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,



spi= 0x1E3A0BO01(507120385), conn_id= 4, keysize= 0,
flags= 0x4
*Mar 1 00:10:17.159: IPSEC(initialize_sas): ,

(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/255.255.255.0/0/0,
src_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x123616BF(305534655), conn_id= 5, keysize= 0,

flags= 0x4
*Mar 1 00:10:17.167: IPSEC(initialize_sas): ,

(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20.20,
src_proxy= 50.50.50.0/255.255.255.0/0/0,
dest_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x21080B90(554175376), conn_id= 6, keysize= 0,

flags= 0x4
*Mar 1 00:10:17.175: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.21, sa_prot= 51,
sa_spi= 0xFB2048(16457800),
sa_trans= ah-sha-hmac , sa_conn_id= 3

*Mar 1 00:10:17.179: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.20, sa_prot= 51,
sa_spi= 0x1E3A0B01(507120385),
sa_trans= ah-sha-hmac , sa_conn_id= 4

*Mar 1 00:10:17.183: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.21, sa_prot= 50,
sa_spi= 0x123616BF(305534655),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5

*Mar 1 00:10:17.187: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.20, sa_prot= 50,
sa_spi= 0x21080B90(554175376),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 6

*Mar 1 00:10:36.583: ISADB: reaper checking SA, conn_id = 1
wan2511#

Exemplo 2: ISAKMP: Autenticacio criptografada RSA

Neste cenario, uma chave secreta compartilhada ndo é criada. Cada roteador gera sua prépria
chave RSA. Em seguida, cada roteador precisa configurar a chave publica RSA do peer. Este é
um processo manual e tem limitagbes de escala ébvias. Em outras palavras, um roteador precisa
ter uma chave RSA publica para cada peer com o qual deseja ter uma associagao de seguranca.

O documento a seguir representa o diagrama de rede para este exemplo de configuragao.

50.50.5050 20.20.20.20

wanz2511 wanz2516

Neste exemplo, cada roteador gera um par de chaves RSA (vocé nunca vé a chave privada RSA
gerada) e configura a chave RSA publica do peer remoto.



wan2511 (config) #crypto key generate rsa

The name for the keys will be: wan2511.cisco.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:
Generating RSA keys
[OK]

wan2511 (config) #42

wan2511#

wan2511l#show crypto key mypubkey rsa

% Key pair was generated at: 00:09:04 UTC Mar 1 1993

Key name: wan2511.cisco.com

Usage: General Purpose Key

Key Data:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00E9007B ES5CD7DCS8
6E1C0423 92044254 92C972AD 0CCE9796 86797EAA B6CAEFF0 0OF0A5378 6AFAEA3B
3A2BD92F 98039DAC 08741E82 5D9053C4 DI9CFABC1l AB54EOE2 BB020301 0001

wan2511#

wan2511 (config) #crypto key pubkey-chain rsa

wan2511 (config-pubkey-chain) #named-key wan2516.cisco.com
wan2511 (config-pubkey-key) #key-string

Enter a public key as a hexidecimal number

wan2511 (config-pubkey) #$86F70D 01010105 00034B00 30480241 00DC3DDC 59885F14
wan2511 #$D918DE FC7ADB76 BOB9DD1A ABAF4884 009E758C 4064C699
wan2511 #$220CB9 31E267F8 0259C640 F8DE4169 1F020301 0001
wan2511 (config-pubkey) #quit

wan2511 (config-pubkey-key) #42

wan2511#

wan2511#show crypto key pubkey-chain rsa

config-pubkey

( )
( )
(config-pubkey)
( )

Key name: wan2516.cisco.com
Key usage: general purpose
Key source: manually entered
Key data:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00DC3DDC 59885F14
1AB30DCB 794AB5C7 82D918DE FC7ADB76 BOB9DD1A ABAF4884 009E758C 4064C699
3BCY9D17E C47581DC 50220CB9 31E267F8 0259C640 F8DE4169 1F020301 0001

wan2511#
wan2511l#write terminal
Building configuration...

Current configuration:

!

version 11.3

service timestamps debug datetime msec
no service password-encryption

!

hostname wan2511

!

enable password ww

!

no ip domain-lookup

ip host wan2516.cisco.com 20.20.20.20
ip domain-name cisco.com

1

crypto isakmp policy 1



authentication rsa-encr
group 2
lifetime 240
crypto isakmp identity hostname
1
crypto ipsec transform-set auth2 ah-sha-hmac esp-des esp-sha-hmac
1
crypto map test 10 ipsec-isakmp
set peer 20.20.20.20
set transform-set auth2
match address 133
1
crypto key pubkey-chain rsa
named-key wan2516.cisco.com
key-string
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00DC3DDC 59885F14
1AB30DCB 794AB5C7 82D918DE FC7ADB76 BOB9DD1A ABAF4884 009E758C 4064C699
3BCY9D17E C47581DC 50220CB9 31E267F8 0259C640 F8DE4169 1F020301 0001
quit
!
interface Ethernet0
ip address 50.50.50.50 255.255.255.0
1
interface SerialO
ip address 20.20.20.21 255.255.255.0
encapsulation ppp
no ip mroute-cache
crypto map test
1
interface Seriall
no ip address
shutdown
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.11.19.254
ip route 60.0.0.0 255.0.0.0 20.20.20.20
access-list 133 permit ip 50.50.50.0 0.0.0.255 60.60.60.0 0.0.0.255
1
line con 0
exec-timeout 0 0O
password ww
login
line 1 6
modem InOut
transport input all
speed 115200
flowcontrol hardware
line 7 16
autoselect ppp
modem InOut
transport input all
speed 115200
flowcontrol hardware
line aux 0
login local
modem InOut
transport input all
flowcontrol hardware
line vty 0 4
password ww
login
1

end



wan2511#

wan2516 (config) #crypto key generate rsa

The name for the keys will be: wan2516.cisco.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:
Generating RSA keys
[OK]

wan251l6#show crypto key mypubkey rsa

% Key pair was generated at: 00:06:35 UTC Mar 1 1993

Key name: wan2516.cisco.com

Usage: General Purpose Key

Key Data:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00DC3DDC 59885F14
1AB30DCB 794AB5C7 82D918DE FC7ADB76 BOB9DD1A ABAF4884 009E758C 4064C699
3BCO9D17E C47581DC 50220CB9 31E267F8 0259C640 F8DE4169 1F020301 0001

wan2516#

wan2516 (config) #crypto key exchange ?
dss Exchange DSS keys

wan2516 (config) #crypto key pubkey-chain rsa

wan2516 (config-pubkey-chain) #named-key wan251l1l.cisco.com
wan2516 (config-pubkey-key) #key-string

Enter a public key as a hexidecimal number

wan2516 (config-pubkey) #$86F70D 01010105 00034B00 30480241 00E9007B E5CD7DCS8
wan2516 (config-pubkey) #$C972AD 0CCE9796 86797EAA B6C4EFF0 OF0A5378 6AFAE43B
wan2516 (config-pubkey) #$741E82 5D9053C4 D9CFABC1l ABS54EOE2 BB020301 0001
wan2516 (config-pubkey) #quit

wan2516 (config-pubkey-key) #42

wan251l6#show crypto key pubkey rsa

Key name: wan2511.cisco.com

Key usage: general purpose

Key source: manually entered

Key data:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00E9007B E5CD7DC8
6E1C0423 92044254 92C972AD 0CCE9796 86797EAA B6CAEFF0 OF0A5378 6AFAE43B
3A2BD92F 98039DAC 08741E82 5D9053C4 DSCFABC1l ABS54E(QOE2 BB020301 0001

wan2516#
wan25l6#write terminal
Building configuration...

Current configuration:

!

version 11.3

no service pad

service timestamps debug datetime msec
no service password-encryption

service udp-small-servers



service tcp-small-servers
!
hostname wan2516
!
enable password ww
!
no ip domain-lookup
ip host wan2511.cisco.com 20.20.20.21
ip domain-name cisco.com
!
crypto isakmp policy 1
authentication rsa-encr
group 2
lifetime 240
crypto isakmp identity hostname
1
crypto ipsec transform-set auth2 ah-sha-hmac esp-des esp-sha-hmac
1
crypto map test 10 ipsec-isakmp
set peer 20.20.20.21
set transform-set auth2
match address 144
!
crypto key pubkey-chain rsa
named-key wan2511.cisco.com
key-string
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00E9007B E5CD7DC8
6E1C0423 92044254 92C972AD 0CCE9796 86797EAA B6CAEFF0 OFO0A5378 6AFAE43B
3A2BD92F 98039DAC 08741E82 5D9053C4 DOCFABC1l ABS54E(QOE2 BB020301 0001
quit
!
hub ether 0 1
link-test
auto-polarity
1
interface Loopback0
ip address 70.70.70.1 255.255.255.0
no ip route-cache
no ip mroute-cache
!
interface Ethernet0
ip address 60.60.60.60 255.255.255.0
!
interface SerialO
ip address 20.20.20.20 255.255.255.0
encapsulation ppp
clockrate 2000000
crypto map test
1
interface Seriall
no ip address
no ip route-cache
no ip mroute-cache
shutdown
!
interface BRIO
no ip address
no ip route-cache
no ip mroute-cache
shutdown
!
ip default-gateway 20.20.20.21
ip classless
ip route 0.0.0.0 0.0.0.0 20.20.20.21



access-list 144 permit ip 60.60.60.0 0.0.0.255 50.50.50.0 0.0.0.255
1
line con 0
exec-timeout 0 0O
password ww

login
line aux 0

password ww

login

modem InOut
transport input all
flowcontrol hardware
line vty 0 4

password ww

login

1

end

wan2516#

*Mar 1 00:02:51.147: ISAKMP: No cert, and no keys (public or pre-shared)
with remote peer 20.20.20.21

*Mar 1 00:02:51.151: ISAKMP: No cert, and no keys (public or pre-shared)
with remote peer 20.20.20.21

wan2511#
*Mar 1 00:21:46.375: ISAKMP (1): processing SA payload.
message ID = 0
*Mar 1 00:21:46.379: ISAKMP (1): Checking ISAKMP
transform 1 against

priority 1 policy

*Mar 1 00:21:46.379: ISAKMP: encryption DES-CBC
*Mar 1 00:21:46.379: ISAKMP: hash SHA

*Mar 1 00:21:46.383: ISAKMP: default group 2

*Mar 1 00:21:46.383: ISAKMP: auth RSA encr

*Mar 1 00:21:46.383: ISAKMP: life type in seconds
*Mar 1 00:21:46.387: ISAKMP: life duration (basic)
of 240

*Mar 1 00:21:46.387: ISAKMP (1): atts are acceptable.
Next payload is 0
*Mar 1 00:21:46.391: Crypto engine 0: generate alg param

*Mar 1 00:21:55.159: CRYPTO_ENGINE: Dh phase 1 status: 0
*Mar 1 00:21:55.163: CRYPTO: DH gen phase 1 status for
conn_id 1 slot 0:0K

*Mar 1 00:21:55.167: ISAKMP (1): Unable to get router
cert to find DN!

*Mar 1 00:21:55.171: ISAKMP (1): SA is doing RSA
encryption authentication

*Mar 1 00:22:04.351: ISAKMP (1): processing KE payload.
message ID = 0

*Mar 1 00:22:04.351: Crypto engine 0: generate alg param

*Mar 1 00:22:14.767: CRYPTO: DH gen phase 2 status for
conn_id 1 slot 0:0K

*Mar 1 00:22:14.771: ISAKMP (1): processing ID payload.
message ID = 0

*Mar 1 00:22:14.775: Crypto engine 0: RSA decrypt

with private key

*Mar 1 00:22:15.967: CRYPTO_ENGINE: key process
suspended and continued



*Mar 1 00:22:16.167: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:16.367: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:16.579: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:16.787: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:16.987: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:17.215: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:17.431: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:17.539: CRYPTO: RSA private decrypt
finished with status=0K

*Mar 1 00:22:17.543: ISAKMP (1): processing NONCE
payload. message ID = 0

*Mar 1 00:22:17.543: Crypto engine 0: RSA decrypt
with private key

*Mar 1 00:22:18.735: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:18.947: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:19.155: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:19.359: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:19.567: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:19.767: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:19.975: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:20.223: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:20.335: CRYPTO: RSA private decrypt
finished with status=0K

*Mar 1 00:22:20.347: Crypto engine 0: create ISAKMP
SKEYID for conn id 1

*Mar 1 00:22:20.363: ISAKMP (1): SKEYID state generated
*Mar 1 00:22:20.367: Crypto engine 0: RSA encrypt
with public key

*Mar 1 00:22:20.567: CRYPTO: RSA public encrypt
finished with status=0K

*Mar 1 00:22:20.571: Crypto engine 0: RSA encrypt
with public key

*Mar 1 00:22:20.767: CRYPTO: RSA public encrypt
finished with status=0K

*Mar 1 00:22:20.775: ISAKMP (1): processing KE
payload. message ID = 0

*Mar 1 00:22:20.775: ISAKMP (1): processing ID
payload. message ID = 0

*Mar 1 00:22:20.779: Crypto engine 0: RSA decrypt
with private key

*Mar 1 00:22:21.959: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:22.187: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:22.399: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:22.599: CRYPTO_ENGINE: key process
suspended and continued

*Mar 1 00:22:22.811: CRYPTO_ENGINE: key process



suspended and continued
*Mar 1 00:22:23.019: CRYPTO_ENGINE: key process
suspended and continued
*Mar 1 00:22:23.223: CRYPTO_ENGINE: key process
suspended and continued
*Mar 1 00:22:23.471: CRYPTO_ENGINE: key process
suspended and continued
*Mar 1 00:22:23.583: CRYPTO: RSA private decrypt
finished with status=0K
*Mar 1 00:22:23.583: ISAKMP (1): processing NONCE
payload. message ID = 0
$CRYPTO-6-IKMP_AUTH_FAIL: Authentication method 4
failed with host 20.20.20.20
$CRYPTO-6-IKMP_MODE_FAILURE: Processing of Main
mode failed with peer

at 20.20.20.20
*Mar 1 00:22:36.955: ISAKMP (1): processing HASH
payload. message ID = 0

*Mar 1 00:22:36.959: generate hmac context for conn id 1
*Mar 1 00:22:36.971: ISAKMP (1): SA has been authenticated
*Mar 1 00:22:36.975: generate hmac context for conn id 1
*Mar 1 00:22:37.311: generate hmac context for conn id 1
*Mar 1 00:22:37.319: ISAKMP (1): processing SA payload.

message ID = -114148384

*Mar 1 00:22:37.319: ISAKMP (1): Checking IPSec proposal 1
*Mar 1 00:22:37.323: ISAKMP: transform 1, AH_SHA_HMAC

*Mar 1 00:22:37.323: ISAKMP: attributes in transform:

*Mar 1 00:22:37.327: ISAKMP: encaps is 1

*Mar 1 00:22:37.327: ISAKMP: SA life type in seconds

*Mar 1 00:22:37.327: ISAKMP: SA life duration (basic) of 3600
*Mar 1 00:22:37.331: ISAKMP: SA life type in kilobytes

*Mar 1 00:22:37.331: ISAKMP: SA life duration (VPI) of

0x0 0x46 0x50 0x0

*Mar 1 00:22:37.335: ISAKMP (1): atts are acceptable.

*Mar 1 00:22:37.335: ISAKMP (1): Checking IPSec proposal 1
*Mar 1 00:22:37.339: ISAKMP: transform 1, ESP_DES

*Mar 1 00:22:37.339: ISAKMP: attributes in transform:

*Mar 1 00:22:37.339: ISAKMP: encaps is 1

*Mar 1 00:22:37.343: ISAKMP: SA life type in seconds

*Mar 1 00:22:37.343: ISAKMP: SA life duration (basic) of 3600
*Mar 1 00:22:37.347: ISAKMP: SA life type in kilobytes

*Mar 1 00:22:37.347: ISAKMP: SA life duration (VPI) of

0x0 0x46 0x50 0xO0
*Mar 1 00:22:37.351: ISAKMP: HMAC algorithm is SHA
*Mar 1 00:22:37.351: ISAKMP (1): atts are acceptable.
*Mar 1 00:22:37.355: IPSEC(validate_proposal_request) :
proposal part #1,
(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60.60.60.0/0.0.0.16/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
*Mar 1 00:22:37.363: IPSEC(validate_proposal_request) :
proposal part #2,
(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60.60.60.0/0.0.0.16/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
*Mar 1 00:22:37.371: ISAKMP (1): processing NONCE payload.
message ID = -114148384
*Mar 1 00:22:37.375: ISAKMP (1): processing ID payload.



message ID = -114148384
*Mar 1 00:22:37.375: ISAKMP (1): processing ID payload.
message ID = -114148384
*Mar 1 00:22:37.379: IPSEC (key_engine): got a queue event...
*Mar 1 00:22:37.383: IPSEC(spi_response): getting spi
531040311 for SA
from 20.20.20.20 to 20.20.20.21 for prot 2
*Mar 1 00:22:37.387: IPSEC(spi_response): getting spi
220210147 for SA
from 20.20.20.20 to 20.20.20.21 for prot 3
*Mar 1 00:22:37.639: generate hmac context for conn id 1
*Mar 1 00:22:37.931: generate hmac context for conn id 1
*Mar 1 00:22:37.975: ISAKMP (1): Creating IPSec SAs
1
2

*Mar 00:22:37.975: inbound SA from 20.20.20.20
to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )
*Mar 1 00:22:37.979: has spi 531040311 and conn_id 2 and flags 4
*Mar 1 00:22:37.979: lifetime of 3600 seconds
*Mar 1 00:22:37.983: lifetime of 4608000 kilobytes
*Mar 1 00:22:37.983: outbound SA from 20.20.20.21

to 20.20.20.20

(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00:22:37.987: has spi 125043658 and
conn_id 3 and flags 4
*Mar 1 00:22:37.987: lifetime of 3600 seconds
*Mar 1 00:22:37.991: lifetime of 4608000 kilobytes
*Mar 1 00:22:37.991: ISAKMP (1): Creating IPSec SAs

1 00:22:37.991: inbound SA from 20.20.20.20 to 20.20.20.21

(proxy 60.60.60.0 to 50.50.50.0 )

*Mar

*Mar 1 00:22:37.995: has spi 220210147 and conn_id 4 and flags 4
*Mar 1 00:22:37.999: lifetime of 3600 seconds

*Mar 1 00:22:37.999: lifetime of 4608000 kilobytes

*Mar 1 00:22:38.003: outbound SA from 20.20.20.21 to 20.20.20.20

(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00:22:38.003: has spi 299247102 and
conn_id 5 and flags 4
*Mar 1 00:22:38.007: lifetime of 3600 seconds
*Mar 1 00:22:38.007: lifetime of 4608000 kilobytes
*Mar 1 00:22:38.011: IPSEC (key_engine): got a queue event...
*Mar 1 00:22:38.015: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/255.255.255.0/0/0,
src_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x1FA70837(531040311), conn_id= 2, keysize= 0, flags= 0x4
*Mar 1 00:22:38.023: IPSEC(initialize_sas): ,
(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20.20,
src_proxy= 50.50.50.0/255.255.255.0/0/0,
dest_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x77403CA(125043658), conn_id= 3, keysize= 0, flags= 0x4
*Mar 1 00:22:38.031: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/255.255.255.0/0/0,
src_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xD2023E3(220210147), conn_id= 4, keysize= 0, flags= 0x4
*Mar 1 00:22:38.039: IPSEC(initialize_sas): ,
(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20.20,
src_proxy= 50.50.50.0/255.255.255.0/0/0,
dest_proxy= 60.60.60.0/255.255.255.0/0/0,



protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,

spi= 0x11D625FE(299247102), conn_id= 5, keysize= 0, flags=
*Mar 1 00:22:38.047: IPSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.21, sa_prot= 51,
sa_spi= 0x1FA70837(531040311),
sa_trans= ah-sha-hmac , sa_conn_id= 2
*Mar 1 00:22:38.051: IPSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.20, sa_prot= 51,
sa_spi= 0x77403CA(125043658),
sa_trans= ah-sha-hmac , sa_conn_id= 3
*Mar 1 00:22:38.055: IPSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.21, sa_prot= 50,
sa_spi= 0xD2023E3(220210147),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 4
*Mar 1 00:22:38.063: IPSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.20, sa_prot= 50,
sa_spi= 0x11D625FE(299247102),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5
wan2511#
——————————— RSA-ENC ISAKMP debugs good connection ---
wan2511#
*Mar 1 00:27:23.279: ISAKMP (6): processing SA payload.
message ID = 0
*Mar 1 00:27:23.279: ISAKMP (6): Checking ISAKMP
transform 1 against
priority 1 policy
*Mar 1 00:27:23.283: ISAKMP: encryption DES-CBC
*Mar 1 00:27:23.283: ISAKMP: hash SHA
*Mar 1 00:27:23.283: ISAKMP: default group 2
*Mar 1 00:27:23.287: ISAKMP: auth RSA encr
*Mar 1 00:27:23.287: ISAKMP: life type in seconds
*Mar 1 00:27:23.287: ISAKMP: life duration (basic) of 240
*Mar 1 00:27:23.291: ISAKMP (6): atts are acceptable.
Next payload is 0
*Mar 1 00:27:32.055: ISAKMP (6): Unable to get

router cert to find DN!
1 00:27:32.055: ISAKMP (6):
encryption authentication

*Mar SA is doing RSA

*Mar 1 00:27:41.183: ISAKMP (6): processing KE payload.
message ID = 0

*Mar 1 00:27:51.779: ISAKMP (6): processing ID payload.
message ID = 0

*Mar 1 00:27:54.507: ISAKMP (6): processing NONCE payload.
message ID = 0

*Mar 1 00:27:57.239: ISAKMP (6): SKEYID state generated
*Mar 1 00:27:57.627: ISAKMP (6): processing KE payload.
message ID = 0

*Mar 1 00:27:57.631: ISAKMP (6): processing ID payload.
message ID = 0

*Mar 1 00:28:00.371: ISAKMP (6): processing NONCE payload.
message ID = 0

%CRYPTO-6-IKMP_AUTH_FAIL: Authentication method 4 failed
with host 20.20.20.20

SCRYPTO-6-IKMP_MODE_FAILURE:

Processing of Main mode failed

with peer at 20.20.20.20

*Mar 1 00:28:13.587: ISAKMP (6): processing HASH payload.
message ID = 0

*Mar 1 00:28:13.599: ISAKMP (6): SA has been authenticated
*Mar 1 00:28:13.939: ISAKMP (6): processing SA payload.
message ID = -161552401

*Mar 1 00:28:13.943: ISAKMP (6): Checking IPSec proposal 1

0x4



*Mar 00:28:13.943: ISAKMP: transform 1, AH_SHA_HMAC
00:28:13.943: ISAKMP: attributes in transform:
*Mar 00:28:13.947: ISAKMP: encaps is 1

1
*Mar 1
1

*Mar 1 00:28:13.947: ISAKMP: SA life type in seconds
1
1
1

*Mar 00:28:13.947: ISAKMP: SA life duration (basic) of 3600
*Mar 00:28:13.951: ISAKMP: SA life type in kilobytes
*Mar 00:28:13.951: ISAKMP: SA life duration (VPI) of

0x0 0x46 0x50 0x0

*Mar 1 00:28:13.955: ISAKMP (6): atts are acceptable.

*Mar 1 00:28:13.959: ISAKMP (6): Checking IPSec proposal 1
*Mar 1 00:28:13.959: ISAKMP: transform 1, ESP_DES

*Mar 1 00:28:13.959: ISAKMP: attributes in transform:

*Mar 1 00:28:13.963: ISAKMP: encaps is 1

*Mar 1 00:28:13.963: ISAKMP: SA life type in seconds

*Mar 1 00:28:13.963: ISAKMP: SA life duration (basic) of 3600
*Mar 1 00:28:13.967: ISAKMP: SA life type in kilobytes

*Mar 1 00:28:13.967: ISAKMP: SA life duration (VPI) of
0x0 0x46 0x50 0x0
*Mar 1 00:28:13.971: ISAKMP: HMAC algorithm is SHA
*Mar 1 00:28:13.971: ISAKMP (6): atts are acceptable.
*Mar 1 00:28:13.975: ISAKMP (6): processing NONCE payload.

message ID = -161552401
*Mar 1 00:28:13.979: ISAKMP (6): processing ID payload.
message ID = -161552401
*Mar 1 00:28:13.979: ISAKMP (6): processing ID payload.
message ID = -161552401

*Mar 1 00:28:14.391: ISAKMP (6): Creating IPSec SAs
*Mar 1 00:28:14.391: inbound SA from 20.20.20.20 to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )

*Mar 1 00:28:14.395: has spi 437593758 and conn_id 7 and flags 4

*Mar 1 00:28:14.399: lifetime of 3600 seconds

*Mar 1 00:28:14.399: lifetime of 4608000 kilobytes

*Mar 1 00:28:14.403: outbound SA from 20.20.20.21 to 20.20.20.20
(proxy 50.50.50.0 to 60.60.60.0 )

*Mar 1 00:28:14.403: has spi 411835612 and conn_id 8 and flags 4

*Mar 1 00:28:14.407: lifetime of 3600 seconds

*Mar 1 00:28:14.407: lifetime of 4608000 kilobytes

*Mar 1 00:28:14.411: ISAKMP (6): Creating IPSec SAs

*Mar 1 00:28:14.411: inbound SA from 20.20.20.20 to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )

*Mar 1 00:28:14.415: has spi 216990519 and conn_id 9 and flags 4

*Mar 1 00:28:14.415: lifetime of 3600 seconds

*Mar 1 00:28:14.419: lifetime of 4608000 kilobytes

*Mar 1 00:28:14.419: outbound SA from 20.20.20.21 to 20.20.20.20

(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00:28:14.423: has spi 108733569 and conn_id 10 and flags 4
*Mar 1 00:28:14.423: lifetime of 3600 seconds
*Mar 1 00:28:14.427: lifetime of 4608000 kilobytes
wan2511#

wan2511#
*Mar 1 00:30:32.155: ISAKMP (11): Unable to get
router cert to find DN!
wan2511#show debug
Cryptographic Subsystem:
Crypto IPSEC debugging is on
wan2511#
wan2511#
wan2511#
wan2511#
%CRYPTO-6-IKMP_AUTH_FAIL: Authentication method
4 failed with host 20.20.20.20
$CRYPTO-6-IKMP_MODE_FAILURE: Processing of Main



mode failed with peer at

20.20.20.20

*Mar 1 00:31:13.931: IPSEC(validate_proposal_request) :
proposal part #1,

(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60.60.60.0/0.0.0.16/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

*Mar 1 00:31:13.935: IPSEC(validate_proposal_request) :
proposal part #2,

(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60.60.60.0/0.0.0.16/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

*Mar 1 00:31:13.947: IPSEC (key_engine): got a queue event...
*Mar 1 00:31:13.951: IPSEC(spi_response): getting
spil 436869446 for SA
from 20.20.20.20 to 20.20.20.21 for prot 2
*Mar 1 00:31:13.955: IPSEC(spi_response): getting
spi 285609740 for SA
from 20.20.20.20 to 20.20.20.21 for prot 3
*Mar 1 00:31:14.367: IPSEC (key_engine): got a queue event...
*Mar 1 00:31:14.367: IPSEC(initialize_sas): ,

(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/255.255.255.0/0/0,
src_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x1A0A1946(436869446), conn_id= 12, keysize= 0,

flags= 0x4
*Mar 1 00:31:14.375: IPSEC(initialize_sas): ,

(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20.20,
src_proxy= 50.50.50.0/255.255.255.0/0/0,
dest_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x2C40706(46401286), conn_id= 13, keysize= 0,

flags= 0x4
*Mar 1 00:31:14.383: IPSEC(initialize_sas): ,

(key eng. msg.) dest= 20.20.20.21, SRC= 20.20.20.20,
dest_proxy= 50.50.50.0/255.255.255.0/0/0,
src_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x11060F0C(285609740), conn_id= 14, keysize= 0,

flags= 0x4
*Mar 1 00:31:14.391: IPSEC(initialize_sas): ,

(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20.20,
src_proxy= 50.50.50.0/255.255.255.0/0/0,
dest_proxy= 60.60.60.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x12881335(310907701), conn_id= 15, keysize= 0,

flags= 0x4
*Mar 1 00:31:14.399: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.21, sa_prot= 51,
sa_spi= 0x1A0A1946(436869446),
sa_trans= ah-sha-hmac , sa_conn_id= 12

*Mar 1 00:31:14.407: IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.20, sa_prot= 51,



sa_spi= 0x2C40706(46401286),
sa_trans= ah-sha-hmac , sa_conn_id= 13
*Mar 1 00:31:14.411: IPSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.21, sa_prot= 50,
sa_spi= 0x11060F0C(285609740),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 14
*Mar 1 00:31:14.415: IPSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.20, sa_prot= 50,
sa_spi= 0x12881335(310907701),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 15
wan2511#

Exemplo 3: ISAKMP: Autenticacdo/CA RSA-SIG

Este exemplo usa assinaturas RSA, que exigem o uso de um servidor CA. Cada peer obtém
certificados do servidor CA (geralmente é uma estacao de trabalho configurada para emitir
certificados). Quando ambos os pares tém certificados CA validos, eles trocam automaticamente
chaves publicas RSA entre si como parte da negociagcao ISAKMP. Tudo o que é necessario neste
cenario é que cada peer tenha registrado com uma CA e obtido um certificado. Um peer ndo
precisa mais manter chaves RSA publicas de todos os colegas em uma rede.

Além disso, observe que uma politica ISAKMP nao esta especificada porque vocé esta usando a
politica padrao, mostrada abaixo:

lab-isdnl#show crypto isakmp policy
Default protection suite

encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)

lifetime: 86400 seconds, no volume limit

Primeiro, defina o nome de host do servidor CA e gere a chave RSA.

testl-isdn(config) #ip host cert-author 10.19.54.46

testl-isdn(config) #crypto key gen rsa usage

The name for the keys will be: testl-isdn.cisco.com

Choose the size of the key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:

Generating RSA keys

[OK]

Choose the size of the key modulus in the range of 360 to 2048 for your
Encryption Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:

Generating RSA keys

[OK]

Em seguida, a configuragdo da CA é definida com uma marca chamada "test1-isdn-ultra" e define
a URL do nome da CA. Em seguida, autentique com o servidor CA e obtenha um certificado. Por
fim, verifique se vocé recebeu certificados "disponiveis" para uso.

testl-isdn(config) #crypto ca identity testl-isdn-ultra
testl-isdn(ca-identity) #enrollment url http://cert-author



testl-isdn(ca-identity) #crl optional
testl-isdn(ca-identity) #exit

testl-isdn(config) #crypto ca authenticate testl-isdn-ultra
Certificate has the following attributes:

Fingerprint: 71CAS5A98 78828EF8 4987BA95 57830E5F

% Do you accept this certificate? [yes/no]: yes

Apr 3 14:08:56.329: CRYPTO_PKI: http connection opened

Apr 3 14:08:56.595: CRYPTO_ PKI: All enrollment requests completed.
Apr 3 14:08:56.599: CRYPTO_PKI: transaction GetCACert completed
Apr 3 14:08:56.599: CRYPTO_PKI: CA certificate received
testl-isdn(config) #

testl-isdn(config) #crypto ca enroll testl-isdn-ultra

% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:
Re-enter password:

oe

The subject name in the certificate will be: testl-isdn.cisco.com

oe

Include the router serial number in the subject name? [yes/no]: yes
The serial number in the certificate will be: 04922418
Include an IP address in the subject name? [yes/no]: yes

oe

oe

Interface: bri0

Request certificate from CA? [yes/nol: yes

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

oe

The 'show crypto ca certificate' command will also show the fingerprint.

testl-isdn#show crypto ca certificate

CA Certificate
Status: Available
Certificate Serial Number: 3051DF7169BEE31B821DFE4B3A338ESF
Key Usage: Not Set

Certificate

Subject Name
Name: testl-isdn.cisco.com
IP Address: 10.18.117.189
Serial Number: 04922418

Status: Pending

Key Usage: Signature
Fingerprint: B1566229 472B1DDB 01A072C0 82022985 00000000

Certificate

Subject Name
Name: testl-isdn.cisco.com
IP Address: 10.18.117.189
Serial Number: 04922418

Status: Pending

Key Usage: Encryption
Fingerprint: 1EA39C07 D1B26FC7 7AD08BF4 ACA3AABD 00000000

————————————————— status: available ---------------
testl-isdn#show crypto ca certificate



Certificate
Subject Name
Name: testl-isdn.cisco.com
Serial Number: 04922418
Status: Available
Certificate Serial Number: 1BAFCBCA71F0434B59D192FAFB37D376
Key Usage: Encryption

CA Certificate
Status: Available
Certificate Serial Number: 3051DF7169BEE31B821DFE4B3A338ESF
Key Usage: Not Set

Certificate
Subject Name
Name: testl-isdn.cisco.com
Serial Number: 04922418
Status: Available
Certificate Serial Number: 4B39EE2866814279CBA7534496DE1D99
Key Usage: Signature

testl-isdn#
O grafico a seguir representa o diagrama de rede para este exemplo de configuragao.

40.40.40.40 12121212
1212.12.13 20.20.20.20

lab-isdn lab-isdn

A configuracdo de exemplo abaixo é obtida de dois roteadores Cisco 1600 que obtiveram
certificados CA anteriormente (como mostrado acima) e pretendem fazer ISAKMP com "rsa-sig"
como a politica de autenticagdo. Somente o trafego entre as duas LANs Ethernet remotas é
criptografado.

lab-isdnl#write terminal
Building configuration...

Current configuration:

!

version 11.3

service timestamps debug datetime msec
no service password-encryption

service udp-small-servers

service tcp-small-servers

!

hostname lab-isdnl

!

enable secret 5 $1SVAPYSuA/BIVeEm9UAFEm.PPJFcC.
!

username lab-isdn password 0 cisco

ip host ciscoca-ultra 171.69.54.46

ip host lab-isdn 12.12.12.12

ip domain-name cisco.com

ip name-server 171.68.10.70

ip name-server 171.68.122.99



isdn switch-type basic-nil

1

crypto ipsec transform-set mypolicy ah-sha-hmac esp-des esp-sha-hmac

1

crypto map test 10 ipsec-isakmp

set peer 12.12.12.12

set transform-set mypolicy

match address 144

1

crypto ca identity bubba

enrollment url http://ciscoca-ultra
crl optional

crypto ca certificate chain bubba
certificate 3E1ED472BDA2CE0163FB6B0OB004ESEEE
308201BC 30820166 A0030201 0202103E
1ED472BD A2CE(0163 FB6B0B00 4ESEEE30
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3938 30343038 30303030
30305A17 0D393930 34303832 33353935
395A303B 31273025 06092A86 4886F70D
01090216 18737461 6E6E6F75 732D6973
646E312E 63697363 6F2E636F 6D311030
0E060355 04051307 35363739 39383730
5C300D06 092A8648 86F70D01 01010500
034B0030 48024100 D2D125FF BBFC6E56
93CB4385 5473C165 BC7CCAF6 45C35BED
554BAA0B 119AFA6F 0853F574 5E0B8492
2E39B5FA 84C4DD05 C19AA625 8184395C
6CBC7FA4 614F6177 02030100 01A33F30
3D300B06 03551DOF 04040302 05203023
0603551D 11041C30 1A821873 74616E6E
6F75732D 6973646E 312E6369 73636F2E
636F6D30 09060355 1D130402 3000300D
06092A86 4886F70D 01010405 00034100
04AF83B8 FE9S5F5D9 9C07C1l05 F1lE88F1A
9320CE7D OFAS540CF 44C77829 FC85C94B
8CB4CA32 85FF9655 8E47ACY9A BI9D6BF1A
0C4846DE 5CBO7C8E A32038EC 8AFDl61A
quit

certificate ca 3051DF7169BEE31B821DFE4B3A338ESF
30820182 3082012C A0030201 02021030
51DF7169 BEE31B82 1DFE4B3A 338ES5F30
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3937 31323032 30313036
32385A17 0D393831 32303230 31303632
385A3042 31163014 06035504 0A130D43
6973636F 20537973 74656D73 3110300E
06035504 0B130744 65767465 73743116
30140603 55040313 0D434953 434F4341
2D554C54 5241305C 300D0609 2A864886
F70D0101 01050003 4B003048 024100C1
B69D7BF6 34EAEE28 A84E0ODC6 FCA4DEAS8
04D89E50 CHEBE862 39D51890 DOD4B732
678BDBF2 80801430 E5ES56E7C Cl26E2DD
DBE9695A DF8ESBA7 E67BAE87 29375302
03010001 300D0609 2A864886 F70D0101



04050003 410035AA 82B5A406 32489413
ATFFOA9A E349E5B4 74615E05 058BA3CE
7C5F00B4 019552A5 E892D2A3 86763A1F
2852297F C68EECEl F41E9A7B 2F38D02A
B1D2F817 3F7B
quit
certificate 503968D890F7D409475B7280162754D2
308201BC 30820166 A0030201 02021050
3968D890 F7D40947 5B728016 2754D230
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3938 30343038 30303030
30305A17 0D393930 34303832 33353935
395A303B 31273025 06092286 4886F70D
01090216 18737461 6E6E6F75 732D6973
646E312E 63697363 6F2E636F 6D311030
0E060355 04051307 35363739 39383730
5C300D06 092A8648 86F70D01 01010500
034B0030 48024100 BECE2D8C B32E6B09
0ADEOD46 AF8D4A1F 37850034 35D0C729
3BF91518 OC9EACF8 1A6A4A3AE EAF04687
B8E2859D 33D5CE04 2ES5DDEA6 3DA54A31
2AD4255A 756014CB 02030100 01A33F30
3D300B06 03551DOF 04040302 07803023
0603551D 11041C30 1A821873 74616E6E
6F75732D 6973646E 312E6369 73636F2E
636F6D30 09060355 1D130402 3000300D
06092A86 4886F70D 01010405 00034100
B3AF6E71 CBDY9AEDD A4711B71 6897F2CE
D669A23A EE47B92B B2BE942A 422DF4A5
7ACB9433 BD17EC7A BB3721EC E7D1175F
5C62BC58 C409F805 19691FBD FD925138
quit
!
interface Ethernet0
ip address 40.40.40.40 255.255.255.0
no ip mroute-cache
!
interface BRIO
ip address 12.12.12.13 255.255.255.0
encapsulation ppp
no ip mroute-cache
dialer idle-timeout 99999
dialer map ip 12.12.12.12 name lab-isdn 4724171
dialer hold-queue 40
dialer-group 1
isdn spidl 919472411800 4724118
isdn spid2 919472411901 4724119
ppp authentication chap
crypto map test
1
ip classless
ip route 0.0.0.0 0.0.0.0 12.12.12.12
access-list 144 permit ip 40.40.40.0 0.0.0.255 20.20.20.0 0.0.0.255
dialer-list 1 protocol ip permit
1
line con 0
exec-timeout 0 0O
line vty 0 4
password ww
login



end

lab-isdnl#

lab-isdnffwrite terminal
Building configuration...

Current configuration:
1
version 11.3
service timestamps debug datetime msec
no service password-encryption
service udp-small-servers
service tcp-small-servers
1
hostname lab-isdn
1
enable secret 5 $1$oNel$wDbhBdcN6x9Y5gfuMjghl0
1
username lab-isdnl password 0 cisco
ip host ciscoca-ultra 171.69.54.46
ip host lab-isdnl 12.12.12.13
ip domain-name cisco.com
ip name-server 171.68.10.70
ip name-server 171.68.122.99
isdn switch-type basic-nil
1
crypto ipsec transform-set mypolicy ah-sha-hmac
esp-des esp-sha-hmac
1
crypto map test 10 ipsec-isakmp
set peer 12.12.12.13
set transform-set mypolicy
match address 133
!
crypto ca identity lab
enrollment url http://ciscoca-ultra
crl optional
crypto ca certificate chain lab
certificate 44FC6C531FC3446927EAEE307A806B20
308201E0 3082018A A0030201 02021044
FC6C531F C3446927 E4AEE307A 806B2030
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3938 30343038 30303030
30305A17 0D393930 34303832 33353935
395A305A 31263024 06092A86 4886F70D
01090216 17737461 6E6E6F75 732D6973
646E2E63 6973636F 2E636F6D 311E301C
060A2B06 0104012A 020B0201 130E3137
312E3638 2E313137 2E313839 3110300E
06035504 05130735 36373939 3139305C
300D0609 2A864886 F70D0101 01050003
4B003048 024100B8 F4A17A70 FABSC2E3
39186513 486779C7 61EFO0AC1l 3B6CFF383
810E6D28 B3E4C034 CD803CFF 5158C270
28FEBCDE CB6EF2D4 83BDD9B3 EAF915DB
78266E96 500CD702 03010001 A3443042



300B0603 551DOF04 04030205 20302806
03551D11 0421301F 82177374 616E6E6F
75732D69 T73646E2E 63697363 6F2E636F
6D8704AB 4475BD30 09060355 1D130402
3000300D 06092A86 4886F70D 01010405
00034100 BF65B931 0F960195 ABDD41D5
622743D9 C12B5499 B3A8EB30 5005E6CC
7FDF7C5B 51D13EB8 D46187E5 AlE7F711
AEB7B33B AA4C6728 7A4BA692 00A44A05 C5CF973F
quit
certificate ca 3051DF7169BEE31B821DFE4B3A338ESF
30820182 3082012C A0030201 02021030
51DF7169 BEE31B82 1DFE4B3A 338E5F30
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3937 31323032 30313036
32385A17 0D393831 32303230 31303632
385A3042 31163014 06035504 0A130D43
6973636F 20537973 74656D73 3110300E
06035504 0B130744 65767465 73743116
30140603 55040313 0D434953 434F4341
2D554C54 5241305C 300D0609 2A864886
F70D0101 01050003 4B003048 024100C1
B69D7BF6 34E4EE28 A84EQODC6 FCA4DEAS8
04D89E50 CS5EBE862 39D51890 DOD4B732
678BDBF2 80801430 ES5ES56E7C Cl26E2DD
DBE9695A DF8E5SBA7 E67BAE87 29375302
03010001 300D0609 2A864886 F70D0101
04050003 410035AA 82B5A406 32489413
A7FFO9A9A E349E5B4 74615E05 058BA3CE
7C5F00B4 019552A5 E892D2A3 86763A1F
2852297F C68EECEl F41E9A7B 2F38D02A
B1D2F817 3F7B
quit
certificate 52A46D5D10B18A6F51E6BC735A36508C
308201E0 3082018A A0030201 02021052
A46D5D10 B18A6F51 E6BC735A 36508C30
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3938 30343038 30303030
30305A17 0D393930 34303832 33353935
395A305A 31263024 06092A86 4886F70D
01090216 17737461 6E6E6F75 732D6973
646E2E63 6973636F 2E636F6D 311E301C
060A2B06 0104012A 020B0201 130E3137
312E3638 2E313137 2E313839 3110300E
06035504 05130735 36373939 3139305C
300D0609 2A864886 F70D0101 01050003
4B003048 024100D7 71AD5672 B487A019
5ECD1954 6F919A3A 6270102E S5A9FF4DC
7A608480 FB27A181 715335F4 399D3E57
7F72B323 BF0620AB 60C371CF 4389BA4F
C60EE6EA 21E06302 03010001 A3443042
300B0603 551DOF04 04030207 80302806
03551D11 0421301F 82177374 616E6E6F
75732D69 T73646E2E 63697363 6F2E636F
6D8704AB 4475BD30 09060355 1D130402
3000300D 06092A86 4886F70D 01010405



00034100 8AD45375 54803CF3 013829A8
8DB225A8 25342160 94546F3C 4094BBA3
F2F5A378 97E2F06F DCFFC509 AQ07B930A
FBE6C3CA E1FC7FDY9 1E69B872 C402E62A A8814C09
quit
!
interface Ethernet0
ip address 20.20.20.20 255.255.255.0
1
interface BRIO
description bri to rtp
ip address 12.12.12.12 255.255.255.0
no ip proxy-arp
encapsulation ppp
no ip mroute-cache
bandwidth 128
load-interval 30
dialer idle-timeout 99999
dialer hold-queue 40
dialer-group 1
isdn spidl 919472417100 4724171
isdn spid2 919472417201 4724172
ppp authentication chap
crypto map test
1
ip classless
ip route 0.0.0.0 0.0.0.0 12.12.12.13
access-list 133 permit ip 20.20.20.0 0.0.0.255
40.40.40.0 0.0.0.255
dialer-list 1 protocol ip permit
1
line con 0
exec-timeout 0 0
line vty 0 4
password ww
login
1

end

lab-isdn#

—————————————————— RSA-8ig —-—-—————————————
lab-isdn#show debug
Cryptographic Subsystem:
Crypto ISAKMP debugging is on
Crypto Engine debugging is on
Crypto IPSEC debugging is on
lab-isdn#

lab-isdn#
*Mar 21 20:16:50.871: ISAKMP (4): processing SA payload.
message ID = 0
*Mar 21 20:16:50.871: ISAKMP (4): Checking ISAKMP transform 1
against priority 65535
policy
*Mar 21 20:16:50.875: ISAKMP: encryption DES-CBC
*Mar 21 20:16:50.875: ISAKMP: hash SHA
*Mar 21 20:16:50.875: ISAKMP: default group 1
*Mar 21 20:16:50.875: ISAKMP: auth RSA sig
*Mar 21 20:16:50.879: ISAKMP (4): atts are acceptable.
Next payload is 0
*Mar 21 20:16:50.879: Crypto engine 0: generate
alg param



*Mar 21 20:16:54.070: CRYPTO_.
status: 0
*Mar 21 20:16:54.090: ISAKMP
signature authentication
*Mar 21 20:16:57.343: ISAKMP
payload. message ID = 0
*Mar 21 20:16:57.347: Crypto
*Mar 21 20:17:01.168: ISAKMP
payload. message ID = 0
*Mar 21 20:17:01.176: Crypto
SKEYID for conn id 4
*Mar 21 20:17:01.188: ISAKMP
*Mar 21 20:17:07.331: ISAKMP
payload. message ID = 0
*Mar 21 20:17:07.331: ISAKMP
payload. message ID = 0
*Mar 21 20:17:07.497: ISAKMP
with warning
*Mar 21 20:17:07.600: ISAKMP
payload. message ID = 0
*Mar 21 20:17:07.608: Crypto

with public key

*Mar 21 20:17:07.759:

conn id 4

*Mar 21 20:17:07.767: ISAKMP
authenticated

*Mar 21 20:17:07.775:

conn id 4

*Mar 21 20:17:07.783: Crypto
with private key

*Mar 21 20:17:08.672: CRYPTO_.
suspended and continued

*Mar 21 20:17:08.878: CRYPTO_.
suspended and continued

*Mar 21 20:17:09.088: CRYPTO_.
suspended and continued

*Mar 21 20:17:09.291: CRYPTO_.
suspended and continued

*Mar 21 20:17:09.493: CRYPTO_.
suspended and continued

*Mar 21 20:17:09.795: CRYPTO_.
suspended and continued

*Mar 21 20:17:10.973:

conn id 4

generate hmac

generate hmac

ENGINE: Dh phase 1

(4): SA is doing RSA

(4) : processing KE

engine 0: generate alg param
(4) : processing NONCE
engine 0: create ISAKMP

(4) : SKEYID state generated
(4) : processing ID

(4) : processing CERT

(4) : cert approved

(4) : processing SIG

engine 0: RSA decrypt

generate hmac context for

(4) : SA has been

context for

engine 0: RSA encrypt
ENGINE: key process
ENGINE: key process
ENGINE: key process
ENGINE: key process
ENGINE: key process
ENGINE: key process

context for

*Mar 21 20:17:10.981: ISAKMP (4): processing SA
payload. message ID = -538880964
*Mar 21 20:17:10.981: ISAKMP (4): Checking IPSec proposal 1
*Mar 21 20:17:10.981: ISAKMP: transform 1, AH_SHA_HMAC
*Mar 21 20:17:10.985: ISAKMP: attributes in transform:
*Mar 21 20:17:10.985: ISAKMP: encaps is 1
*Mar 21 20:17:10.985: ISAKMP: SA life type in seconds
*Mar 21 20:17:10.985: ISAKMP: SA life duration (basic) of 3600
*Mar 21 20:17:10.989: ISAKMP: SA life type in kilobytes
*Mar 21 20:17:10.989: ISAKMP: SA life duration (VPI) of
0x0 0x46 0x50 0xO0
*Mar 21 20:17:10.993: ISAKMP (4): atts are acceptable.
*Mar 21 20:17:10.993: ISAKMP (4): Checking IPSec proposal 1
*Mar 21 20:17:10.993: ISAKMP: transform 1, ESP_DES
*Mar 21 20:17:10.997: ISAKMP: attributes in transform:
*Mar 21 20:17:10.997: ISAKMP: encaps is 1
*Mar 21 20:17:10.997: ISAKMP: SA life type in seconds
*Mar 21 20:17:10.997: ISAKMP: SA life duration (basic) of 3600
*Mar 21 20:17:11.001: ISAKMP: SA life type in kilobytes



*Mar 21 20:
0x0 0x46
*Mar 21 20:
*Mar 21 20:17:11.005:
*Mar 21 20:17:11.005:
proposal part #1,
(key eng. msg.)
dest_proxy= 20.20.

17:11.001:
0x50 0x0
17:11.001:

dest= 12.12.12.12,

ISAKMP: SA life duration (VPI)

ISAKMP: HMAC algorithm is SHA

ISAKMP (4): atts are acceptable.

of

IPSEC (validate_proposal_request) :

SRC= 12.12.12.13,
20.0/0.0.0.0/0/0,

src_proxy= 40.40.40.0/0.0.0.16/0/0,

protocol= AH,

transform=

ah-sha-hmac ,

lifedur= 0s and Okb,

spi= 0x0(0),
*Mar 21 20:17:11.013:
proposal part #2,
(key eng. msg.)
dest_proxy= 20.20.

conn_id= 0,

dest= 12.12.12.12,

keysize= 0, flags= 0x4

IPSEC (validate_proposal_request) :

SRC= 12.12.12.13,
20.0/0.0.0.0/0/0,

src_proxy= 40.40.40.0/0.0.0.16/0/0,

protocol= ESP,

transform= esp-des esp-sha-hmac ,

lifedur= 0s and Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
*Mar 21 20:17:11.021: ISAKMP (4): processing NONCE payload.
message ID = -538880964
*Mar 21 20:17:11.021: ISAKMP (4): processing ID payload.
message ID = -538880964
*Mar 21 20:17:11.021: ISAKMP (4): processing ID payload.
message ID = -538880964
*Mar 21 20:17:11.025: IPSEC (key_engine) :
got a queue event...
*Mar 21 20:17:11.029: IPSEC(spi_response):
getting spi 112207019 for SA
from 12.12.12.13 to 12.12.12.12 for prot 2
*Mar 21 20:17:11.033: IPSEC(spi_response):
getting spi 425268832 for SA
from 12.12.12.13 to 12.12.12.12 for prot 3
*Mar 21 20:17:11.279: generate hmac context for conn id 4
*Mar 21 20:17:11.612: generate hmac context for conn id 4
*Mar 21 20:17:11.644: ISAKMP (4): Creating IPSec SAs
*Mar 21 20:17:11.644: inbound SA from
12.12.12.13 to 12.12.12.12
(proxy 40.40.40.0 to 20.20.20.0 )

*Mar 21 20:17:
and conn_id 5
*Mar 21 20:17:
21 20:17:
21 20:17:
(proxy 20.20
20:17:11.652:
20:17:11.656:
20:17:11.656:
20:17:11.656:
20:17:11.656:
(proxy 40.40
20:17:11.660:
20:17:11.660:
20:17:11.664:
20:17:11.664:
(proxy 20.20
20:17:11.668:
20:17:11.668:
20:17:11.668:
21 20:17:11.676:
*Mar 21 20:17:11.676:
(key eng. msg.)
dest_proxy= 20.20.

11.648:

11.648:
11.648:
11.652:

*Mar
*Mar

21
21
21
21
21

*Mar
*Mar
*Mar
*Mar
*Mar

21
21
21
21

*Mar
*Mar
*Mar
*Mar

21
21
21

*Mar
*Mar
*Mar
*Mar

.20.0

.40.0

dest= 12.12.12.12,

has spi 112207019

and flags 4

lifetime of 3600 seconds
lifetime
12.12.12.12 to

0 )

outbound SA from
to 40.40.40.
has spi 83231845
lifetime of 3600 seconds
lifetime of 4608000 kilobytes
ISAKMP (4): Creating IPSec SAs
inbound SA from 12.12.12.13 to
to 20.20.20.0 )
has spi 425268832 and conn_id 7
lifetime of 3600 seconds
lifetime of 4608000 kilobytes
outbound SA from 12.12.12.12 to

.20.0 to 40.40.40.0 )

has spi 556010247 and conn_id 8
lifetime of 3600 seconds
lifetime of 4608000 kilobytes
IPSEC (key_engine) :
IPSEC(initialize_sas): ,

SRC= 12.12.12.13,
20.0/255.255.255.0/0/0,

of 4608000 kilobytes

12.12.12.13

and conn_id 6 and flags 4

12.12.12.12

and flags 4

12.12.12.13

and flags 4

got a queue event...



src_proxy= 40.40.40.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x6B024AB(112207019), conn_id= 5, keysize= 0, flags= 0x4
*Mar 21 20:17:11.680: IPSEC(initialize_sas): ,
(key eng. msg.) SRC= 12.12.12.12, dest= 12.12.12.13,
src_proxy= 20.20.20.0/255.255.255.0/0/0,
dest_proxy= 40.40.40.0/255.255.255.0/0/0,
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x4F60465(83231845), conn_id= 6, keysize= 0, flags= 0x4
*Mar 21 20:17:11.687: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 12.12.12.12, SRC= 12.12.12.13,
dest_proxy= 20.20.20.0/255.255.255.0/0/0,
src_proxy= 40.40.40.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x19591660(425268832), conn_id= 7, keysize= 0, flags= 0x4
*Mar 21 20:17:11.691: IPSEC(initialize_sas): ,
(key eng. msg.) SRC= 12.12.12.12, dest= 12.12.12.13,
src_proxy= 20.20.20.0/255.255.255.0/0/0,
dest_proxy= 40.40.40.0/255.255.255.0/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x21240B07(556010247), conn_id= 8, keysize= 0, flags= 0x4
*Mar 21 20:17:11.699: IPSEC(create_sa): sa created,
(sa) sa_dest= 12.12.12.12, sa_prot= 51,
sa_spi= 0x6B024AB(112207019),
sa_trans= ah-sha-hmac , sa_conn_id= 5
*Mar 21 20:17:11.703: IPSEC(create_sa): sa created,
(sa) sa_dest= 12.12.12.13, sa_prot= 51,
sa_spi= 0x4F60465(83231845),
sa_trans= ah-sha-hmac , sa_conn_id= 6
*Mar 21 20:17:11.707: IPSEC(create_sa): sa created,
(sa) sa_dest= 12.12.12.12, sa_prot= 50,
sa_spi= 0x19591660(425268832),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 7
*Mar 21 20:17:11.707: IPSEC(create_sa): sa created,
(sa) sa_dest= 12.12.12.13, sa_prot= 50,
sa_spi= 0x21240B07(556010247),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 8
*Mar 21 20:18:06.767: ISADB: reaper checking SA, conn_id = 4
lab-isdn#

Troubleshooting de IPSec e ISAKMP

Geralmente, € melhor iniciar cada sessao de solucado de problemas coletando informacgdes
usando os comandos a seguir. Um asterisco (*) indica um comando especialmente util. Consulte
também Solucdo de problemas de seguranca de IP - Entendendo e usando comandos debug
para obter informacdes adicionais.

A Output Interpreter Tool (somente clientes reqgistrados) oferece suporte a determinados
comandos show, o gue permite exibir uma analise da saida do comando show.

Observagio: antes de emitir comandos debug, consulte Informacdes importantes sobre
comandos debug.

Comandos
debug crypto pki trans * debug crypto ipsec
* debug crypto isakmp debug crypto key



//www.cisco.com/warp/customer/707/ipsec_debug.html
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

debug crypto sess debug crypto engine

show crypto engine show crypto engine
connections active connections drop-packet
show cryp.t © engine * show crypto ca certificate
configuration

* show crypto key * show crypto key pubkey-
mypubkey rsa chain rsa

shqw crypto isakmp show crypto isakmp sa

policy

show crypto ipsec sa show crypto ipsec session-key
show crypto ipsec show crypto map interface bri
transform-offer 0

clear crypto connection

show crypto map tag test <connection id of SA>

* clear crypto isakmp * clear crypto sa
clear crypto sa counters | clear crypto sa map
clear crypto sa peer clear crypto sa spi

clear crypto sa counters

A saida de exemplo de alguns desses comandos € mostrada abaixo.

wan2511#show crypto engine connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt
9 Serial0 20.20.20.21 set HMAC_ SHA 0 240
10 Serial0 20.20.20.21 set HMAC_ SHA 240 0

wan2511#show crypto engine connections dropped-packet
Interface IP-Address Drop Count

wan2511#show crypto engine configuration

slot: 0

engine name: unknown

engine type: software

serial number: 01496536
platform: rp crypto engine

crypto 1lib version: 10.0.0

Encryption Process Info:

input queue top: 140
input queue bot: 140
input queue count: 0

wan2511l#show crypto key mypubkey rsa
% Key pair was generated at: 00:09:04 UTC Mar 1 1993
Key name: wan2511.cisco.com
Usage: General Purpose Key
Key Data:
305C300D 06092A86 4886F70D 01010105
00034B00 30480241 00E9007B E5CD7DCS8
6E1C0423 92044254 92C972AD 0CCE9S796
86797EAA B6C4EFF0 OF0AS5378 6AFAE43B
3A2BD92F 98039DAC 08741E82 5D9053C4
DI9CFABC1 AB5S54EOE2 BB020301 0001

wan2511#show crypto key pubkey-chain rsa



wan2511#

wan2511#show crypto isakmp policy
Protection suite of priority 1

DE
Se

encryption algorithm:
hash algorithm:

authentication method: Pr
Diffie-Hellman group: #2
lifetime: 24

Default protection suite
DE
Se

encryption algorithm:
hash algorithm:

S - Data Encryption Standard (56 bit keys).
cure Hash Standard
e-Shared Key

(1024 bit)
0 seconds, no volume limit
S - Data Encryption Standard (56 bit keys).

cure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume limit
wan2511#show crypto isakmp sa
dst src state conn-id slot
20.20.20.21 20.20.20.20 QOM_IDLE 7 0
wan2511#
wan2511#show crypto ipsec sa
interface: Serial0
Crypto map tag: test, local addr. 20.20.20.21
local ident (addr/mask/prot/port): (50.50.50.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (60.60.60.0/255.255.255.0/0/0)

current_peer: 20.20.20.20
PERMIT, flags={origin_is_acl,ident_is_ipsec,}
#pkts encaps: 320, #pkts encrypt: 320, #pkts digest 320
#pkts decaps: 320, #pkts decrypt: 320, #pkts verify 320

#send errors 0, #recv errors O

local crypto endpt.: 20.20.20
path mtu 1500, media mtu 1500

current outbound spi: 6625CD

inbound esp sas:

.21, remote crypto endpt.: 20.20.20.20

spi: 0x1925112F(421859631)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 11, crypto map: test
sa timing: remaining key lifetime (k/sec): (4607971/3354)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

spi: 0x12050DD2 (302321106)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 9, crypto map: test
sa timing: remaining key lifetime (k/sec): (4607958/3354)
replay detection support: Y

outbound esp sas:

spi: 0x3262313(52830995)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 12, crypto map: test
sa timing: remaining key lifetime (k/sec): (4607971/3354)
IV size: 8 bytes
replay detection support: Y



outbound ah sas:
spi: 0x6625CD(6694349)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 10, crypto map: test
sa timing: remaining key lifetime (k/sec): (4607958/3354)
replay detection support: Y

wan2511#show crypto ipsec session-key
Session key lifetime: 4608000 kilobytes/3600 seconds

wan2511#show crypto ipsec transform-proposal
Transform proposal auth2: { ah-sha-hmac }
supported settings = { Tunnel, 1},
default settings = { Tunnel, 1},
will negotiate = { Tunnel, },

{ esp-des esp-sha-hmac }
supported settings = { Tunnel, 1},
default settings = { Tunnel, 1},
will negotiate = { Tunnel, },

wan2511#show crypto map interface serial 0
Crypto Map "test" 10 ipsec-isakmp
Peer = 20.20.20.20
Extended IP access list 133
access-list 133 permit ip
source: addr 50.50.50.0/0.0.0.255
dest: addr = 60.60.60.0/0.0.0.255
Current peer: 20.20.20.20
Session key lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform proposals={ auth2, }

wan2511#show crypto map tag test
Crypto Map "test" 10 ipsec-isakmp
Peer = 20.20.20.20
Extended IP access list 133
access-list 133 permit ip
source: addr = 50.50.50.0/0.0.0.255
dest: addr = 60.60.60.0/0.0.0.255
Current peer: 20.20.20.20
Session key lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform proposals={ auth2, }

wan2511#

lab-isdnl#show crypto engine connections active

ID Interface IP-Address State Algorithm Encrypt
5 BRIO 12.12.12.13 set HMAC_SHA 0
6 BRIO 12.12.12.13 set HMAC_SHA 89

lab-isdnl#show crypto engine connections dropped-packet

Interface IP-Address Drop Count
BRIO 12.12.12.13 4
lab-isdnl#show crypto engine configuration
slot: 0

engine name: unknown

Decrypt
89
0



engine type: software

serial number: 05679987
platform: rp crypto engine
crypto 1lib version: 10.0.0

Encryption Process Info:

input queue top: 243
input queue bot: 243
input queue count: O

lab-isdnl#show crypto ca cert
Certificate
Subject Name
Name: lab-isdnl.cisco.com
Serial Number: 05679987
Status: Available
Certificate Serial Number: 3E1ED472BDA2CE0163FB6BOB004ESEEE
Key Usage: Encryption

CA Certificate
Status: Available
Certificate Serial Number: 3051DF7169BEE31B821DFE4AB3A338ES5F
Key Usage: Not Set

Certificate
Subject Name
Name: lab-isdnl.cisco.com
Serial Number: 05679987
Status: Available
Certificate Serial Number: 503968D890F7D409475B7280162754D2
Key Usage: Signature

lab-isdnl#show crypto key mypubkey rsa
% Key pair was generated at: 03:10:23 UTC Mar 21 1993
Key name: lab-isdnl.cisco.com
Usage: Signature Key
Key Data:
305C300D 06092A86 4886F70D 01010105
00034B00 30480241 OOBECE2D 8CB32E6B
090ADEOD 46AF8D4A 1F378500 3435D0C7
293BF915 180C9EAC F81A6A43 AEEAF046
87B8E285 9D33D5CE 042ES5DDE A63DA5S4A
312AD425 5A756014 CB020301 0001
% Key pair was generated at: 03:11:17 UTC Mar 21 1993
Key name: lab-isdnl.cisco.com
Usage: Encryption Key
Key Data:
305C300D 06092A86 4886F70D 01010105
00034B00 30480241 00D2D125 FFBBFC6E
5693CB43 855473C1 65BC7CCA F645C35B
ED554BAA 0B119AFA 6F0853F5 745E0B84
922E39B5 FA84C4DD 05C19AA6 25818439
5C6CBC7F A4614F61 77020301 0001

lab-isdnl#show crypto key pubkey-chain rsa

Key name: Cisco SystemsDevtestCISCOCA-ULTRA

Key serial number: C7040262

Key usage: signatures only

Key source: certificate

Key data:
305C300D 06092A86 4886F70D 01010105
00034B00 30480241 00C1B69D 7BF634E4
EE28A84E 0DC6FCA4 DEA804D8 9E50CS5EB



E86239D5 1890D0D4 B732678B DBF28080
1430E5E5 6E7CC126 E2DDDBES 695ADF8E
5BA7E67B AE872937 53020301 0001

Key name: lab-isdn.cisco.com
Key address: 171.68.117.189
Key serial number: 05679919
Key usage: general purpose
Key source: certificate
Key data:
305C300D 06092A86 4886F70D 01010105
00034B00 30480241 00D771AD 5672B487
AQ195ECD 19546F91 9A3A6270 102ES5A9F
FADC7A60 8480FB27 Al1817153 35F4399D
3E577F72 B323BF06 20AB60C3 71CF4389
BA4AFC60E E6EA21EO0 63020301 0001

lab-isdnl#show crypto isakmp policy
Default protection suite

encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)

lifetime: 86400 seconds, no volume limit

lab-isdnl#show crypto isakmp sa
dst src state conn-id slot
12.12.12.12 12.12.12.13 QM_TIDLE 4 0

lab-isdnl#show crypto ipsec sa

interface: BRIO
Crypto map tag: test, local addr. 12.12.12.13

local ident (addr/mask/prot/port): (40.40.40.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (20.20.20.0/255.255.255.0/0/0)
current_peer: 12.12.12.12

PERMIT, flags={origin_is_acl,ident_is_ipsec, }
#pkts encaps: 89, #pkts encrypt: 89, #pkts digest 89
#pkts decaps: 89, #pkts decrypt: 89, #pkts verify 89
#send errors 11, #recv errors 0

local crypto endpt.: 12.12.12.13, remote crypto endpt.: 12.12.12.12

path mtu 1500, media mtu 1500
current outbound spi: 6B024AB

inbound esp sas:
spi: 0x21240B07(556010247)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 7, crypto map: test
sa timing: remaining key lifetime (k/sec): (4607989/3062)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:
spi: 0x4F60465(83231845)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5, crypto map: test



sa timing: remaining key lifetime
replay detection support: Y

outbound esp sas:
spi: 0x19591660(425268832)

transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 8, crypto map:
sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y

outbound ah sas:
spi: 0x6B024AB(112207019)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 6, crypto map:
sa timing: remaining key lifetime
replay detection support: Y

lab-isdnl#show crypto ipsec session-key

(k/sec) :

test
(k/sec) :

test
(k/sec) :

(4607984/3062)

(4607989/3062)

(4607984/3062)

Session key lifetime: 4608000 kilobytes/3600 seconds

lab-isdnl#show crypto ipsec transform-proposal

Transform proposal mypolicy: { ah-sha-hmac

supported settings = { Tunnel, 1},
default settings = { Tunnel, 1},
will negotiate = { Tunnel, 1},

{ esp-des esp-sha-hmac }
supported settings = { Tunnel, 1},
default settings = { Tunnel, 1},
will negotiate = { Tunnel, },

lab-isdnl#show crypto map interface bri 0
Crypto Map "test" 10 ipsec-isakmp
Peer = 12.12.12.12
Extended IP access list 144
access-list 144 permit ip

}

PFS

source: addr = 40.40.40.0/0.0.0.255

dest: addr = 20.20.20.0/0.0.0.255

Current peer: 12.12.12.12

Session key lifetime: 4608000 kilobytes/3600 seconds

(Y/N) :

N

Transform proposals={ mypolicy, }

lab-isdnl#show crypto map tag test

Crypto Map "
Peer

PFS

test"

10

ipsec-isakmp

= 12.12.12.12
Extended IP access list 144
access-list 144 permit ip
source: addr = 40.40.40.0/0.0.0.255
dest: addr = 20.20.20.0/0.0.0.255
Current peer: 12.12.12.12
Session key lifetime: 4608000 kilobytes/3600 seconds

(Y/N) :

N

Transform proposals={ mypolicy, }



lab-isdnl#

lab-isdnl#clear crypto isakmp
lab-isdnl#
*Mar 21 20:58:34.503: ISADB: reaper checking SA, conn_id = 4 DELETE IT!
*Mar 21 20:58:34.507: generate hmac context for conn id 4
*Mar 21 20:58:34.519: CRYPTO (epa_release_crypto_conn_entry): released conn 4
lab-isdnl#
lab-isdnl#clear crypto sa
lab-isdnl#
*Mar 21 20:58:42.495: IPSEC(delete_sa): deleting SA,
(sa) sa_dest= 12.12.12.13, sa_prot= 51,
sa_spi= 0x4F60465(83231845),
sa_trans= ah-sha-hmac , sa_conn_id= 5
*Mar 21 20:58:42.499: CRYPTO (epa_release_crypto_conn_entry): released conn 5
*Mar 21 20:58:42.499: IPSEC(delete_sa): deleting SA,
(sa) sa_dest= 12.12.12.12, sa_prot= 51,
sa_spi= 0x6B024AB(112207019),
sa_trans= ah-sha-hmac , sa_conn_id= 6
*Mar 21 20:58:42.503: CRYPTO (epa_release_crypto_conn_entry): released conn 6
*Mar 21 20:58:42.503: IPSEC(delete_sa): deleting SA,
(sa) sa_dest= 12.12.12.13, sa_prot= 50,
sa_spi= 0x21240B07(556010247),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 7
*Mar 21 20:58:42.507: CRYPTO (epa_release_crypto_conn_entry): released conn 7
*Mar 21 20:58:42.507: IPSEC(delete_sa): deleting SA,
(sa) sa_dest= 12.12.12.12, sa_prot= 50,
sa_spi= 0x19591660(425268832),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 8
*Mar 21 20:58:42.511: CRYPTO (epa_release_crypto_conn_entry): released conn 8
lab-isdnl#

Informacoes Relacionadas

. Configuracéo e Troubleshooting da Cisco Network-Layer Encryption: Histérico - Parte 1

- DES FIPS 46-2 no National Institute of Standards and Technology (NIST)
- DSS FIPS 186 no National Institute of Standards and Technology (NIST)
- Perguntas frequentes dos laboratérios RSA sobre a criptografia de hoje

- Padrdes de segurancga IETF

- Configurando o protocolo de seguranc¢a do intercambio chave de Internet
- Configuragdo da seguranca de rede IPSec

- Pagina de suporte do IPSec

. Suporte Técnico - Cisco Systems
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