Configurando o VPN Client 3.x para obter um
certificado digital
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Introduction

Este documento demonstra como configurar o Cisco VPN Client 3.x para obter um certificado
digital.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacoes neste documento sao baseadas em um PC que executa o Cisco VPN Client 3.x.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.

Configurar o VPN Client
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Conclua estes passos para configurar o VPN Client.

1. Selecione Start > Programs > Cisco Systems Inc. VPN client > Certificate Manager para

iniciar o VPN Client Certificate
Manager.
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2. Selecione a guia Certificados pessoais e clique em
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&5 Cisco Systems ¥PN Client Certificate Manager x|

Fersonal certificates identify you to people and hosts you communicate with and
are zigned by a certificate authority.

&, certificate autharty [CA] iz an organization that izzues cerificates.

Enrollment requestz are certificate requestsz that a Ca haz pet to approve.

Ferzonal Certificates | C4 Certificates | Enroliment Bequests I

Certificate Store

Stares: | <Al j Mew [Hptiohe =

|rnport.... | Cloze

Novo Obser
vacgao: certificados de maquina para autenticar usuarios para conexdes VPN nao podem ser
feitos com o IPsec.

3. Quando o VPN Client solicitar uma senha, especifique uma senha para proteger o
certificado. Qualquer operagao que exija acesso a chave privada do certificado requer que a
senha especificada




Cisco SYsTems

Certificate Password Protection __

Fazzword protecting your certificate provides an

additional level of zecunty. Thiz pazsword iz optional.

By choozing to protect pour certificate with a pagsward,

any operation that requires access to the certificate's

private key will require the specitied pazsword to
continue,

Mote - File bazed enrollments require the pazsword

uzed here to be re-entered when the approved
certificate ig imported.

Paszword:

LConfirmation Pazswaord:

|

£ Back Mt = I Cancel

Help

continue

4. Selecione File para solicitar um certificado usando o formato PKCS #10 na pagina

Enrolliment. Em seguida, clique em




Enrollment - Network or File .

Gisco SvsTems

The efnrollment wizard allows vou to request a personal
identity certificate from a Certificate Autharity [CA).

Metwaork bazed enrollment allowes you to connect directly
boa CA over a network, coninechion.

File bazed etrallment will produce a certificate request
file which pou need to subrit to pour administrator.

Fleaze zelect the method you wish to proceed with:

— Enrallment type:

i Metwork

.........

X

< Back I Meut » Cancel | Help

Avancar

5. Clique em Procurar e especifique um nome de arquivo para o arquivo de solicitagao de
certificado. Para o tipo de arquivo, selecione PEM Encoded Request File (*.req) e clique em

saveds 2| x|

Save in: I m Desktop

My Documents @ clientZ.req
] My Computer

£ My Mebwork Places

client5.req

Save

_lcases

B jazib

_lvpn

File narne: clients.req Save
Save az type: | PEM Encoded Request File [*.req) j Cancel

6. Clique em Next na pagina VPN Client
Enroliment.



Enrollment - File Location |

To create an enrallment request file, pleaze select the
tppe of file you wizh to generate.

Cisco SYSTEMS

Contact your network. administrator if you are not sure
which encoded file bype iz required.

When you select a file extenzion in the Browse dialog the
azzociated file tppe will be zelected on thiz page.

File name: *

................................

C:AMy Documentzhclienth reg Browse

— File type:
¥ Base 64 encoded [ req)
™ Binary encoded [pl0)

* Required Field

< Back Mewut » Cancel Help

7. Preencha os campos no Formulario de inscricao.Este exemplo mostra os campos:Nome
Comum = Usuario1Departamento = IPSECCERT (Deve corresponder a unidade
organizacional (OU) e ao nome do grupo no VPN 3000 Concentrator.)Empresa = Cisco
SystemsEstado = Carolina do NortePais = EUAE-mail = User1@email.comEndereco IP =
(opcional; usado para especificar o enderego IP na solicitagao do certificado
)Domain=cisco.comClique em Avang¢ar quando



terminar

Enrollment - Form

Gisco SvsTems

provided below.

Corrmon Mame [oh):*

Department [ou]:

E nter pour certificate enrollment infarmation in the figlds

Uzer

IPSECCERT

Cornparwy [o]: Cizzo Systems
State [st]: MorthCarolina
Country [c]: LS
Email [&]: IJzerl @email com
|F &ddress:
Cromair; ClEC0. o
* Required Field
< Back I Meut » Cancel | Help |

8. Clique em Concluir para continuar a

inscricao

Enrollment - Summary

Cisco SYSTEMS

Thiz iz a suramary of the information you have provided for
thiz certificate enrollment request.

Select Finizh to proceed with the enrollment or Back to
rmake modifications.

W
Enrallment: File - clients.req

Country: LIS

P &ddress:

Cerhificate Store: Cisco
Common Mame: Uszerl
Department: IPSECCERT
Compary: Cizco Systemns
State: MorthCarolina

Ermail: Uzerl Semal. com

Daomain: cisco.cam

<Back | Finish

I Cancel Help




9. Selecione a guia Solicitagdes de inscricao para verificar a solicitagao no Gerenciador de
certificados do cliente

&5 Cisco Systems ¥PN Client Certificate Manager x|

Ferzonal certificates identify you to people and hostz vou communicate with and
are signed by a certficate authority.,

& certificate autharty [CA] iz an organization that izzues certificates.

Enrollment requests are certificate requests that a Ca has yet to approve.

Perzonal Eertificatesl Cao Certificates  Enrollment Requests

 Certificate Stare

Optionzs

Irmipart.... Cloze

VPN
10. Ative o servidor da Autoridade de Certificagdo (CA) e as interfaces do VPN Client
simultaneamente para enviar a solicitagao.
11. Selecione Solicitar um certificado e clique em Avangar no servidor
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12. Selecione Solicitagdo avangada para o tipo de solicitagao e clique em

b
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13. Selecione Submit a certificate request using a base64 encoded PKCS #10 file or a renew

request using a base64 encoded PKCS #7 file em Advanced Certificate Requests e clique
em
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Advanced Certificate Requests

“fiout can request a certificats for yoursedf, another user, or a computer using o of the folleing methods . Mote that the poioy of the cerification
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14. Destaque o arquivo de solicitagao do VPN Client e cole-o no servidor CA em Solicitagéo

salva. Em seguida, clique em
Enviar.
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15. No servidor CA, emita o certificado de identidade para a solicitagédo do VPN

Client.
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16. Faca o download dos certificados raiz e de identidade para o VPN Client. No servidor CA,

selecione Verificar um certificado pendente e clique em
Avancar.

Welcome
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Select a task:
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|

17. Selecione Base 64 codificada. Em seguida, clique em Transferir certificado CA no servidor

CA.
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18. Selecione um arquivo para baixar na pagina Recuperar certificado CA ou lista de

19.

revogacao de certificado para obter o certificado raiz no servidor CA. Em seguida, clique
em

AvanEar.

Retrieve The CA Certificate Or Certificate Revocation List

Install this T A cerfication palh to allowyour compuber to st certificates issued from this cerification authonty

File: Dorndand

It is not necessary to manually install th

= cata from this cerficaon authority,
because the CA certification path will |

Choose file to download:

CA Certificate I
Enwacus [mrenimpcy)] | comewcor SRy s 2 x]

Frenvious [frahim-pc)

~ DER encoded or -
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Selecione Certificate Manager > CA Certificate > Import on the VPN Client e, em seguida,
selecione o arquivo CA raiz para instalar a raiz e os certificados de
identidade.
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20. Selecione Gerenciador de Certificados > Certificados Pessoais > Importar e escolha o
arquivo de certificado de
identidade.




Import Certificate - Source: X|

The certificate source identifies where the certificate is
imported fram. Additionally, if the certifcate you are
Gisco Svstems imparting iz protected by a passwaord, please enter it
below.

— Certiticate source:

™ Microzoft certificate:

! 54

% File:

I Browsze |

Import pazsword:

& B el | Mewt = | Cancel | Help |

Li Look in: IE Desktop

st My Documents = client_cerk,cer
My Compukter client_rnnt_cert.cer

In ks My Mebwork Places
_lcases

| jazib

] WP

File name; client_cert. cer

Open I
Files of type: 1509 DER Files [* der;* cer) j Cancel |

o

21. Certifique-se de que o certificado de identidade aparece na guia Certificados




&5 Cisco Systems ¥PN Client Certificate Manager |
Perzonal certificates identify pou to people and hosts you communicate with and
are zigned by a certificate autharity,

A, certificate authanty [CA] 1z an organization that izzues certificates.
E nrollment requests are certificate requests that a Ca& haz pet to approve.
| Personal Certiicates | Ca Cetificates | Errollment Requests
Certificate Store
Uzerh Cizco
Stores: I{.-'-‘-.II} j Mew Optiong
Import.... | Cloze
pessoais

22. Verifique se o certificado raiz € exibido na guia Certificados



A Cisco Systems ¥PN Client Certificate Manager x|
Fersonal certificates identify you to people and hosts you communicate with and
are zigned by a certificate autharity.

&, certificate autharity [CA] iz an arganization that izzues certificates.
Enrollment requests are certificate requests that a Cé& haz pet to approve.
Perzonal Certificates §"If.ﬂ.'EE}EifiEEEéEEI E nrollment B equests I
Certificate | Stare
(frahirn-pi: Ch,
Stares: I{.-’-‘-.II} j Optiong -
Impart... | Cloge
CA
Verificar

No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshoot

Quando vocé tenta se inscrever no Microsoft CA Server, ele pode gerar esta mensagem de erro.

Initiating online request
Generating key pair

Generating self-signed Certificate
Initiating online request

Received a response from the CA
Your certificate request was denied

Se vocé receber essa mensagem de erro, consulte os registros do Microsoft CA para obter



detalhes ou consulte esses recursos para obter mais informacgdes.

- O Windows nao conseque localizar uma autoridade de certificado que processa a solicitacdo
. XCCC: A mensagem de erro "Sua solicitacdo de certificado foi negada" ocorre quando vocé
solicita um certificado para conferéncias sequras

Informacoes Relacionadas

- Negociacao IPsec/Protocolos IKE
.- Suporte Técnico e Documentacao - Cisco Systems
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