Exemplo de configuracao de IPSec entre PIX e
Cisco VPN Client usando certificados Smartcard
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Introduction

Este documento demonstra como configurar um tunel VPN IPSec entre um PIX Firewall e um
Cisco VPN Client 4.0.x. O exemplo de configuragéo neste documento também destaca o
procedimento de inscricdo da autoridade de certificagdo (CA) para o roteador Cisco IOS® e o
Cisco VPN Client, assim como o uso de um Smartcard como um armazenamento de certificado.

Consulte Configuracado de IPSec entre Cisco IOS Routers e Cisco VPN Client Usando
Certificados Entrust para saber mais sobre Configuracao de IPSec entre Cisco IOS Routers e
Cisco VPN Client usando Certificados Entrust.

Consulte Configurando Autoridades de Certificados de Varias Identidades em Cisco IOS Routers
para saber mais sobre a Configuragao de Autoridades de Certificados de Varias Identidades em
Cisco I0S Routers.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados
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As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco PIX Firewall executando o software versao 6.3(3)

. Cisco VPN Client 4.0.3 em um PC com Windows XP

- Um servidor de AC do Microsoft Windows 2000 é usado neste documento como o servidor de
CA.

. Os certificados no Cisco VPN Client sdo armazenados usando Aladdin e-Token Smartcard.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Inscrever e configurar o PIX

Nesta secao, vocé vera informagdes sobre a configuragdo dos recursos descritos neste
documento.

Observagao: para encontrar informagdes adicionais sobre os comandos usados neste
documento, use a Command Lookup Tool (somente clientes registrados) .

Configuracoes

Este documento utiliza estas configuragdes.

- Inscricao de certificado no PIX Firewall
. Configuracao de firewall PIX

Inscricao de certificado no PIX Firewall

!--- Define a hostname and domain name for the router.
!--- The fully qualified domain name (FQDN) is used !---
as the identity of the router during certificate
enrollment. pix(config)#hostname sv2-11

sv2-11(config) #domain-name cisco.com

!--— Confirm that you have the correct time set on the
PIX. show clock

clock set

!-—-- This command clears the PIX RSA keys. ca zeroize
rsa

! --- Generate RSA (encryption and authentication) keys.
ca gen rsa key

!--- Select the modulus size (512 or 1024). !--- Confirm
the keys generated. show ca mypub rsa

!--- Define the CA identity. ca ident kobe
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10.1.1.2:/certsrv/mscep/mscep.dll

ca conf kobe ra 1 20 crlopt

ca auth kobe

ca enroll kobe [ipaddress]

!--—- Confirm the certificate and validity. show ca cert

Configuragao de firewall PIX

PIX Version 6.3(3)

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown
interface ethernet3 auto shutdown
interface ethernet4d auto shutdown
interface ethernet5 auto shutdown

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

nameif ethernet2 intf2 security4

nameif ethernet3 intf3 security6

nameif ethernet4 intf4 security$8

nameif ethernet5 intf5 securityl0

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIJI.2KYOU encrypted
hostname sv2-11

domain-name cisco.com

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

access-list 101 permit tcp any host 209.165.201.21 eqg
WWwW

access-list 120 permit ip 10.1.1.0 255.255.255.0
10.0.0.0 255.255.255.0

pager lines 24

mtu outside 1500

mtu inside 1500

mtu intf2 1500

mtu intf3 1500

mtu intf4 1500

mtu intf5 1500

ip address outside 209.165.201.20 255.255.255.224
ip address inside 10.1.1.10 255.255.255.0
ip address intf2 127.0.0.1 255.255.255.255
no ip address intf3

no ip address intf4

no ip address intf5

ip audit info action alarm

ip audit attack action alarm

ip local pool vpnpool 10.0.0.10-10.0.0.100
no failover

failover timeout 0:00:00

failover poll 15




no failover ip address outside

no failover ip address inside

no failover ip address intf2

no failover ip address intf3

no failover ip address intf4

no failover ip address intfb

pdm history enable

arp timeout 14400

nat (inside) 0 access-list 120

static (inside,outside) 209.165.201.21 10.1.1.2 netmask
255.255.255.255 0 0

access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 209.165.201.30 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-3des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap interface outside

isakmp enable outside

isakmp policy 10 authentication rsa-sig

isakmp policy 10 encryption 3des

isakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

vpngroup vpncert address-pool vpnpool

vpngroup vpncert idle-time 1800

vpngroup vpncert password ***kxkkkk

ca identity kobe 10.1.1.2:/certsrv/mscep/mscep.dll
ca configure kobe ra 1 20 crloptional

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:2ae252ac69e5218d13d35acdf1£30e55

: end

[OK]

sv2-11(config)#

Inscrever certificados do Cisco VPN Client

Lembre-se de instalar todos os drivers e utilitarios necessarios que acompanham o dispositivo
Smartcard no PC para serem usados com o Cisco VPN Client.

Estas etapas demonstram os procedimentos usados para inscrever o Cisco VPN Client para
certificados MS. O certificado € armazenado no arquivo de cartdes eletrénicos_Aladdin .
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1. Inicie um navegador e va para a pagina do servidor de certificados
(http://CAServeraddress/certsrv/, neste exemplo).

2. Selecione Solicitar um certificado e clique em
Avancar.

Addrass | @] http://209.165.201.21 fcertsry/ v Bl i

Microsoft Certificate Services - kobe Home

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or
other secure program. Once you acquire a certificate, you will be able to securely
Identify yourself to other people over the web, sign your e-mail messages, encrypt
your e-mall messages, and more depending upon the type of certificate you request.

Select atask:
O Retrieve the CA certificate or certificate revocation list
®Request a certificate
O Check on a pending certificate

3. Na janela Escolher tipo de solicitagao, selecione Solicitagdo avangada e clique em
Avancar.

Microsoft Certificate Services -- kobe Home

Choose Request Type

Flease select the type of request you would like to make:

O User certificate request:

® Advanced request

| Mext =

4. Selecione Enviar uma solicitagao de certificado para esta CA usando um formulario e clique
em

Avancar.




Microzoft Certificate Services -- kobe

Advanced Certificate Requests

You can request a certificate for yourself, ancther user, or a computer using one of the

following methods. Note that the policy of the certification authority (CA) will determine
the certificates that you can obtain.

® Submit a certificate request to this CA using a form.

O Submit a certificate request using a baseb4 encoded PKCS #10 file or a
renewal request using a basetd encoded PKCS #7 file.

O Request a cetificate for a smart card on behalf of another user using the Smart
Card Enrollment Station.

You must have an enroliment agent certificate to submit a request for another user.

. Preencha todos os itens no formulario Solicitagao de certificado avangado.Certifique-se de
que o departamento ou a unidade organizacional (OU) corresponde ao nome do grupo do
Cisco VPN Client, conforme configurado no nome do grupo de VPN PIX. Selecione o
provedor de servigos de certificado (CSP) correto para sua

configuragao.




Microsoft Certhcate Semices - kobe

Advanced Certificate Request

Identifying Information:

Marme: ericetoken
E-Mail:

Company: cisco

Department: 'vpncen

City: ctd
State: nsw
Country/Region: | AU

Intended Purpose:

Client Authentication Certificate

Key Options:
CSP:
Key Usage: O Exchange (O Signature () Both

Key Size: 512 | hT:ch:: [eommaon key sizes: 512 1024

@ Create new key set

v

eToken Elase Cryptographic Provider

[ 1Set the container name
O Use existing key set

[L]Enable strong private key protection
[IMark keys as exportable

[JUse local machine stare
You must be an adminstrator to generate

Additional Options:

Hash Algorithm:  SHA-1 hd
Only used to sign request.

[JSave request to a PKCS #10 file

Attributas:

[ Submit > |

6. Selecione Sim para continuar a instalacdo quando receber o aviso Validacao de script
potencial.



Potential Scripting Yiolation

This Web site is reguesting & new certificate on wour behalf. You should allow oty brusted 'Web sites bo request a
! certificate for vou,
Do you want ko request a certificate now?

Yes i Lu]

7. Ainscricao de certificado chama o repositorio eToken. Digite a senha e clique em

eloken Base Cryptographic Provider ]

eToken

Input eToken pazsword

el oken: __“:_J

HEMNMENMEY

Fazzward:

?Lngin_f;:u oLr eToken to enable usir‘ig?éreafi'ngi:-"'remm'fi'hg
your private key.

Less << ] Cancel

OK
8. Clique em Instalar este
certificado.

Microsoft Cerificate Services -- kobe

Certificate Issued

The certificate you requested was Issued to you.

b1 Install this certificate

9. Selecione Sim para continuar a instalagédo quando receber o aviso Validagao de script
potencial.



Potential Scripting Yiolation

AN

Thiz Web site s adding one of more cestificates to this computer. Allowing an untrusted Web site to update your
certificates is a seourity risk, The Web site could install certificabes you do not trusk, which could alow programs that
woul o nok trissk bo run on Ehis compuber and gain access ko your data,

Do you want this program ko add the certificates now? Click Yes F you brust this Web site, Othenvise, dick No.

Yes /]e]

10. Selecione Yes para adicionar o certificado raiz ao Root

Store

'j Do yiou wank ko 40D the Following certificate to the Rook Store?
L

Subject : kobe, wpn, apt-vpn, ckd, nsw, AL

Issuer @ Self Issued

Tirne Yalidity : Monday, 25 August 2003 through Thursday, 25 Sugust 2005
Setial Mumber : 43C2EEZ8 43CESAAG 4457F2ZDE 23EDFEDE

Thumbprink {(shal) ; 3047C8Fa 270365880 C2EBD4FaG FESS00A0 3492 7E4E
Thumbprint {mdS) : A1EZ3EG1 058538FA4 6EB4F157 49ECT74F

Yes Mo

11. A janela Certificado instalado é exibida e confirma a instalagdo bem-
sucedida.

Microsoft Cerificate Services - kobe

Certificate Installed

our new certificate has been successiully installed.

12. Use o eToken Application Viewer para exibir o certificado armazenado no
Smartcard.



‘= eToken Properties

¢Token

e

Local Machine

| eToken [AKS ...

......

Details | Settings | Certificates & keys

Delete
& Exchange key <beb2b14a-2935-4476-bfb3-8e22d95. .. [
Yerzion W3 -
Serial number 11 00 00 0000 00 54 41 81 23
Signature algorthm  RSA_SHATRSA
lzzuier AL, mew, ctd. apt-vpn, vpn, kobe
W alid framm Tussday, 14 Octaber 2003 2-24:58 AM
Walid ta Thurzdap. 14 October 2004 2-34:53 Al
Subject Al nsw, obd, cisco, wpncert, encetaken
_Ken containes heb?hl da-a835 AA7E-hh 322009753019 o

Configure o Cisco VPN Client para usar o certificado para

conexao com o PIX

Estas etapas demonstram os procedimentos usados para configurar o Cisco VPN Client para usar
o certificado para conexdes PIX.

1. Inicie o Cisco VPN

Client. Em Connection Entries (Entradas de conexao), clique em New

para criar uma nova

conexao.



# YPH Client - Version 4.0.3 (Rel)

| Connection Entries Skatus Certificates Log Oplions Help

iConneck to bo_pix Chrl+0 = -] Cisco SYSTEMS
Disconnect Chrl4+D '_nJ i

-pdify Delete )
Zreate Sharkcut
Modify, .,

Host Tranz

Delete
Duplicate

Set as Default Connection Entry

I

mpotk. ..

Exit WP Client Chrl+)

[ N

| Mok connecked.

2. Preencha o detalhe da conexao, especifique a Autenticacado do certificado, selecione o
certificado obtido da inscrigdo. Click

# YPN Client | Create New YPN Connection Entry

LConnection Entny: jtu:u_pi:-:

Dezcriphion; 4|:Dnnec:ti|:|n ko i

Host: |209.165.201.20

Authentication 1Tran3pn:nrt ] Backup Servers 1 Dial-Up ]

" Group Authentication

M arme: |

Paszword: |

Confirmn Passwnrd:j

{¢ Certificate Authentication

LEE | ericetoken [Microzoft]

| Send CA Certificate Chain

Eraze Uzer Pazaword Save Cancel

Save
3. Para iniciar a conexao do Cisco VPN Client com o PIX, selecione a Entrada de conexao




desejada e clique em
Conectar.

# ¥PN Client - Version 4.0.3 {Rel)

Connect ko ta_pix

Disconneck Ckrl+D

"Q.:.nnnect.i-nn.El:ngri-és Status  Certificates Log Options Help

R X

Cisco SvsTems

Set as Default Connection Entry

Mew, .,

Import. ..

Exit WPM Client

KN

-odify Delete ;
Create Shorkouk
Modify. ..
Hiozt Trans
Delete 209.165.201.20 IPSe:
Duplicate

Mot connected.

Instalar drivers eToken Smartcard

Estas etapas demonstram a instalagao dos drivers Aladdin eToken Smartcard.

1. Abra o assistente de configuragdo eToken Run time Environment

3.51.



http://www.ealaddin.com/

i eToken Run Time Environment 3.51 Setup

Welcome to the eToken Run
| eToiie n' Time Environment 3.51
vour kew o esecuney IINStAllAtION Wizard

The Setup WWizard will install eToken Run Time
Environment 3.51 on your computer.

Click Mext to continue ar Cancel to exit the Setup
R I E Wiizard.

Meut » ] [ Cancel

2. Aceite os termos do Contrato de Licenca e clique em
Avangar.




i& eToken Run Time Environment 3.51 Setup

End-User License Agreement T i
Fleaze read the following icenze agreement carefully e 0 e n

“our ey to eSecurity

ALADDIN KNOWLEDGE SYSTEMS LTD.
ETOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE EEAD THIS AGEEEMENT
CAREFULLY BEFORE QPENIMNG THE PACKAGE AMND/OR USING
THE CONTENTS THEREOF AND/ORE BEFORE DOWHNLOADING OR
IMETALLING THE SOFI'WARE PREOGEAM. ALL ORDERS FORE AMND
USE OF THE ETOKEN ENETERFRISE PRODUCTS {including wathout
lirnitation, lihraries, utihities, diskettes, CD ROM, eToken® kevs and the User
Cide) Cheremnafter “Product™) SUPPLIED BY ALADDIN KNMOWLADGE o

{(#) | accept the licenze agreement
{1 do niot accept the license agreement

[ Heszet ] [ < Back " Mest > l [ Cancel

3. Clique em
Instalar.



iE eToken Run Time Environment 3.51 Setup

Ready to Install the Application T ck
Click, Mest to begin inztallation. e O e n

our Key to eSecurity

Please click Next to hegin installation.

< Back l[ M et > J [ Cancel

4. Os drivers do eToken Smartcard estdo agora instalados. Clique em Finish para sair do
assistente de
configuracéao.



| i eToken Run Time Environment 3.51 Setup

eToken Run Time Environment

eTOé[(e n 3.51 has been successfully

Tour Fey to eSecurity inSta"Ed-

Click the Finizh buttan to exit this installation.

RTE

Verificar

Esta secao fornece informagdes que vocé pode usar para confirmar se a sua configuracao
funciona corretamente.

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

- show crypto isakmp sa — Exibe todas as associa¢des de seguranga (SAs) atuais do Internet

Key Exchange (IKE) em um peer.
SV2-11(config) #show crypto isa sa

Total 1
Embryonic : 0
dst src state pending created
209.165.201.20 209.165.201.19 QM_IDLE 0 1
- show crypto ipsec sa — Exibe as configuragdes usadas pelas associagdes de segurancga
atuais.

SV1-11(config) #show crypto ipsec sa
interface: outside
Crypto map tag: mymap, local addr. 209.165.201.20
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.0.0.10/255.255.255.255/0/0)
current_peer: 209.165.201.19:500
dynamic allocated peer ip: 10.0.0.10
PERMIT, flags={}
#ipkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#ipkts decaps: 7, #pkts decrypt: 7, #pkts verify 7


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 209.165.201.20, remote crypto endpt.: 209.165.201.19
path mtu 1500, ipsec overhead 56, media mtu 1500
current outbound spi: c9a9220e

inbound esp sas:

spi: 0xa9857984(2844096900)

transform: esp-3des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4607996/28746)

IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0xc9a9220e(3383304718)

transform: esp-3des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4608000/28748)

IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound pcp sas:

Troubleshoot

Consulte Troubleshooting do PIX para Passar o Trafego de Dados em um Tunel IPSec
Estabelecido para obter mais informagdes sobre como solucionar problemas dessa configuragao.

Informacoes Relacionadas

- Referéncias do comando Cisco Secure PIX Firewall

. Solicitacées de Comentarios (RFCs)

- Pagina de suporte do IPSec (protocolo de seguranca IP)
- Pagina de Suporte do Cisco VPN Client

- Pagina de suporte de PIX 500 Series Firewalls

- Suporte Técnico - Cisco Systems
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