Configurando um Cisco 827 para PPPoE com
sobrecarga de NAT IPSec de VPN
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Introduction

O roteador Cisco 827 é geralmente um equipamento local do cliente (CPE). Nesta configuracao
de exemplo, o Cisco 827 é configurado para o protocolo ponto a ponto em Ethernet (PPPoE) e é
usado como um par em um tunel IPSec de LAN para LAN com um roteador Cisco 3600. O Cisco
827 também faz a sobrecarga da conversao de endereco de rede (NAT) para fornecer a conexao
com a Internet para sua rede interna.

Antes de Comecar

Conventions

Para obter mais informacgdes sobre convengdes de documento, consulte as Convencdes de dicas
técnicas Cisco.

Prerequisites

Ao considerar essa configuragao, lembre-se do seguinte.

- Certifique-se de que o PPPoOE esteja funcionando antes de adicionar uma configuragcao para
IPSec VPN no Cisco 827. Para depurar o cliente PPPoE no Cisco 827, vocé deve considerar
a pilha de protocolos. Vocé deve solucionar o problema na seqiéncia a seguir.Camada fisica
DSLCamada ATMCamada de EthernetCamada PPP

- Neste exemplo de configuragéo, o Cisco 827 tem um endereco IP estatico. Se o Cisco 827
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tiver um endereco IP dinadmico, consulte Configurando o IPSec dindmico para estatico de
roteador para roteador com NAT além deste documento.

Componentes Utilizados

As informacgdes neste documento sao baseadas nas versdes de software e hardware abaixo.

- Cisco 827 12.1(5)YB4

- Cisco 3600 12.1(5)T8

- Cisco 6400 12.1(1)DCA1
As informacodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. All of the devices used in this document started with a cleared (default)
configuration. Se vocé estiver trabalhando em uma rede ativa, certifique-se de que entende o
impacto potencial de qualquer comando antes de utiliza-lo.

Configurar

Nesta sec¢ado, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Diagrama de Rede

Este documento utiliza a instalagéo de rede mostrada no diagrama abaixo.

192.168.100. % 20.20.20.20 30.30.30.30 192.168.200.x
PPPoE l
Intemal Intermet Intemal
Cisco 827 (CPE) Router Light

Router to Router IPSec WYPH Tunnel

Configuracoes

Este documento utiliza as configuragées mostradas abaixo.

. Cisco 827 (CPE)
. Luz do Roteador

Observacgao: para encontrar informacgdes adicionais sobre os comandos usados neste
documento, use a ferramenta Command Lookup Tool (somente clientes registrados).

Cisco 827 (CPE)
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version 12.1

no service single-slot-rel oad-enabl e
no service pad

service tinmestanps debug uptinme
service tinmestanps | og uptine

no service password-encryption

!
host nane 827
!
logging rate-linmt console 10 except errors
!
i p subnet-zero
no ip finger

!
no i p dhcp-client network-discovery
vpdn enabl e

no vpdn | oggi ng
!
vpdn- group pppoe
request-dialin
pr ot ocol pppoe
!
!
!
crypto isaknmp policy 20
encr 3des
aut hentication pre-share
group 2
crypto isaknp key sharedkey address 30.30.30.30
!
!
crypto ipsec transformset dsltest esp-3des esp-nd5-hnmac
!
crypto map test 10 ipsec-isaknmp
set peer 30.30.30.30
set transformset dsltest
mat ch address 101
!
interface EthernetO
i p address 192. 168. 100. 100 255. 255. 255.0
ip nat inside
!
interface ATM
no i p address
no atmil m -keepalive
bundl e- enabl e
dsl operating-nmode ansi-dnt
|

i nterface ATMD. 1 poi nt-to-point

pvc 0/ 33

!--- This is usually provided by the ISP. protocol pppoe
pppoe-client dial-pool-nunber 1! I interface Dialerl ip
address 20.20.20.20 255.255.255.0 !/--- This is provided
by the ISP. !--- Another variation is ip address
negotiated.

ip nmu 1492

i p Nat outside

encapsul ati on ppp

no i p route-cache

no i p nroute-cache

di al er pool 1

ppp authentication chap callin




ppp chap hostnanme testuser

ppp chap password 7 00071A1507545A545C

crypto map test

|

ip classless

iproute 0.0.0.0 0.0.0.0 Dialer1

no ip http server

|
i p Nat inside source route-nap nonat interface Dialerl
over | oad
access-list 1 permit 192.168.100.0 0.0.0.255
access-list 101 permt ip 192.168.100.0 0.0.0.255
192. 168.200.0 0.0.0. 255
access-1list 105 deny ip 192.168.100.0 0.0.0.255
192. 168.200.0 0.0.0. 255
access-list 105 permt ip 192.168.100.0 0.0.0.255 any
|
route-map nonat permt 10

match i p address 105

|

!
line con O

transport input none

stopbits 1
line vty 0 4

| ogin
!
schedul er nax-task-time 5000
end

Luz do Roteador

version 12.1

no service single-slot-rel oad-enabl e

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

!

host nane |i ght

!

boot system fl ash: ¢c3660-j k2s-ne. 121-5. T8. bin
| oggi ng buffered 4096 debuggi ng

logging rate-linmt console 10 except errors
!

i p subnet-zero

!

no ip finger

!

ip cef

!
crypto isaknmp policy 20

encr 3des

aut hentication pre-share

group 2
crypto isaknmp key sharedkey address 20.20.20.20
!
crypto ipsec transformset dsltest esp-3des esp-nd5-hmac
!
crypto map test 10 ipsec-isaknp

set peer 20.20.20.20

set transformset dsltest

mat ch address 101
!




call rsvp-sync
cns event-service server
|

|

!
controller E1 2/0

|

!
interface FastEthernet0/0

i p address 192. 168. 200. 200 255. 255. 255.0
ip Nat inside

dupl ex auto

speed auto

nterface FastEthernet0/1

i p address 30.30.30.30 255.255.255.0
i p Nat outside

dupl ex auto

speed auto

crypto map test

nterface Serial1/0
no i p address
shut down

nterface Seriall/1
no i p address
shut down

nterface Seriall/2
no i p address
shut down

nterface Serial1/3
no i p address
shut down

nterface BRI 4/0
no i p address
shut down

nterface BRI 4/ 1
no i p address
shut down

nterface BRI 4/2
no i p address
shut down

nterface BRI 4/3
no i p address

shut down
|

i p kerberos source-interface any

ip Nat inside source route-map nonat interface
Fast Et hernet 0/ 1 overl oad

ip classless

ip route 0.0.0.0 0.0.0.0 30.30.30.1

ip http server

|
access-list 101 permt ip 192.168.200.0 0.0.0.255
192. 168. 100.0 0.0.0. 255

access-1list 105 deny ip 192.168.200.0 0.0.0.255
192. 168. 100.0 0.0.0. 255




access-list 105 permt ip 192.168.200.0 0.0.0.255 any
|
route-map nonat permt 10
match i p address 105
|
1
di al - peer cor custom
|
!
line con O
exec-timeout 0 O
transport input none
line 97 108
line aux O
line vty 0 4
| ogin
!
end

Verificar

Esta sec¢éao fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

Observagao: para entender exatamente o que os seguintes comandos show indicam, consulte |P
Security Troubleshooting - Understanding and Using Debug Commands.

- show crypto isakmp sa — Mostra a estrutura Internet Security Association Management
Protocol (ISAKMP) Security Association (SA) construida entre correspondentes.

- show crypto ipsec sa - Mostra o SA de IPSec criado entre os correspondentes.

- show crypto engine connections active — Mostra cada fase 2 SA embutida e a quantidade de
trafego enviado.

Comando show do roteador IPSec bom

- show crypto isakmp saCisco 827 (CPE)Luz do Roteador
- show crypto engine connections activeCisco 827 (CPE)Luz do Roteador
- show crypto ipsec sa

827#show crypto ipsec sa

interface: Dialerl
Crypto map tag: test, local addr. 20.20.20.20

local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)
current _peer: 30.30. 30. 30

PERM T, flags={origin_is_acl,}

#pkts encaps: 208, #pkts encrypt: 208, #pkts digest 208

#pkts decaps: 208, #pkts decrypt: 208, #pkts verify 208

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
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#send errors 2, #recv errors 0

Il ocal crypto endpt.: 20.20.20.20, renmpte crypto endpt.: 30.30.30.30

path mu 1500, media ntu 1500
current outbound spi: 4FE59EF2

i nbound esp sas:

spi: 0x3491ACD6(881962198)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow.id: 1, crypto map: test

sa timng: remaining key lifetime (k/sec): (4607840/3301)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: Ox4FE59EF2(1340448498)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow.id: 2, crypto map: test

sa timng: remaining key lifetime (k/sec): (4607837/3301)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:
out bound pcp sas:

interface: Virtual - Accessl
Crypto map tag: test, local addr. 20.20.20.20

local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)

current _peer: 30.30. 30. 30

PERM T, flags={origin_is_acl,}

#pkts encaps: 208, #pkts encrypt: 208, #pkts digest 208
#pkts decaps: 208, #pkts decrypt: 208, #pkts verify 208
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed:

#send errors 2, #recv errors 0

local crypto endpt.: 20.20.20.20, renmpte crypto endpt.: 30.30.30.30

path mu 1500, media ntu 1500
current outbound spi: 4FE59EF2

i nbound esp sas:

spi: 0x3491ACD6(881962198)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow.id: 1, crypto map: test

sa timng: remaining key lifetime (k/sec): (4607840/3301)
IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: Ox4FE59EF2(1340448498)

0



transform esp-3des esp-nd5-hnmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow.id: 2, crypto map: test

sa timng: remaining key lifetime (k/sec): (4607837/3301)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

Troubleshoot

Esta sec¢éo fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Comandos para Troubleshooting

Observagao: antes de emitir comandos debug, consulte Informacdes importantes sobre
comandos debug e Troubleshooting de Seguranca IP - Entendendo e Usando Comandos Debug.

- debug crypto ipsec — Exibe as negociagdes de IPSec da fase 2.

- debug crypto isakmp Exibe as negociagdes ISAKMP da fase 1.

- debug crypto engine - Mostra o trafego que esta criptografado.

- ping - mostra a conectividade pelo tinel de VPN e pode ser usado juntamente com os
comandos debug e show.

827#ping

Protocol [ip]:

Target | P address: 192.168.200. 200

Repeat count [5]: 100

Dat agram si ze [100]: 1600

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 192.168.100.100
Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 100, 1600-byte | CMP Echos to 192. 168. 200. 200, tineout is 2 seconds:
NEREREERE RN R RN R RN RN RN RN RN R RN RN RN R RN NN EE!

Success rate is 100 percent (100/100), round-trip mn/avg/ max = 264/ 266/ 276 ns

Informacoes Relacionadas

. Paginas de Suporte do IPSec

- Paginas de Suporte ao IP Routing

- Uma introducgao a criptografia IPSec
- Troubleshooting o Cisco 827 Router
- Suporte Técnico - Cisco Systems
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