Configurar SD-WAN Cloud OnRamp para SaaS
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Introducao

Este documento descreve a configuragao para o Cloud OnRamp for Software as a Service (SaaS)
usando a saida local da filial.

Pré-requisitos

Requisitos

A Cisco recomenda que vocé tenha conhecimento da Rede de Longa Disténcia Definida por
Software (SD-WAN).

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Cisco vManage versao 20.9.4
* Roteador Cisco WAN Edge versao 17.9.3a

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio



Para uma organizacao que usa SD-WAN, um local de filial normalmente roteia o trafego de
aplicativos SaaS por padrao por links de sobreposicao de SD-WAN para um data center. A partir
do data center, o trafego de SaaS alcanca o servidor de SaaS.

Por exemplo, em uma grande organizagdo com um data center central e filiais, os funcionarios
podem usar o Office 365 em uma filial. Por padréao, o trafego do Office 365 em uma filial é roteado
por um link de sobreposicido SD-WAN para um data center centralizado e, da saida DIA, para o
servidor de nuvem do Office 365.

Este documento aborda este cenario: se o local da filial tiver uma conexao de acesso direto a
Internet (DIA), vocé podera melhorar o desempenho roteando o trafego de SaaS através do DIA
local, ignorando o data center.

Observagao: ndo ha suporte para a configuragcado do Cloud OnRamp para SaaS quando
um site usa um loopback como uma interface de localizador de transporte (TLOC).

Configurar
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Topologia de rede
Configuracdes
Ativar o NAT na interface de transporte

Naveg ue até Feature Template . Escolhao Transport VPN interface modelo e Habilitar NAT.

= Cisco SD-WAN () Select Resource Group Configuration - Templates

Configuration Groups Feature Profiles Device Templatas

Feature Template » Cisco VPN Interface Ethernet > cEdge_Basic_Transport]_MAT

NAT @-| O on Off
NAT Type @~ Paol Loopback
UDP Timeout @ ®
TGP Timeout @~ ®
STATIC NAT PORT FORWARD

Ativar NAT de interface

Configuracdo equivalente de CLI:



interface GigabitEthernet2
ip nat outside

ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernet2 overload

ip nat translation tcp-timeout 3600

ip nat tranglation udp-timeout 60

Criar umapolitica de AAR centralizado

Para estabel ecer uma politica centralizada, vocé deve seguir este procedimento:

Etapa 1. Crie umalistade sites:

= Cisco SD-WAN

ralized Policy » Define Lists

1 Select Resource Groupw

Select a list type on the left and start creating your groups of interest

Application

Color

Community

Data Pretix

Paolicer

® New Site List

Mame Entries

DCsite_100001 100001

Prefix

Modelo NAT da interface VPN

Etapa 2. Crieumalista VPN:

= Cisco SD-WAN

ced Policy »  Define Lists

() Select Resource Groups

Select a list type on the left and start creating your groups of interest

Application
® New Site List

Color
Community

Narme Entries
Data Prefix

DCsite_100001 100001
Policer
Prafix

Lista de sites personalizados de politica centralizada

Configuration

Reterence Count

3

Configuration

Reference Count

3

Etapa 3. Configure o Traffic Rules e crie o Application Aware Routing Policy.

- Policies

Updated By

admin

- Policies

Updated By

admin

Last Updated

11 Sep 2023 12:46:54 PMP...

Last Updated

11 Sep 2023 12:46:54 PMP...
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[

Action
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() Select Resource Group

= Cisco SD-WAN

ed Policy > &

Name* Cloud_CnRamp_SAAS

Deseription® Cloud_OnRamp_SAAS

g Palicy > Edit Application Aware Route Policy

Moanitor + VPN

&
1
@

—_— E App Route Application Rou
| # Sequence Type
.
® Sequence Rule (¥ ACI Sequence Rules  Drag and drop to re-amange rules
1, Dras f
= e e N
I - Protocot 1Pud - Backup SLA Preferred Cobor Leg SLA Claszs List
i1 Ao Route H
Default Act
Rk Match Conditions Actions
Cioud Sass Application/Applcation Family List b Gounter Name L
oMcel65_apps * - Cloud_Onftamp
Cloud SLA Enabiled ®
Cangel
Praview & Routing Policy Cancel

Palitica de Rota com Reconhecimento de Aplicativo

Etapa 4. Adicione a politica ao e pretendidoSitesV PN:
= Cisco SD-WAN (7} Select Resource Group~

“anmadized Pakicy 3 Ao Policy

@ Create Groups of Imerest

Add policies to sites and VPNs

Palicy Mama® Cloud_OnAamp_SAAS

Paolicy Dascri Choud_ OnRamp_SAAs

Topology Application-Aware Routing Traffic Data Cflowd
Cloud_OnRamp_SAAS
¥ New Site/Region List and VPN List
O sieList () Region@
Sosecs Ste List
DCsite_100001 %
Select VON List
WPNT x
Site/Rogien List Ragiod 10

Back

Adicionar politicas a Stes e VPNs

Politica equivalente de CLI:

viptela-policy:policy

app-route-policy _VPN1_Cloud OnRamp_SAAS
vpn-list VPN1

sequence 1

@ Configure Tepalogy snd VPN Membership

Configuration - Policies

@ Confqure Traffic Rules @ Apoly Policies 1o Sites and VPNs

Role Mapping for Regions

VPN List Aztion

Cancel
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match
cloud-saas-app-list office365_apps
source-ip 0.0.0.0/0

1

action

count Cloud_OnRamp_-92622761
1

|

!

lists

app-list office365_apps
app skype

app ms_communicator
app windows_marketplace
app livemail_mobile
app word_online

app excel_online

app onedrive

app yammer

app sharepoint

app ms-office-365

app hockeyapp

app live_hotmail

app live_storage

app outlook-web-service
app skydrive

app ms_teams

app skydrive_login

app sharepoint_admin
app ms-office-web-apps
app ms-teams-audio
app share-point

app powerpoint_online
app ms-lync-video

app live_mesh

app ms-lync-control
app groove

app ms-live-accounts
app office_docs

app owa

app ms_sway

app ms-lync-audio

app live_groups

app office365

app windowslive

app ms-lync

app ms-services

app ms_trandator

app microsoft

app sharepoint_blog
app ms_onenote

app ms-teams-video
app ms-update

app ms-teams-media
app ms_planner

app lync

app outlook

app sharepoint_online
app lync_online



app sharepoint_calendar
app ms-teams

app sharepoint_document
!

site-list DCsite_100001
site-id 100001

!

vpn-list VPN1

vpnl

!

!

!

apply-policy

site-list DCsite_100001
app-route-policy _VPN1 Cloud OnRamp_SAAS
!

!

Habilitar acesso direto a Internet e a aplicativos no vManage

Etapa 1. Navegue até Cloud OnRamp for SaaS.

= Cisco SD-WAN Select Resource Group»
CONTROLLERS WAN Edges
2 2 1 3

vBond vSmart wManage Reachable

Selecione Cloud onRamp para SaaS

Etapa 2. Navegue até Applications and Policy.

= Cisco SD-WAN :_:':i Select Resource Groups=

Q. Search W

Standard Applications

Devices (0}

0 0
Active sites o
(4]

Selecionar aplicativos e politica

Monitor - Ovenview

Tunnels Security VPN

CERTIFICATE STATUS

5

Warning

Dashboard

Etapa 3. Navegue até Application > Enablee Save. Em seguida, clique em Next.

Logs Multicloud

LICENSING

Assigned
3 Unassigned

- @ [
=t =
—
Cloud enRamp for Saas
Cloud cnRamp for laaS
REBO Cloud OnRamp for Multicloud
Last 2
SD-AVC Cloud Connector
Actions v
5y = @

How to Get Started i Manage Clol

amp for Saas ~ §

I Applications and Policy

Ciient Sites
Gateways
Direct Intarnat Accass (DIA) Sites

Custom Application Lists



= Cisco SD-WAN ’;} Select Resource Group« Dashboard

Claud enfamp laf 5535 5 Applizatians and Posiey

App Type: “ Standard Custom

Q. search

@ Appeations

Please chick on the table calis Monitoring and Policy/Clowd SLA to enablefdisable them for the Cloud Applications.

s

Total Rows: 14 {5}

Applications Manitaring VPN (for Viptels ©5 Device Models) G} Policy/Cloud SLA (fer Cisco 05 Device Models) :’__T,'

Office 365 Opted Owt) Enable Application Foadback for Path .. B Enabied -

Oracle Dieatecd -
Salesforce Disabled
Sugar CRM Disabled

Selecionar Aplicativos e Habilitar Monitoramento

Etapa 4. Navegue até Direct Internet Access (DIA) Sites.

= Cisco SD-WAN () select Resouree Groups Dashboard

Q Search Y

Standard Applications

Devices (0}
0 0
Active sites E

Selecionar Stes de Acesso Direto a Internet

Etapa 5. Navegue até Attach DIA Sites e escolha os Sites.

Dizabled

Disabled

Disabled

Disabled

Disabled

How to Gat Started ‘ Manage Cloud OnRamp for 5aaS ~

Applications and Policy
Chient Sites
Gateways

| Dirsct Intemet Access (DIA) Sites |
Custom Application Lists




= Cisco SD-WAN /) Select Resource Group Dashboard

Sive e Siatus

Anexar sitesDIA

Verificagdo

Esta se¢do descreve os resultados para verificar o Cloud OnRamp para SaaS.

¢ Estasaidamostra as saidas locais do Cloudexpress:

cEdge West-01#sh sdwan cloudexpress local-exits

cloudexpress local-exits vpn 1 app 2 type app-group subapp 0 GigabitEthernet2
application office365

latency 6

lossO

¢ Estasaidamostra os aplicativos do Cloudexpress:

cEdge_West-01#sh sdwan cloudexpress applications

cloudexpress applications vpn 1 app 2 type app-group subapp O
application office365

exit-type Tocal

interface GigabitEthernet2

Tlatency 6

Toss 0



 Esta saida mostra contadores de incremento para tréfego interessado:

<#root>

cEdge_West-01#sh sdwan policy app-route-policy-filter

NAME NAME COUNTER NAME PACKETS BYTES
_VPN1_Cloud_OnRamp_SAAS VPN1 default_action_count 640 66303
C oud_OnRanp_- 403085179 600 432292

» Esta saida mostra o status e a pontuagdo do vQOE:

= Cisco SD-WAN elact Res roupe Dashbaoard

Satus e pontuagdo do vVQoE



» Esta saida mostra o caminho de servigo da GUI do vManage:

= Cisco SD-WAN ;) Select Resource Group Manitor - Devices - Device 360 O @& A

cEdge_West-01 [ 100,901 Site ik 100007 Device Moded: GB000V

Advanced Options >

Total next kops: 1 | Remote : 1

e > e 111001
» Remote Remate IP 10.2.30.129
Intertace GigabitEthernet2

Caminho do servico

 Estasaida mostrao caminho de servi¢o da CLI do dispositivo:

cEdge_West-01#sh sdwan policy service-path vpn 1 interface GigabitEthernet4 source-ip 10.2.20.70 dest-1i
Next Hop: Remote
Remote IP: 10.2.30.129, Interface GigabitEthernet2 Index: 8

I nfor magdes Relacionadas

» Guiade configuracdo do Cisco Catalyst SD-WAN Cloud OnRamp

 Suporte técnico e downloads da Cisco


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cor-saas.html
https://www.cisco.com/c/en/us/support/index.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



