O servidor DHCP nao funciona em um roteador
que executa o Cisco I0OS-XE SD-WAN com DIA
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Introduction

Este documento descreve problemas tipicos que podem ser esperados quando a politica de
dados centralizada para acesso direto a Internet (DIA) e o servidor DHCP estao configurados na
VPN do lado do servico do mesmo roteador que executa o software IOS®-XE SDWAN.
Problemas semelhantes podem ser observados com qualquer outro trafego que ingresse no
dispositivo a partir da VPN do lado do servigo e se destina ao processamento local do roteador.

Problema

O servidor DHCP n&o funciona no roteador com o software Cisco IOS®-XE SDWAN. O DIA é
configurado com uma politica de dados centralizada, como mostrado aqui:

policy
data-policy _LAN DA
vpn-list LAN
sequence 1
mat ch
destination-data-prefix-Iist EXCLUDE SUBNET
!
action accept
set
| ocal -tloc-1list
color biz-internet lte
encap ipsec
1
!
1
sequence 11
action accept
nat use-vpn O

!
!
defaul t-acti on accept
!
lists
dat a- prefix-1ist EXCLUDE_SUBNET
i p-prefix 10.0.0.0/8
!
site-1ist DI A BRANCHES
site-id 7
site-id 6



1
vpn-list LAN
vpn 10
1
1
!
appl y- policy
site-1ist DI A_BRANCHES

dat a- policy _LAN DI A EXCLUDE from service
|
1

Solugao
Para que isso funcione, os pacotes DHCP devem ser excluidos da politica de dados, ja que é
claramente visto nas depuracoes de rastreamento de pacotes que os pacotes para enderecos de

broadcast nao podem ser roteados (DROP 72 Ipv4RoutingErr) e eles sdo NATed (Agao:
REDIRECT_NAT) de acordo com a politica de SDWAN (Recurso: Politica de dados SDWAN (IN):

B2#show pl at f orm packet-trace summary

<ski pped>

28 VI 90 VI 90 DROP 72 (Il pv4RoutingErr)
29 G0/1/0 G 0/0/0 FWD

30 VI 90 VI 90 DROP 72 (Ilpv4RoutingErr)

B2#show pl at f or m packet-trace packet 28

Packet: 28 CBUG I D: 28
Sunmmary
I nput : Ml an90
Qut put : Ml an90
State : DROP 72 (I pv4RoutingErr)
Ti mest anp
Start 1 14482257476440 ns (12/17/2018 13:56:58.524691 UTC)
St op 1 14482257534440 ns (12/17/2018 13:56:58.524749 UTC)
Path Trace
Feature: |PV4(1nput)
I nput : Ml an90
Qut put : <unknown>
Sour ce : 0.0.0.0
Destination : 255.255.255. 255
Pr ot ocol ;17 (UDP)
Sr cPor t . 68
Dst Por t 1 67
Feature: DEBUG COND_| NPUT_PKT
Entry : I nput - 0x10e44b40
I nput : Ml an90
Qut put : <unknown>

Lapsed tinme : 106 ns
Feat ure: |PV4_| NPUT_DST_LOOKUP_CONSUME

Entry : Input - 0x10eb5ca94
I nput : Ml an90
Qut put : <unknown>

Lapsed tinme : 253 ns
Feature: |PV4_| NPUT_FOR US MARTI AN

Entry : I nput - Ox10e5cb24
I nput : Ml an90
Qut put : <unknown>

Lapsed tinme : 4853 ns
Feature: |PV4_| NPUT_FNF_FI RST_EXT



Entry : Input - 0x10e48968
I nput : Ml an90
Qut put : <unknown>
Lapsed time : 600 ns
Feature: SDWAN Data Policy IN
VRF : 1
Seq : 1
DNS Fl ags : (0x0) NONE
Policy Flags : 0x10
Action : REDI RECT_NAT
Feat ure: SDWAN DATA POLI CY_I N_EXT

Entry : I nput - 0x10eb9d7c
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 5360 ns
Feature: |PV4_|I NPUT_DST_LOOKUP_| SSUE

Entry : I nput - 0Ox10e5c9d8
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 200 ns
Feature: |PV4_| NPUT_ARL

Entry : Input - 0x10e46158
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 200 ns
Feature: | PVA_| NTERNAL_DST_LOOKUP_CONSUME

Entry : Input - Ox1l0Oe5cac4
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 253 ns
Feat ure: STILE_LEGACY_DROP

Entry : I nput - 0x10eb294c
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 306 ns
Feature: | NGRESS_MVA LOOKUP_DROP

Entry : Input - Ox1lOeae2a4
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 213 ns
Feat ure: | NPUT_DROP_FNF_AOR

Entry : Input - 0Ox10e5b864
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 386 ns
Feat ure: | NPUT_FNF_DROP

Entry : I nput - 0x10e48cf8
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 493 ns
Feat ure: | NPUT_DROP_FNF_ACR_RELEASE

Entry : I nput - 0x10e5b234
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 213 ns
Feat ure: | NPUT_DRCP

Entry : I nput - 0x10e439d4
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 106 ns

Feat ure: | PV4_| NTERNAL_FOR_US
Entry : I nput - Ox10e5cb54
I nput : Ml an90
Qut put : <unknown>



Lapsed time : 4640 ns

A politica de dados é modificada para excluir pacotes DHCP (portas UDP 67,68) do NAT, como
mostrado aqui:

B2# show sdwan policy fromvsnart
fromvsmart data-policy _LAN DI A
direction fromservice
vpn-1ist LAN
sequence 1
mat ch
desti nation-data-prefix-1ist EXCLUDE_SUBNET
action accept
set
| ocal -tloc-1list
color biz-internet lte
encap ipsec
sequence 11

mat ch
destination-port 67-68
pr ot ocol 17

action accept
sequence 21

mat ch
source-port 67-68
pr ot ocol 17

action accept
sequence 31
action accept
nat use-vpn O
no nat fallback
defaul t -acti on accept
fromvsmart lists vpn-list LAN
vpn 10
fromvsmart |ists data-prefix-list EXCLUDE _SUBNET
i p-prefix 10.0.0.0/8

A depuracgao de rastreamento de pacote mostrara uma imagem diferente para os pacotes DHCP
e eles serdo direcionados para a CPU RP para processamento local adicional (Estado: PUNT 60)
como devem ser:

B2#show pl at f or m packet-trace sunmary

Pkt I nput Qut put State Reason

<ski pped>

88 VI 90 internal 0/0/rp:0 PUNT 60 (IP subnet or broadcast pac
89 INJ. 7 G 0/ 1/ 0. MODO FWD

90 G 0/1/0 internal 0/0/rp:0 PUNT 60 (IP subnet or broadcast pac
91 INJ. 7 G 0/ 1/ 0. MODO FWD

92 G 0/0/0 internal 0/0/rp:0 PUNT 60 (IP subnet or broadcast pac
93 Go0/1/1 Ce0/ 2/0 FWD

94 G 0/0/0 internal 0/0/rp:0 PUNT 60 (IP subnet or broadcast pac
95 VI 90 internal 0/0/rp:0 PUNT 60 (IP subnet or broadcast pac
96 INJ. 7 G 0/ 1/ 0. MODO FWD

97 GO0/1/1 internal 0/0/rp:0 PUNT 60 (IP subnet or broadcast pac
98 INJ. 7 G 0/ 1/ 0. MODO FWD

B2#  show pl atf orm packet-trace packet 88
Packet: 88 CBUG I D:. 88
Sunmmary



I nput : Ml an90

Qut put : internal 0/0/rp:0
State : PUNT 60 (IP subnet or broadcast pac
Ti mest anp
Start : 16485953871600 ns (12/17/2018 14:30:22.221086 UTC)
St op : 16485953959680 ns (12/17/2018 14:30:22.221174 UTCQ)
Path Trace
Feature: |PV4(Input)
I nput : Ml an90
Qut put : <unknown>
Sour ce : 0.0.0.0
Destination : 255.255.255. 255
Pr ot ocol 1 17 (UDP)
SrcPor t : 68
Dst Por t : 67
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : I nput - 0x10e44b40
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 93 ns
Feature: | PV4_|I NPUT_DST_LOOKUP_CONSUME

Entry : Input - Ox10e5ca94
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 320 ns
Feature: |PV4_I NPUT_FOR US_MARTI AN

Entry : I nput - Ox10e5cb24
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 8053 ns
Feature: |PV4A_I NPUT_FNF_FI RST_EXT

Entry : Input - 0x10e48968
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 533 ns
Feature: SDWAN Data Policy IN
VRF : 1
Seq : 1
DNS Fl ags : (0x0) NONE
Policy Flags : 0xO
Action : NONE
Feat ure: SDWAN DATA POLI CY_I N_EXT

Entry : I nput - 0x10eb9d7c
I nput : Ml an90
Qut put : <unknown>

Lapsed time : 5626 ns
Feature: | PV4_|I NPUT_LOOKUP_PROCESS EXT

Entry : Input - O0x10e5cc70
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 1600 ns
Feature: | PV4A_I NPUT_FNF_FI NAL_EXT

Entry : Input - 0x10e489c8
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 386 ns
Feature: | PV4_|I NPUT_| POPTI ONS_PROCESS_EXT

Entry : Input - Ox10e5celO
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 186 ns

Feature: |PV4_|I NPUT_GOTO OUTPUT_FEATURE_EXT
Entry : Input - 0x10e46278
I nput : Ml an90



Qut put : internal 0/0/rp:0
Lapsed time : 493 ns
Feature: CBUG OUTPUT_FI A_EXT

Entry : Qutput - 0x10e44c00
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 560 ns
Feature: | PV4_|I NTERNAL_ARL_SANI TY_EXT

Entry : Qutput - 0x10e46128
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 253 ns
Feature: | PV4_OUTPUT_THREAT_DEFENSE_EXT

Entry : Qutput - 0Ox10eb5cc4
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 266 ns
Feature: |PV4_VFR _REFRAG _EXT

Entry : Qutput - 0x10e5cf10
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 66 ns
Feature: |PV4_OUTPUT_DROP_POLI CY_EXT

Entry : Qutput - 0x10e5e900
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 2586 ns
Feat ure: DEBUG _COND_OUTPUT_PKT_EXT

Entry : Qutput - 0x10e44ba0
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 133 ns
Feat ure: | NTERNAL_TRANSM T_PKT_EXT

Entry : Qutput - 0x10e45420
I nput : Ml an90
Qut put : internal 0/0/rp:0

Lapsed time : 5066 ns

1 OSd Path Fl ow. Packet: 88 CBUG I D: 88
Feature: | NFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: |IP
Pkt Direction: IN
Sour ce : 0.0.0.0
Destination : 255.255. 255. 255

Feature: IP
Pkt Direction: IN
Packet Enqueued in |IP |ayer

Sour ce . 0.0.0.0
Destination : 255.255. 255, 255
Interface VI an90

Feat ure: UDP
Pkt Direction: IN

src : 0.0.0.0(68)
dst : 255. 255. 255. 255(67)
I ength : 308

Esse comportamento é esperado e problemas semelhantes podem ser identificados com



qualquer outro trafego destinado ao processamento de CPU do processador de rota de
dispositivo local (RP - Device Route Processor) (por exemplo, sincronizagdo do Network Time
Protocol (NTP - Network Time Protocol) se o roteador agir como uma origem de NTP) se a
politica de dados centralizada n&o excluir um tipo de trafego especifico apropriadamente.

Note: Para obter mais informacgdes sobre o Datapath Packet Trace, consulte:
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-
redundancy-asr/117858-technote-asr-00.html



https://www.cisco.com/c/pt_br/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/pt_br/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
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