strongSwan como um Xauth (Remote Access
VPN Client, cliente VPN de acesso remoto) que
se conecta ao software Cisco I0S - Exemplo de
configuracao
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Introduction

Este documento descreve como configurar strongSwan como um cliente VPN IPSec de acesso
remoto que se conecta ao software Cisco 10s®.

strongSwan é um software de cddigo aberto usado para criar tuneis de VPN IKE/IPSec e para
criar tuneis de LAN para LAN e acesso remoto com o software Cisco 10S.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento basico sobre estes topicos:

- configuracao Linux
- Configuracao de VPN no software Cisco |I0S



Componentes Utilizados
As informagdes neste documento sao baseadas nestas versdes de software:

. Software Cisco I0S versao 15.3T
- strongSwan 5.0.4
. kernel Linux 3.2.12

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Notas:

Use a Command Lookup Tool ( somente clientes registrados) para obter mais informacoes
sobre os comandos usados nesta secio.

A ferramenta Output Interpreter (exclusiva para clientes registrados) é compativel com
alguns comandos de exibicdo.. Use a ferramenta Output Interpreter para visualizar uma
analise do resultado gerado pelo comando show..

Consulte Informacoées Importantes sobre Comandos de Depuracdo antes de usar comandos
debug.

Topologia


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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O cliente remoto recebe um endereco IP do pool 10.10.0.0/16. O trafego entre 10.10.0.0/16 e
192.168.1.0/24 esta protegido.

Configurar o software Cisco 10S

Neste exemplo, o cliente strongSwan precisa de acesso seguro a rede LAN 192.168.1.0/24 do
software Cisco I0S. O cliente remoto usa o nome de grupo do RA (este € o IKEID), bem como o
nome de usuario da cisco e a senha da Cisco.

O cliente obtém o endereco IP do pool 10.10.0.0/16. Além disso, a lista de controle de acesso
dividido (ACL) é enviada ao cliente; que a ACL forcara o cliente a enviar trafego para
192.168.1.0/24 via VPN.

aaa new- nodel

aaa authentication |ogin AUTH | ocal
aaa aut horization network NET | ocal
usernane cisco password O cisco

crypto isaknp policy 1
encryption aes

hash sha

aut hentication pre-share



group 2
lifetine 3600
crypto i sakmp keepalive 10

crypto i saknmp client configuration group RA
key cisco

domai n ci sco.com

pool POOL

acl split

save- password

net mask 255.255.255.0

crypto i saknp profile test
match identity group RA
client authentication |ist AUTH
i saknmp aut horization list NET
client configuration address respond
client configuration group RA
virtual -tenplate 1

crypto i psec transformset test esp-aes esp-sha-hnmac
node tunne

crypto i psec profile ipsecprof

set security-association lifetime kil obytes disable
set transformset test

set isaknp-profile test

nterface G gabitEthernet0/1

i p address 10.48.67.167 255.255.254.0
!

interface G gabitEthernet0/2
description LAN
i p address 192.168.1.1 255.255.255.0

interface Virtual - Tenpl atel type tunnel

i p unnunbered G gabitEthernet0/1

tunnel source G gabitEthernet0/1

tunnel node ipsec ipv4d

tunnel protection ipsec profile ipsecprof

ip local pool POOL 10.10.0.0 10.10.255. 255
ip access-list extended split
permt ip host 192.168.1.1 any

A Cisco recomenda que vocé nao atribua o endereco IP estatico comum em um modelo virtual.
As interfaces de acesso virtual sado clonadas e herdam sua configuragao do Virtual-Template pai,
que pode criar enderecos IP duplicados. No entanto, o modelo virtual se refere a um endereco IP
através da palavra-chave 'ip unnumbered' para preencher a tabela de adjacéncia. A palavra-
chave 'ip unnumbered' € apenas uma referéncia a um endereco IP fisico ou l6gico no roteador.

Para compatibilidade direta com o roteamento IKE em IKEv2, use um endereco interno e evite o
uso do 'endereco local' de IPSec como 'ip unnumbered'.

Configurar strongSwan
Este procedimento descreve como configurar strongSwan:

1. Use esta configuragao no arquivo /etc/ipsec.conf:



version 2
config setup
strictcrlpolicy=no
char ondebug="i ke 4, knl 4, cfg 2" #useful debugs

conn %def aul t
i kelifetime=1440m
keylife=60m
r ekeymar gi n=3m
keyingtries=1
keyexchange=i kev1l
aut hby=xaut hpsk

conn "ezvpn"
keyexchange=i kev1l
i kelifetime=1440m
keyl i fe=60m
aggr essi ve=yes
i ke=aes-shal- nodp1024 #Phasel paraneters
esp=aes- shal #Phase2 paraneters
xaut h=cl i ent #Xauth client node
| eft =10. 48. 62. 178 #l ocal |P used to connect to I CS
| efti d=RA #I KEI D (group nanme) used for 1CS
| eft sourcei p=%onfig #apply received IP
| ef t aut h=psk
ri ght aut h=psk
| ef t aut h2=xaut h #use PSK for group RA and Xauth for user cisco
ri ght =10. 48. 67. 167 #gateway (10S) IP
ri ght subnet =192. 168. 1. 0/ 24
xaut h_i dentity=cisco #identity for Xauth, password in ipsec.secrets
aut o=add

A palavra-chave right-subnet foi definida para indicar qual trafego deve ser protegido. Neste
cenario, a associagao de seguranga IPSec (SA) é criada entre 192.168.1.0/24 (no software
Cisco I0S) e o endereco IP strongSwan, que é recebido do pool 10.10.0.0/16.

Sem a sub-rede de direitos especificada, vocé pode esperar ter a rede 0.0.0.0 e 0 SA IPSec
entre o endereco IP do cliente e a rede 0.0.0.0. Esse € o comportamento quando o software
Cisco 10S é usado como um cliente.

Mas essa expectativa ndo é correta para Swan forte. Sem a sub-rede correta definida,
strongSwan propde um endereco IP de gateway externo (software Cisco 10S) na fase 2 da
negociagao; nesse cenario, o gateway é 10.48.67.167. Como o objetivo € proteger o trafego
que vai para uma LAN interna no software Cisco |IOS (192.168.1.0/24) e n&o para um
endereco IP externo do software Cisco |IOS, a sub-rede de direitos foi usada.

2. Use esta configuragdo no arquivo /etc/ipsec.secrets:

10. 48. 67.167 : PSK "ci sco" #this is PSK for group password
cisco : XAUTH "cisco" #this is password for XAuth (user cisco)

Verificar

Use esta segao para confirmar se a sua configuragao funciona corretamente.



Este procedimento descreve como testar e verificar a configuragao do strongSwan:

1. Inicie strongSwan com depuragdes habilitadas:

gentool ~ # /etc/init.d/ipsec start
* Starting

Starting strongSwan 5.0.4 | Psec [starter]...
Loadi ng config setup

strictcrl policy=no

char ondebug=i ke 4, knl 4, cfg 2
Loadi ng conn %def aul t

i kelifetime=1440m

keylife=60m

r ekeymar gi n=3m

keyingtries=1

keyexchange=i kev1l

aut hby=xaut hpsk

Loadi ng conn 'ezvpn'
keyexchange=i kev1l

i kelifetime=1440m

keylife=60m

aggr essi ve=yes

i ke=aes-shal- nodpl1024
esp=aes-shal

xaut h=cl i ent

| eft=10. 48. 62. 178

| eftid=RA

| ef t sour cei p=%onfig

| ef t aut h=psk

ri ght aut h=psk

| ef t aut h2=xaut h

ri ght =10. 48. 67. 167

ri ght subnet =192. 168. 1. 0/ 24

xaut h_i dentity=ci sco

aut o=add
found netkey | Psec stack

No | eaks detected, 9 suppressed by whitelist

2. Quando o tunel do strongSwan ¢ iniciado, todas as informagdes gerais sobre fase1, Xauth e
fase2 sao exibidas:

gentool ~ # ipsec up ezvpn

initiating Aggressive Mdde | KE_SA ezvpn[1l] to 10.48.67. 167

generating AGGRESSIVE request 0 [ SA KE No IDVV V V |

sending packet: from 10.48.62.178[500] to 10.48.67.167[500] (374 bytes)
received packet: from 10.48.67.167[500] to 10.48.62.178[500] (404 bytes)
parsed AGGRESSI VE response 0 [ SAV VV V V KE ID No HASH NAT-D NAT-D ]
received Cisco Unity vendor ID

recei ved DPD vendor |ID

recei ved unknown vendor |D: 8d: 75: b5: f 8: ba: 45: 4¢: 6b: 02: ac: bb: 09: 84: 13: 32: 3b
recei ved XAuth vendor ID

received NAT-T (RFC 3947) vendor |D

generating AGGRESSIVE request 0 [ NAT-D NAT-D HASH |

sending packet: from 10.48.62.178[500] to 10.48.67.167[500]1 (92 bytes)
recei ved packet: from 10.48.67.167[500] to 10.48.62.178[500] (92 bytes)
parsed | NFORMATI ONAL_V1 request 3265561043 [ HASH N((24576)) ]

recei ved (24576) notify

received packet: from 10.48.67.167[500] to 10.48.62.178[500] (68 bytes)
par sed TRANSACTI ON request 4105447864 [ HASH CP ]

gener ati ng TRANSACTI ON response 4105447864 [ HASH CP ]



sendi ng packet: from 10.48.62.178[500] to 10.48.67.167[500] (76 bytes)
recei ved packet: from 10.48.67.167[500] to 10.48.62.178[500] (68 bytes)
par sed TRANSACTI ON request 1681157416 [ HASH CP ]

XAuth authentication of 'cisco' (myself) successful

| KE_SA ezvpn[1l] established between 10.48.62.178[ RA]...10.48.67.167[ 10. 48. 67. 167]
schedul i ng reauthentication in 86210s

maxi mum | KE_SA lifetine 86390s

gener ati ng TRANSACTI ON response 1681157416 [ HASH CP ]

sendi ng packet: from 10.48.62.178[500] to 10.48.67.167[500] (68 bytes)
gener ati ng TRANSACTI ON request 1406391467 [ HASH CP ]

sendi ng packet: from 10.48.62.178[500] to 10.48.67.167[500] (68 bytes)
recei ved packet: from 10.48.67.167[500] to 10.48.62.178[500] (68 bytes)
par sed TRANSACTI ON response 1406391467 [ HASH CP ]

installing new virtual IP 10.10.0.1

generating QU CK_MOXDE request 1397274205 [ HASH SA No ID ID ]

sendi ng packet: from 10.48.62.178[500] to 10.48.67.167[500] (196 bytes)
recei ved packet: from 10.48.67.167[500] to 10.48.62.178[500] (180 bytes)
parsed QUI CK_MODE response 1397274205 [ HASH SA No ID I D N((24576)) ]
connection 'ezvpn' established successfully

No | eaks detected, 1 suppressed by whitelist

3. Quando vocé ativa depuragdes em strongSwan, muitas informag¢des podem ser retornadas.
Esta € a depuracdo mais importante a ser usada quando o tunel € iniciado:

#| KE Phase

06[ CFG received stroke: initiate 'ezvpn

O4[ 1 KE] initiating Aggressive Mde | KE _SA ezvpn[1l] to 10.48.67. 167

03[ CFG proposal matches

03[ CFG received proposal s: IKE:AES CBC_128/ HMAC_SHA1l 96/ PRF_HVAC SHAl/ MODP_1024
03[ CFG sel ected proposal : | KE: AES_CBC 128/ HVAC SHA1_96/ PRF_HVAC SHA1/ MODP_1024
16[ 1 KE] | KE_SA ezvpn[1l] state change: CONNECTI NG => ESTABLI SHED

16[ 1 KE] schedul ing reauthentication in 86210s

#Xaut h phase

15[ KNL] 10.48.62.178 is on interface ethl
15[ 1 KE] installing new virtual 1P 10.10.0.1
15[ KNL] virtual 1P 10.10.0.1 installed on ethl

#l psec

05[ CFG proposal matches

05[ CFG received proposal s: ESP:AES_CBC_128/ HMAC_SHA1l_ 96/ NO EXT_SEQ
05[ CFG sel ected proposal : ESP: AES CBC 128/ HVAC SHA1_96/ NO_EXT_SEQ
O5[ KNL] adding SAD entry with SPI 7600acd8 and reqid

15[ CFG proposing traffic selectors for us
15[ CFG 10.10.0.1/32

15[ CFG proposing traffic selectors for other
15[ CFG 192.168.1.0/24

#Local settings

charon: O5[KNL] getting a |ocal address in traffic selector 10.10.0.1/32
charon: O05[ KNL] using host 10.10.0.1

charon: O5[ KNL] using 10.48.62.129 as nexthop to reach 10.48.67. 167

charon: O5[KNL] 10.48.62.178 is on interface ethl

charon: O5[KNL] installing route: 192.168.1.0/24 via 10.48.62.129 src 10.10.0.1
dev ethl

charon: O5[KNL] getting iface index for ethl

charon: O5[KNL] policy 10.10.0.1/32 === 192.168.1.0/24 out (mark 0/0x00000000)
al ready exists, increasing refcount
charon: O05[ KNL] updating policy 10.10.0.1/32 === 192.168. 1. 0/ 24 out

4. Enviar trafego do cliente:



gentool ~ # ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icnp_req=1 ttl =255 tine=1.19 ns
64 bytes from 192.168.1.1: icnp_req=2 ttl =255 tine=1.19 ns
64 bytes from 192.168.1.1: icnp_req=3 ttl =255 tine=1.12 ns
64 bytes from 192.168.1.1: icnp_req=4 ttl =255 tine=1.16 ns
64 bytes from 192.168.1.1: icnp_req=4 ttl =255 tine=1.26 ns

AC

--- 192.168.1.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet |oss, tine 3004ns
rtt mn/avg/ max/ ndev = 1.128/1.171/1.199/0.036 ns

5. Verifique a interface dinamica no software Cisco |OS:

Bsns- 7200- 2#sh int Virtual-Accessl
Virtual-Accessl is up, line protocol is up
Hardware is Virtual Access interface
Interface is unnumbered. Using address of GigabitEthernet0/1 (10.48.67.167)
MIU 17878 bytes, BW 100000 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL
Tunnel vaccess, cloned from Virtual-Templatel
Vaccess status Ox4, |oopback not set
Keepal i ve not set
Tunnel source 10.48.67.167 (GigabitEthernet0/1l), destination 10.48.62.178
Tunnel Subbl ocks:
src-track:
Vi rtual - Accessl source tracki ng subbl ock associated with
G gabi t Et hernet 0/ 1
Set of tunnels with source G gabitEthernet0/1, 2 nenbers (includes
iterators), on interface <OK>
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MIU 1438 bytes
Tunnel transmt bandw dth 8000 (kbps)
Tunnel receive bandwi dth 8000 (kbps)
Tunnel protection via | PSec (profile "ipsecprof")
Last input never, output never, output hang never
Last clearing of "show interface" counters 00:07:19
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Qut put queue: 0/0 (sizel/ max)
5 minute input rate 0 bits/sec, O packets/sec
5 minute output rate 0 bits/sec, O packets/sec
5 packets input, 420 bytes, 0 no buffer
Recei ved 0 broadcasts (0 IP nulticasts)
runts, 0 giants, O throttles
input errors, 0 CRC, O frane, 0 overrun, O ignored, O abort
packets output, 420 bytes, 0 underruns
output errors, 0 collisions, O interface resets
unknown protocol drops
0 output buffer failures, 0 output buffers swapped out

6. Verifique os contadores de IPSec no software Cisco IOS:

O O uw OO

Bsns- 7200- 2#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation



X - I KE Extended Authentication, F - |KE Fragnmentation

Interface: Virtual - Accessl
Username: cisco
Profile: test
Group: RA
Assigned address: 10.10.0.1
Uptime: 00: 39: 25
Sessi on status: UP-ACTI VE
Peer: 10.48.62.178 port 500 fvrf: (none) ivrf: (none)
Phasel_id: RA
Desc: (none)
| KEvl SA: |ocal 10.48.67.167/500 renote 10.48.62.178/500 Active
Capabi l ities: CDX conni d: 13002 |ifetime: 00: 20: 34
| PSEC FLOW pernit ip 192.168.1.0/255. 255. 255.0 host 10.10.0.1
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 5 drop O |ife (KB/ Sec) KB Vol Rekey Disabl ed/ 1234
Qut bound: #pkts enc'ed 5 drop O |ife (KB/ Sec) KB Vol Rekey Di sabl ed/ 1234

7. Verifique o status em strongSwan:

gentool ~ # ipsec statusall
Status of | KE charon daenon (strongSwan 5.0.4, Linux 3.2.12-gentoo, x86_64):
uptime: 41 mnutes, since Jun 09 10:45:59 2013

mal | oc: sbrk 1069056, mmap O, used 896944, free 172112

wor ker threads: 7 of 16 idle, 8/1/0/0 working, job queue: 0/0/0/0, scheduled: 2
| oaded plugins: charon aes des shal sha2 nmd5 random nonce x509 revocation
constrai nts pubkey pkcsl pkcs8 pgp dnskey pem openssl gcrypt fips-prf gnp
xcbc cmac hmac attr kernel-netlink resol ve socket-default stroke updown
eap-identity eap-simeap-aka eap-aka-3gpp2 eap-si naka- pseudonym

eap- si naka-reauth eap-nd5 eap-gtc eap-nschapv2 eap-radi us xauth-generic dhcp
Li stening | P addresses:

192.168. 0. 10

10. 48. 62. 178

2001: 420: 44f f . ff 61: 250: 56ff:fe99: 7661

192.168.2.1

Connecti ons:

ezvpn: 10.48.62.178...10.48.67.167 IKEvl Aggressive

ezvpn: local: [RA] uses pre-shared key authentication

ezvpn: local: [RA] uses XAuth authentication: any with XAuth identity
'cisco’

ezvpn: renote: [10.48.67.167] uses pre-shared key authentication

ezvpn: child: dynamc === 192.168. 1. 0/ 24 TUNNEL

Security Associations (1 up, 0 connecting):
ezvpn[ 1] : ESTABLI SHED 41 mi nutes ago, 10.48.62.178[RA]...
10. 48. 67. 167[ 10. 48. 67. 167]
ezvpn[1l]: I KEvl SPIs: 0fa722d2f09bffe0_i * 6b4c44bae512b278 _r, pre-shared
key+XAut h reaut hentication in 23 hours
ezvpn[ 1] : | KE proposal: AES_CBC_128/HMAC_SHA1l 96/ PRF_HVAC SHA1l/ MODP_1024
ezvpn{1}: | NSTALLED, TUNNEL, ESP SPIs: c805b9ba_i 7600acd8_o
ezvpn{1l}: AES CBC_128/HMAC_SHAl 96, 420 bytes_i (5 pkts, 137s ago), 420
bytes_o (5 pkts, 137s ago), rekeying in 13 mnutes
ezvpn{1}: 10.10.0.1/32 === 192.168.1.0/24
No | eaks detected, 1 suppressed by whitelist

Troubleshoot

Atualmente, nao existem informacdes disponiveis especificas sobre Troubleshooting para esta
configuragao.



Summary

Este documento descreveu a configuragao de um cliente strongSwan que se conecta como um
cliente VPN IPSec ao software Cisco I0S.

Também é possivel configurar um tunel de LAN para LAN de IPSec entre o software Cisco 10S e
strongSwan. Além disso, o IKEv2 entre os dois dispositivos funciona corretamente para acesso
remoto e LAN a LAN.

Informacgdes Relacionadas

- Documentacéo do Openswan

- Documentagdo do usuario StrongSwan

- Configurando a seg¢édo_Internet Key Exchange Versao 2 e FlexVPN Site-to-Site do Guia de
Configuracao FlexVPN e Internet Key Exchange Versao 2, Cisco |IOS Versdo 15M&T

- Suporte Técnico e Documentagéo - Cisco Systems
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