ASA Remote Access VPN IKE/SSL - Exemplo
de configuracao de expiracao e alteracao de
senha para RADIUS, TACACS e LDAP
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Introduction

Este documento descreve os recursos de expiracao de senha e alteracdo de senha em um tunel
VPN de acesso remoto encerrado em um Cisco Adaptive Security Appliance (ASA). O documento
abrange:

- Clientes diferentes: Cisco VPN Client e Cisco AnyConnect Secure Mobility

- Protocolos diferentes: TACACS, RADIUS e Lightweight Diretory Access Protocol (LDAP)
- Diferentes lojas no Cisco Secure Access Control System (ACS): Diret6rio local e ativo (AD)

Prerequisites



Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Conhecimento da configuracdo do ASA através da interface da linha de comando (CLI)
- Conhecimento basico da configuracdo de VPN em um ASA
- Conhecimento basico do Cisco Secure ACS

Componentes Utilizados
As informacdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco Adaptive Security Appliance, versao 8.4 e posterior
- Microsoft Windows Server 2003 SP1
- Cisco Secure Access Control System, versao 5.4 ou posterior
- Cisco AnyConnect Secure Mobility, versao 3.1
- Cisco VPN Client, versédo 5
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Notas:

Use a Command Lookup Tool ( somente clientes reqgistrados) para obter mais informacoes
sobre os comandos usados nesta secao.

Consulte Informacoes Importantes sobre Comandos de Depuracao antes de usar comandos
debug.

ASA com autenticagio local

Um ASA com usuarios definidos localmente nao permite o uso de recursos de expiragao de
senha ou alteragcao de senha. Um servidor externo, como RADIUS, TACACS, LDAP ou Windows
NT, é necessario.

ACS e usuarios locais

O ACS suporta a expiragao de senha e a alteragao de senha para usuarios definidos localmente.
Por exemplo, vocé pode forgar usuarios recém-criados a alterar sua senha no préximo login ou
pode desabilitar uma conta em uma data especifica:


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
/c/pt_br/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

b g My Workspace Users and kantity Stores > infarnal identity Stores > Users > Create

¢ 1 Metwork Resources Canral
o Mame: cisco Stalus: Enabled ~ ©
Identity Groups
Descn C
* Internal Identity Stores SR
Users | o Identity Group: All Groups Select |
Hosts
# [External ldentity Stofes Account Disable
LOAP | Disable Account il Date Exceeds: 2013-Dec-01 & (yyyy-Mmm-dd)
Active Directory
RSA SecurlD Token Servers Password Information
RADIUS Identity Servars Password muskt
Certificate Authorities + Contain 4 - 32 characlers
Cerificate Authentication Profile
Identily Store Sequences < Password Type: Internal Users
L] %ﬂ Policy Elements | o Password: FTTTTY
.3 Access Policies
' [.:] o Confirm Password:
* L.) Monitoring and Reports | =
|¥] Change password on nex login
» 27 System Administration |
User Information
There are no additional identity atiributes defined for user records

Vocé pode configurar uma politica de senha para todos os usuarios. Por exemplo, depois que

uma senha expira, vocé pode desativar a conta de usuario (bloquea-la sem a capacidade de fazer
login) ou pode oferecer a opgao de alterar a senha:




system Administration = Users =» Authentication Settings

Account Disable

@ Mever

Disable account if;
Date Exceeds: E[m’y—rﬂmm—dd}
Days Exceed:

Failed Attempts Exceed:

Reset current failed attempts count on submit

Password History

Password must be different from the previous 1 versions

Password Lifetime

Users can be required to periodically change password

| If password not changed after 60 days :

Disable user account

@' Expire the password

Display reminder after days

As configuragdes especificas do usuario tém precedéncia sobre as configuragdes globais.

ACS-RESERVED-Nunca-Expired € um atributo interno para a identidade do usuario.



em Administration = Configuration = Dictionaries = ldentity = internal Users = Edit: "ACS-RESERVED-Mever-Expired”
I o

General
o Aftribute:; |ACS-RESERVED-Never-Expirad

Description: |

|| Attribute Type
o[ X], aring ant Attribute Type: Boolean
. System Administration Default Value: [False]~)

Attribute Configuration
[ Add Palicy Condition
Palicy Condition Display Nim&:|

& = Required fields

Internal U'sers

Este atributo é ativado pelo usuario e pode ser usado para desativar as configuragdes globais de
expiragao de conta. Com essa configuragao, uma conta nao é desabilitada mesmo que a politica
global indique que ela deve ser:

Jsers and identity Stores > Internal identity Stores > Users > Create

General

o Name: [eisco Status: Enabled (v| ©

Description: |

« Identity Group: [All Groups Select I
Account Disable

O Disable Account if Date Exceeds: [2013-Dec-02 i (yyyy-Mmm-dd)
Password Information

Password must

» Confain 4 - 32 characters

« Password Type: |Internal Users Select |
# Password: |

& Confirm Password: |

O Change password on next login

User Information
ACS-RESERVED-Mever-Expired: Trug f'l

& = Raquired fialds




Usuarios do ACS e do Ative Diretory

O ACS pode ser configurado para verificar os usuarios em um banco de dados do AD. A
expiracao e a alteragado da senha sao suportadas quando o Microsoft Challenge Handshake
Authentication Protocol versdo 2 (MSCHAPV2) € usado; consulte o Guia do usuario do Cisco
Secure Access Control System 5.4: Autenticacdo no ACS 5.4: Authentication Protocol e Identity
Store Compatibility para detalhes.

Em um ASA, vocé pode usar o recurso de gerenciamento de senha, conforme descrito na
proxima secao, para forcar o ASA a usar o MSCHAPV2.

O ACS usa a chamada DCE/RPC (Common Internet File System, sistema de arquivos de Internet
comum) quando entra em contato com o diretério do controlador de dominio (DC) para alterar a
senha:

80 192.168.16, 152 10.48,66, 128 SAMR 324 ChangePasswordUser2 request
83 10.48.66,128 192,168, 10,152 SAMR 178 ChangePasswordUser2 response
dl
¢ Frame 80: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits)
¢ Ethernet II, Src: CadmusCo 65:a0:ff (08:00:27:65:a0:ff), Dst: 62:9d:c3:a4:c4:cB (62:9
b Internet Protocol Version 4, Src: 192.168.18.152 (192.168.10.152), Dst: 10.48.66.128
b Transmission Control Protocol, Src Port: 35986 (35986), Dst Port: microsoft-ds (445),
b [2 Reassembled TCP Segments (806 bytes): #79(536), #80(270)]
¢ NetBIOS Session Service
b SMB (Server Message Block Protocol)
b SME Pipe Frotocol
b Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment
= SAMR (pidl), ChangePasswordlUser2
Operation: ChangePasswordUser2 (55)
[Response in frame: 83]
Encrypted stub data (672 bytes)

O ASA pode usar os protocolos RADIUS e TACACS+ para entrar em contato com o ACS para
uma alteragao de senha do AD.

ASA com ACS via RADIUS

O protocolo RADIUS nao oferece suporte nativo a expiracao de senha ou a alteragao de senha.
Geralmente, o PAP (Password Authentication Protocol) € usado para RADIUS. O ASA envia o
nome de usuario e a senha em texto simples, e a senha é criptografada por meio do uso do
segredo compartilhado RADIUS.

Em um cenario tipico quando a senha do usuario expirou, o ACS retorna uma mensagem de
RADIUS Reject para o ASA. O ACS percebe que:


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889

Authentication Summary

Logged At: October 2,2013 5:24:52 446 AM

RADIUS Status: Authentication failed : 24203 User need to change passwaord
MNAS Failure:

Username: CISCO

MAC/IP Address: 192 168.10.67

Metwork Device: ASAI - 192.166.11.250 -

Access Senvice: Default Network Access

l[dentity Store: Internal Users

Authorization Profiles:
CTS Security Group:
Authentication Method: PAP ASCI

Para o ASA, é uma mensagem RADIUS-Reject simples e a autenticagéo falha.

Para resolver esse problema, o ASA permite o uso do comando password-management na
configuragcéo do grupo de tuneis:

tunnel-group RA general-attributes
authentication-server-group ACS
password-management

O comando password-management altera o comportamento para que o ASA seja forgado a usar
MSCHAPV2, em vez de PAP, na solicitacao de RADIUS.

O protocolo MSCHAPV2 suporta a expiragcao de senha e alteragao de senha. Portanto, se um
usuario de VPN tiver entrado nesse grupo de tuneis especifico durante a fase Xauth, a solicitagéo
de RADIUS do ASA agora inclui um MS-CHAP-Challenge:

= Attribute Yalue Pairs

» AYP: 1=7 t=User-Name(l): cisco

» AVP: 1=6 t=NAS-Port(5): 3979366400

b AVP: 1=6 t=Service-Type(6): Framed(2)

> AVP: 1=6 t=Framed-Protocol(7): PPP(1)

» AVP: 1=15 t=Called-Station-Id(30): 192.168.1.250

# AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67

b AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)

b AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67

= AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)
» YSA: 1=18 t=MS-CHAP-Challenge(1l): 205d20e2349fe2bbl5e3ed5c570d354c
AVYP: 1=58 t=Vendor-Specific(26) v=Microsoft(31l)
b ¥YSA: 1=52 t=MS-CHAP2-Response(25): 0000fb52f2f8dcc50b0fe2aa79b2cdd428
» AVYP: 1=6 t=NAS-IP-Address(4): 192.168.11.250
> AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

q

Se 0 ACS perceber que o usuario precisa alterar a senha, ele retorna uma mensagem Radius-
Reject com o erro MSCHAPV2 648.



v Attribute Value Pairs
v AVP: 1=57 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=51 t=MS-CHAP-Error(2): \O00E=648 R=0 C=20"

O ASA entende essa mensagem e usa MODE_CFG para solicitar a nova senha ao cliente Cisco
VPN:

Oct 02 06:22:26 [IKEvl DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,
Received Password Expiration from Auth server!

O Cisco VPN Client apresenta uma caixa de dialogo que solicita uma nova senha:

& status: Disconnected | VPN Client - Version 5.0.07.0290 o (|3 | 22 |

Connection Entries  Status Certificates Log Options Help

S =) i%g Eﬁi EEQ N

Cancel Connect Mew Impart Modify Delete CISCO
Connection Entries l Certificates l Log ]

| Connection Entry | Host | Transport
152 168.1.250 192 168 1.250 IPSec/UDP
&) VPN Client | User Authentication for "192.168.1.250" @ :Eg:gjﬂgﬁ
Your password expired :i’iﬁ?ﬁ;P
aliei]yy New Password: | IPSec/UDP
A Confirm Password: | Foee/LF
DK Cancel
4 | B
Authenticating user... AN ENERNEEN

O ASA envia outra solicitagdo Radius com um payload MS-CHAP-CPW e MS-CHAP-NT-Enc-PW
(a nova senha):



P AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67
b AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)
P AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67
v AVP: 1=42 t=Vendor-Specific(26) v=Microsoft(311)

P VSA: 1=36 t=MS-CHAP-NT-Enc-PW(6): 060000034d57f459fe6d4875c
v AVP: 1=255 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000la3a32falcad97b38
AVP: 1=255 +t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000275b374dfc58148f6
AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)
b VSA: 1=18 t=MS-CHAP-Challenge(1l): 5f16e4b7338b4b8117b50896
AVP: 1=76 t=Vendor-Specific(26) v=Microsoft(311)
b VSA: 1=70 t=MS-CHAP2-CPW(27): 07004efba53521c47b1046bbcas51
P AVP: 1=6 t=NAS-IP-Address(4): 192.168.11.250
P AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

q

q

q

O ACS confirma a solicitagao e retorna um RADIUS-Accept com MS-CHAP2-Success:

< AVP: 1=51 t=Vendor-Specific(26) v=Microsoft(311)
P YSA: 1=45 t=MS-CHAP2-Success(26): 00533d324144414

Isso pode ser verificado no ACS, que relata uma 'Senha 24204 alterada com éxito":



ESteps

11001 Received RADIUS Access-Request
11017 RADIUS created a new session
Evaluating Service Selection Policy
15004 Matched rule
15012 Selected Access Service - Default Network Access
c i ity Pol
15006 Matched Default Rule
15013 Selected Identity Store - Internal Users
24214 MSCHAP is used for the change password request in the internal users identity store.
24212 Found User in Internal Users IDStore
24204 Password changed successfully
22037 Authentication Passed
15006 Matched Default Rule
Evaluating Exception Authorization Policy
15042 No rule was matched
luati ization Poli
15006 Matched Default Rule
15016 Selected Authonzation Profile - Permit Access
22065 Max sessions policy passed
22064 New accounting session created in Session cache
11002 Returned RADIUS Access-Accept

Em seguida, o ASA relata a autenticagédo bem-sucedida e continua com o processo de Modo
Rapido (QM):

Oct 02 06:22:28 [IKEv1]Group = RA, Username = cisco, IP = 192.168.10.67,
User (cisco) authenticated.

ASA com ACS via TACACS+

Da mesma forma, TACACS+ pode ser usado para a expiragao e alteracdo de senha. O recurso
de gerenciamento de senha n&o é necessario, pois 0 ASA ainda usa TACACS+ com um tipo de
autenticagao ASCIlI em vez de MSCHAPV2.

Varios pacotes sao trocados e o ACS solicita uma nova senha:



v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 20
Server message: Enter new password:
Data length: 0

O Cisco VPN Client apresenta uma caixa de dialogo (diferente da usada pelo RADIUS) que
solicita uma nova senha:

G status: Disconnected | VPN Client - Version 5.0.07.029( o || & || 22|
Connection Entries  Status Certificates Log Options Help

3 = £ = i
4%3 = o Eﬁa Eﬁﬁ v
Cancel Connect Mew Fpnrt Maodify Delete CISCO
Connection Entries l Cerfficates ] Log ]

| Connection Entry | Host | Transport
152.163.1 250 152.163.1.250 IPSec/UDP
i i IPSec/UDP
G VPN Client | User Authentication for "192.168.1.250" @ IPSec/LIDP
IPSec/UDP
Enter new password: |P;:::CJ'UDP
IPSec/UDP
lIIIlIIIl H ) ||
cISCoO E3ponse. IPSec/UDP
QK Cancel
* [
Authenticating user... ANEEEEEEENEEEEEEDN

O ACS solicita a confirmacao da nova senha:

v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 33
Server message: Enter new password confirmation:
Data length: ©

O cliente VPN Cisco apresenta uma caixa de confirmagao:



& status: Disconnected | VPN Client - Version 5.0.07.0290 o ||= | &= |

Connection Entries  Status Certificates Log Options Help

S = ﬁég B EEQ bl

Cancel Connect Mew Impart Madify Delete CISCO
Connection Entries I Cerfficates ] Log ]

| Connection Entry | Host | Transport
192.168.1.250 152.168.1.250 IPSec/UDP
i 0 IPSec/LDP
& VPN Client | User Authentication for "192.168.1.250" = IPSec/LUDP
IPSec/UDP
Enter new password confimation: IPSec/UDP
IPSec/UDF
alin Response: ||
QK Cancel
‘ | B
Authenticating user... ENNEEEREEER

Se a confirmacao estiver correta, o ACS relata uma autenticacido bem-sucedida:

v Decrypted Reply
Status: 0x1 (Authentication Passed)
Flags: 0x00
Server message length: 0
Data length: 0

Em seguida, o ACS registra um evento no qual a senha foi alterada com éxito:



Evaluating ldentity Policy
Matched Default Rule
Selected Identity Store - Internal Users

Looking up User in Internal Users IDStore - cisco
User need to change password

Found User in Internal Users IDStore

Invalid workflow sequence type

TACACSH will use the password prompt from global
TACACSH configuration.

Returned TACACSH+ Authentication Reply
Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

ldentity Policy was evaluated before; Identity Sequence
continuing

Looking up User in Internal Users IDStore - cisco

User need to change password

Found User in Internal Users IDStore

TACACSH+ ASCI change password request.,

Returned TACACS+ Authentication Reply

Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

Returned TACACSH+ Authentication Reply

Received TACACSH+ Authentication COMTINUE Request
Using previously selected Access Service

Identity Policy was evaluated before; Identity Sequence
continuing

PAP is used for the change password request in the
internal users identity store,

Found User in Internal Users IDStore
Password changed successfully
Authentication Passed

As depuracgdes do ASA mostram todo o processo de troca e autenticagao bem-sucedida:

Oct 02 07:44:40 [IKEv1l DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,
Received challenge status!

Oct 02 07:44:40 [IKEv1l DEBUG]Group
process_attr(): Enter!

Oct 02 07:44:40 [IKEv1l DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,

RA, Username = cisco, IP 192.168.10.67,



Processing MODE_CFG Reply attributes

Oct 02 07:44:40 [IKEvl DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,
Received challenge status!

Oct 02 07:44:40 [IKEvl DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,

process_attr(): Enter!

Oct 02 07:44:40 [IKEv1l DEBUG]Group

Processing MODE_CFG Reply attributes.

Oct 02 07:44:41 [IKEv1]Group = RA, Username = cisco, IP = 192.168.10.67,

User (cisco) authenticated.

Essa alteracdo de senha é completamente transparente para o ASA. E apenas um pouco mais
longa a sessao TACACS+ com mais pacotes de solicitacao e resposta, que sdo analisados pelo
cliente VPN e apresentados ao usuario que esta alterando a senha.

RA, Username = cisco, IP

192.168.10.67,

ASA com LDAP

A expiracao e alteracao de senha sao totalmente suportadas pelo esquema do servidor Microsoft
AD e Sun LDAP.

Para uma alteracdo de senha, os servidores retornam 'bindresponse = invalidCredentials' com
‘error = 773'. Esse erro indica que o usuario deve redefinir a senha. Os cddigos de erro tipicos
incluem:

Cdbdigo de erro Erro

525 Usuario ndo encontrado

52.°-E Credenciais invalidas

530 Nao é permitido fazer logon no momento

531 Nao é permitido fazer logon nesta estacéo de trabalho
532 Senha expirada

533 Conta desabilitada

701 Conta expirada

773 O usuario deve redefinir a senha

775 Conta de usuario bloqueada

Configurar o servidor LDAP:

aaa-server LDAP protocol ldap

aaa-server LDAP (outside) host 10.48.66.128

ldap-base-dn CN=USers,DC=test-cisco,DC=com

ldap-scope subtree

ldap-naming-attribute sAMAccountName

ldap-login-password *****

ldap-login-dn CN=Administrator,CN=users,DC=test-cisco,DC=com
server-type microsoft

Use essa configuragao para o grupo de tuneis e o recurso de gerenciamento de senha:

tunnel-group RA general-attributes
address-pool POOL
authentication-server-group LDAP
default-group-policy MY
password-management

Configure o usuario do AD para que uma alteracao de senha seja necessaria:



cisco-test Properties E

Published Certificates | Member OF | Diakin | Object | Security
Em-'ircunmentl SEESiDHSI Remate n::u:untn:ull Terminal Services P'ru::filel COMM+
eneral I Address  Account | Prafile I Telephohes I Organization

Uzer logon name:

(@test-cizco.com j

Uzer logon name [pre-windows L000]:
[TEST-CISCOY cisco-test

Logon Hours... LogOn To..

[T dccourt iz lacked out

Account options:

W Uszer must change pazsword at next logon -

[ Uszer cannot change password

[ Pazsword never expires

[ Store password using reversible encyption ll
—Account expires

¥ Mever

™ End of; Saturday |, Movember 02, 2013 |~

aFk. I Cancel Spply

Quando o usuario tenta usar o cliente Cisco VPN, o ASA relata uma senha invalida:

ASA (config-tunnel-general)# debug ldap 255
<some output ommited for clarity>

[111] Session Start
[111] New request Session, context 0xbd835cl0, regType = Authentication
[111] Fiber started
[111] Creating LDAP context with uri=ldap://10.48.66.128:389
[111] Connect to LDAP server: ldap://10.48.66.128:389, status = Successful
[111] supportedLDAPVersion: value = 3
[111] supportedLDAPVersion: value = 2
[111] Binding as Administrator
[111] Performing Simple authentication for Administrator to 10.48.66.128
[111] LDAP Search:
Base DN = [CN=USers,DC=test-cisco,DC=com]
Filter = [sAMAccountName=cisco-test]
Scope = [SUBTREE]
[111] User DN = [CN=cisco-test,CN=Users,DC=test-cisco,DC=com]

[111] Talking to Active Directory server 10.48.66.128
[111] Reading password policy for cisco-test, dn:CN=cisco-test,CN=Users,



DC=test-cisco,DC=com

[111] Read bad password count 2

[111] Binding as cisco-test

[111] Performing Simple authentication for cisco-test to 10.48.66.128
[111] Simple authentication for cisco-test returned code (49) Invalid
credentials

[111] Message (cisco-test): 80090308: LdapErr: DSID-0C090334, comment:
AcceptSecurityContext error, data 773, vece

[111] Invalid password for cisco-test

Se as credenciais forem invalidas, o erro 52e sera exibido:

[110] Message (cisco-test): 80090308: LdapErr: DSID-0C090334, comment:
AcceptSecurityContext error, data 52e, vece

O cliente VPN Cisco pede uma alteracido de senha:

& status: Disconnected | VPN Client - Version 5.0.07.0290 | o || & || 28 |
Connection Entries  Status Certificates Log Options Help

@ % i

Cancel Connect Mew Import Maodify Delete CISCO
Connection Entries l Cerificates l Log ]

| Connection Entry | Host | Transport
192.168.1.250 192.168.1.250 IPSec/UDP
0 ] IPSec/UDP
€3 VPN Client | User Authentication for "192.168.1.250" = IPSec/LIDP
IPSec/UDP

You need to change your password

b v . IPSec/UDP
Enter new password (minimum length 7 characters): PSen/LIDP
vt]iei]r, New Passwond: || IPSec/UDP

CISCO

Confirm Passwaord: |

) K Cancel | ﬂ

Authenticating user...

Essa caixa de dialogo difere do dialogo usado por TACACS ou RADIUS porque exibe a politica.
Neste exemplo, a politica tem um comprimento minimo de senha de sete caracteres.

Quando o usuario alterar a senha, o ASA podera receber esta mensagem de falha do servidor
LDAP:

[113] Modify Password for cisco-test successfully converted password to unicode
[113] modify failed, no SSL enabled on connection

A politica da Microsoft exige o uso de SSL (Secure Sockets Layer) para a modificacdo de senha.
Alterar a configuragao:

aaa-server LDAP (outside) host 10.48.66.128
ldap-over-ssl enable

Microsoft LDAP para SSL




Por padréo, o Microsoft LDAP sobre SSL nao funciona. Para habilitar essa fungao, vocé deve
instalar o certificado para a conta do computador com o ramal de chave correto. Consulte Como
habilitar o LDAP sobre SSL com uma autoridade de certificacdo de terceiros para obter mais
detalhes.

O certificado pode até ser um certificado autoassinado porque o ASA nao verifica o certificado
LDAP. Consulte Cisco Bug ID CSCui40212, "Permitir que o ASA valide o certificado do servidor
LDAPS", para obter uma solicitagdo de aprimoramento relacionada.

Note: O ACS verifica o certificado LDAP na versao 5.5 e posterior.

Para instalar o certificado, abra o console mmc, selecione Adicionar/remover snap-in, adicione o
certificado e escolha Conta do computador:

plodo/Removesnapin _________________HE
4 Standalone | Extensions |

i Lise this page to add or remave & stand-slons snap-in fram the consols,

Updates

ve Tooks

Snap-ins added to: |y Console Root | @l e

Add Standalone Snap-in Certificates snap-in E3

Aallzble standalone snap-ins:

This snap-in vall always manage cedificates for;
Snap-in
42 NET Framework 1.1 Confi € My user account
“ZActive Directory Domains ¢ Service account
?ﬁ'.ﬁ.\:tm& Directory Skes and = m
&5 Active Directory Users anc
[ | ehactivex Control
<3 AD5I Edit
T4 authorization Manager
L certificate Templates
EPCertificates
Lﬁ:lcmrmm Authority

- Description———
- The Certificates snap-in allow:
certificate stores for yourself,

¢ Back Nest > Cancel

Selecione Computador local, importe o certificado para o arquivo pessoal e mova o certificado da
Autoridade de Certificagdo (AC) associado para o arquivo confiavel. Verifique se o certificado é
confiavel:


http://support.microsoft.com/kb/321051
http://support.microsoft.com/kb/321051
https://tools.cisco.com/bugsearch/bug/CSCui40212
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Ha um erro no ASA versao 8.4.2, em que esse erro pode ser retornado quando vocé esta
tentando usar LDAP sobre SSL:

ASA (config)# debug ldap 255

[142] Connect to LDAP server: ldaps://10.48.66.128:636, status = Successful
[142] supportedLDAPVersion: value = 3

[142] supportedLDAPVersion: value = 2

[142] Binding as Administrator

[142] Performing Simple authentication for Administrator to 10.48.66.128
[142] LDAP Search:

Base DN = [CN=Users,DC=test-cisco,DC=com]
Filter = [sAMAccountName=Administrator]
Scope = [SUBTREE]

[142] Request for Administrator returned code (-1) Can't contact LDAP server

O ASA versao 9.1.3 funciona corretamente com a mesma configuragdao. Ha duas sessdes LDAP.
A primeira sessao retorna uma falha com o cédigo 773 (senha expirada), enquanto a segunda
sessao é usada para a alteragao de senha:

[53] Session Start

[53] New request Session, context Oxadebe3d4, reqgType = Modify Password
[53] Fiber started

[53] Creating LDAP context with uri=ldaps://10.48.66.128:636

[53] Connect to LDAP server: ldaps://10.48.66.128:636, status = Successful
[53] supportedLDAPVersion: value = 3

[53] supportedLDAPVersion: value = 2



[53] Binding as Administrator
[53] Performing Simple authentication for Administrator to 10.48.66.128
[53] LDAP Search:

Base DN = [CN=Users,DC=test-cisco,DC=com]
Filter = [sAMAccountName=cisco-test]
Scope = [SUBTREE]
[53] User DN = [CN=cisco-test,CN=Users,DC=test-cisco,DC=com]

[53] Talking to Active Directory server 10.48.66.128

[53] Reading password policy for cisco-test, dn:CN=cisco-test,CN=Users,
DC=test-cisco,DC=com

[53] Read bad password count 0

[53] Change Password for cisco-test successfully converted old password to
unicode

[53] Change Password for cisco-test successfully converted new password to
unicode

[53] Password for cisco-test successfully changed

[53] Retrieved User Attributes:

<....most attributes details ommitted for clarity>

accountExpires: value = 130256568000000000 <----- 100ns intervals since

January 1, 1601 (UTC)

Para verificar a alteragao de senha, examine os pacotes. A chave privada do servidor LDAP pode

ser usada pelo Wireshark para descriptografar o trafego SSL.:

75 10.48.67.229 18.48.66, 128 LDAP 239 modifyRequest (7) "CH=cisco-test,CN=lUsers,DC=test-cisco,DC=com"

76 10.48.66.128  10.48.67.229 LDAP 113 modifyResponse {7} success
d
© Frame 75: 239 bytes on wire (1912 bits), 239 bytes captured (1912 bits)
¢ Ethernet 1L, Src: Cisco bB:6b:25 (00:17:5a:b8:6b:25), Dst: Veware_90:69:16 (00:0c:29:90:69:16)
¢ Internet Protocel Yersion 4, Src: 10.48.67.229 (10.48.67.229), Dst: 19.48.66,128 (19,48.66.128)
b Transmission Control Protocol, Src Porl: 31172 (31172), Dst Port: ldaps (636), Seq: 4094749281, Ack: 1574938153,
b Secure Sockets Layer
= Lightweight Directory Access Protocol
= LDAPHessage modityRequest(7) "(CH=cisco-test,CH=lsers, =test-cisco,Di=com’
nessagelld: 7
= protocoldp: modifyRequest (6
= modifyRequest
ohject: CN=cisco-test CHN=lUsers,C=test-cisco, DC=com
= modification: 2 items
= modification item
operation: delete (1}
P modification unicodePwd
- modification item
operation: add (8}
b modification unicodePwd
[Response In: T6G]

As depuracgdes de Internet Key Exchange (IKE)/Authentication, Authorization, and Accounting
(AAA) no ASA sao muito semelhantes as apresentadas no cenario de autenticacdo RADIUS.

LDAP e aviso antes do vencimento

Para LDAP, vocé pode usar um recurso que envia um aviso antes de uma senha expirar. O ASA
avisa ao usuario 90 dias antes da expiracdao da senha com esta configuragao:

tunnel-group RA general-attributes
password-management password-expire-in-days 90

Aqui a senha expira em 42 dias e o usuario tenta fazer login:



ASA# debug ldap 255
<some outputs removed for clarity>

[84] Binding as test-cisco

[84] Performing Simple authentication for test-cisco to 10.48.66.128
[84] Processing LDAP response for user test-cisco

[84] Message (test-cisco):

[84] Checking password policy

[84] Authentication successful for test-cisco to 10.48.66.128

[84] now: Fri, 04 Oct 2013 09:41:55 GMT, lastset: Fri, 04 Oct 2013 09:07:23
GMT, delta=2072, maxage=1244139139 secs

[84] expire in: 3708780 secs, 42 days

[84] Password expires Sat, 16 Nov 2013 07:54:55 GMT

[84] Password expiring in 42 day(s),threshold 90 days

O ASA envia um aviso e oferece a opc¢ao de alteracao de senha:

F

@ status: Disconnected | VPN Client - Version 5.0.07.0290 | o || = | 28]
Connection Entries  Status Certificates Log Options  Help

S % NI

Cancel Connect M Import Maodify Delete CISCO
Connection Entries l Certificates l Log l

| Connection Entry | Host | Transport
10.48.67 229 10.48.67.229 IPSec/UDP
i 0 IPSec/UDP
&) VPN Client | User Authentication for "10.48.67.229" = IPSec/UDFP
Your P d expires in 47 d IPSec/UDP
our Password expires in ays
IPSec/UDP
' ' i ?
fould you like to change it now? /N P DP
nmir R _ IPSec/UDP
cisco Fesponse: || IPSec/UDP
oK Cancel
1 | o
Authenticating user... HEEN

Se o usuario optar por alterar a senha, havera um prompt para uma nova senha e o procedimento
normal de alteracao de senha sera iniciado.

ASA e L2TP

Os exemplos anteriores apresentavam IKE verséo 1 (IKEv1) e IPSec VPN.

Para o L2TP (Layer 2 Tunneling Protocol) e IPSec, o PPP é usado como um transporte para
autenticagcdo. MSCHAPV2 é necessario em vez de PAP para que uma alteragcéo de senha
funcione:

ciscoasa(config-tunnel-general)# tunnel-group DefaultRAGroup ppp-attributes
ciscoasa(config-ppp)# authentication ms-chap-v2

Para Autenticacado Estendida em L2TP dentro da sessédo PPP, o MSCHAPV2 é negociado:



¢ Ethernet II, Src: Receive 24 (20:52:45:43:56:24), Dst: Receive 24 (20:52:45:43:56:24)
= PPP Link Control Protocol
Code: Configuration Request (1)
Identifier: 1 (8x01)
Length: 15
= Options: (11 bytes), Authentication Proteocol, Magic Number
= Authentication Protocol: Challenge Handshake Authentication Protocol (Bxc223)
Type: Authentication Protocol (3)
Length: 5
Authentication Protocol: Challenge Handshake Authentication Protocol (8xc223)
Algorithm: MS-CHAP-2 (129)
b Magic Number: 0x56lad534

Quando a senha do usuario expirou, uma falha com o cédigo 648 é retornada:

v PPP Challenge Handshake Authentication Protocol
Code: Failure (4)
Identifier: 1
Length: 17
Message: E=648 R=0 V=3

Uma alteracido de senha é necessaria. O restante do processo € muito semelhante ao cenario
para RADIUS com MSCHAPv2.

Consulte L2TP sobre IPsec entre o PC Windows 2000/XP e o PIX/ASA 7.2 usando o exemplo de
configuracéo de chave pré-compartilhada para obter detalhes adicionais sobre como configurar o
L2TP.

Cliente VPN SSL ASA

Os exemplos anteriores se referiam ao IKEv1 e ao cliente VPN da Cisco, que € o fim da vida util
(EOL).

A solugédo recomendada para uma VPN de acesso remoto € o Cisco AnyConnect Secure Mobility,
que usa os protocolos IKE versao 2 (IKEv2) e SSL. Os recursos de alteragao e expiragao de
senha funcionam exatamente da mesma forma para o Cisco AnyConnect que para o Cisco VPN
Client.

Para IKEv1, os dados de alteragao e expiracdo de senha foram trocados entre o ASA e o cliente
VPN na fase 1.5 (configuragdo Xauth/mode).

Para IKEv2, é semelhante; o modo de configuragao usa pacotes CFG_REQUEST/CFG_REPLY.
Para SSL, os dados estao na sessao Control Datagram Transport Layer Security (DTLS).
A configuragao € a mesma para o ASA.

Este € um exemplo de configuracdo com o Cisco AnyConnect e o protocolo SSL com um servidor


/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html
/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html

LDAP sobre SSL:

aaa-server LDAP protocol ldap
aaa-server LDAP (outside) host win2003-mga.test-cisco.com
ldap-base-dn CN=Users,DC=test-cisco,DC=com

ldap-scope subtree

ldap-naming-attribute sAMAccountName

ldap-login-password ****x*

ldap-login-dn CN=Administrator,CN=users,DC=test-cisco,DC=com
ldap-over-ssl enable

server-type microsoft

webvpn

enable outside

anyconnect image disk0:/anyconnect-win-3.1.02040-k9.pkg 1
anyconnect enable

tunnel-group-list enable

group-policy MY internal
group-policy MY attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group RA type remote-access
tunnel-group RA general-attributes
address-pool POOL
authentication-server-group LDAP
default-group-policy MY
password-management

tunnel-group RA webvpn-attributes
group-alias RA enable
without-csd

ip local pool POOL 192.168.11.100-192.168.11.105 mask 255.255.255.0

Depois que a senha correta (que expirou) € fornecida, o Cisco AnyConnect tenta se conectar e
solicita uma nova senha:



'$ Cisco AnyConnect | 10.48,67.229

Mew Password:

Verify Password:

Connection Banner

Password change required, you must enter a new -
password with minimum length 7 to continue.

[ Continue ]| Cancel

@' Cisco AnyConnect Secure Mobility Client

10.48.67. 229 Connect

Os registros indicam que as credenciais de usuario foram inseridas duas vezes:



') Cisco AnyConnect Secure Mobility Client || |

NIl
CISCO

AnyConnect Secure -Mobility Iie ali

Preferences | Statistics | Route Details | Firewall | Message History

[2013-10-04 09:13:54] Ready to connect,

[2013-10-04 09:15: 14] Contacting 10.48.67. 229,

[2013-10-04 09:15:22] User credentials entered.

[2013-10-04 09:15:44] User credentials entered.

[2013-10-04 09: 15:46] Establishing VPN session...

[2013-10-04 09:15:47] Checking for profile updates. ..
[2013-10-04 09:15:47] Chedking for product updates...
[2013-10-04 09:15:47] Chedking for customization updates...
[2013-10-04 09:15:47] Performing any required updates...
[2013-10-04 09:15:47] Establishing VPN session...

[2013-10-04 09: 15:47] Establishing VPN - Initiating connection...
[2013-10-04 09: 15:47] Establishing VPN - Examining system...
[2013-10-04 09:15:47] Establishing VPM - Activating WPM adapter...
[2013-10-04 09: 15:48] Establishing VPN - Configuring system. ..
[2013-10-04 09: 15:48] Establishing VPN...

[2013-10-04 09:15:48] Connected to 10.48.67. 229,
[2013-10-04 09:15:48] Connected to 10.48.67. 229,

Registros mais detalhados estdo disponiveis na Diagnostic AnyConnect Reporting Tool (DART).

Portal da Web ASA SSL

O mesmo processo de login ocorre no portal da Web:



= |E https://10.48.67 229/ +CSCOE 4+ logon html

Cases~ [T Parformances DDoce [THR* [DTech Tools= TNon Tech Tools= W IWE [DLicensess TWLC DlkevZ= &

o |

1 'J Lasin
Pleage enlar your usemams and password.
GROLIF: RA [*

LISERMAME: Beslcisco
PASEWIRD: asassenes]

Logn |
O mesmo processo de expiracao e alteracao de senha ocorre:
4 | & hitps://10.48.67.229/+CSCOE+ logon. htmi?reason=28&a0=62&al=37ka2 =f&a3=0&next=8auth_handle=35&stat.

[“Cases= [DPerformance~ T Doce T HR= [Tech Tools= 7 Mon Tech Tools= 52 IWE ©Licenses= TWLC= Tilkevz= [

Hew Password Reguired

Pakswead d chaige equired, poin miosl enler a new password
with minimum lengih 7 to continue,

How Passweord |
varity Passward [

Cantinug | Cancal |

Senha de alteragdo de usuario ACS

Se néo for possivel alterar a senha sobre a VPN, vocé pode usar o servigco da Web dedicado UCP
(User Change Password, Senha de alteragao de usuario do ACS). Consulte o Guia do
desenvolvedor de software do Cisco Secure Access Control System 5.4: Usando os Servicos
Web UCP.

Verificar


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html

No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshoot

Atualmente, nao existem informacdes disponiveis especificas sobre Troubleshooting para esta
configuracao.

Informagdes Relacionadas

- Guia de configuracdo do Cisco ASA 5500 Series usando CLI, 8.4 e 8.6: Como configurar um
servidor externo para autorizacao de usuario de dispositivo de sequranca
.- Suporte Técnico e Documentacao - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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