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Introducao

Este documento descreve como resolver problemas comuns com o Border Gateway Protocol
(BGP).

Pré-requisitos
Requisitos
Nao existem requisitos especificos para este documento.

Componentes Utilizados

Este documento ndo se restringe a versdes de software e hardware especificas.

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Conventions



Para obter mais informacgdes sobre convengdes de documento, consulte as Convencdes de dicas
técnicas Cisco.

Informacdes de Apoio

Este documento fornece fluxogramas para varias op¢des para resolver problemas de BGP.

Se vocé tiver a saida de um comando show ip bgp , show ip bgp neighbors , show ip bgp
summary ou show tech-support do seu dispositivo Cisco, vocé podera usar o Cisco CLI Analyzer
para exibir problemas e corregdes potenciais. Para usar o Cisco CLI Analyzer, vocé deve ser um
usuario registrado da Cisco.

% Observacao: somente usuarios registrados da Cisco podem acessar ferramentas e
informacoes internas.

Fluxograma de Troubleshooting Principal


https://www.cisco.com/c/pt_br/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/pt_br/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

Which symtom best
describes your problem?

b
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Receming “%BGP-3-INSUFCHUNKS®
BITOF MESSaAge.

i the autonomous system (A3) path
Iength = longer than 50 ASs (100 bytes),
the rower uses regular memaory
allocation and returns this error
message. For more information, see
What Does the "FaBGP-3-
INSUFCHUNES: Insufficient chunk pools
for aspath” Ermor Message Mean?

Recenming *%E5YS5-Z-MALLOCFAIL" error

MEesSsage

MALL L OCFAIL error occurs when the
rauter runs out of memory. To optimize
and troubleshoot BGP memory related

igeues, refar lo Achieve Optimal Routing
and Reduce BGP Memory Congumption.

Unable ta run BGP across PIK firewall

Pl neads to be configured 1o allow the
BGF frafic between BGF pesers. For
details, sea Sample Configurations of

BGP acroes a P Firewall

-

BGP routes are flapping in the IP routing
table (racursive routing failure)

Common symptems of recursve routing
in BGF are BGF routes keep flapping
from routing table and loss of
conhectivty toward BGP-leamed
destinations. For more information, see
Troubleshooting Flapping BGF Routes

nable to do BGP conditianal
adwertizement

For more information, see Configuring
and Yenfying the BGP Conditienal

Fluxograma Principal do BGP
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A
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correcty
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reaches{] max
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BGP # aximuem-
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Mo

both peers in the
routing table ¥ Use show
ip route to check

Mo
Y

To fix the routing i2sus,
sen Why Do BGP
Heighbors Taggle

Bebereen |dle, Connect,
and sctive States?




% : se a redefinicdo ocorreu devido a oscilagao de interface, desabilite o failover rapido do
eBGP com o comando no bgp fast-external-fallover. Por padrao, o BGP redefine a
vizinhancga se o link usado para alcancar o vizinho cair. Desabilite este recurso na
Configuracao de BGP para manter o BGP estavel e evitar que a interface nao esteja
sincronizada.

Se a oscilagao ocorrer devido a alta utilizagao da CPU, consulte Troubleshooting de Alta
Utilizacdo da CPU em Cisco Routers.

Solucionar problemas de rotas ausentes na tabela de roteamento


https://www.cisco.com/c/pt_br/support/docs/routers/10000-series-routers/15095-highcpu.html
https://www.cisco.com/c/pt_br/support/docs/routers/10000-series-routers/15095-highcpu.html
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" from an iBGP oreBGP peer
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& BG P router with
svnchronization
enabled will not

install iBGP leamed

routes into its
routing table if it is
not able tovalidate
those routesin its
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synchronization
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Check if the BGP
route 5 are flapping
using the showip
route | include,
00:00 command. See
Troubleshooting

Flapping BGP Route s
{Recursive Routing

v
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Establish a route
for the next hop or
wse the next-hop
self command on
iBGP Peers. For
rmaore information,
see Lsing BEP for
Inte rdomain
Routing.

i Open aTaC
l' CHSE.

Are these filters
configured on either
BGF peer? Use the
wirite terminal or

show running
commands to che ck
wvourfilters, Look for
trailing white-space in

regexp.

& table marked

\H{m iwed- ok

Yes

i meansthat Inbound
soft reconfiguration is
configured and inbound
filters are not allowing
the prefic. Check the
inbound filte rs and
change Itto permit the
prefix,

BGP routesfrom a peer [use™
shiowi ip bgp neighbor < peer-
aidfdress= routes and debugip

.

o

/QHGF' peer:*sl:ablish:}\

-\\ .~ with neighbor advertising

Mo the route (use show ip bpg

: '_:'”tht pati'?\ summary and show ip bgp

Ve gxist in the E:SF'tabIe eighber commands)?
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Troubleshoot
the router that
is adve rtising
the route,

Route
Advertiserment

%'A Observacéao: se as rotas BGP nao estiverem na tabela de roteamento, verifique se a
instrugao de rede na configuragdo BGP esta correta.

%4 Observagao: no comando debug ip bgp x.x.x.x updates, x.x.x.x & o0 vizinho ao qual a rota
deve ser anunciada.



Solucionar problemas de entrada de multihoming

For more information
oo Sample
Configurations for Load
Sharing with BGF in
Single and Multihomed
Environments

Diffarent
I5Ps

If the BGP conneciion
15 terminated on &
single rauter on bhath
sides, load balancing
can be achieved by
peering with a
loopback address. For
mare Information, see
|Load Shanng Using the
Loopback Address a5 a
BGP Meighbaor,

+—Single

Multihoming/
Loadsharnng

Is your load-

share traffic
destined for
inbound or

—— Clutbound —.

3o ta Multihoming
Cutbound

outhound ?

Inbound

Sultihomed wit
samea ISP or two
different 1SPs

Same
5P

terminated on single
router or multiple ?

Mulipl e —e

You can configure load
sharing in many ways
using MED, AS-path
prepends, or community
attiibutes. For more
information about the most
commonly used AS-path
sample confiquration, see
Load Shanng when
Dualhomed to One |SP
Theough Multiple Local
Routars, For More
ifarmation on MED and
community altibutes, Refer
to Uging B for
Interdomain Routing,
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Sverrsem e nt

Do you use
& aggregate addre
x.x.x 37 command in BGP
onfiguration fo advertisg

hlo Yo

Yes

Are you
redistrbuting
the netwosk fram
any static or other
IGP rowing
profocol 7

4

Usze the show ip route x.x.xx
command 1o check for an
component route match for the
prefix n routing fable. Refer 1o
Troubleshooting Routes Announced
Llging @ Bazec Metwork Statemen)

Mo

A the
redistnbut ed
roules subnets
of majar
nats?

aulp-summary
enabled [chack

uging show ip

Are you
advartising
mutes learned

et IBGF

Linahle 1o
_ Chack il
advertize
EE :Blé!ll:‘pn!ﬁl ils subnel route exists in
o & pear the BGP table using the

show ip bgp <prefix>

[y p—

BGP allows sggregation of
rytes wheh 3 companent
(subnriet) roufe axists inthe
BGP table. For mara
information, see
Tresbeshooing Roules
Announced Using the
sparegale-address Command

Hnﬁ
Ligw The network x.xa0x
mask yyyy command
under BGF. Use the show
ip route w800 mask
¥y command (o check
for an exact match in the
routing lable See
Troubleshootng RHoutes
Announced Using the
Metwork Statement wath &
bdmak

The IGP rotes will be
summarized fo the
majar netwark when
injecied inio BGP
becauss BGP
Wes—e  summarizahion is in
offect | aulo-swmmary
iz enabled) Disable
gummanz shion using
the mo auin
summany command,

Ho

Mo Mo
Yes l
4 Is thara an access lst or roufe
map applied to redistribution?
See Check {o make sura the natwaork
Troubleshooting w1k wly is nat gettng denied See
Unable 10 Linderstanding Redistribution of
Anrounce iBGP. | No DSPF Routes info BGP
Laamad Rpules

I probiem is still not
resolved, open a TAC case
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k.

Check if a route map or

filter list iz appliad to the
particular neighbor not
recenng BGF mutes




ultihaming
Outbound

ultthomang with
same ISP or twa
differant [SPg?

Dfferent

Same ISP ISP

If the BGP conmection is
terminated on a single router on
both sides, load balancing can be

achieved by peenng with a
loopback address. For more
information, see Load Sharing
Lizing the Loopback Address as & Yes
BGF Neighbor. Configuring BGP
max-paths allows you to have
rultiple routes to 3 destinalion
when all BGP attnbutes are the

A thi two
conneclions to the
same ISP terminaled
n single router

Mo

same, For more information, ses o :orrﬁ :
Ltzing BGF for Interdomain | WUES. _"""'h'?‘” lerminating on
i oadshanng outbound using different routers, use local
— differamt attrbutes (weight, preference. For more
lacal pFraferenta]. For mare information, see
on infermation, see Load Load Sharng when
EEF ar FEHI Emlth”‘g F{ha'r;ng wihen 1‘-"||.||'.|h|'||‘|‘|E|'.| r."'JIHth‘:"d to gl'wn IEF":H
l to Two I15Ps Through a wia Mulliple Local Routers,
=ingle Local Router, |
Loadshanng also depends on the oR
type of switching path used When 4‘
CEF switching is used, lnadsharing
can be achieved per destination or et partial rowtes from both Cutbound loadsharning
per source/destination pair. To I5Pg using reqular could also be achievad
troubleshoot loadsharing in CEF exprezsion'prefix-list. Refar using HSRP. For more
referto Troubleshooting Load fo Sample Configuration  p——0OR information, ses How to
Balancing Ower Parallel Links Lising for BGP with Twa Uze HSRF to Provide
Cisco Express FI:I1'-'-‘dI|.1|".l_:|[|fEF] Different Service REﬁUh'ﬁﬂhf]-‘m i
Prowders (Mulithaming). Multihormed BGP Network.
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https://www.cisco.com/c/pt_br/tech/ip/ip-routing/index.html
/content/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
https://www.cisco.com/c/pt_br/support/index.html?referring_site=bodynav

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



