Configurar o BGP IPv6 Flowspec

Contents

Introduction
Prerequisites
Requirements
Componentes Utilizados
Informacdes de Apoio
Limitacdes

Configurar

Desafios durante a solucao de problemas
Diagrama de Rede
Configuracdes

Verificar

Troubleshoot

Introduction

Este documento descreve como configurar o BGP (Border Gateway Protocol) IPv6 Flowspec em
ASR1K.

Prerequisites

Requirements
A Cisco recomenda ter conhecimento deste topico:

- Independente da plataforma

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- I0S-XE

- ASR1000
- ASR9K

- ASR1K

- BGP

- Flowspec
- IPv6

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.



Informacgdes de Apoio

O Flowspec especifica os procedimentos para a distribuicdo de regras de especificagdo de fluxo
via BGP e define o procedimento para codificar regras de especificagao de fluxo como
Informagdes de Alcangabilidade da Camada de Rede do Protocolo de Gateway de Borda (BGP
NLRI - Network Layer Reachability Information) que podem ser usadas em qualquer aplicativo.
Ele também define a aplicagao para a finalidade da filtragem de pacotes a fim de atenuar ataques
de negacgao de servigo (distribuidos).

Limitacdes
Estas sao as limitagdes para a configuragao:

- Uma combinacao de familias de enderecos nao € permitida nas regras de fluxograma.

- No cenario de correspondéncia multipla, somente a primeira regra de fluxograma
correspondente é aplicada.

- Um maximo de 3000 regras de fluxograma é suportado por sistema.

Configurar

Neste exemplo, configuramos ASR9K como controlador e ASR1K como um cliente PE, RR e
Flowspec.

Essa é a configuragdo minima necessaria para que o Flowspec do IPv6 funcione.

On controller to push the policy to PE/client:
class-map type traffic match-all FLOASPEC
mat ch destination-address i pv6 2001: db8::/32 <<<<< Match destination address/subnet.
end- cl ass- map
|
policy-map type pbr FS P
class type traffic FLONSPEC <<<<< Apply cl ass-map under policy-nap
dr op
!
f | owspec
address-fanily ipv4
service-policy type pbr FSP_V4
|
address-fanily ipv6

service-policy type pbr FS_P <<<<< Apply policy-nmap inside Flowspec under AF.
!

On PE/client is to enable IPv6 flowspec AF under BGP.
address-family ipv6 flowspec <<<<< Under ipv6 flowspec AF, activate the
nei ghbor.

nei ghbor 10.192.202.5 activate

nei ghbor 10.192.202.5 val i dation off

To apply the flowspec policy on interface, "local-install interface-all" command is must under
flowspec.
f | owspec

| ocal -install interface-all <<<<< Push the policy on interface



- Com base na configuragado do controlador, qualquer trafego destinado a 2001:db8::/32 deve
ser descartado de acordo com a politica.

- Mantenha a validagao desativada para o vizinho em ipv6 address-family para que ASR1K nao
verifique o proximo salto.

- Idealmente, se a politica estiver em agao, o contador sera visto no controlador, mas, caso
vocé queira vé-lo em qualquer outro dispositivo, instale a politica flowspec em todas as
interfaces do usuario para as quais o comando local-install interface-all € necessario sob
flowspec.

Desafios durante a solugédo de problemas

- Se a rede subjacente for IPv4 e o fluxograma de BGP for executado para IPv6, entdo ha um

problema de verificacdo de validagao em cada salto e causa um problema para a politica de
Flowspec de IPv6. Portanto, mantenha a validagao desligada para que o vizinho n&o faga a
verificacao de validacao.

- Além de um controlador, vocé nao pode ver a correspondéncia/contador de agao da politica

de fluxspec. Para verificar os contadores, interface local-install-all deve estar em Flowspec
(sob AF). Esse comando envia a configuragéo da politica de especificacdo de fluxo em todas
as interfaces de um dispositivo para as familias de enderecos IPv4 e IPv6 e em interfaces
dentro de uma instancia de VRF.
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Configuragtes

Essa configuracao é baseada no diagrama de rede, o mesmo da sua configuragao.

Controller:

RP/ 0/ RSP0/ CPUO: Control | er# show runni ng-config
Mon Apr 8 16:33:36.578 UTC

Bui | di ng configuration...

IS XR Configuration 5.3.4
Last configuration change at Wed Apr 3 17:34:59 2019 by adnin



host nane Controll er
cdp
cdp advertise vl
!
class-map type traffic match-all FLOASPEC
mat ch destination-address ipv6 2001: db8::/32
end- cl ass- map
|
class-map type traffic match-all VA_FLOASPEC
mat ch source-address ipv4 102.102.102. 102 255. 255. 255. 255
end- cl ass- map
!
policy-map type pbr FS P
class type traffic FLOAMSPEC
dr op
!
class type traffic class-default
!
end- pol i cy- map
!
policy-map type pbr FSP_V4
class type traffic V4_FLOASPEC
set dscp ef
!
class type traffic class-default
!
end- pol i cy- map
!
interface LoopbackO
i pv4 address 10.192.202.5 255. 255. 255. 255
!
interface Loopback100
i pv4 address 102.102.102. 102 255. 255. 255. 255
i pv6 address 2001:db8::1/32
!
interface TenG gEOQ/ 0/0/0
i pv4 address 10.10.12.1 255.255.255.0
i pv6 address 2001: 10: 10: 12::1/64
!
route-policy ALL
pass
end- policy
!
router static
address-fam |y ipv4 unicast
203. 202. 143. 33/ 32 Tend gEO/ 0/ 0/ 0
!
address-fam |y ipv6 unicast
2003::/64 2001:10:10:12::2
!
1
router ospfv3 1
area 0
interface TenG gEOQ/ 0/0/0
net wor k poi nt-to-poi nt
!
!
|
router bgp 64696
bgp router-id 10.192.202.5
address-fam |y ipv4 unicast
networ k 102.102. 102. 102/ 32
!

address-fam |y vpnv4 uni cast



!
address-fam ly ipv4 fl owspec
!
address-fam |y ipv6 fl owspec
!
nei ghbor 203.202. 143. 33
renote-as 7474
ebgp-mul ti hop 10
updat e- sour ce LoopbackO
address-fanily ipv4 unicast
route-policy ALL in
route-policy ALL out
|
address-fanily vpnv4 uni cast
!
address-fanily ipv4 fl owspec
route-policy ALL in
route-policy ALL out
|
address-fanily ipv6 fl owspec
route-policy ALL in
route-policy ALL out
!

1
fl owspec
local-install interface-all
address-famly ipv4d
service-policy type pbr FSP_V4
!
address-fam |y ipv6
service-policy type pbr FS_P
!

end

PE/RR1:
CRRO1#show runni ng-config
Bui | di ng configuration...

|

i pv6 uni cast-routing

npl s | abel protocol |dp

!

spanni ng-tree extend systemid

fl owspec
local-install interface-all

di agnostic bootup | evel m ninal

!

interface LoopbackO
i p address 203.202. 143. 33 255. 255. 255. 255
ip ospf 1 area O

!

interface Loopback1010
no i p address
i pv6 address 2001: DB8:: 10/ 32

|

interface TenG gabitEthernet0/0/0
i p address 10.10.12.2 255.255.255.0
i p ospf network point-to-point
cdp enabl e
i pv6 address 2001: 10: 10: 12:: 2/ 64



nterface TenG gabit Et hernet0/0/3
i p address 10.10.23.2 255.255.255.0
i p ospf network point-to-point
ip ospf 1 area O
cdp enabl e
i pv6 address 2003::1/64
mpls ip
1
router ospf 1
mpl s 1 dp autoconfig
1
router bgp 7474
bgp router-id 203.202. 143. 33
bgp | og- nei ghbor - changes
nei ghbor 10.192. 202.5 renote-as 64696
nei ghbor 10.192. 202. 5 ebgp-mul ti hop 10
nei ghbor 10.192. 202. 5 updat e-source LoopbackO
nei ghbor 2001: 10: 10: 12:: 1 renote-as 64696
nei ghbor 203. 202. 143. 44 renpte-as 7474
nei ghbor 203. 202. 143. 44 updat e- sour ce LoopbackO
!
address-famly ipv4d
nei ghbor 10.192.202.5 activate
no nei ghbor 2001:10:10:12::1 activate
nei ghbor 203. 202. 143. 44 activate
nei ghbor 203. 202. 143. 44 route-reflector-client
exit-address-famly
!
address-fam |y ipv4 fl owspec
nei ghbor 10.192.202.5 activate
nei ghbor 203.202. 143. 44 activate
nei ghbor 203. 202. 143. 44 send-comunity both
nei ghbor 203.202. 143. 44 route-reflector-client
exit-address-famly
!
address-fam |y ipv6
nei ghbor 10.192.202.5 activate
nei ghbor 203.202. 143. 44 activate
nei ghbor 203.202. 143. 44 route-reflector-client
nei ghbor 203. 202. 143. 44 send-1| abe
exit-address-famly
!
address-fam |y ipv6 fl owspec
nei ghbor 10.192.202.5 activate
neighbor 10.192.202.5 validation off
nei ghbor 203.202. 143. 44 activate
nei ghbor 203. 202. 143. 44 send-comunity both
nei ghbor 203.202. 143. 44 route-reflector-client
nei ghbor 203. 202. 143. 44 next - hop-sel f
exit-address-famly
1
ip route 10.192.202.5 255. 255. 255. 255 10.10.12.1
1
1
ipvé route 2001: DB8::1/128 2001:10: 10: 12::1
1
end

PE/RR2:
CRRO2#show runni ng-config
Bui | di ng configuration...



Current configuration : 7227 bytes
!
I Last configuration change at 18:21:29 UTC Mon Apr 8 2019
!
host name CRRO2
!
boot - st art - mar ker
boot system fl ash bootfl ash: asr 1000r px86- uni ver sal k9. 16. 10. 0la. SPA. bi n
boot - end- mar ker
|
i pv6 uni cast-routing
mul tilink bundl e-name authenticated
!
spanni ng-tree extend systemid
fl owspec
di agnostic bootup | evel m ninal
!
interface LoopbackO
i p address 203.202. 143. 44 255. 255. 255. 255
ip ospf 1 area O
|
interface TenG gabitEthernet1/0/0
i p address 10.10.23.3 255.255.255.0
i p ospf network point-to-point
ip ospf 1 area O
cdp enabl e
i pv6 address 2003::2/64
mpls ip
!
interface TenG gabitEthernet1/0/1
i p address 10.10.34.3 255.255.255.0
i p ospf network point-to-point
ip ospf 1 area O
cdp enabl e
!
router ospf 1
mpl s 1 dp autoconfig
!
router bgp 7474
bgp router-id 203.202. 143. 44
bgp | og- nei ghbor - changes
nei ghbor 203.202. 143. 33 renpte-as 7474
nei ghbor 203.202. 143. 33 updat e- source LoopbackO
nei ghbor 203.202. 143.45 renpte-as 7474
nei ghbor 203. 202. 143. 45 updat e- sour ce LoopbackO
!
address-famly ipv4
nei ghbor 203.202. 143. 33 activate
nei ghbor 203.202. 143. 45 activate
exit-address-famly
!
address-fam |y ipv4 fl owspec
nei ghbor 203.202. 143. 33 activate
nei ghbor 203.202. 143. 45 activate
nei ghbor 203. 202. 143. 45 send-comunity both
nei ghbor 203. 202. 143.45 route-reflector-client
exit-address-famly
!
address-famly ipv6
nei ghbor 203.202. 143. 33 activate
nei ghbor 203. 202. 143. 33 send-1| abe

exit-address-famly
!



address-fam |y ipv6 fl owspec
nei ghbor 203.202. 143. 33 activate
neighbor 203.202.143.33 validation off
nei ghbor 203.202. 143. 45 activate
nei ghbor 203. 202. 143. 45 send-comunity both
nei ghbor 203. 202. 143.45 route-reflector-client
exit-address-famly
1
ipvé route 2001:10:10:12::/64 2003::1
ipvé route 2001: DB8::1/128 2003::1
1
end

End-PE:
DCPRO1#show runni ng-config
Bui | di ng configuration...
|
host name DCPRO1
!
subscriber tenplating
!
i pv6 uni cast-routing
!
fl owspec
di agnostic bootup | evel m ninal
!
interface LoopbackO
i p address 203.202. 143. 45 255. 255. 255. 255
ip ospf 1 area O
!
interface TenG gabitEthernet1/3/0
i p address 10. 10. 34. 4 255. 255. 255. 0
i p ospf network point-to-point
ip ospf 1 area O
cdp enabl e
i pv6 address 2001::1/64
!
router ospf 1
mpl s 1 dp autoconfig
|
router bgp 7474
bgp router-id 203.202. 143. 45
bgp | og- nei ghbor - changes
nei ghbor 203.202. 143. 44 renpte-as 7474
nei ghbor 203. 202. 143. 44 updat e- sour ce LoopbackO
!
address-fam ly ipv4 fl owspec
nei ghbor 203.202. 143. 44 activate
exit-address-famly
!
address-fam |y ipv6 fl owspec
nei ghbor 203.202. 143. 44 activate
neighbor 203.202.143.44 validation off
exit-address-famly
!
ipve route ::/0 TenG gabitEthernet1/3/0
!
end

Verificar



PE/ RR2:

CRRO2#pi ng 2001: db8:: 1

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 2001:DB8::1, tineout is 2 seconds:
Success rate is 0 percent (0/5)

CRRO2#

Controller:

RP/ 0/ RSP0/ CPUO: Cont r ol | er #show bgp i pv6 fl owspec
Mon Apr 8 17:55:17.041 UTC

BGP router identifier 10.192.202.5, |ocal AS nunber 64696
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table I D: 0x0 RD version: 20

BGP main routing table version 20

BGP NSR Initial initsync version 0 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BG&P scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> Dest:2001: db8::/0-32/56
e 0 i
Processed 1 prefixes, 1 paths
RP/ 0/ RSP0/ CPUO: Cont rol | er #show fl owspec i pv6 detail
Mon Apr 8 17:55:36.786 UTC
AFl: |1 Pv6
FI ow : Dest: 2001: db8::/0-32
Acti ons :Traffic-rate: 0 bps (policy.1l. FS_P. FLONSPEC)
Statistics (packet s/ byt es)
Matched H 14/1652
Dropped : 14/1652

RP/ 0/ RSP0/ CPUO: BGL14. 1. J. 05- ASR- 9000- 1#

PE/ RR1:

CRRO1#show bgp ipv6 fl owspec

BGP table version is 2, local router IDis 203.202.143. 33

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmltipath, b backup-path, f RT-Filter,
X best-external, a additional-path, ¢ Rl B-conpressed,

t secondary path,

i

Oigin codes: - 1GP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found
Net wor k Next Hop Metric LocPrf Weight Path
*> Dest: 2001: DB8: : / 0- 32
e 0 64696 i
CRRO1#
CRRO1#show fl owspec ipv6 detail
AFl: |1 Pv6
Fl ow : Dest: 2001: DB8: : / 0- 32
Acti ons :Traffic-rate: 0 bps (bgp.1)
Statistics (packet s/ byt es)
Matched s 4/456
Dropped : 4/456



CRRO1#

Troubleshoot

Atualmente, nao existem informacdes disponiveis especificas sobre Troubleshooting para esta
configuragao.

Tip: Se vocé abrir um caso com o0 3.16.5S e pressionar com o ID do bug CSCva5510.
Embora nao esteja documentado no bug, ele se aplica ao IPv6. Isso é confirmado do BGP
ASR1K e validado. Outro bug CSCvp18767 também é arquivado para o comando show que
€ corrigido em 16.12.1, portanto € melhor usar essa versao. No entanto, o flowspec do IPv6
pode funcionar em qualquer versao 16.x.


https://tools.cisco.com/bugsearch/bug/CSCva55510
https://tools.cisco.com/bugsearch/bug/CSCvp18767
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