Reflexao de Rota BGP e Varias IDs de Cluster
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Introduction

Este artigo descreve diferentes cenarios de reflexao de rota BGP (Border Gateway Protocol) e
uso de varias IDs de cluster. Pressupde-se o conhecimento prévio dos conceitos de BGP,
especialmente clusters e reflexdo de rota.

Descricao da Reflexao de Rota BGP

Um alto-falante BGP é um roteador ativado para BGP. Por padrao, os alto-falantes de BGP nao
anunciam os prefixos aprendidos de iBGP aos peers de iBGP - isso é feito para manter a
prevencao de loop. O RFC4456 apresenta o recurso de reflexao de rota que elimina a
necessidade de malha completa entre os alto-falantes iBGP. Quando o refletor de rota reflete um
prefixo, ele cria/modifica um atributo nao transitério opcional chamado CLUSTER_LIST
adicionando seu préprio ID de cluster a ele. Este atributo é usado para prevengao de loop:
quando o roteador recebe uma atualizagcdo que CLUSTER_LIST contém o préprio ID de cluster
do roteador, essa atualizagao € descartada.

Por padrao, o ID do cluster é definido com o valor de ID do roteador BGP, mas pode ser definido
como um valor arbitrario de 32 bits. O recurso MCID (Multiple Cluster IDs, varias IDs de cluster)
permite atribuir IDs de cluster por vizinho. Portanto, ha 3 tipos de cenarios de reflexdo de rota.

1. Entre cliente e ndo cliente

2. Entre clientes no mesmo cluster (intra-cluster)
3. Entre clientes em clusters diferentes (entre clusters)

Exemplos de Configuracdo de Reflexdo de Rota



A seguir estao alguns cenarios de reflexdo do roteador e respectivos exemplos de configuragao.
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A seguinte configuragéo foi feita no roteador RR atuando como refletor de rota.

RR#show run

router bgp 1
bgp | 0og- nei ghbor - changes

nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor

10.0.10.2
10.0.10.2
10.0.20. 2
10.0.20. 2
10.0.40. 2

sec bgp

renote-as 1
route-reflector-client
renote-as 1
route-reflector-client
renote-as 1

Nesse caso, STPE1 e S1PE2 séo clientes de RR enquanto S2PE1 n&o é cliente. Em designs
convencionais, o roteador nao cliente sera refletor de rota para roteadores no préximo nivel de
hierarquia, mas neste exemplo, apenas outro PE é usado para simplicidade.

RR#show i p bgp cluster-ids
G obal cluster-id: 172.16.3.3 (configured: 0.0.0.0)

BGP client-to-client

reflection: Confi gured Used

all (inter-cluster and intra-cluster): ENABLED
intra-cluster:

Li st of cluster-ids:
Cluster-id

ENABLED ENABLED

#- nei ghbors C2C-rfl -CFG C2C-rfl - USE

RR#sh ip bgp 172.16.1.1
BGP routing table entry for 172.16.1.1/32, version 2

Paths: (1 avail abl e,

best #1, table default)

Advertised to update-groups:

1

2



Ref resh Epoch 2
Local, (Received froma RR-client)
10.0.10.2 from 10.0.10.2 (172.16.1.1)
Oigin IGP, nmetric O, local pref 100, valid, internal, best
rx pathid: 0, tx pathid: 0xO

RR#show i p bgp update-group 1
BGP version 4 update-group 1, internal, Address Famly: |Pv4 Unicast
BGP Update version : 4/0, nmessages O
Topol ogy: gl obal, highest version: 4, tail marker: 4
Format state: Current working (OK, last not in list)
Refresh bl ocked (not in list, last not in |ist)
Updat e nessages formatted 2, replicated 2, current 0, refresh O, limt 1000
Nurmber of NLRIs in the update sent: max 1, nmin O
M nimum tine between advertisenment runs is 0 seconds
Has 1 nenber:
10.0.40.2

RR#show i p bgp updat e-group 2
BGP version 4 update-group 2, internal, Address Famly: |Pv4 Unicast
BGP Update version : 4/0, nmessages O
Rout e- Refl ector d i ent
Topol ogy: gl obal, highest version: 4, tail marker: 4
Format state: Current working (OK, last not in |ist)
Refresh bl ocked (not in list, last not in |ist)
Updat e nessages formatted 3, replicated 6, current 0, refresh O, limt 1000
Nurmber of NLRIs in the update sent: max 1, nmin O
M nimum tine between advertisenment runs is 0 seconds
Has 2 menbers:
10.0.10.2 10. 0. 20. 2

Essas saidas mostram que o RR recebe o prefixo 172.16.1.1/32 do S1PE1 e o reflete para o
S1PE2 do cliente e para o S2PE1 nao cliente. Nesse caso especifico, a atualizagcdao também é
enviada de volta para S1PE1, mas acontece porque S1PE1 e S1PE2 tém a mesma politica de
roteamento e, portanto, formam o mesmo grupo de atualizacao.
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Figure 2

A seguinte configuracao foi feita no roteador RR atuando como refletor de rota.

RR#show run | sec bgp
router bgp 1

no bgp client-to-client reflection

bgp | og- nei ghbor - changes

nei ghbor 10.0.10.2 renpte-as 1

nei ghbor 10.0.10.2 route-reflector-client
nei ghbor 10.0.20.2 renpte-as 1

nei ghbor 10.0.20.2 route-reflector-client
nei ghbor 10.0.40.2 renpte-as 1

Vamos supor que AS1 esteja parcialmente em mesh: O S1PE1 e o S1PE2 formam a vizinhanga
do iBGP (por exemplo, eles estao localizados no mesmo site e queremos otimizar a forma como
os processos de rede sao atualizados). Nesse caso, o RR tem a reflexao cliente-cliente
desativada e reflete 172.16.1.1/32 vindo do S1PE1 somente para o S2PE1 n&o-cliente.

RR#show i p bgp cluster-ids
d obal cluster-id: 172.16.3.3 (configured: 0.0.0.0)

BGP client-to-client reflection: Confi gured Used
all (inter-cluster and intra-cluster): DISABLED
intra-cluster: ENABLED DISABLED

Li st of cluster-ids:
Cluster-id #- nei ghbors C2C-rfl-CFG C2C-rfl - USE

RR#show ip bgp 172.16.1.1
BGP routing table entry for 172.16.1.1/32, version 5
Paths: (1 available, best #1, table default, RIB-failure(17))
Advertised to update-groups:
1
Refresh Epoch 2
Local, (Received froma RR-client)
10.0.10.2 from 10.0.10.2 (172.16.1.1)
Oigin IGP, netric O, local pref 100, valid, internal, best
rx pathid: 0, tx pathid: 0x0

RR#show i p bgp update-group 1 BGP version 4 update-group 1, internal, Address Famly: |Pv4

Uni cast BGP Update version : 7/0, messages O Topol ogy: gl obal, highest version: 7, tail marker:
7 Format state: Current working (OK last not in list) Refresh blocked (not inlist, last not in
list) Update nessages formatted 4, replicated 4, current 0, refresh O, [imt 1000 Nunber of
NLRI's in the update sent: max 1, min O Mninumtime between advertisement runs is 0 seconds Has
1 menber: 10.0.40.2

Dois clusters, reflexao de rota entre sites e dentro do local
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A seguinte configuracao foi feita no roteador RR atuando como refletor de rota.

RR#sh run | sec bgp

router bgp 1

no bgp client-to-client reflection intra-cluster cluster-id 192.168.1.1
bgp | og- nei ghbor - changes

nei ghbor 10.0.10.2 renonte-as 1

nei ghbor 10.0.10.2 cluster-id 192.168.1.1
nei ghbor 10.0.10.2 route-reflector-client
nei ghbor 10.0.20.2 renonte-as 1
nei ghbor 10.0.20.2 cluster-id 192.168.1.1
nei ghbor 10.0.20.2 route-reflector-client
nei ghbor 10.0.40.2 renonte-as 1
nei ghbor 10.0.40.2 cluster-id 192.168. 2.2
nei ghbor 10.0.40.2 route-reflector-client
nei ghbor 10.0.50.2 renonte-as 1
nei ghbor 10.0.50.2 cluster-id 192.168. 2.2
nei ghbor 10.0.50.2 route-reflector-client
nei ghbor 10.0.70.2 renonte-as 1

Nesse caso, ambos os PEs no Site 1 formam o cluster 192.168.1.1, enquanto ambos os PEs no
Site 2 formam o cluster 192.168.2.2. O S3PE1 ndo € um cliente. Os PEs no Site 1 tém sessao
iBGP direta, a reflexdo intragrupo é desabilitada para o cluster 192.168.1.1, mas ainda esta
habilitada para o cluster 192.168.2.2. A reflexao entre clusters esta habilitada.

RR#show i p bgp cluster-ids
QA obal cluster-id: 172.16.3.3 (configured: 0.0.0.0)

BGP client-to-client reflection: Confi gured Used
all (inter-cluster and intra-cluster): ENABLED
intra-cluster: ENABLED ENABLED

Li st of cluster-ids:

Cluster-id #- nei ghbors C2C-rfl -CFG C2C-rfl - USE
192.168.1.1 2 DI SABLED DISABLED
192.168.2.2 2 ENABLED ENABLED



RR#show i p bgp 172.16.1.1
BGP routing table entry for 172.16.1.1/32, version 5
Paths: (1 available, best #1, table default, R B-failure(17))
Advertised to update-groups:
3 5
Ref resh Epoch 9
Local, (Received froma RR-client)
10.0.10.2 from 10.0.10.2 (172.16.1.1)
Oigin IGP, nmetric O, local pref 100, valid, internal, best
rx pathid: 0, tx pathid: 0xO

RR#show i p bgp update-group 3 BGP version 4 update-group 3, internal, Address Family: |Pv4

Uni cast BGP Update version : 11/0, nessages O Topol ogy: global, highest version: 11, tail

marker: 11 Format state: Current working (OK, last not in list) Refresh blocked (not in list,
last not in list) Update nmessages formatted 20, replicated 20, current 0, refresh O, limt 1000
Number of NLRIs in the update sent: max 1, min O Mninumtinme between advertisenent runs is O
seconds Has 1 nenber: 10.0.70.2

RR#show i p bgp update-group 5 BGP version 4 update-group 5, internal, Address Family: |Pv4

Uni cast BGP Update version : 11/0, nessages 0 Route-Reflector Client Configured with cluster-id
192. 168. 2. 2 Topol ogy: gl obal, highest version: 11, tail marker: 11 Format state: Current worKking
(K, last not in list) Refresh blocked (not in list, last not in list) Update nessages formatted
22, replicated 34, current 0, refresh O, limt 1000 Number of NLRIs in the update sent: nmax 3,
mn O Mninmumtinme between advertisenent runs is 0 seconds Has 2 nenbers: 10.0.40.2 10.0.50.2

O prefixo 172.16.1.1/32 recebido do S1PE1 é refletido para os clientes no cluster 192.168.2.2 e
para os nao-clientes. Ao mesmo tempo, o prefixo 172.16.4.4/32 recebido de S2PE1 é refletido
para todos os clientes e nao clientes.

RR#show i p bgp 172.16.4.4
BGP routing table entry for 172.16.4.4/32, version 9
Paths: (1 avail able, best #1, table default, RIB-failure(17))
Advertised to update-groups:
3 4 5
Refresh Epoch 6
Local, (Received froma RR-client)
10.0.40.2 from 10.0.40.2 (172.16.4.4)
Oigin IGP, netric O, local pref 100, valid, internal, best
rx pathid: 0, tx pathid: 0x0

RR#show i p bgp update-group 3
BGP version 4 update-group 3, internal, Address Fam ly: |Pv4 Unicast
BGP Update version : 11/0, nmessages O
Topol ogy: gl obal, highest version: 11, tail narker: 11
Format state: Current working (OK, last not in |ist)
Refresh bl ocked (not in list, last not in |ist)
Updat e nessages formatted 20, replicated 20, current 0, refresh 0, linmt 1000
Nurmber of NLRIs in the update sent: max 1, nmn O
Mninmumtime between advertisenent runs is O seconds
Has 1 nenber:
10.0.70.2

RR#show i p bgp update-group 4
BGP version 4 update-group 4, internal, Address Fam ly: |Pv4 Unicast
BGP Update version : 11/0, nmessages O
Rout e- Refl ector Cient
Configured with cluster-id 192.168.1.1
Topol ogy: gl obal, highest version: 11, tail narker: 11
Format state: Current working (OK, last not in |ist)
Refresh bl ocked (not in list, last not in list)
Updat e nessages formatted 26, replicated 47, current 0, refresh 0, linmt 1000
Nurmber of NLRIs in the update sent: nmax 3, nmn O



M nimumtine between advertisenent runs is 0 seconds
Has 2 nenbers:
10.0.10.2 10.0.20.2

RR#show i p bgp update-group 5
BGP version 4 update-group 5, internal, Address Famly: |Pv4 Unicast
BGP Update version : 11/0, messages O
Rout e- Refl ector i ent
Configured with cluster-id 192.168.2.2
Topol ogy: gl obal, highest version: 11, tail marker: 11
Format state: Current working (OK, last not in list)
Refresh bl ocked (not in list, last not in |ist)
Updat e nessages formatted 22, replicated 34, current 0, refresh 0, linmt 1000
Nurmber of NLRIs in the update sent: max 3, nmin O
M nimum tine between advertisenment runs is 0 seconds
Has 2 menbers:
10.0.40.2 10. 0. 50. 2

Vocé também pode desativar a reflexdo de rota entre sites para o cluster 192.168.2.2, mas, nesse
caso, os clientes nesse cluster devem ter uma malha completa de sessdées iBGP:

RR(config-router)#no bgp client-to-client reflection intra-cluster cluster-id 192.168.2.2

RR#sh ip bgp cluster-ids
d obal cluster-id: 172.16.3.3 (configured: 0.0.0.0)

BGP client-to-client reflection: Confi gured Used
all (inter-cluster and intra-cluster): ENABLED
intra-cluster: ENABLED ENABLED

Li st of cluster-ids:

Cluster-id #- nei ghbors C2C-rfl-CFG C2C-rfl - USE
192.168.1. 1 2 DI SABLED DISABLED
192.168.2.2 2 DI SABLED DISABLED

A reflexado dentro do local também pode ser desativada para todos os clusters:

RR(config-router)#no bgp client-to-client reflection intra-cluster cluster-id any

Dois clusters, sem reflexao cliente a cliente
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A seguinte configuracéo foi feita no roteador RR atuando como refletor de rota.

RR#show run | sec bgp
router bgp 1

no bgp client-to-client reflection
bgp | og- nei ghbor - changes

nei ghbor 10.0.10.2 renpte-as 1

nei ghbor 10.0.10.2 cluster-id 192.168.1.1
nei ghbor 10.0.10.2 route-reflector-client
nei ghbor 10.0.20.2 renpte-as 1
nei ghbor 10.0.20.2 cluster-id 192.168.1.1
nei ghbor 10.0.20.2 route-reflector-client
nei ghbor 10.0.40.2 renpte-as 1
nei ghbor 10.0.40.2 cluster-id 192.168. 2.2
nei ghbor 10.0.40.2 route-reflector-client
nei ghbor 10.0.50.2 renpte-as 1
nei ghbor 10.0.50.2 cluster-id 192.168. 2.2
nei ghbor 10.0.50.2 route-reflector-client
nei ghbor 10.0.70.2 renpte-as 1

Epossivel desativar a reflexao entre clusters e entre clusters. Nesse caso, somente a reflexao
entre clientes e nao clientes sera realizada.

RR#show i p bgp cluster-ids
d obal cluster-id: 172.16.3.3 (configured: 0.0.0.0)

BGP client-to-client reflection: Confi gured Used
all (inter-cluster and intra-cluster): DISABLED
intra-cluster: ENABLED DISABLED

Li st of cluster-ids:

Cluster-id #- nei ghbors C2C-rfl -CFG C2C-rfl - USE
192.168.1.1 2 ENABLED DISABLED
192.168.2.2 2 ENABLED DISABLED



RR#show i p bgp 172.16.1.1
BGP routing table entry for 172.16.1.1/32, version 5
Paths: (1 available, best #1, table default, R B-failure(17))
Advertised to update-groups:
3
Refresh Epoch 9
Local, (Received froma RR-client)
10.0.10.2 from 10.0.10.2 (172.16.1.1)
Oigin IGP, netric 0, |local pref 100, valid, internal, best
rx pathid: 0, tx pathid: 0xO0

RR#show i p bgp 172.16.4.4
BGP routing table entry for 172.16.4.4/32, version 9
Paths: (1 available, best #1, table default, R B-failure(17))
Advertised to update-groups:
3
Refresh Epoch 6
Local, (Received froma RR-client)
10.0.40.2 from 10.0.40.2 (172.16.4.4)
Oigin IGP, netric 0, |local pref 100, valid, internal, best
rx pathid: 0, tx pathid: 0xO

RR#show i p bgp updat e-group 3
BGP version 4 update-group 3, internal, Address Famly: |Pv4 Unicast
BGP Update version : 11/0, nmessages O

Topol ogy: gl obal, highest version: 11, tail marker: 11

Format state: Current working (OK, last not in list)

Refresh bl ocked (not in list, last not in list)

Updat e messages formatted 20, replicated 20, current 0, refresh 0, limt 1000
Nurmber of NLRIs in the update sent: nax 1, mn O

M nimumtinme between advertisement runs is 0 seconds

Has 1 menber:

10.0.70.2

Os prefixos 172.16.1.1/32 e 172.16.4.4/32 s&o originados pelos clusters 192.168.1.1 e
192.168.2.2, respectivamente. Ambos os prefixos sao refletidos somente no S3PE1 nao cliente.
Nesse caso, todos os clientes devem estar totalmente em malha. Geralmente, nesse cenario
especifico, os MCIDs nao fazem realmente sentido (0 mesmo comportamento pode ser alcangado
com um unico cluster), mas ainda podem ser usados se vocé quiser ter listas de cluster diferentes
para rotas de vizinhos diferentes.

Note: Nao é possivel ativar a reflexdo entre clusters (para cluster especifico ou para todos
os clusters) enquanto a reflexado entre clusters esta desativada.

Lista de clusters e prevencio de loop

Quando o RR reflete um prefixo, ele adiciona o ID do cluster ao atributo opcional ndo transitivo
CLUSTER_LIST. Também define o atributo ndo transitivo opcional ORIGINATOR_ID para o ID do
roteador do peer, que anunciou o prefixo para o RR.

Quando os MCIDs s&o usados e o RR reflete o prefixo, ele usa o ID de cluster configurado para o
peer que anunciou esse prefixo ao RR. Se esse peer nao tiver um ID de cluster especifico
configurado, sera usado o ID de cluster global.

Vamos ver alguns exemplos. RR tem todas as formas de reflexdo de rota ativadas. A ID global do
cluster € 172.16.3.3, as IDs de cluster 192.168.1.1 e 192.168.2.2 estao definidas como PEs no



local 1 e no local 2, respectivamente (consulte o diagrama de topologia acima).

RR#show i p bgp cluster-ids
A obal cluster-id: 172.16.3.3 (configured: 0.0.0.0)

BGP client-to-client reflection: Confi gured Used
all (inter-cluster and intra-cluster): ENABLED
intra-cluster: ENABLED ENABLED

List of cluster-ids:

Cluster-id #- nei ghbors C2C-rfl-CFG C2C-rfl - USE
192.168.1.1 2 ENABLED ENABLED
192.168.2.2 2 ENABLED ENABLED

Reflexao entre cliente e nao cliente

S2PE3#show i p bgp 172.16.1.1
BGP routing table entry for 172.16.1.1/32, version 2
Paths: (1 available, best #1, table default, R B-failure(17))
Not advertised to any peer
Refresh Epoch 1
Local
10.0.10.2 (netric 20) from 10.0.70.1 (172.16.3.3)
Oigin IGP, nmetric O, local pref 100, valid, internal, best
Oiginator: 172.16.1.1, Custer list: 192.168.1.1
rx pathid: 0, tx pathid: 0xO

S2PE3#show i p bgp 172.16.4.4 BGP routing table entry for 172.16.4.4/32, version 4 Paths: (1
avai |l abl e, best #1, table default, RIB-failure(17)) Not advertised to any peer Refresh Epoch 1
Local 10.0.40.2 (netric 20) from10.0.70.1 (172.16.3.3) Oigin IGP, netric 0, |ocal pref 100,
valid, internal, best Originator: 172.16.4.4, Cluster list: 192.168.2.2

rx pathid: 0, tx pathid: 0xO

O S2PE3 néo cliente recebe o prefixo 172.16.1.1/32 originado pelo cluster 192.168.1.1 - a ID do
cluster 192.168.1.1 € adicionada a lista de clusters. Ele também recebe o prefixo 172.16.4.4/32
originado pelo cluster 192.168.2.2 - a ID do cluster 192.168.2.2 € adicionada a lista de clusters.

S1PEl#show ip bgp 172.16.6.6
BGP routing table entry for 172.16.6.6/32, version 5
Paths: (1 avail able, best #1, table default, RIB-failure(17))
Not advertised to any peer
Refresh Epoch 1
Local
10.0.70.2 (metric 20) from 10.0.10.1 (172.16.3.3)
Oigin IGP, netric O, |local pref 100, valid, internal, best
Oiginator: 172.16.6.6, Custer list: 172.16.3.3
rx pathid: 0, tx pathid: 0x0

O cliente S1PE1 recebe o prefixo 172.16.6.6/32 originado por um nao cliente - a ID de cluster
global 172.16.3.3 € adicionada a lista de clusters.

Reflexao entre clusters

S1PE2#show i p bgp 172.16.1.1/32

BGP routing table entry for 172.16.1.1/32, version 8

Paths: (1 available, best #1, table default, R B-failure(17))
Not advertised to any peer
Refresh Epoch 1
Local



10.0.10.2 (netric 20) from 10.0.20.1 (172.16. 3. 3)

Oigin IGP, metric 0, |ocal pref 100, valid, internal

Oiginator: 172.16.1.1, Custer list: 192.168.1.1

rx pathid: 0, tx pathid: 0O
O S1PE2 pertence ao cluster 192.168.1.1 e recebe o prefixo 172.16.1.1/32 originado pelo S1PE1
que também pertence ao cluster 192.168.1.1. A ID do cluster 192.168.1.1 & adicionada a lista de
clusters.

Reflexao entre clusters

S2PEl#show i p bgp 172.16.1.1/32
BGP routing table entry for 172.16.1.1/32, version 4
Paths: (1 available, best #1, table default, R B-failure(17))
Not advertised to any peer
Refresh Epoch 1
Local
10.0.10.2 (netric 20) from 10.0.40.1 (172.16.3.3)
Oigin IGP, nmetric O, local pref 100, valid, internal, best
Oiginator: 172.16.1.1, Custer list: 192.168.1.1
rx pathid: 0, tx pathid: 0x0

S1PEl#sh ip bgp 172.16.4.4/32
BGP routing table entry for 172.16.4.4/32, version 4
Paths: (1 available, best #1, table default, R B-failure(17))
Not advertised to any peer
Refresh Epoch 1
Local
10.0.40.2 (netric 20) from 10.0.10.1 (172.16.3.3)
Oigin IGP, nmetric O, l|ocal pref 100, valid, internal, best
Oiginator: 172.16.4.4, Custer list: 192.168.2.2
rx pathid: 0, tx pathid: 0x0
S2PE1 pertence ao cluster 192.168.2.2 e recebe o prefixo 172.16.1.1/32 originado pelo cluster
192.168.1.1 - 0 ID do cluster & definido como 192.168.1.1.

O S1PE1 pertence ao cluster 192.168.1.1 e recebe o prefixo 172.16.4.4/32 originado pelo cluster
192.168.2.2 - o ID do cluster é definido como 192.168.2.2.

MCIDs e prevengao de loop

Se o roteador receber a atualizacado do prefixo em que lista de clusters contém o ID do cluster do
proprio roteador, a atualizacao sera descartada. Se os MCIDs forem usados, a atualizacdo que
contém qualquer um dos IDs de cluster configurados (global ou por vizinho) sera descartada.

Referéncias

RFC 4456

BGP-Varias IDs de Cluster



https://tools.ietf.org/html/rfc4456
/content/en/us/td/docs/ios-xml/ios/iproute_bgp/configuration/xe-3s/irg-xe-3s-book/irg-multicluster-id.html
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