Exemplo de Configuracao de Redes com
Reconhecimento de Sessao do Switch Catalyst
3850 Series com um Modelo de Servigco no ISE
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Introduction

Este documento descreve como configurar servigos de identidade em um switch Cisco Catalyst
3850 Series com a estrutura de rede sensivel a sessao. Esta € uma nova maneira de configurar
servigos de identidade (802.1x, MAC Authentication Bypass (MAB), WebAuth) que permite maior
flexibilidade e funcionalidade. Ele usa a Linguagem de Politica de Classificagdo Comum (C3PL)
da Cisco juntamente com modelos de servico que podem ser armazenados localmente ou no
servidor Cisco Identity Services Engine (ISE).

Prerequisites

Requirements



A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Switch Catalyst 3850 Series, Cisco 10S® CLI
- Cisco ISE
- Servigos de identidade (802.1x/MAB/WebAuth)

Componentes Utilizados
As informacdes neste documento sao baseadas nestas versdes de software e hardware:

. Catalyst 3850 Series Switch, Cisco I0S versao 03.03.00SE ou posterior
. Cisco ISE versao 1.2 ou posterior

Observagao: consulte o Guia de implantacao do IBNS 2.0 para visualizar a matriz de
suporte.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Informacdes de Apoio

Os modelos de servigo contém um conjunto de atributos de politica que podem ser anexados a
uma sessao do usuario por meio de uma agao especifica na politica de controle. Dois exemplos
sao apresentados neste documento:

- MAB e um modelo de servico definido localmente usado para o cenario de falha.
- MAB e um modelo de servico definido pelo ISE usado para o cenario de falha.

O MAB é usado como exemplo neste documento. No entanto, é possivel usar 802.1x e/ou
WebAuth e criar politicas complexas com C3PL.

Configurar

Nota:Use a Command Lookup Tool (somente clientes registrados) para obter mais
informagdes sobre os comandos usados nesta segéao.

Diagrama de Rede

Os dois exemplos apresentados aqui envolvem um PC com Windows que se conecta ao switch
que executa o MAB. O endereco MAC do Windows nao esta configurado no ISE, e é por isso que
o MAB falha. Em seguida, o switch aplica a politica definida no modelo de servigo.
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Modelo de servigo definido localmente

Apods uma falha de MAB, o switch aplica o modelo de servigo definido localmente.

Aqui esta o fluxo:

1. O Windows envia o quadro Ethernet.

2. O switch executa o MAB e envia a solicitagdo RADIUS para o ISE com o endereco MAC
como nome de usuario.

3. O ISE néao tem esse endpoint configurado e retorna RADIUS-Reject.
4. O switch ativa a politica de modelo definida localmente MAB_FAIL.

Para obter informagdes mais completas, consulte o Guia de Configuracédo de Servicos de Rede
Baseada em Identidade, Cisco I0S XE Release 3SE (Catalyst 3850 Switches).

Aqui esta um exemplo basico:

aaa new-model

!

aaa group server radius ISE

server name ISE

!

aaa authentication dotlx default group ISE

aaa authorization network default group ISE

aaa accounting identity default start-stop group ISE
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dotlx system-auth-control

service-template MAB_FAIL LOCAL <--- Local service template
access-group MAB_FATI_LOCAL_ACL

class-map type control subscriber match-all MAB-FAIL

match result-type method mab authoritative <--- class MAB failure

policy-map type control subscriber POLICY_MAB

event session-started match-all

10 class always do-until-failure

10 authenticate using mab aaa authc-list ISE priority 20 <--- try MAB

20 authenticate using mab aaa authz-list ISE priority 20

event authentication-failure match-first

10 class MAB-FAIL do-until-failure

20 activate service-template MAB_FAIL LOCAL <--- apply local template service
for the MAB failure

interface GigabitEthernetl/0/1
switchport mode access

access-session port-control auto

mab

spanning-tree portfast

service-policy type control subscriber POLICY MAB

radius server ISE
address ipv4 10.48.66.74 auth-port 1645 acct-port 1646
key cisco

ip access-1list extended MAB_FAIL_LOCAL_ACL
permit icmp any any

Modelo de servigo definido no ISE

Aqui esta o fluxo:

1.

2.

O Windows envia o quadro Ethernet.

O switch executa o MAB e envia a solicitagdo RADIUS para o ISE com o endereco MAC
como um nome de usuario.

. O ISE nao tem esse endpoint configurado e retorna um RADIUS-Reject.

. O switch ativa a politica de modelo MAB_FAIL com a lista AAA (Authentication,

Authorization, and Accounting) do ISE. A solicitagdo RADIUS é enviada com o0 nome de
usuario como o nome do modelo (MAB_FAIL) e a senha codificada: cisco123. Além disso, o
par Cisco Attribute Value (AV) é anexado download-request=service-template.

. Esse par AV forca o ISE a tratar essa solicitagdo como uma solicitagcdo de modelo de

servigo. Todas as verificagdes de regras de autenticagao e autorizagdo sao omitidas. O ISE
so verifica se existe o perfil de autorizagdao com o mesmo nome (MAB_FAIL). Nao ha
necessidade de configurar o usuario MAB_FAIL no repositério de usuarios local. Em
seguida, o ISE retorna todos os atributos associados a esse perfil, que € a lista de controle
de acesso para download (DACL) neste exemplo.



6. Se o DACL nao estiver em cache no switch, ele enviara outra solicitagdao de RADIUS para
esse DACL.

7. O conteudo da DACL é retornado. O switch aplica as politicas.
Configuragao do ISE

Depois de adicionar o dispositivo de acesso a rede, o perfil de autorizagao € necessario:
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Eimportante marcar a caixa de selecdo Modelo de servigo e usar o mesmo nome que o definido
no switch.

Configuragao do switch Catalyst 3850 Series

Essa configuragao tem quatro diferengcas em relagdo ao primeiro exemplo:

- O modelo de politica MAB_FAIL_LOCAL local foi removido.
- O suporte a alteragao de autorizagao (CoA) é adicionado.
- Alista do ISE para o modelo de politica MAB_FAIL (politica configurada no ISE) é usada.

- Uma lista de autorizagdo AAA para recuperagcao de modelo de servigo € nomeada.
Esta aqui a configuragao:

aaa new-model
!
aaa group server radius ISE
server name ISE
!
aaa authentication dotlx default group ISE
aaa authorization network default group ISE
aaa authorization network ISE group ISE <--- used to retrieve



service-template
from ISE
aaa accounting identity default start-stop group ISE

dotlx system-auth-control

aaa server radius dynamic-author
client 10.48.66.74 server-key cisco

class-map type control subscriber match-all MAB-FAIL
match result-type method mab authoritative <--- class MAB failure
!
policy-map type control subscriber POLICY_MAB
event session-started match-all
10 class always do-until-failure
10 authenticate using mab aaa authc-list ISE priority 20 <--- try MAB
20 authenticate using mab aaa authz-list ISE priority 20
event authentication-failure match-first
10 class MAB-FAIL do-until-failure
20 activate service-template MAB_FAIL aaa-list ISE replace-all <--- apply
template
policy defined on ISE for the MAB failure

interface GigabitEthernetl/0/1

switchport mode access

access-session port-control auto

mab

spanning-tree portfast

service-policy type control subscriber POLICY MAB

radius server ISE
address ipv4 10.48.66.74 auth-port 1645 acct-port 1646
key cisco

Vocé deve configurar o suporte a CoA RADIUS no switch depois de alterar o modelo (perfil de
autorizacao) no ISE, pois ele envia o CoA para atualizar o modelo no switch.

Verificar

Modelo de servigo definido localmente

No Catalyst 3850 Series Switch, digite este comando para verificar a sessdo do usuario:

3850-1#show access-session int gl/0/1 details

Interface: GigabitEthernetl1/0/1
ITF-ID: 0x1091E80000000BO
MAC Address: dc7b.94a3.7005
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: dc7b94a37005
Status: Unauthorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: Dboth
Session timeout: N/A

Common Session ID:
Acct Session ID:

0A30276F0000117D52D8816C
Unknown



Handle: 0x50000368
Current Policy: POLICY_MAB

Local Policies:
Template: MAB_FAIL LOCAL (priority 150)
Filter-ID: MAB FAIL_LOCAL_ACL

Method status list:
Method State
mab Authc Failed

3850-1#sh ip access-lists MAB_FAIIL_LOCAL_ACL
Extended IP access list MAB_FAIL_LOCAL_ACL
10 permit icmp any any

Modelo de servigo definido no ISE

No Catalyst 3850 Series Switch, digite este comando para verificar a sessdo do usuario:

3850-1# show access-session interface gl/0/1 details
Interface: GigabitEthernetl/0/1
IIF-ID: 0x1058240000000AB
MAC Address: dc7b.94a3.7005
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: dc7b94a37005
Status: Unauthorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Common Session ID: 0A30276F0000116851173EFE
Acct Session ID: Unknown
Handle: 0xCC000363
Current Policy: POLICY MAB

Local Policies:
Template: MAB_FAIL (priority 150)
ACS ACL: XACSACLx-IP-MAB-FAIL-ACL-528741f3

Method status list:
Method State
mab Authc Failed

Observe que o estado é Failed, mas que o modelo especifico e 0o DACL associado sdo aplicados:

3850-1#show ip access-lists

Extended IP access list implicit_deny_acl
10 deny ip any any

Extended IP access list xACSACLx-IP-MAB-FAIL-ACL-528741f3 (per-user)
1 permit icmp any any <--- DACL from ISE

A ACL (Access Control List, Lista de controle de acesso) ndo esta visivel na interface:

3850-1#show ip access-lists interface gl/0/1 in
3850-1#show ip access-lists interface gl/0/1
3850-1#show ip access-lists interface gl/0/1 out
3850-1#

Epossivel verificar se o ASIC (hardware) esta programado corretamente:



3850-1# show platform acl
HEAHH AR SR AR H AR H A SR AR R AR RS S R S H S

HHHHAHSHH HHHHAHSE SRR H
HHHHAHHE Printing LE Infos HHAHSHHH RS RA S
HHHHAHSHH HHHHAHSE SRR H

HAEFHHAHHH A AR AR H AR H AR H AR H AR R AR H AR RS H A SRS S H S HH
HAEFHHAHHH A AR AR H AR H AR H AR H AR R AR H AR RS H A SRS S H S HH
## LE INFO: (LETYPE: Group)
HAEFHHAHHH A AR AR H AR H AR H AR H AR R AR H AR RS H A SRS S H S HH
LE: 7 (Client MAC dc7b.94a3.7005) (ASIC1)
leinfo: 0x517leeal
LE handle: 0x61120fb0
LE Type: Group
ITF ID: 0x1058a40000000ab
Input IPv4 ACL: label 4 h/w 4 (read from h/w 4)
BO 0x196000000 [CGACL]: xACSACLx-IP-MAB-FAIL-ACL-528741f3
BO 0x1fffffa00 [CGACL]: implicit_deny acl
Output IPv4 ACL: label 0 h/w 0 (Group LE and label are not linked)
Input IPv6 ACL: label 0 h/w 0 (Group LE and label are not linked)
Output IPv6 ACL: label 0 h/w 0 (Group LE and label are not linked)
Input MAC ACL: label 0 h/w 0 (Group LE and label are not linked)
Output MAC ACL: label 0 h/w 0 (Group LE and label are not linked)

Cada sesséao de usuario que tem uma DACL diferente tera uma entrada separada programada no
ASIC. No ISE, ha trés autenticacdes separadas:

- MAB com falha
- Recuperagao de modelo de servigo bem-sucedida (MAB_FAIL)
- Recuperacao de DACL bem-sucedida

Q #ACSACL#-IP-MAB-FAIL-ACL-528741f3
o MAB_FAIL
@ Q DC:7B:84:A3:70:05 DC:7B:84:A3:70:05

Aqui esta uma analise mais detalhada das etapas quando vocé recebe a solicitagao para o
modelo de servigo:

11001 Solicitagao de acesso RADIUS recebida

11017 O RADIUS criou uma nova sessao

11022 Adicionado o dACL especificado no perfil de autorizagao
11002 RADIUS Access-Accept retornado

Isso mostra claramente que as regras de Autenticagdo/Autorizagcdo ndo sao processadas.

Troubleshoot

Modelo de servigo definido localmente

Aqui estao as depuragdes para o cenario atual. Algumas saidas sao omitidas por questoes de
clareza:



3850-1#show debugging

epm:
EPM
EPM
EPM
EPM
EPM
EPM
EPM
EPM
EPM
EPM
EPM
EPM
EPM

session error debugging is on

session error detailed debugging is on
fsm error debugging is on

fsm error detailed debugging is on
packet error debugging is on

packet error detailed debugging is on
SPI errors debugging is on

session events debugging is on

fsm events debugging is on

fsm events detailed debugging is on
packet events debugging is on

packet events detailed debugging is on
SPI events debugging is on

Radius protocol debugging is on

Radius protocol verbose debugging is on

Radius packet protocol debugging is on

Auth Manager:
Auth Manager
Auth Manager
Auth Manager
Auth Manager

dotlx:

errors debugging is on

events debugging is on

detailed debugs debugging is on
sync debugging is on

Dotlx registry info debugging is on

Dotlx
Dotlx
Dotlx
Dotlx
Dotlx
Dotlx
Dotlx

packet
events

Errors

redundancy info debugging is on

info debugging is on
debugging is on

State machine transitions and actions debugging is on

debugging is on

Supplicant EAP-FAST debugging is on
Manager debugging is on

Dotlx Supplicant State Machine debugging is on

*Nov 16 11:45:10.680: AUTH-EVENT: [dc7b.94a3.7005, Gil/0/1] New client
dc7b.94a3.7005 - client handle 0x00000001 for SVM

*Nov 16 11:45:11.347: AUTH-DETAIL: [dc7b.94a3.7005, Gil/0/1] Create attr list,
session 0x50000368:

*Nov 16 11:45:11.347: AUTH-DETAIL: [dc7b.94a3.7005, Gil/0/1] - adding MAC
dc7b.94a3.7005

*Nov 16 11:45:11.347: AUTH-DETAIL: [dc7b.94a3.7005, Gil/0/1] - adding Swidb
0x38A8DABC

*Nov 16 11:45:11.348: AUTH-DETAIL: [dc7b.94a3.7005, Gil/0/1] - adding
AAA_ID=117D

*Nov 16 11:45:11.348: AUTH-DETAIL: [dc7b.94a3.7005, Gil/0/1] - adding
Audit_sid=0A30276F0000117D52D8816C

*Nov 16 11:45:11.348: AUTH-DETAIL: [dc7b.94a3.7005, Gil/0/1]] - adding IIF
ID=0x1091E80000000BO

*Nov 16 11:45:11.348: AUTH-EVENT: [dc7b.94a3.7005, Gil/0/1] Policy processing
started for 0x50000368(dc7b.94a3.7005)

*Nov 16 11:45:11.348: AUTH-EVENT: [dc7b.94a3.7005, Gil/0/1] Policy event will
be processed synchronously for 0x50000368

*Nov 16 11:45:11.348: AUTH-EVENT: [dc7b.94a3.7005, Gil/0/1] Processing default

action(s) for event SESSION_STARTED for session 0x50000368

*Nov 16 11:45:11.354: RADIUS/ENCODE: Best Local IP-Address 10.48.39.111 for
Radius-Server 10.48.66.74

*Nov 16 11:45:11.354: RADIUS(00000000): Send Access-Request to 10.48.66.74:1645
id 1645/2, len 260

*Nov 16 11:45:11.354: RADIUS: authenticator 86 FC 11 6A 6E 8D Al OB - A6 98

8B 80 A2 DD A9 69



*Nov 16 11:45:11.354: RADIUS: User-Name [1] 14 "dc7b94a37005"

*Nov 16 11:45:11.354: RADIUS: User-Password [2] 18 *

*Nov 16 11:45:11.354: RADIUS: Service-Type [6] 6 Call Check [10]

*Nov 16 11:45:11.354: RADIUS: Vendor, Cisco [26] 31

*Nov 16 11:45:11.354: RADIUS: Cisco AVpair [1] 25 T"service-type=Call Check"
*Nov 16 11:45:11.354: RADIUS: Framed-MTU [12] 6 1500

*Nov 16 11:45:11.354: RADIUS: Called-Station-Id [30] 19 "68-BC-0C-5A-61-01"

*Nov 16 11:45:11.354: RADIUS: Calling-Station-Id [31] 19 "DC-7B-94-A3-70-05"

*Nov 16 11:45:11.354: RADIUS: Message-Authenticato[80] 18

*Nov 16 11:45:11.354: RADIUS: 2D 20 38 B1 DF B6 C1 0C 0D AA 1D 9D E4 3E C8 0B [ - 8>]
*Nov 16 11:45:11.354: RADIUS: EAP-Key-Name [102] 2 *

*Nov 16 11:45:11.354: RADIUS: Vendor, Cisco [26] 49

*Nov 16 11:45:11.354: RADIUS: Cisco AVpair [1] 43 "audit-session-id=

0A30276F0000117D52D8816C"

*Nov 16 11:45:11.355: RADIUS: Vendor, Cisco 26] 18
*Nov 16 11:45:11.355: RADIUS: Cisco AVpair 1] 12 "method=mab"

*Nov 16 11:45:11.355: RADIUS: NAS-Port 5] 6 60000

*Nov 16 11:45:11.355: RADIUS: NAS-Port-Id 871 22 "GigabitEthernetl/0/1"
*Nov 16 11:45:11.355: RADIUS: NAS-Port-Type [61] 6 Ethernet [15]

*Nov 16 11:45:11.355: RADIUS(00000000): Sending a IPv4 Radius Packet

*Nov 16 11:45:11.355: RADIUS(00000000): Started 5 sec timeout

*Nov 16 11:45:12.008: RADIUS: Received from id 1645/2 10.48.66.74:1645, Access-Reject,
len 38

*Nov 16 11:45:12.009: RADIUS: authenticator 9D 52 F8 CF 31 46 5A 17 - 4C 45 7E 89 9F
E2 2A 84

*Nov 16 11:45:12.009: RADIUS: Message-Authenticato[80] 18

*Nov 16 11:45:12.009: RADIUS: 11 F4 99 84 9B CC 7C 61 C7 75 7E 70 87 EC 64 8D [ |au~pd]
*Nov 16 11:45:12.009: RADIUS(00000000): Received from id 1645/2

*Nov 16 11:45:12.012: $MAB-5-FAIL: Authentication failed for client (dc7b.94a3.7005)

on Interface Gil/0/1 AuditSessionID 0A30276F0000117D52D8816C

*Nov 16 11:45:12.013: AUTH-EVENT: [dc7b.94a3.7005, Gil/0/1] Client dc7b.94a3.7005,
Method mab changing state from 'Running' to 'Authc Failed'

*Nov 16 11:45:12.013: AUTH-EVENT: Raised event RX_METHOD_ AUTHC_FAIL (6) on handle
0x50000368

*Nov 16 11:45:12.016: EPM_SESS_EVENT: Feature (EPM ACL PLUG-IN) has been

started (status 2)

*Nov 16 11:45:12.016: $EPM-6-POLICY_REQ: IP 0.0.0.0| MAC dc7b.94a3.7005| AuditSessionID
0A30276F0000117D52D8816C| EVENT APPLY

*Nov 16 11:45:12.016: $EPM-6-POLICY_APP_SUCCESS: Policy Application succeded for Client
[0.0.0.0] MAC [dc7b.94a3.7005] AuditSession ID [0A30276F0000117D52D8816C] for POLICY_ TYPE
[Filter ID] POLICY NAME [MAB FAIL_ LOCAL_ACL]

[
[
*Nov 16 11:45:11.355: RADIUS: NAS-IP-Address [4] 6 10.48.39.111
[
[

Modelo de servigo definido no ISE

Aqui estao as depuracgdes para o cenario atual. Algumas saidas sao omitidas por questoes de
clareza:

<debug command omitted for clarity>

*Nov 16 03:34:28.670: AUTH-EVENT: [dc7b.94a3.7005, Gil/0/1] Processing default
action(s) for event SESSION_STARTED for session 0xCC000363.

*Nov 16 03:34:28.679: RADIUS(00000000): Send Access-Request to 10.48.66.74:1645
id 1645/249, len 260

*Nov 16 03:34:28.679: RADIUS: authenticator CE 06 BO C4 84 1D 70 82 - B8 66 2F
27 92 73 B7 E7

*Nov 16 03:34:28.679: RADIUS: User-Name [1] 14 "dc7b94a37005"

*Nov 16 03:34:29.333: RADIUS: Received from id 1645/249 10.48.66.74:1645, Access-Reject,
len 38



*Nov 16 03:34:29.335: $MAB-5-FAIL: Authentication failed for client (dc7b.94a3.7005)

on Interface Gil/0/1 AuditSessionID 0A30276F0000116851173EFE

*Nov 16 03:34:29.336: AUTH-EVENT: [dc7b.94a3.7005, Gil/0/1] Authc failure from MAB (2),
status Cred Fail (1) / event fail (1)

*Nov 16 03:34:29.339: $EPM-6-AAA: POLICY MAB_FAILl EVENT DOWNLOAD_ REQUEST

*Nov 16 03:34:29.340: EPM_SESS_EVENT: Method list used for download is ISE

*Nov 16 03:34:29.340: RADIUS(00000000): Send Access-Request to 10.48.66.74:1645 id 1645/250,
len 113

*Nov 16 03:34:29.340: RADIUS: authenticator B8 37 70 BO 33 F4 F2 FD - E4 C6 36

2A 4D BD 34 30

*Nov 16 03:34:29.341: RADIUS: NAS-IP-Address (4] 6 10.48.39.111

*Nov 16 03:34:29.341: RADIUS: User-Name [1] 10 "MAB_FAIL"

*Nov 16 03:34:29.341: RADIUS: User-Password [2] 18 *

*Nov 16 03:34:29.341: RADIUS: Vendor, Cisco [26] 41

*Nov 16 03:34:29.341: RADIUS: Cisco AVpair [1] 35 "download-request=

service-template"

*Nov 16 03:34:29.341: RADIUS: Message-Authenticato[80] 18

*Nov 16 03:34:29.341: RADIUS: EF D6 81 F7 5E 03 10 3B 91 EE 36 6E 9D 04

5B F4 [ ~;6nl[]

*Nov 16 03:34:29.341: RADIUS(00000000): Sending a IPv4 Radius Packet

*Nov 16 03:34:29.341: RADIUS(00000000): Started 5 sec timeout

*Nov 16 03:34:29.342: EPM_SESS_EVENT: Received IPv4 Binding [ADD] Notification
[GigabitEthernetl1/0/48 000c.29f3.abl4 10.48.39.131 1]

*Nov 16 03:34:29.342: EPM_SESS_EVENT: Received IPv4 Binding [ADD] Notification
[GigabitEthernetl1/0/48 0050.5699.5350 10.48.39.211 1]

*Nov 16 03:34:29.867: RADIUS: Received from id 1645/250 10.48.66.74:1645,
Access-Accept, len 208

*Nov 16 03:34:29.867: RADIUS: authenticator A3 11 DA 4C 17 7E D3 86 - 06 78
85 5F 84 05 36 0B

*Nov 16 03:34:29.867: RADIUS: User-Name [11] 10 "MAB_FAIL"
*Nov 16 03:34:29.867: RADIUS: State [24] 40
*Nov 16 03:34:29.867: RADIUS: 52 65 61 75 74 68 53 65 73 73 69 6F 6E 3A

30 61 [ReauthSession:0a]

*Nov 16 03:34:29.867: RADIUS: 33 30 34 32 34 61 30 30 30 30 31 32 30 44
35 32 [30424a0000120D52]

*Nov 16 03:34:29.867: RADIUS: 38 37 34 38 32 45 [ 87482E]
*Nov 16 03:34:29.867: RADIUS: Class [25] 51

*Nov 16 03:34:29.867: RADIUS: 43 41 43 53 3A 30 61 33 30 34 32 34 61 30
30 30 [CACS:0a30424a000]

*Nov 16 03:34:29.868: RADIUS: 30 31 32 30 44 35 32 38 37 34 38 32 45 3A
69 73 [0120D5287482E:1s]

*Nov 16 03:34:29.868: RADIUS: 65 32 2F 31 37 33 37 31 31 34 31 36 2F 35

30 30 [e2/173711416/500]

*Nov 16 03:34:29.868: RADIUS: 32 [ 2]

*Nov 16 03:34:29.868: RADIUS: Message-Authenticato[80] 18

*Nov 16 03:34:29.868: RADIUS: 1F 10 85 09 86 2C 5F 87 96 82 C8 3B 09 35 FD
96 [ ,_:5]

*Nov 16 03:34:29.868: RADIUS: Vendor, Cisco [26] 69

*Nov 16 03:34:29.868: RADIUS: Cisco AVpair [1] 63 "ACS:

CiscoSecure-Defined-ACL=#ACSACL#-IP-MAB-FAIL-ACL-528741£f3"

*Nov 16 03:34:29.868: RADIUS(00000000): Received from id 1645/250

*Nov 16 03:34:29.869: %EPM-6-AAA: POLICY MAB_FAIL| EVENT DOWNLOAD-SUCCESS
*Nov 16 03:34:29.873: EPM_SESS_EVENT: Added method name ISE

*Nov 16 03:34:29.873: EPM_SESS_EVENT: Attribute CiscoSecure-Defined-ACL is
added to feat EPM ACL PLUG-IN 1list

*Nov 16 03:34:29.875: %EPM-6-POLICY_REQ: IP 0.0.0.0| MAC dc7b.94a3.7005|
AuditSessionID OA30276F0000116851173EFE| EVENT APPLY

*Nov 16 03:34:29.875: $EPM-6-AAA: POLICY xACSACLx—IP—MAB—FAIL—ACL—528741f3|
EVENT DOWNLOAD_REQUEST

*Nov 16 03:34:29.876: RADIUS(00000000): Send Access-Request to 10.48.66.74:1645
id 1645/251, len 141

*Nov 16 03:34:29.876: RADIUS: authenticator BA 4C 97 06 E9 9E D5 03 - 1C 48
63 E6 94 D7 F8 DB

*Nov 16 03:34:29.876: RADIUS: NAS-IP-Address [4] 6 10.48.39.111



*Nov 16 03:34:29.876: RADIUS:
MAB-FAIL-ACL-528741£3"

*Nov 16 03:34:29.876: RADIUS:
*Nov 16 03:34:29.876: RADIUS:
ip_admission"

*Nov 16 03:34:29.876: RADIUS:
*Nov 16 03:34:29.877: RADIUS:
acl-download"

*Nov 16 03:34:29.877: RADIUS:
*Nov 16 03:34:29.877: RADIUS:
27 29 [ L$H u')]
*Nov 16 03:34:29.877:

*Nov 16 03:34:29.877:

*Nov 16 03:34:30.533:
Access-Accept, len 202

*Nov 16 03:34:30.533: RADIUS:
Cé F9 FF BC Cl1 BB 7C

*Nov 16 03:34:30.533: RADIUS:
MAB-FAIL-ACL-528741£3"

*Nov 16 03:34:30.533: RADIUS:
*Nov 16 03:34:30.534: RADIUS:

30 61 [ReauthSession:0a]
*Nov 16 03:34:30.534: RADIUS:

35 32 [30424a0000120E52]

*Nov 16 03:34:30.534: RADIUS:
*Nov 16 03:34:30.534: RADIUS:
*Nov 16 03:34:30.534: RADIUS:

30 30 [CACS:0a30424a000]
*Nov 16 03:34:30.534: RADIUS:

69 73 [0120E5287482E:is]
*Nov 16 03:34:30.534: RADIUS:
30 30 [e2/173711416/500]
*Nov 16 03:34:30.534: RADIUS:
*Nov 16 03:34:30.534: RADIUS:
*Nov 16 03:34:30.534: RADIUS:
44 34 [ ,(G?}D4]
*Nov 16 03:34:30.534: RADIUS:
*Nov 16 03:34:30.534: RADIUS:

permit icmp any any"
*Nov 16 03:34:30.534:
*Nov 16 03:34:30.535:
EVENT DOWNLOAD-SUCCESS
*Nov 16 03:34:30.537:

RADIUS(00000000) :
RADIUS(00000000) :

RADIUS (00000000) :

User-Name
Vendor, Cisco

Cisco AVpair
Vendor, Cisco
Cisco AVpair

Message-Authenticato[80]

[1] 35
[26] 32
[1] 26
[26] 30
[1] 24

18

"#ACSACL#-IP-

"aaa:service=

"aaa:event=

Bl 4C E4 15 24 06 B4 1D E4 48 60 A0 9F 75

Sending a IPv4 Radius Packet
Started 5 sec timeout
RADIUS: Received from id 1645/251 10.48.66.74:1645,

authenticator FA F9 55 1B 2A E2 32 0F - 33

User-Name

State
52 65 61 75

33 30 34 32
38 37
Class

43 41

34 38

43 53

30 31 32 30

65 32 2F 31

33

Message-Authenticato[80]

96 9B AC 2C

Vendor, Cisco

Cisco AVpair

[1] 35

[24] 40

74 68 53 65

34 61 30 30

32 45
[25]
61 33

51
3A 30

45 35 32 38

37 33 37 31
[ 3]
18

28 47 25 Bl

38
32

[26]
[1]

73 73 69 6F 6E

30 30 31 32 30

30 34 32 34 61

37 34 38 32 45

31 34 31 36 2F

CF EA BD DO 7D

"#ACSACL#-IP-

3A

45

[ 87482E]

30

3A

35

F3

"ip:inacl#l=

Received from id 1645/251
$SEPM-6-AAA: POLICY XACSACLX—IP—MAB—FAIL—ACL—52874lf3|

EPM_SESS_EVENT: Executed [ip access-list extended

XACSACLxX-IP-MAB-FAIL-ACL-528741£f3] command through parse_cmd. Result= 0

*Nov 16 03:34:30.538: EPM_SESS_EVENT: Execut
command through parse_cmd. Result= 0

*Nov 16 03:34:30.539: EPM_SESS_EVENT: Execut
Result= 0

*Nov 16 03:34:30.541: EPM_SESS_EVENT:

provisioning successful
*Nov 16 03:34:31.136:
SM ACCOUNTING PLUG-IN
*Nov 16 03:34:31.136:
EPM ACL PLUG-IN

*Nov 16 03:34:31.136:
0xB2000072, hdl 0x95000073

EPM_SESS_EVENT:

EPM_SESS_EVENT:

ed

ed [end]

AUTH-EVENT: Rcvd IPC call for pre 0x5F000002,

[1 permit icmp any any]

command through parse_cmd.

ACL xXACSACLx-IP-MAB-FAIL-ACL-528741f3

Successful feature attrs provided for

Successful feature attrs provided for

inst

*Nov 16 03:34:31.136: AUTH-EVENT: Raising ext evt Template Activated (8)

on session 0xCC000363,
0xA5000E24
*Nov 16 03:34:31.142:

client

AUTH-EVENT :

(unknown) (0),

[dc7b.94a3

hdl 0x00000000,

.7005, Gil/0/1]

PRE event Template Activated for context 0xCC000363.
Quando nao ha um perfil de autorizacao correto no ISE, ele relata:

attr_list

Handling external



11001 Solicitagao de acesso RADIUS recebida
11017 O RADIUS criou uma nova sessao
11003  Access-Reject RADIUS Retornado

Além disso, a mensagem Event 5400 Authentication failed € apresentada, mas nenhum outro
detalhe é revelado. Depois de criar o nome de usuario com a senha cisco123, o erro permanece o
mesmo, mesmo quando ha regras de autenticagao/autorizacao corretas. O Unico requisito para
qgue esse recurso funcione corretamente é ter um perfil de autorizacao correto.

Informagdes Relacionadas

- Guia de configuracdo de servigos de rede com base em identidade, Cisco I0S XE versdo
3SE

- Referéncia de comando da plataforma consolidada, Cisco 10S XE 3.2SE
.- Suporte Técnico e Documentacéao - Cisco Systems
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



