Configurar varias WebBridges do CMS por meio
do Expressway
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Introduction

Este documento descreve as etapas para configurar, verificar e solucionar problemas de Cisco
Meeting Server (CMS) varios WebBridges (WB) através do Expressway para WebRTC.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Expressway X8.11 e posteriores
- Servidor do CMS 2.3 e posteriores
- Tradugao de Endereco de Rede (NAT)
- Passagem usando retransmissdes em torno do NAT (TURN)
- Utilitarios de passagem de sessao para NAT (STUN)
- Domain Name System (DNS)
Pré-requisitos de configuracao:

- Para se referir a uma guia de um unico proxy WB por meio do Expressway, clique aqui

. Cluster de banco de dados de todos os nés CMS, clique aqui para a guia de configuracao

- WB, Protocolo extensivel de mensagens e presenca (XMPP) e CallBridge (CB) configurado e
ativado no CMS, clique aqui para obter a guia de configuracdo

. Cluster de n6s CB, clique aqui para a guia de configuracdo

Componentes Utilizados

- Expressway


https://www.cisco.com/c/pt_br/support/docs/conferencing/meeting-server/210800-configure-cms-webrtc-proxy-over-expressw.html
https://www.cisco.com/c/pt_br/support/docs/conferencing/meeting-server/210530-configure-cisco-meeting-server-call-brid.html
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments.pdf

- CMS 2.3.4 (3 nds)

The information in this document was created from the devices in a specific lab environment. Se a
configuragao estiver ativa, certifique-se de que vocé compreenda o impacto potencial de qualquer
configuragdo ou comando.

Informacgdes de Apoio

Suporte de proxy de WebRTC com varios WB por meio do Expressway foi adicionado ao
Expressway da versao X8.11, que permite a redundancia e balanceamento de carga entre PDT.

Em versdes anteriores do X8.11 somente o balanceamento de carga € suportado e as conexdes
falham quando o WB escolhido pelo Expressway esta inoperante.

Expressway-C descobre os enderegos IP WB consultando o DNS com o uso do cliente de conta
de convidado URIe de X8.11, em seguida, usa round robin para distribuir conexées WebRTC
uniformemente entre esses EDT.

O Expressway-C agora mantém uma lista dindmica de enderecgos IP que ele sabe serem WB com
0 USO desses processos:

- Ele consulta o DNS (a cada 60 minutos aproximadamente) com o uso da (cliente de conta de
convidado URI) para detectar alteragbes deliberadas na sua implantagao; Por exemplo, os
enderegos de host que estdo sendo adicionados ou removidos do registro de servigo (SRV)

- Em seguida, ele investiga os enderegos de host retornados pelo DNS para verificar se eles
estdo acessiveis e se
eles sdao WB (com o uso de uma chamada de API)

- Se um enderego nao esta acessivel, ou o host ndo € um WB, em seguida, o Expressway-C
para de enviar conexdes WebRTC para esse endereco e os enderecos desse tipo sao
marcados com o status Failed (Falha) na pagina CMS no Expressway-C

Note: Este documento é voltado para a integragéo de varios WB ao Expressway e n&o para
a configuracdo completa do proxy WebRTC, coberta no guia do primeiro tépico dos pré-
requisitos de configuracao.

Configurar

Diagrama de Rede
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Configuragdes

1. Configure esses registros SRV de DNS para cada né WB ao qual é resolvido o cliente da conta
de convidado URI:

Neste exemplo, o seguinte se aplica:

Cliente de conta de convidado URI: joinext.vngtp.cms
FQDN WB1: cmsvngtp.vngtp.cms

FQDN WB2: cms2.vngtp.cms

FQDN WB3: cmsdb.vngtp.cms

Note: O abaixo pressupde que cmsdb.vngtp.cms tem mais capacidade que os outros

callbridges, de modo que a prioridade € menor para permitir mais conexdes do Expressway-
C.

Esses registros SRV de DNS estédo configurados para cada host Nome de dominio totalmente
qualificado((FQDN):

Registro SRV Porta Prioridade Peso Resolve em
_cms-web._tls.joinext.vngtp.cms 443 20 1 cmsvngtp.vngtp.cms
_cms-web._tls.joinext.vngtp.cms 443 15 1 cms2.vngtp.cms
_cms-web._tls.joinext.vngtp.cms 443 10 1 cmsdb.vngtp.cms

Exemplo de servidor DNS:
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Note: Para permitir melhor balanceamento de carga de conexdes WebRTC via Expressway
(supondo que todos os servidores tenham a mesma capacidade), assegure que a prioridade
€ 0 peso sejam 0s mesmos para todos os registros SRV acima, consulte o exemplo abaixo:

Registro SRV Porta

_cms-
web._tls.joinext.vngtp.c 443
ms

_cms-
web._tls.joinext.vngtp.c 443
ms

_cms-
web._tls.joinext.vngtp.c 443
ms

Priori Peso Resolve em

dade

0 0 cmsvngtp.vngt
p.cms

0 0 cms2.vngtp.cm
S

0 0 cmsdb.vngtp.c

ms

2. Integre WB no Expressway-C com o uso do FQDN externo (para ser usado pelo terceiro

externo):

- Navegue até Configurarion > Unified Communications > Cisco Meeting Server (Configuragao
> Comunicagdes unificadas > Cisco Meeting Server)
- Digite o FQDN na URI do cliente de conta de convidado
- Em seguida, selecione Save (Salvar)
Um exemplo € mostrado na imagem:

Status System

Cisco Meeting Server

Configuration Users

Maintenance

T Ol

Youare here: Configuration * Unified Communications* Cisco Meeting Server

Meeting Server configuration

Meeting Server Web Proxy

Guest account client URI

Save || Refresh

‘

. |juin ext.vngtp.cms




Verificar

Use esta sec¢ao para confirmar se a sua configuragao funciona corretamente.

Marque para garantir que o Expressway-C foi capaz de se conectar a todos WBs em que o FQDN
resolve.

Navegue até Configurarion > Unified Communications > Cisco Meeting Server (Configuragao >
Comunicacoes unificadas > Cisco Meeting Server).

Depois que o Expresssway-C acessar o WB, o Status sera Active (Ativo), como mostra a imagem:

Name Address Priority Weight Status
jinext.vngtp.cms 192.168.1.66 20 1 Active
joinext. vngtp.cms 192.168.1.211 15 1 A ctive
joinext. vngtp.cms 192 168.1.212 10 1 A ctive

Alguma revisao de registro do que acontece quando o WB ¢ adicionado ao Expressway-c:

a. O Expressway-C cria um objeto UUID para o FQDN Webbridge em seu banco de dados para
0s execugoes de comando:

2018- 07-09T14: 09: 10. 773+02: 00 vcsc httpd[ 8724]: web: Event="System Confi gurati on Changed"

Det ai | =" commands/ emsadd/ uuid - created with value: 'd86cf754-dc5c-438£-900£f-51e5¢c702b94e' " Src-
i p="192.168.1.5" Src-port="51223" User="adm n" Level ="1" UTCTi me="2018-07-09 12:09: 10"

2018- 07-09T14: 09: 10. 773+02: 00 vcsc httpd[ 8724]: web: Event="System Confi gurati on Changed"

Det ai | =" commands/ cmsadd/time_started - created with value: '0'" Src-ip="192.168.1.5" Src-
port="51223" User="adm n" Level ="1" UTCTi ne="2018-07-09 12:09: 10"

2018- 07-09T14: 09: 10. 773+02: 00 vcsc httpd[ 8724]: web: Event="System Confi gurati on Changed"

Det ai | =" commands/ ecmsadd/ti nme_fini shed - created with value: '0'" Src-ip="192.168.1.5" Src-
port="51223" User="adm n" Level ="1" UTCTi ne="2018-07-09 12:09: 10"

2018- 07-09T14: 09: 10. 773+02: 00 vcsc httpd[ 8724]: web: Event="System Confi gurati on Changed"

Det ai | =" commands/ cmsadd/ command_state - created with value: 'queued'" Src-ip="192.168.1.5" Src-
port="51223" User="adm n" Level ="1" UTCTi ne="2018-07-09 12:09: 10"

2018- 07-09T14: 09: 10. 773+02: 00 vcsc httpd[ 8724]: web: Event="System Confi gurati on Changed"

Det ai | =" commands/ cmsadd/ command_error - created with value: ''" Src-ip="192.168.1.5" Src-
port="51223" User="adm n" Level ="1" UTCTi ne="2018-07-09 12:09: 10"

2018- 07-09T14: 09: 10. 773+02: 00 vcsc httpd[ 8724]: web: Event="System Confi gurati on Changed"

Det ai | =" commands/ cmsadd/ nane - created with value: 'joinext.vngtp.cms'" Src-ip="192.168.1.5"
Src-port="51223" User="adm n" Level ="1" UTCTi ne="2018-07-09 12: 09: 10"

b. Consulta o DNS para os registros SRV _cms-web._tls. < WB_FQDN >, neste exemplo _cms
web._tls.joinext.vngtp.cms:

2052018-07-09 12:09: 11. 029192. 168. 1. 64192. 168. 1. 61DNS91St andard query Oxfbl0 SRV _cms-
web._tls.joinext.vngtp.cms

2062018-07-09 12:09: 11.032192.168. 1. 61192. 168. 1. 64DNS246St andard query response Oxfbl0 SRV _cns-
web. _tls.joinext.vngtp.cns SRV 15 1 443 cns2.vngtp.cns SRV 20 1 443 cnsvngtp.vngtp.cns SRV 10 1
443 cmedb. vngtp.cns A 192.168.1.211 A 192.168.1.66 A 192.168.1.212

c. Cria entradas individuais em seu banco de dados para cada WB em relagdo a URI de unidao

externa usada para integra-los:



2018- 07-09T14: 09: 11. 187+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 187" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d cb7d5de8- 1ab3- 4a0d- a52a- 8dbc885ef f eb nane: j oi next.vngtp.cns nane:

j oi next.vngtp. cns”

2018- 07-09T14: 09: 11. 187+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 187" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d cb7d5de8- 1ab3- 4a0d- a52a- 8dbc885ef f eb nane: j oi next.vngtp.cns guid:
813db7b67-2aa9-4£64-8d474-04c4037397a8"

2018- 07-09T14: 09: 11. 187+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 187" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d cb7d5de8- 1ab3- 4a0d- a52a- 8dbc885ef f eb nane: j oi next.vngtp. cns
dnsnanme: cms2.vngtp.cms"

2018- 07-09T14: 09: 11. 187+02: 00 vcsc UTCTi me="2018-07-09 12:09: 11, 187" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d cb7d5de8- 1ab3- 4a0d- a52a- 8dbc885ef f eb nane: j oi next.vngtp. cns
address: 192.168.1.211"

2018- 07-09T14: 09: 11. 187+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 187" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d cb7d5de8- 1ab3- 4a0d- a52a- 8dbc885ef f eb nane: j oi next.vngtp. cns
priority: 15"

2018- 07-09T14: 09: 11. 187+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 187" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d cb7d5de8- 1ab3- 4a0d- a52a- 8dbc885ef feb nane: joi next.vngtp.cnms weight:
1

2018- 07-09T14: 09: 11. 187+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 187" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d cb7d5de8- 1ab3- 4a0d- a52a- 8dbc885ef f eb nane: j oi next.vngtp.cns port:
443"

2018- 07-09T14: 09: 11. 193+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 193" Event ="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 0408bdd0- 9ada- 45a0- 834d- ccdal66e8006 nane: j oi next.vngtp.cns nane:

j oi next.vngtp. cns”

2018- 07-09T14: 09: 11. 193+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 193" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 0408bdd0- 9ada- 45a0- 834d- ccdal66e8006 nane: j oi next.vngtp.cns guid:
9748fa86-7de4-4410-9767-7bc8bleeaced"”

2018- 07-09T14: 09: 11. 193+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 193" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 0408bdd0- 9ada- 45a0- 834d- ccdal66e8006 nane: j oi next.vngtp.cns
dnsnanme: cmsvngtp.vngtp.cms"

2018- 07-09T14: 09: 11. 193+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 193" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 0408bdd0- 9ada- 45a0- 834d- ccdal66e8006 nane: j oi next.vngtp.cns
address: 192.168.1.66"

2018- 07-09T14: 09: 11. 193+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 193" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 0408bdd0- 9ada- 45a0- 834d- ccdal66e8006 nane: j oi next.vngtp.cns
priority: 20"

2018- 07-09T14: 09: 11. 193+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 193" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 0408bdd0- 9ada- 45a0- 834d- ccdal66e8006 nane: | oi next.vngtp.cnms wei ght:
1

2018- 07-09T14: 09: 11. 193+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 193" Event="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 0408bdd0- 9ada- 45a0- 834d- ccdal66e8006 nane: j oi next.vngtp.cns port:
443"

2018- 07-09T14: 09: 11. 206+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 206" Event ="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d b151839e- a0dd- 4176- bbed- ad28e05e9283 nane: j oi next.vngtp.cns nane:

j oi next.vngtp. cns"”



2018- 07-09T14: 09: 11. 206+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 206" Event ="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d b151839e- a0dd- 4176- bbed- ad28e05e9283 nane: j oi next.vngtp.cns gui d:
9c788380-6601-4dba-96e0-739511728369"

2018- 07-09T14: 09: 11. 206+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 206" Event ="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d b151839e- a0dd- 4176- bbed- ad28e05e9283 nane: j oi next.vngtp. cns
dnsnane: cmsdb.vngtp.cms"

2018- 07-09T14: 09: 11. 206+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 206" Event ="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d b151839e- a0dd- 4176- bbed- ad28e05e9283 nane: j oi next.vngtp. cns
address: 192.168.1.212"

2018- 07-09T14: 09: 11. 206+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 206" Event ="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d b151839e- a0dd- 4176- bbed- ad28e05e9283 nane: j oi next.vngtp. cns
priority: 10"

2018- 07-09T14: 09: 11. 206+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 206" Event ="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d b151839e- a0dd- 4176- bbed- ad28e05e9283 nane: | oi next.vngtp.cnms wei ght:
1

2018- 07-09T14: 09: 11. 206+02: 00 vcsc UTCTi ne="2018-07-09 12:09: 11, 206" Event ="System Confi gurati on
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d b151839e- a0dd- 4176- bbed- ad28e05e9283 nane: j oi next.vngtp.cns port:
443"

d. O Expressway-C cria regras gerais de acesso para o trafego HTTPS e WebSocket na lista de
permissées HTTP na Regras de entrada automaticas para o caminho geral para o WB:

| TYPE

Meeting Server web bridges hitps 443 Prefix ! GET, POST, PUT, HEAD, DELETE
Meeting Server web bridges WSS 443 Prefix ! GET, POST, PUT, HEAD, DELETE

Esta secéao disponibiliza informagdes para a solugao de problemas de configuragéo.
Aqui estao alguns problemas tipicos vistos depois de integrar WB ao Expressway:

1. Prioridade e peso nao sao vistos na pagina CMS no Expressway-C, como mostrado na
imagem:

Cisco Meeting Server You are here: Configuration » Unified Communications* Cisco Meefing Server

Meeting Server configuration
Meeting Server Web Proxy Enable * | |

Guest account client URI # |joinext.wngtp.cms I

Save| Refresh

Registros necessarios:

Name Address Priority Weight Status
joinext wngtp cms 1921658 1.66 - -
joinext wngtp cms 1921681211 -

Joinext.vngtp.cms 192.168.1.212 - Active




- Registros de diagnéstico que incluem tcpdump do Expressway-C Navegue até Manutengao >
Diagnéstico > Log de diagnésticoCertifique-se de que Take tcpdump while logging (LEvar
tcpdump durante o registro) esteja marcado, em seguida, selecione Start New Log (Iniciar
novo registro)

O que procurar nos registros:

a. Nos registros de diagnostico:

- Abra os registros de diagnosticos com o uso de um editor de texto, (por exemplo Notepad +
+), e pesquise a URL de unido com o uso da opg¢ao Find All in Current Document (Localizar
tudo no documento atual)

- Vocé vera nos registros que o Expressway-C nao cria o UUID WB individuais com o uso de
seu FQDN real, em vez disso, cria com o uso da URL de unido geral, conforme mostrado
neste trecho de registro:

2018-07-13T14: 44: 21. 688+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 688" Event ="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 0ab708c9-4cel- 47b3- 9bb6- 2964baf 39bb3 name: j oi next.vngtp.cns guid:
9748fa86-7de4-4410-9767-7bc8bleeaced"’

2018-07-13T14: 44: 21. 688+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 688" Event ="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 0ab708c9-4cel- 47b3- 9bb6- 2964baf 39bb3 nane: j oi next.vngtp.cns

dnsnanme: joinext.vngtp.cms"

2018-07-13T14: 44: 21. 688+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 688" Event ="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 0ab708c9-4cel- 47b3- 9bb6- 2964baf 39bb3 nane: j oi next.vngtp.cns

address: 192.168.1.66"

2018-07-13T14: 44: 21. 688+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 688" Event ="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 0ab708c9-4cel- 47b3- 9bb6- 2964baf 39bb3 nane: j oi next.vngtp.cns
priority: 65536"

2018-07-13T14: 44: 21. 688+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 688" Event ="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 0ab708c9-4cel- 47b3- 9bb6- 2964baf 39bb3 nane: j oi next.vngtp.cns wei ght:
0"

2018-07-13T14: 44: 21. 688+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 688" Event ="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 0ab708c9-4cel- 47b3- 9bb6- 2964baf 39bb3 name: j oi next.vngtp.cns port:
443"

2018-07-13T14: 44: 21. 702+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 702" Event ="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 4b1b99f b- 1b8f - 400e- b066- d8906f f cd6f ¢ name: j oi next.vngtp.cns name:

j oi next.vngtp.cns" 2018-07-13T14: 44:21. 702+02: 00 vcsc UTCTi ne="2018-07- 13 12: 44: 21, 702"

Event =" Syst em Confi gurati on Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>"

Det ai | ="xconfi gurati on edgeCrsServer Addresses uui d 4b1b99f b- 1b8f - 400e- b066- d8906f f cd6f ¢ nane:

joi next.vngtp.cns guid: 81db7b67-2aa9-4£64-8d74-04c4037397a8"

2018-07-13T14: 44: 21. 702+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 702" Event ="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 4b1b99f b- 1b8f - 400e- b066- d8906f f cd6f ¢ name: j oi next. vngtp. cns

dnsnane: joinext.vngtp.cms"

2018-07-13T14: 44: 21. 702+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 702" Event =" System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 4b1b99f b- 1b8f - 400e- b066- d8906f f cd6f ¢ name: j oi next. vngtp. cns

address: 192.168.1.211"

2018-07-13T14: 44: 21. 702+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 702" Event =" System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration

edgeCnsSer ver Addr esses uui d 4b1b99f b- 1b8f - 400e- b066- d8906f f cd6f ¢ name: j oi next. vngtp. cns
priority: 65536"



2018- 07-13T14: 44: 21. 702+02: 00 vcsc UTCTi ne="2018-07- 13 12:44:21, 702" Event="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 4b1b99f b- 1b8f - 400e- b066- d8906f f cd6f ¢ nane: | oi next.vngtp.cnms wei ght:
0"

2018- 07-13T14: 44: 21. 702+02: 00 vcsc UTCTi me="2018-07-13 12:44:21, 702" Event="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 4b1b99f b- 1b8f - 400e- b066- d8906f f cd6f ¢ nane: | oi next.vngtp.cns port:
443"

2018- 07-13T14: 44: 21. 706+02: 00 vcsc UTCTi ne="2018-07-13 12:44:21, 706" Event="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 6cc95c¢70- 0636- 4190- 85f 2- 333b86b29¢91 nane: | oi next.vngtp.cns nane:

j oi next.vngtp.cnms" 2018-07-13T14: 44:21. 706+02: 00 vcsc UTCTi me="2018-07-13 12: 44: 21, 706"

Event =" Syst em Confi gurati on Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>"

Det ai | ="xconfigurati on edgeCnsServer Addr esses uui d 6cc95c70- 0636-4190- 85f 2- 333b86b29c91 nane:
joinext.vngtp.cns guid: 9c788380-6601-4dba-96e0-739511728369"

2018- 07-13T14: 44: 21. 706+02: 00 vcsc UTCTi ne="2018-07-13 12:44:21, 706" Event="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 6cc95c70- 0636- 4190- 85f 2- 333b86b29¢91 nane: j oi next.vngtp. cnms
dnsnane: joinext.vngtp.cms"

2018- 07-13T14: 44: 21. 706+02: 00 vcsc UTCTi ne="2018-07-13 12:44:21, 706" Event="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 6cc95c70- 0636- 4190- 85f 2- 333b86b29¢91 nane: j oi next.vngtp. cns
address: 192.168.1.212"

2018- 07-13T14: 44: 21. 706+02: 00 vcsc UTCTi ne="2018-07- 13 12:44:21, 706" Event="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 6cc95c70- 0636- 4190- 85f 2- 333b86b29¢91 nane: j oi next.vngtp. cns
priority: 65536"

2018- 07-13T14: 44: 21. 706+02: 00 vcsc UTCTi ne="2018-07-13 12:44:21, 706" Event="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 6cc95c70- 0636- 4190- 85f 2- 333b86b29¢91 nane: | oi next.vngtp.cnms wei ght:
0"

2018- 07-13T14: 44: 21. 706+02: 00 vcsc UTCTi ne="2018-07-13 12:44:21, 706" Event="System Confi guration
Changed" Node="cl usterdb@?27.0.0.1" PID="<0.488.0>" Detail ="xconfiguration
edgeCnsSer ver Addr esses uui d 6cc95c¢70- 0636- 4190- 85f 2- 333b86b29¢91 nane: | oi next.vngtp.cns port:
443"

b. Na captura de pacote:

- Filtro com o uso da cadeia de caracteres DNS
- No resultado, vocé vera que a consulta DNS para os registros de SRV falha, como mostra a
imagem:

‘ eth0_diagnostic_logging_tcpdump0_vesc_2018-07-13_12_44 29.pcap -

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm @ REBRe=2EZFL35 EQAQAQE
f_ldns [X] .] Ex
No. Time Source Destination Protocol  Lengt Info
15 2818-87-13 12:44:87.963 192.168.1.64 192.168.1.61 DNS 74 Standard query @x@@at AAAA vcse.vngip.lab
16 2013-87-13 12:44:87.963 192.168.1.61 192.168.1.64 DNS 135 Standard query response @x88a6 AAAA vcse.vngtp.lab SOA addc.vngmramd.lab
112 2818-87-13 12:44:11.619 192.168.1.64 192.168.1.61 DNS 85 Standard query ©x13ea PTR 200.36.48.1@.in-addr.arpa
13@ 2018-87-13 12:44:12.927 192.168.1.861 192.168.1.64 DNS 85 Standard guery response @x13ea Server failure PTR 286.36.48.18.in-addr.arpa
162 2018-87-13 12:44:17.931 182.168.1.64 192.168.1.61 DNS S.Staodacd quecy Sxcf23 PTR 208 36 42 18 io=addc acpa
167 2018-87-13 12:44:21.568 192.168.1.64 192.168.1.61 DNS 91 Standard query @xd373 SRV _cms-web._tls.joinext.vngtp.cms
168 2018-87-13 12:44:21.568 192.168.1.51 192.168.1.64 DNS Il??. Standard query response ©@xd373 No such name SRV _cms-web. tls.joinext.vngtp.cms LOA adc
169 2818-87-13 12:44:21.569 192.168.1.64 192.168.1.61 DNS 184 Standard query @x9792 SRV _cms-web._tls.joinext.vngtp.cms.vngmramd.lab

Solugao:
Verifique e veja se vocé tem esses no servidor DNS usado pelo Expressway-c:

- Zona de pesquisa direta (FLZ) com a URI do cliente de conta de convidado e ndo apenas
para o dominio de URI
- Verifique se vocé tem os registros SRV (_cms-web._tls. < WB_FQDN >) configurados neste
FLZ e contém a prioridade e peso relevantes
2. Um ou mais WB estdo em Active status (status ativo) depois de adicionar o cluster com o uso



da URL de unido extern, como mostra a imagem:

Name Address Priority Weight Status
joinext. vnglp.cms 192.168.1.211 15 1 >tive
joinext vnglp.cms [ 192.168.1.212 20 1 Failed ]
joinext.ynglp.cms 192.166.1.66 10 1

Registros necessarios:

- Registros de diagnostico que incluem tcpdump do Expressway-C

- Captura de pacotes do servidor mostra Failed state (Estado de falha) com o uso do comando
pcap < interface > na interfarce da linha de comando (CLI), em que a interface é a ide escuta
do WB

O que procurar nos registros:

a. Nos registros de diagnostico:

- Find All in Current Document (Localizar tudo em documento atual) com o uso do Endereco IP
do WB com falha

- O erro aqui é visto nos registros:

Det ai | ="cMS check failed" Address="192.168.1.212", Error="[Errno 111] Connection refused"
b. Na captura de pacote:

- Filtre a captura de pacote com o uso da cadeia de caracteres ip.addr== <Endereco IP do WB
com falha>

- Vocé vera as mensagens TCP SYN enviadas do Expressway-C para o WB e ,nesse caso,
nao SYN-ACK nem ACK séo recebidos, como mostra a imagem:

A

dm @ BB ie==FTiEEacan

(W [e-sar=-15z. 168.1.202 BEY e
-8 Time Source Deestinabon Proboos Lengt info

381 1018-87-13 13:10:01.811 192.168. 1. 64 193.168.1.212 TCFR 74 31630 = 443 [5¥N] Seg-9 Wim=19200 Len=@ MSS=146@8 SACK _FERM=1 Toval=2866355041

3a2 Jei8-97-1% 1%:18:91.841 68 443 =+ 31638 [RST, ACK] Seqsl Acksl Wined Lensd

1575 2918-87-13 13:15:91.848 152.168.1.64 192.168.1.212 TCR 74 31778 « 443 [5¥N] Seqed Wine29298 Len=@ MS5«1468 SACK_PERMsl TSvals=2B6E656029 '
P 778 [RS

68 443 =+ 31778 [RST, ACK] 5eq=1 Acks1l Win=8 Lens=@

- WB pcap mostrara que essas mensagens TCP SYN chegam, mas nenhuma resposta (SYN-
ACK nem ACK) é enviada.

Solucgao:

Certifique-se de que WB esta habilitado nesse né CMS com o uso do comando webbridge enable
na CLI.
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