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Introduction

Este documento descreve uma exibi¢cao detalhada sobre troca de mensagem de TCP TURN
entre os componentes do CMS, Expressway e Skype for Business.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:
- Servidor Expressway

- CMS (Cisco Meeting Server)
- Skype for Business (anteriormente Lync)

Componentes Utilizados

As informacgdes neste documento sdo baseadas nestas versdes de software e hardware:

- Expressway 8.9
The information in this document was created from the devices in a specific lab environment. All of



the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Informacgdes de Apoio

A versao do Expressway X8.9 langou o suporte para TCP TURN, permitindo as chamadas de
compartilhamento de apresentagao entre o CMS e Skype for Business (Lync) onde o CMS usaria
o Expressway-E como o servidor TURN. Espera-se, entdo, que o conteudo de midia do cliente
Skype seja direcionado para o Expressway-E, que, em seguida, o encaminha para o CMS no
local.

Este documento deve fornecer uma exibicdo detalhada sobre a troca de mensagem do TCP
TURN entre todos os componentes para ajudar a solucionar possiveis problemas. Ele ndo explica
os conceitos basicos de ativagdo do TURN ou do uso do UDP TURN para audio regular ou
chamada de video.

Tip: O TCP TURN €& uma extensao para o TURN documentado sob o seguinte REFC6062.

Este documento enfoca a parte do TCP, que é exclusiva para as chamadas de compartilhamento
de apresentagdes do Skype e acrescenta complexidade extra a operagcao de TURN classico.

Cenario

No cenario do laboratdrio de teste descrito neste documento, temos o cliente Skype se
comunicando com o CMS pelo servidor Skype Edge, Expressway-E e Expressway-C. O
Expressway-E esta configurado no CMS como um servidor TURN. Além disso, o cliente Skype
nao tem conectividade de IP para o servidor Expressway-E, portanto, esperamos que o unico
caminho de midia operacional seja pelo Skype Edge para o servidor Expressway-E.

Diagrama de Rede

A imagem a seguir mostra o novo INVIT com m=applicationsharing enviado do Skype para
iniciar o compartilhamento de apresentagao.

(n&o mostra o audio inicial e os convites de chamada de video, que ja estdo negociados nesta
fase):


https://tools.ietf.org/html/rfc6062

Skype for Business

192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10,48.54.230

sip Invite

m=applicationsbaring 21577 TCR/RTE/AVE 127

a=candidate:l

I TCP-FASS 2120613887 192.168.251.128 18027 typ host
2 TOP-PASS 2120613374 192.168.251.128 18027 typ host
12 1 TCP-ACT 2121006591 192.168.251.128 13450 typ host
a=candidate:? 2 TCP-ACT 2121006078 132.168.251.120 13450 typ host
a=sandidate:l 1| TCP-PASS 174455807 192.168.1.253 53577 typ relay raddr 10.149.4.201 rport 65417
amcandidate:] 2 TCP-PASS 174455254 192.168.1.152 53577 typ relay raddr 10.149.4.201 rport 65417
H
E
1
2

TCP-ACT 174048511 192.168.1.252 51577 typ relay radde 10.149.4.200 rport 65417
TCP-ACT 174847998 192.1€8.1.252 51577 typ relay raddr 10.149.4.201 rpert 65417

a=candidate:5 | TCP-ACT 1684797439 10.149.4.201 65417 typ scflx raddr 192.168.251.128 rport 17676
a=candidate:s 3 TOP-ACT 168476924 10.14%.4.201 65417 typ scflx raddr 192.168.251.128 rport 17476
:-thllnuwtiw
100 Trying
Imwvite
100 Trying
Invite
100 Trying
Skype for Business Expressway-E Expressway-C Meeting Server
{ Internet \
192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10.48.54.230
Allocate Reguest (no authentication)
TURN TCP 3478 ———- ——————— { TCP 33347
Allocate Error Response (401 Unauthorized)
Allocate Request (with username)
Allocate Success Response
____________________________________________ »
XOR-MAPPED-ADDRESS: 10 48 54 230:3334T7
XOR-RELAYED-ADDRESS: 192.168.1.229: 24000
SIP
200 0K
200 OK
200 OK

meapplicationaharing 38547 TCR/RTR/SAVE 127

a=gandidaco:=1 I TCP-PASS 2130706431 L0.48.54.230 JA547 typ host

a=candidatesd 1 TCP=-PASS 352311515 193.168.1.229 14000 typ relay raddr 10.48.54.230 rport 33347
a=candidates] I TOP-PASS JSIJIL1515 192.168.1.229 24000 typ relay raddr 10.48.54.230 rport 33347
applicationsharing-rele:viewer

pplicationsharing-media=typeirdp

pplicationsharing-sesaion-id:]l

capabilities irequest-control="semdrecy®

amsotupipassive

Expressway-C Meeting Server

SDP from Skype contains remote ICE candidates. Note the
m=applicationsharing that indicates this is a call for sharing
presentation. It will have a different SIP call-id than the
initial audio/video call.

After CMS receives the call, it will reach out to its TURN
server (Expressway-E) to get its own TURN relay
candidates.

CMS make TCP connection te TURN server for TURN relay
candidate allocation.

TURN server sends Allocate Success Response which contains
the TURN relay candidate,

CMS adds TURN relay candidate to SDP in its 200 QK SIP
response,



Skype for Business Expressway-C Meeting Server

Internet
192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10.48.54.230
SIP
Ack
Ack
Ack
TURN

Binding Request
TEP535T] m=m———mm————— e "

ConnectionAttempt Indication

TEP FATE o o | T 333487

Remote party creates a TCP
connection and sends Binding
request to TURN relay port. The
source |P is actually TURN relay
server (Skype Edge) and the port
was found in the remate SDP

HOR-PEER-ADDRESS: 152.168.1.252:53577

ConnectionBind Request

earlier.
XOR-PEER-ADDRESS: 192 168.1.252:53577
Binding Request
TCP connactions are bridged | R ———————y e R —————————
Skype for Business Expressway-E Expressway-C Meeting Server
Internet
192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10.48.54.230
TURN

Success Response

TCP 3478

TCP ZA000

Success Response

SIP relNVITE triggered to renegotiate the new media IP addresses.

Media Media

Como trabalhar com captura de pacotes

Filtro do Wireshark

5IP dialog finishes with the ACK

TURM server notifies the TURN client about a connection made
to the relay candidate address (XOR-PEER-ADDRESS attribute).
This is done over the same TCP connection where Allocate
Request was sent,

TURN client (CMS) creates a new TCP connection to TURN
server to request the remote XOR-PEER-ADDRESS connection
to be bridged to this new TCP connection.

TURN server confirms. From now on the traffic from remate
peer 192.168.1.252:53577 hitting port 24000 on TURN server
will be forwarded over this TCP connection to CMS.

Binding request from Skype is sent to CMS.

Bidirectional Binding Requests and Binding Success Responses
are required for this candidate pair to be considered valid.

After Binding Success Response was received in both
directions, there will be SIP relNVITE dialog betwesn CMS and
Skype to establish the new media route.

Em algumas situagdes, para obter rapida visdo geral da comunicagdo STUN, pode ser suficiente



definir um filtro do Wireshark como tcp e stun:

R | tcp and stun
- -
ZB17=-83=17 98:83:
2017-88-17 88:03:
2017-88-17 A8:83:
2017-88-17 A8:83:
ZB17-88-17 98:83:
1017-88-17 99:03:
2017-08-17 @8:03:
2017-88-17 Q8:83:
2017-88-17 98:83:

2304
2397
2399
2427
2418
2447
2526
2548
2552

51.966175
51.968443
51.968947
52. 884088
52.885424
52.172733
52.568097
52. 618986
673858

18.48.54.
18,4854,
18.48.54.
18.48.54.
18.48.54.
10.48.54.
18.48. 54,
18.48.54.
18.48.54.

Deataten

18.48.54.229
18,48, 54,230
10.48.54.229
18.48.54.2308
18.48.54.229
18.48.5%4.230
10.48.54,230
10.48.54.229
18.48.54.238

Prennest
S5TIN
5TUN
STIM
ST
5TIN
STIN
STIN
STIM
S5TIN

Lengts
96
238
202
166
198
142
154
198
142

e

w Eprepeian +

]

Allocate Request TOP lifetime: 6@

Allocate Error Response with nonce realm: TANDBERG Lifetime: G8@
Allocate Request user: turn realm: TANDBERG with nonce TCP
Allocate Success Response Lifetime: 68@ NOR-HAPPED-ADDRESS: 18.4B
Refresh Request user: turn realm: TAMDBERG with monce lifetime: 6o
Refresh Success Response lifetime: 608

ConnectionAttempt Indication XOA-PEER-ADDRESS: 192.168.1.252:53877
ConnectionBind Request user: turn reals: TANDBERG with nonce
CopnectionBind Success Response

Binding Indication

Como procurar pacotes de STUN no payload do TCP

Nem sempre o Wireshark pode decodificar a comunicacdo de TCP como STUN.

Vocé tera que filtrar na porta TCP usada para comunicagéao, procurar pacotes TCP com
sinalizagao de [PSH, ACK] e investigar o payload do TCP:

2566 2017-88-17 B8:983:52. 825644
2597 2817-88-17 BB8:83:52.825985
2608 2017-88-17 @8:83:52. 865391
ITTO IANT_AA-1T ARAT- 04 ASEGIY
Frame 2597: 164 bytes on wire (1312

4 F ¥ VY

Data (118 bytes)

16.48.54. 229
16, 48,54, 230
10.48.54.229
1f AR B4 5349

bits), 164 bytes captured (1312
Ethernet II, Src: Vmware OB:98:98 (B0:58:56:98:98:38), Dst: Veware_ °°
Internat Protocal Version 4; Srci 10.48.54.230, Dst:
Transmission Control Protocol, Src Port: 44342, Dst Port: 3478, Seq

18.48.54.230
18,48, 54,229

18.48.54,230
10 48 B4 330

Cata: BRGCRQ@1BB582112a442a7042d519e4d78C5038195210025. . .

[Length: 11@]

18.48.54.229

TCP
TP
TP
Tris

]
addn
BaSA
BiGR
eaTe
]
Ba98
O ET

144

J4TB-44342 [PSH, ACK] Sequ3Bl Acks529 Win=31368 Len=9d
44342-3478 [PSH, ACK] Seq=529 Ack=4B1 Win=29312 Len=118
J4TE-44342 [ACK] SeqedBl Ackef39 WinsI136@ Lensd
AATRLA4T4T 1DEH  AFK] Sonsdfl Srke=f20 Wins11360 | sn=1156

4B Se 5f 00 58 56 58 98 08 B @9 45 @ WP V..... E.
17 40 @0 48 86 fe 1f @a 30 36 o6 @2 30 cas BB .06 R
36 0d 96 f2 eb b4 ab 88 69 cF 5f 50 18  6..6... seaa P
B @@ @8 BB 6C B9 PL 8@ 58 21 12 a4 4F . .....0 R |
51 9e 4d 7B ¢S5 93 B1 95 21 @@ 25 80 80 .. D.Mx. ... 0%
B4 Ge ff fF £ 89 20 92 04 BB b2 67 42  .5..n... .)....0)
GE 00 86 BB Bc Gc 30 4d 52 3o 41 6F 56 ... h. ... LEMRIAQV
B0 82 54 9B B4 33 00 90 09 B2 T8 B0 B4 y....T.. Foo..pes
B2 80 68 BB 14 1d ad B4 25 29 57 5D 3B ...ieueen was %IW(8
ef 45 Bc 3= 17 2b 65 €7 6c BB 28 00 84 .Kr.E.>. +&.1.0..
18 fee

Na imagem acima, o payload comeg¢a com dados 00 6¢ 00 01. Os valores diferentes nos 3° e 4°
bytes representam os pacotes STUN a seguir:

00 01 - Solicitagao de vinculagao

01 01 - Resposta de sucesso de vinculo

Para o par STUN funcionar, é preciso ter um de cada em cada direcao.

Como usar o Wireshark para decodificar as mensagens MSSTUN

A Microsoft fez adicdes para os padrdes IETF base que nao sao reconhecidos pelo Wireshark.
Vocé pode instalar um plug-in no Wireshark , para que essa captura de pacotes se torne mais

legivel.

Mais informagdes sobre o curso podem ser encontradas aqui.

Troubleshoot

Esta secéao disponibiliza informagdes para a solugao de problemas de configuragéo.

N&o é possivel compartilhar o usuario

- Verifique se os registros CMS contém a seguinte entrada: ms-diagnostics-public:
21002;motivo="0s participantes ndo podem compartilhar nesta


http://www.myskypelab.com/2014/05/microsoft-lync-wireshark-plugin.html

conferéncia";componente="ASMCU"

- As reunides do Skype for Business n&o estao configuradas para permitir o compartilhamento
por todos, como padrao. Caso veja o erro acima, clique com o botao direito no participante do
cliente Skype e selecione Transformar em apresentador
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