Solucao de problemas de alerta de expiragao de
certificado do Smart Call Home Certificate em
produtos de colaboracao
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Introduction

Este documento descreve as solugdes para alerta de expiragao de certificado do certificado
Verisign(VeriSign_Class_3_Secure_Server_CA_-_G3.der) fornecidas para o Smart Call Home,
que expira em fevereiro de 2020 nos seguintes produtos Cisco Unified Collaboration que sao
abordados neste documento.

Cisco Unified Communications Manager (UCM)
Cisco Unified Communications Manager Session
Management Edition

Cisco IM and Presence Service (CUPS)

Cisco Unity Connection

Cisco Finesse

Cisco SocialMiner

Cisco MediaSense

Cisco Unified Contact Center Express

Cisco Unified Intelligence Center (CUIC)
Navegador de voz virtualizado da Cisco

Cisco Prime License Manager

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.



Componentes Utilizados

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Informagdes de Apoio

O Smart Call Home é um recurso de suporte automatizado que monitora os dispositivos da Cisco
na sua rede. O recurso Call Home permite que vocé comunique e envie alertas de diagnostico,
inventario e outras mensagens para o servidor back-end do Smart Call Home.

Utilize esta secgao para verificar se o Smart Call Home esta ativado

Etapa 1. Na pagina Cisco Unified Serviceability, escolha CallHome > Configuration.

alali. Cisco Unified Serviceability
CISCO  Eor Cisco Unified Communications Solutions

Mum v Tece v Rels v Sep v | Cobume v | ek v
ol eme
. _— Configuraton
Cisco Unified Serviceauiiity

System version: 10.5.2.10000-5

VMware Installation: 4 vwCPU Intel{R) Xeon(R) CPU X7560 @ 2.27GHz, disk 1: 80Gbytes, 4006Mbytes RAM, Partitions aligned

Etapa 2. Verifigue se o campo Call Home esta definido como Disabled (Desabilitado) ou Enabled
(Habilitado)

Cal Home* Nons = The remender b0 corfigure Smat Call Home will continue 1o apoear on the logn page untll 3 value 15 seleed

Customer Cont - o0

Efail Address> Enablad(Smare Call Home)
Enablad(Anprmymous Call Home) |

Problema

O certificado VeriSign(VeriSign_Class_3_Secure_Server_CA_-_G3.der) fornecido por padrao
como certificado tomcat-trust para Smart Call Home em produtos Cisco Unified Collaboration esta
definido para expirar em fevereiro de 2020. O seguinte alerta de expiragao pode ser visto abaixo:

%JC_CERT- 4- Cert Val i dLessThanMont h: 9% Message=Certificate expiration Notification.
Certificate nane: VveriSign Class_3_Secure_Server CA -_G3.der
Unit:tontat-trust Type:own-cert ]

[ Appl D=Ci sco Certificate Mnitor][Cd usterl D=][ Nodel D=UCM PUB. ci scol ab. conj



Solugao
Esse problema é documentado pela ID de bug da Cisco CSCvs64158 .

Solugio alternativa para versdes 11.0(1) e superiores

Precisamos executar as etapas abaixo para excluir o certificado expirado
(VeriSign_Class_3_Secure_Server_CA_-_G3.der)

Etapa 1. Navegue até a GUI do Cisco Unified OS Administration no Publisher e clique em Security
> Certificate Management

f.'.';;‘. Cisco Unified Operating Syst x\-l- ;lﬂlil
cmplatform/sh

€)DR hipss 4 owHome.do B ¢ || Q Search wBe ¥ A& 9O =
alil  Cisco Unified Operating System Administration i Navigation
cIsco For Cisco Unified Communications Solutions | administrator  Boxit

Ceﬂ_Cerh‘finttManagemem
Certificate Revocation
Cisco UnilE am Administration

Bulk Cestificate Mansgement

Session Management
VMware Installa inum 8180 CPU ® 2.50GHz, disk 1: 110Gbytes, 4096Mbytes RAM, Partitions aligned
Cipher Management

System version:

User administrator last logged in to this cluster on Wednesday, January 22, 2020 3:04:44 PM IST, to node 10.106.93.11, from 10.142.188.28 using HTTPS

Copyright @ 1999 - 2019 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to
import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Pr. Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

Etapa 2. Localizar lista de certificados onde o nome comum contém VeriSign

I:,';.:.- Centificate List x\q- Ielx

& O/ by rplatform/certificateFindList.d e || Q search T aE + AD =

administrator About Logout

alinl  Cisco Unified Operating System Administration
cisco

For Cisco Unified Communications Solutions

Show v Setings v Securty v SoftwareUpgrades v  Services v  Help v

Certificate List

@'__!)mmsmw Eg'wr ertificate chain [Qé) CSR

Status
[@ 1 records found

| Certificate List (1 - 1 of 1) Rows per Page 50 ~| |

Find Cartificats List whare | Comman Name jl begins with l"\o'erl‘Slqn Find Clear Filter .‘.}:I =

Kay
Type

| Cartficate ™ Commen Harme Type Distribution Issusd By Expiration Description

tormneat-trust VeriSign Class 3 Secure Server CA - G3 CA- RSA  VeriSign_Class_3_Secure_Server_CA_-_G3 VeriSign_Class_3_Public_Primary_Certification_authority_-_GS 02/08/2020 This

signed certificate is
used by UCM
to
communicate
with Cisco if
Call-Home
feature is
enabled.

Generate Self-signed I Upload Certificate/Certificate chain ] Generate CSR |

Etapa 3. Clique em VeriSign_Class_3_Secure_Server_CA_-_G3 e vocé vera a janela pop-up
destacando os detalhes do certificado


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs64158

f:.-s: Certificate List x\-l- - = x|
Ta 3+ /0
T —

administrator About Logout

€ OB hitpss femiplatformy/certificatef

wlinl  Cisco Unified Op/|”
€IS€Q  Eor Cisco Unified Commu

@8 https) Jemplatform/certificateEdit.do Peet=/usr/local/platformy.se curity/tomeat/trust-certsMeriSig

Snow v Seltngs v Securty v  Softws Certificate Details for VeriSign_cClass_3_Secure_Server_CA_-_G3, tomcat-trust

3¢ e (&) senrie (@) DER File

Certificate L

E},mmﬂ %wm

rStatus
~Status @ Status: Ready
@ 1 records found
~Certificate Settings
Locally Uploaded 21/01/20
Certificate List (7 -1 0f 1) File Name VeriSign_Class_3_Secure_Server_CA_-_G3.pem Rows per P""I 50 El
5 5 . Certificate Purpose tomcat-trust
Find Certificate List wh L] N.
ind Certificate List where I ommon Nt [ e Type o
Cortificate * Comman || | Certificate Group product-cpi d By Expiration Dascription
— Description{friendly name) This certificate is used by UCH to communicate with Cisco if Call-Home featur — —
tomncat-trust  WeriSign Class 3 Secur e is enabled. ry_Certification_Authority_-_G5 02/08/2020 This
certificate is
~Certificate File Data cRrch
q = comimunicate
Version: V3 j with Cisco if
Serial Number: 6ECC7AASA7032009B8CEBCF4ESS20491 c:':j"'?"
Signaturealgorithm: SHALwithRSA (1.2.840.113545.1.1.5) :‘"bl:d"

Issuer Name: CN=VeriSign Class 3 Public Primary Certification Authority - G5, OU=(c) 2006
. : VeriSign, Inc. - For suthorized use only, OU=VeriSign Trust Network, O=VeriSign, Inc., C=US
Generate Self-signed | _Upload Certf validity From: Mon Feb 08 05:30:00 IST 2010
To: SatFeb 08 05:29:59 IST 2020

Subject Name: CN=VeriSign Class 3 Secure Server CA - G3, OU=Terms of use at
hittps i/ www. verisign.com/rpa ()10, OU=VeriSign Trust Network, O=VeriSign, Inc., C=US

Key: RSA (1.2.840.113549.1.1.1)

Key valus:

30820104028 2010100b187841fc20045fSbcab2597a7 adaZ Ie9chaficl 39bBabcacZacSbcieShbaSEedd
fddcesfedd94addafdeli9ct88b2e957hE99b1 3can 234 34c1f35bf 3497b 62834581 74d188786 c025319b
c7fa326575633633b330a17b0d 049124 2d567d6412dc 74423431 1d02e 2961d0b1SFica3dbiboe6 38540 ;I
fezd 1 b deaeb379c004 63cdl 94 14ff5 b98ddcd71b350be2ab3sF

Delete Download PEM File I Download .DER File I

q L

Etapa 4. Clique no botao Excluir e, em seguida, clique em OK. O certificado deve ser excluido de
todos os nés no cluster.

Stow = Setings = Secuty > Sofwwe Upgrades > Serw 8 Catficate Detal(CA-signed) < MoailaFirefo T 2ol X

_ @R httpsy) emplatform/certificateEdit.doTeerts /ust/lacal/platformy.security/tomeat/trust-certs MeriSig

@ 1 records found

| Certificate st (1-10f1)

”"é;"”d‘““ 50 "I;]

Find Certificate List where | Common Name = || begins with

fou are aboud 1o parmanently delete this certficats which may
Cartificate * Commeon Name braak a cerificale chain if his certificate |5 part of an existing Expiration  Daseription
chain. You can determine if deleting this cenific ate will result in a
broken cenificate chain by looking im0 Issuemame and

tomcat-trust  YeriSion Class 3 Secure Server CA - GJ ority_-_GS  02/08/2020 This

subjeciname of the relevant cartificatas in Corificate List page ::‘;"::':":'M
This cerlificale will be deleted from all the servers in the cluster to
This delete action cannot be undone. Continue? communicats
with Ciseo if
Call-Home
ok ] _cmo | foature s
enabled,

Gererats Self-signed | Upload Certificate/Cartificate cha

j ipt: 1l
o jwvascript:onDelete I ||




alml,  Cisco Unified Operating System Administration
cisco

UENEELEEN Cisco Unified 05 Administration 5 m

administrator About Lagout

For Cisco Unified Communications Solutions

Show v Seftngs v Secuy v Software Upgraies v  Services v  Help v

Certificate List

Status

@ Success: Certificsts Daleted

@ Restart Cisco Tomeat Service using the CLI "utils service restart Cisco Torncat” on all cluster nodes (UCM/IMP).

@ 0 records found

| Certificate List Rows per Page| 50 ~|

Find Certificate List where [Cnmmon Name jl begins with HlvaﬂSWn Find I Clear Filter I_@I —I

Ho active query, Please enter your search criteria using the options above.

Generate Self-signed | Upload Certificate/Certificate chain | Generats CSR

Para todas as outras versoes

Precisamos executar as etapas abaixo antes de excluir o certificado

Etapa 1. Navegue até Cisco Unified Serviceability > Tools > Control Center - Network Services

'.‘."— Cisco Unified Seraceability X
€oR 0 oo e ][Q s T EE

wlial,  Cisco Unified Serviceability
€S9 For Cisco Unified Communications Solutions

Lam v Trace v

- Actrvation EY
Cisco Un RN < a bility
Fealure Sernces.
Syitem version

Control Certer -
Waware Install Metwork (R} Xeon{R) Platinum 8180 CPU @& 2.5 2, disk 1: 110Ghytes, 4096Mbytes RAM, Partitions aligned

Savi bty
Beparts Archivg

User administrator | Al Log ster on Wednesday, January 22, 2020 4:37:26 PM ST, to node 10.106.93 .11, from 10.106.93.51 using HTTPS
Configuration
[Copyright © 1999 - — e,
Al nghts reserved., Locations L
|This product contain: Dislexd Mhurber b5 and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to
jmport, axport, distry Amshapr \. Importers, exporters, distributors and users are responssble for compliance with U5, and local courtry laws, By wsing this product you agree to comply with applicable laws and
Fegulations. If you & DR Ansbysis Ith U.5. and local laws, return this product imemedaately,
-’ﬂm
A summary of U.S. | rrptographec products may be found at our Export Compliance Froduct Report web site.
DR Management
For information sboJUt CRzoromrescormrunications Manager please visit our Unified Commuynications System Documentation web site,

For Cisca Teachrcal Support pleass vissd our Tachmcal Sypport web site,

Etapa 2. Parar Notificagdo de Alteragédo de Certificado da Cisco em todos os nés do cluster

r::: Cisco Unified Serviceability-1 =8| X
& DR M ’ @ || G, Search oD 4+ N @ =
T FIIUTTIT AL S Y WL ST Vice LB T T WL Sl & 10030 LT EUEY L UdYs LIUST1Y .
L A Cisco DB Running Wed Jan 22 10:37:35 2020 1days 11:19:59 B
© A Cisco DB Rephcator Running Wed Jan 22 10:37:36 2020 1days 11:19:58
© SHNMP Master Agant Risnning ‘Wad Jan 22 10:37:40 2020 1 days 11:19:54
© MIB2 Agent Runnng Wad Jan 22 10:37:41 2020 1 days 11:19:53
r Host Resources Agent Funning ‘Wied Jan 22 10:37:42 2020 1 days 11:19:52
" Systam Application Agent Runnmg Wed Jan 22 10:37:43 2020 1 days 11:19:51
r~ Cigco COP Agent Runnmg ‘Wad Jan 22 10:37:44 2020 1 days 11:19:50
r Cisco Syslog Agent Funning ‘Wad Jan 22 10:37:45 2020 1days 11:19:49
© Cisco Cortificate Expery Monitor Running Wed Jan 22 10:37:57 2020 1 days 11:19:37
& Ciseo Cartificats Change Notification Rusnning Wad Jan 22 10:37:58 2020 1days 11:19:36
© Cigco Tomeat Rusnning ‘Wed Jan 22 10:37:38 2020 1days 11:19:56
- Platform Communication Web Service Risnifi g Wed Jan 22 10:52:02 2020 1 days 11:05:32
- Cisco Smart Licénsé Manager Rinning ‘Wed Jan 22 10:38:17 2020 1days 11:19:17

Etapa 3. Em caso de interrupcdo do IM e do Presence Server Platform Administration Web
Services e Cisco Intercluster Sync Agent



) &5 Cisco Unified Serviceability- x| 4 & x

€ OR wice/M v ; T BE 4+ & O =
Service Name Status Start Time Up Time =
L A Cigco DB Runining ‘Wisd Jan 22 11:46:08 2020 1 days 10:12:04
r & Ciseo DB Rephcator Risrining Wed Jan 22 11:46:00 2020 1 days 10:12:02
r Cisoo Tomeat Riarnng Wed Jan 22 11:46:13 2020 1 days 10:11:59
f SNMP Master Agent Rianning ‘Wed Jan 22 11:46:14 2020 1days 10:11:58
MIBZ Agent Running Wed Jan 22 11:46:15 2020 1 days 10:11:57
HOost Resourcas Agent Finning ‘Wed Jan 22 11:46:16 2020 1 days 10:11:56
System Application Agent Funning ‘Wed Jan 22 11:46:17 2020 1days 10:11:55
r Cisco COP Agent Funning Wed Jan 22 11:47:42 2020 1 days 10:10:30
r Cisco Syslog Agant Running Wed Jan 22 11:47:43 2020 1 days 10:10:29
r Cisoo Cartificate Expary Monitar Funnmg ‘Wed Jan 22 11:47:58 2020 1 days 10:10:14
I 0] Platform Adminestrative Waeb Service Funnlnu ‘Wed Jan 22 11:58:48 2020 1 days 09:59:23
T Platform Communication Wb Servios Rusrining ‘Wed Jan 32 11:48:08 2020 1 days 10:10:04

IM and Presence Services

Service Name Status Start Time Up Time
Cisco Sync Agent Rianning wed Jan 22 11:47:52 2020 1 days 10:10:20
Cisco Login Datastore Funning Wed Jan 22 12:08:29 2020 1 days 09:49:43
Cisco Route Datastore Runnimg Wed Jan 22 11:46:12 2020 1 days 10:12:00
Cisco Config &gent Funning ‘Wed Jan 22 11:48:09 2020 H
Cisco ObM Agent Funning Wed Jan 22 11:48:10 2020 8
~ Cisco Cliant Profile Agent Funnmg ‘Wed Jan 22 12:10:20 2020 1 days 09:47:52
I C Cisco Intarcluster Sync Agent IRunnlﬂu Wed Jan 22 11:47:56 2020 1days 10:10:16
r Cisca XCP Conhig Manager Risrirng ‘Wed Jan 22 11:47:55 2020 1 days 10:10:17
Cigon XCP Router Running Wed Jan 22 11:48:11 2020 1 days 10:10:01
Cisco Server Recovery Manager Risrining Wed Jan 22 11:47:54 2020 1 days 10:10:18
Cisco [M and Presence Data Mondtor Risnining ‘Wed Jan 22 11:47:53 2020 1 days 10:10:19
Cisco Presence Datastore Running Wed Jan 22 12:04:25 2020 1 days 09:53:47
Cisco SIP Registrabon Datastore RLnnimg Wed Jan 22 12:12:48 2020 1 days 09:45:24
Cisco RCC Devica Selection Service Finning ‘Wed Jan 22 11:48:13 2020 1 days 10:09:59
DB Services
Service Hame Status Start Time Up Time
Cisco Database Layer Monibor Runnimg ‘Wed Jan 22 11:48:10 2020 1 days 10:12:02
SOAP Services
Service Name Status Start Time Up Time
SOAP -Real-Time Service APls Runining Wed Jan 22 11:59:09 2020 1 days 09:59:03
SO&P Performance Monitaring AP[s Risnining Wed Jan 22 11:59:09 2020 1 days 09:59:02
S0P -Log Collection AP1s Risrining ‘Wed Jan 22 11:59:09 2020 1 days 09:59:02

Etapa 4. Exclua o certificado em todos os nés, incluindo IM e Presencga, conforme descrito na
Secao Alternativa para 11.0(1) e posterior neste documento

Etapa 5. Inicie o servigo que foi interrompido na Etapa 2. e Etapa 3.

Note: Se vocé excluir o certificado e fizer uma atualizacido antes de 7 de fevereiro de 2020,
o certificado sera reexibido apds a atualizagéo e que devera ser removido novamente.
Quaisquer atualizagdes apods 7 de fevereiro de 2020 ndo adicionardo novamente o
certificado

Procedimento de renovacgao de certificados do Smart Call Home

Se o Smart Call Home estiver desativado, nenhuma agao adicional sera necessaria apos a
exclusdo do certificado. Se o Smart Call Home estiver ativado, siga as etapas

Etapa 1. Copie o conteudo do certificado do Guia de administracdo do UCM Informagées da
secao dos certificados do Smart Call Home



/content/en/us/td/docs/voice_ip_comm/cucm/admin/12_5_1SU1/adminGd/cucm_b_administration-guide-1251SU1/cucm_b_test-adminguide_chapter_010101.html

&) Adrvinartration Guide for Cisco Unified Comeruanicstions Munager, Release 12.5(105U1 - Call Horre | - Intemst Explorer
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File Edit Format WView Help
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Note: O mesmo certificado € valido para 10.5 e versao superior

Etapa 2. Carregue o arquivo .pem como tomcat-trust na pagina de gerenciamento de certificado
da GUI do Cisco Unified OS Administration por captura de tela

Cisco Undfied OS5 Admanistration

Mavigation

alial.  Cisco Unified Operating System Administration
cisco

For Cisdca Unified [ ommudnid ations Solutions

administrator

Show = Selirgs + Secuily * SoftwereUpgades = Services =  Help +

8 L Gy Sat-gagrea —_,j Upicad CortacateCortacats cran | & | Generste CSR

=D )
Certificate List
Find Certificate List where | Certificate »|| begns with | Find | Clear Filter | op| =
@ Upload chaen - Mozl Firefox =10 x|§
Generabe Seif-nged Upload Ceriaficate. T

__Jmm mcnu

r Status

@ Warnang: Uploadeng a cluster-wide certficate will distrbute it to all servers in this cluster

r Upload Certificate fCertificate chain

e
| Cortifieate Purpode tomeat-trust ‘_||

Dot craploonn] frobnly hdevd )

| Uplosd File Browess SmartCallHome pem |

Etapa 3. Verifique se QuoVadis_Root_CA_2 esta listado como tomcat-trust ao localizar o



certificado onde o nome comum contém QuoVadis

alili.  Cisco Unified Operating System Administration LERIEELEELY Cisco Unified OS Administration
cisco

For Cisco Unified Communications Solutions administrator About

Show * Seftings v Secwrty * SoftwareUpgrades » Services ¥ Help v

Certificate List

(8] Generste seitsignes 73 Uy Cattcatercentcats chain (51 Generate SR

Status
[@ 1 records found
Certificate List (1 -1 of 1) Rows per Page| 50 =)
Find Certificate List wherel Common Name jl begins with ;”Quo\iadis ml Clear Filter ﬂﬂ
Cartificate Cormmon Name Type Key Type Distribution Issued By Expiration Description
tomeat-trust Quovadis Root CA 2 Self-signed RSA QuoVadis_Root_CA_2 QuoVadis_Root_CA_2 11/24/2031 Signed Certificate

Generate Self-signed | Upload Certificate/Certificate chain I Generate CSR |

Para o Cisco Prime License Manager
Para o Prime License Manager 10.5

O certificado expirado (VeriSign_Class_3_Secure_Server_CA_-_G3) pode ser excluido do sistema
aplicando este arquivo COP (ciscocm.plm-CSCvs64158 remove sch cert C0050-1.k3.cop.sgn).
Leia o arquivo Leiame para ver as instrugoes de instalagao.

Para o Prime License Manager 11.5

O certificado expirado (VeriSign_Class_3_Secure_Server_CA_-_G3) pode ser excluido do sistema
aplicando este arquivo COP (ciscocm.plm-CSCvs64158 remove sch cert C0050-1.k3.cop.sgn).
Leia o arquivo Leiame para ver as instrugoes de instalagao.



https://software.cisco.com/download/redirect?i=!y&mdfid=286265616&softwareid=282204704&release=COP-Files&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286308839&softwareid=282204704&release=COP-Files&os=&beta=n
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