Configuracao basica do roteador usando SDM
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Introduction

Este documento descreve como usar o Cisco Security Device Manager (SDM) a fim de ajustar a
configuracao basica do roteador. Isso inclui a configuragao de endereco IP, roteamento padrao,
roteamentos estatico e dinamico, NATing estatico e dinamico, nome de host, banner, senha
secreta, contas de usuarios e assim por diante. O Cisco SDM permite que vocé configure o
roteador em todos os tipos de ambientes de rede que incluem escritérios domésticos (SOHO) de
pequenos escritorios, escritérios remotos (BO), escritdrios regionais e locais centrais ou
escritorios corporativos usando uma interface de gerenciamento baseada na Web facil de usar.

Prerequisites

Requirements

Este documento pressupde que o roteador Cisco esta totalmente operacional e configurado para
permitir que o Cisco SDM faca alteragdes na configuragao.

Observagao: consulte Permitindo o Acesso HTTPS para SDM para permitir que o roteador seja
configurado pelo SDM.



//www.cisco.com/en/US/products/sw/secursw/ps5318/prod_installation_guide09186a00803e4727.html#wp70999

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

. Roteador Cisco 3640 com Cisco 10S’ Software vers&o 12.4(8)
- Cisco Security Device Manager (SDM) versao 2.3.1

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Observagao: se vocé usa um Cisco Integrated Service Router (ISR), consulte Configuracao
basica do roteador usando o Cisco Configuration Professional para obter detalhes de
configuracdo semelhantes com recursos mais potentes. Para obter informacdes sobre quais
roteadores sao suportados pelo Cisco CP, consulte a secdo Roteadores suportados das Release
Notes do Cisco Configuration Professional 2.5.

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.

Configurar

Nesta seg¢ao, vocé recebe as informagdes para definir as configuragdes basicas do roteador em
uma rede.

Diagrama de Rede

Este documento utiliza a seguinte configuracao de rede:
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Observagao: os esquemas de enderecamento IP usados nesta configuragdo ndo sao legalmente
roteaveis na Internet. Sdo enderegos RFC 1918 que foram usados em um ambiente de
laboratério.

Configuracao da interface

Conclua estes passos para configurar as interfaces de um roteador Cisco.

1. Clique em Home para ir para a pagina inicial do SDM.A pagina inicial do SDM fornece
informagdes como hardware e software do roteador, disponibilidade de recursos e um
resumo da configuragao. Os circulos verdes mostram os recursos suportados neste roteador


/c/pt_br/support/docs/cloud-systems-management/configuration-professional/111999-basic-router-config-ccp-00.html
/c/pt_br/support/docs/cloud-systems-management/configuration-professional/111999-basic-router-config-ccp-00.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/v2_5/rlsnts/ccp_rel_notes.html#wp45125
/c/pt_br/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/c/pt_br/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
http://www.ietf.org/rfc/rfc1918.txt?number=1918

e os circulos vermelhos mostram os recursos nao

suportados.
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2. Escolha Configure > Interfaces and Connections > Create Connection para configurar a
conexao WAN para a interface.Por exemplo, para a interface serial 2/0, escolha a opgéo

Serial e clique em Create New Connection.Observagdo: para outros tipos de interfaces como

Ethernet, escolha o tipo de interface respectivo e continue clicando no botao Criar nova
conexao.
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3. Clique em Avangar para continuar assim que esta interface for
exibida.



serial Wizard x|
WAN Wizard

Welcome to the Serial WAN Configur ation Wizard

This wizard will allow you fo configure a Serial interface for Internet connectivity

Three types of Serial ¥AN connections are suppored:

*  Frame Relay
*  HOLC

* PR

To confinue, click Mext.

...........

|Fini:'n| cancel| Help |

4. Selecione Serial interface 2/0 (desejada) na opcao Available Interfaces (Interfaces
disponiveis) e clique em Next

(Avangar).




fseratwizard x|
WAN Wizard

Select interface

Select an Interface for the WaK connaction,

Ayailable Intarfaces:

<Back | Net> | Firien | cancel| Hep |

5. Escolha o tipo de encapsulamento para a interface serial e clique em

Avangar.




Serial Wizard - Serial2/D{Sync/Async) EI

Configure Encapsulation

Interface: Serialdi

Choose the encapsulation tvpe for this connection.

The High-Level Data Link Ciontrol (HDLC) connection connecls
a synchronous serial port (also0 known as a leased ling)

on A router, access server to connact o & router, access
serer, or corporate network. These routers or access

sarvers must be Cisco devices.

" Frame Relay

T Point-to-Polnt Protocal

" High-Level Data Link Control

<Back | Mest> | Finisn | cancel| Heip |

6. Especifique o enderecgo IP estatico com a mascara de sub-rede correspondente para a

interface e clique em
Préximo.




Serial Wizard - Serial2 /0{Sync/Async) x|

IP adidress:

Enter the IP address forthis connection

& Stallc IP address

IP address: [192.168.1.1
subnet mask: |255.255.255.I] ar 24 E
" IP Unnumbered to: | Etrarmetiin [ |

You can configure this interface to perform dmamic DMS updates by checking the
checkbox balow.

[™ Enable Dynamic DNS EI',.im*ni;EI‘!E...l

<Back | Nest> | Finisn | cancer|  Heip |

7. Configure o roteamento padrao com parametros opcionais, como o enderecgo IP do proximo
salto (192.168.1.2, conforme diagrama de rede) fornecido pelo ISP e clique em

Préximo.




Serial Wizard - Serial2 /0{Sync/Async)

Advanced Options

There is no static route configured on the router, & default static route ensures that
outgoing fraffic will always be sent o another router on the network.

W Default Static Route!

~ Usge this Interface a5 Forwarding Interface

{+ NextHop IP address [1921681.2
{ffyour ISP has grven you a next hop IP address enter it here)

PAT is not confipurad on any router interface. Confguring PAT allows miultiple
devices on the LAM to share this WaN connection.

I Port Address Translation

LA rterface to be trans!ated F = otEtharnet i j

-Eackl Mext = I Finish I Cﬂnnall Help I

Essa janela € exibida e mostra o resumo da configuragao definida pelo usuario. Clique em

Finish.
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WAN Wizard Summary

Flease click Finish to deliver ta the router

delected Imerface Serlalil
Encapsulation : HOLC
IF address: Siatic
IF address: 19216811
Subnet mask 1255.255.255.0

Detault Route:
Deslination Prefiz 0.0.0.0
Destination Prefix Mask 0.0.0.0
Fongarding IF address (B2l Inferface)192.168.1.2

4

[~ Testthe connectivity after configuring

-

Help |

Essa janela é exibida e mostra o status de entrega de comando ao roteador. Caso contrario,
ela exibira erros se a entrega do comando falhar devido a comandos incompativeis ou

funcionalidades sem

Comnmands Delivery Status

Zommand Delivery Status:

X

Freparing commands for delivery...
Submitting 6 commands, please wait...
Configuration delivered to router.

K

oK |

suporte.

[

o

8. Escolha Configure > Interfaces and Connections > Edit Interfaces/Connections para

adicionar/editar/excluir as varias
interfaces.
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Realce a interface com a qual vocé deseja fazer alteragdes e clique em Editar se quiser
editar ou alterar a configuragéo da interface. Aqui vocé pode alterar o endereco IP estatico
existente.



Interface Feature Edit Dialog -Serialz,/0

Connection | Azsociation \[ NAT\[ General \[Applicatiun Service \|

Encapsulation: HDLC

IP address |Static IP address j

IP address:  |192.168.1.1

Subnetmask: |255.255.255.0 ar IHE

Cynamic DS Method; Tl

Cancel Help

Configuracdo do NAT

Configuracdo do NAT dinamico

Conclua estes passos para configurar o NAT dinamico em um roteador Cisco.

1. Escolha Configurar > NAT > NAT basico e clique em Iniciar a tarefa selecionada para
configurar o NAT
basico.
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Next.
Basic NAT Wizard " E
NAT Wizard Welcome to the Basic NAT Wizard
Nebwosk Address Translalon

This wizard lets you connectthe PCs and hosts on your LAN {o the Internet

To connectthe PCs and hosts to the Internet, you must perdorm these tasks:

* Choose the interface that is connected fo the Internet or to vour Internet
semce provider.

* Choose the networks on the LAM that are to share the Internet connection.
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3. Escolha a interface que se conecta a Internet ou o ISP e o intervalo de endereco IP para que
0 acesso a Internet seja

compartilhado.




Basic NAT Wizard

NAT Wizard

Metwirk Adness Transiabon

Sharing the Internet Connection

ITthis router has & connection to the Intemet, specify how you want FCs and hosts
on the LAM to share this connection,

Choose tha interface that connects to the Intermet or your Internet sarvice provider:

|Serial2i0 >|  Details.. |

The fallowing ranges of IP addresses are allocated to netwarks directly connected
to the router, Chack the box next to each network that is to share the connection
that yvou speciiied:

| IF address range Connected Through Comment

Fastethermetl)l

™ [192.168.1.0t0 192.168.1.255 Serial2/

Mote: To configure NAT on an interface marked as Designated, exit this wizard, click
Edit NAT Configuration, and uncheck that interface in the Designate MAT Interfaces
window. For details see help.

=:Elar:|-:| et = | Finish | Cancel| Help

4. Essa janela € exibida e mostra o resumo da configuracao definida pelo usuario. Clique em

Finish.



NAT Wizard Summary of the Configuration
Metwork Address Trapslation

Click finish to deliver the configuration to the router.

Interface that is connected to the Internet or to your Internet service provider:
Serial2im

IF address ranges that share the Internet connection:
172161 0t 172 16.1.2584

= Back | [exd=

5. A janela Editar configuracdo do NAT mostra a configuragdo do NAT dindmico com o
endereco IP traduzido sobrecarregado (PAT). Se vocé quiser configurar o NAT dinamico
com um pool de enderecos, clique em Pool de

enderecos.
Craate NAT Configuration | Edit MAT Configuration

Designate MAT Interfaces.. | Addrass Pool.. Transkation Tirmeouts|

Matwork Addrass Translation Rules
Ingide Interfaceds): FasiEthernetiii

Outside Interfaceds).  Serial2/0

Original address Translated addrass Rule Type
17216.1.0-172.16.1.255 182163.1.1

6. Clique em



Address Pools

addresses.

Address Pools are used to configure Dynamic Metwork Address Translation

Foaol Mame

Address

Add...

=ilji..

[Delete

Add. o

" Clane selected Entry an Add

izancel

Help

Aqui

sao fornecidas informag¢des como o nome do pool e o intervalo de enderegos IP com a
mascara de rede. Pode haver momentos em que foi atribuida a maioria dos enderegos no
pool, e o pool de enderegos IP esta quase esgotado. Quando isso ocorre, a PAT pode ser
usado com um unico endereco IP para atender as solicitagdes adicionais para enderecos IP.
Marque Port Address Translation (PAT) se desejar que o roteador use a PAT quando o pool
de enderecos esta préximo da
Add Address Pool

Foaol Mame:

pool

v :Port Address Translation(PATY

IP address:  |192.168.1.3 - [19z.188.1.10
Metwork Mask: |255.255.256.0  ar |24 E
Ok Cancel | Help |

deplecgéao.

7. Clique em



Address Pools

Address Pools are used to configure Dyvnamic Metwark Address Translation

addresses.
Fool Marme Address
pool 192 168.1.3-192168.1 " Add..
Edit...
Delete
[~ Clane selected Entry on Add
]9 icancel Help
Add.
8. Clique em
Editar.
Create NAT Configuration | Edit MAT Configuration
Designate NAT Interfaces | Address Pool,. | Translation Timeouts
Meteork Address Translation Rules
Inside Intarracads): FasiEtharnatlio
Qutside Interface(s).  Seralim
Original address Translated address Rule Tvpe i |
172164.0-172 16,1255 19216811 Ciynamic

9. Escolha Pool de enderegos no campo Tipo, fornega o nome para o Pool de enderegos como
pool1 e clique em



Edit Address Translation Rule

{ Static {* Dynarmic

Direction: |Fr|:|m inside to outside j

Translate from interface

Inside Interfacels): FastEthernet1/0

ACL Rule: i Tl

Translate to interface

Cutside Interfacels): Serial2ii
Type: |address Paal |
Interface

[nterace: Address Pool

Address Pool: Ipu:u:ul“l Tl
OK.

10. Essa janela mostra a configuragdo do NAT dindmico com o pool de enderecos. Clique em

Designar interfaces do

NAT.
" NAT

Create MAT Conflguration  Edit NAT Conflgurathon

Desionate MAT Inferfaces... I Address Fool... | Tranzlation Tirmaouty

Hetwork Address Translation Rules
Inside Infarface(s). FazlEthemet1io

Dulside Inarfaca(s).  SerialZd

Criginal address Translaied address Rule Type T wad T
172 16.1.0-172161.255 192.168.1.3-192168.1.10 Cymamic

Edit..

Delete

Use essa janela para designar as interfaces internas e externas que vocé deseja usar nas
traducdes de NAT. O NAT usa as designacdes internas e externas quando interpreta as
regras de traducao, pois as tradugdes sao realizadas de dentro para fora ou de fora para
dentro.Quando designadas, essas interfaces sao usadas em todas as regras de tradugao
do NAT. As interfaces designadas aparecem acima da lista Regras de tradugao na janela



MAT Interface Setting i

Selectthe list of interfaces that you want to desighate as
inside f outside.

interface insideftrusted) outsideiuntruste
FastEthernet! /0 ~2 r
Serial2i0 - 3

]38 Cancel Help |

principal do NAT.

Configuragdo do NAT estatico

Conclua estes passos para configurar o NAT estatico em um roteador Cisco.

1. Escolha Configure > NAT > Edit NAT Configuration e cligue em Add para configurar o NAT

estatico.
" MAT

Create MAT Confguration  BEdii WA T Conficuration

Designate MAT Interfaces, Address Pool, Translation Timeouts

Matwork Address Translation Rules
Inside Interfaceis): FasiEthermet!/d

Dutside Interface(s).  Senali

original address Translated adiress Rule Type T Add.

2. Escolha a Diregao de dentro para fora ou de fora para dentro, especifique o endereco IP
interno a ser convertido em Translate from Interface. Para a area Converter em Interface,
selecione o Tipo.Escolha Enderego IP se quiser que o Enderego de origem da tradugéao seja
traduzido como um enderego IP definido no campo Enderego IP.Escolha Interface se vocé
quiser que Endereco de origem da tradugéo use o enderego de uma interface no roteador.
Endereco de origem da tradugéo é traduzido como o endereco IP atribuido a interface que
vocé especifica no campo Interface.Marque Redirecionar porta se quiser incluir informagdes
de porta para o dispositivo interno na tradugdo. Essa opg¢ao permite que vocé use 0 mesmo



endereco IP publico para varios dispositivos, desde que a porta especificada para cada
dispositivo seja diferente. Vocé deve criar uma entrada para cada mapeamento de porta
para este Endereco de destino da traducgao. Clique em TCP se este for um nimero de porta
TCP e clique em UDP se for um nimero de porta UDP. No campo Porta original, digite o
numero da porta no dispositivo interno. No campo Porta traduzida, digite o numero da porta
que o roteador deve usar para esta traducido. Consulte a secdo Permissao para que a
Internet acesse dispositivos internos de Configuracéo de traducao de endereco de rede:

Introdugdo.
Add Address Translation Rule i ""'L!*‘": ‘?ﬂ

{* Static " Dynamic

Direction: iFru:um inside to outside _'_J

Translate from interface

Inside Interface(s):

IP address: 1721611

Metwark Maskioptional): ar I E

Translate to interface

Dutside Interfaceis):

Type: IP address |
Intetace: FastEthernet1/0 j
P address: 192.168.1.3

v Redirect Port
* TCP " UDP

Qriginal Port: lEIIIIEHII Translated Port | 80)

ik | icancel | Help |

Esta
janela mostra a configuragao do NAT estatico com o redirecionamento de porta
habilitado.
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251 AT

Create MAT Configuration ' Exfit MAT Enrﬁguraiim.'

Designate MAT Interfaces... | Address Pool.. | Transiation Timeouts... |

—— Metinrk Address Treanslation Rules

Inside Inderfacads):

Outzide Interfaceds);

Origingl address Transiated aodress Rule Type T

172.16.1.1 (B0BM 1092.168.1 3 ()
Eat. |
Deleie |

Wiew Route MAR I

Configuracédo de roteamento

Configuracdo de roteamento estatico

Conclua estes passos para configurar o roteamento estatico em um roteador Cisco.

1. Escolha Configure > Routing > Static Routing e clique em Add para configurar o roteamento
estatico.

- Routing

Static Routing |  Doiete | Deee A
Cestnation Hetwark Farwarding
Prefx Frefiz Mask Intarface or [P addrezs Distance PermanentRoutz | Track|

0.0.0.0 192.168.1.1

2. Insira o endereco da rede de destino com mascara e selecione a interface de saida ou o
endereco IP do préoximo



Add IP Static Route

— Destination Netwark

Frefix: 10.1.1.0

Frefix Mask: 255.255.255.0

[ Make this as the default route

—— Forwardingd Bext Hop )

™ Interface: Ethernetsm =]
t* |P Address: 182.168.1.2
— Qptional

Distance metric for this route: |1

[~ Permanent route

Ik | Cancel | Help | .

salto. Essa janela mostra
a rota estatica configurada para a rede 10.1.1.0 com 192.168.1.2 como o endereco IP do
proximo
salto.

* Reuting

Stalic Routing [ Add.. | Edit. Dialela Dizleta Al

Dastination Metsark Forssarding Optianal

Frefix FrefizMask Interface or IP addrass Dislance Fermanent Rouls Track

255 255 255.0 156216812

Configuragdo de roteamento dindmico

Conclua estes passos para configurar o roteamento dindmico em um roteador Cisco.

1. Escolha Configurar > Roteamento > Roteamento dinamico.
2. Selecione o RIP e clique em
Editar.



Routing

Secuiy Rudit
-

Fouting

SR

[\ d

Static Recating Amd. | Edi | Gaete | Delstas
Destinston Hetsork Forsardng Optional
Pre Prefis WMask Iterace of IF aderess | Distance | Permanen moute | Trae
i |
Dhmanic Reuling

Digabled

[risakbled

. Marque Ativar RIP, selecione a versao do RIP e clique em



tdit 1P Dynamic Houking

RIP | OSFF | EIGRP |

..... IF Enahle H”j

RIP version i~ version 1 i+ version? " Default

1721.0.0

Add...

elete

Available Interface List Make the Interface Passive

Ethernetl/o
FastEthernet1/0
Serialdin
Serialn
Serialdiz
Serialdra

NN RN . .

014

Adicionar

Cancel | Help |

Add a Metwork

Metwark: |1 721.1.0

Dk | Cancel |

4. Especifique o endereco de rede a ser anunciado.




5. Click OK

Edit 1P Dynamic Houking

RIP | OSFF | EIGRP |

¥ Enahble RIP

[P Metwork List

RIP version i~ version 1

i+ version? " Default

1721.0.0

Add...

elete

Available Interface List

Make the Interface Passive

Ethernetl/o
FastEthernet1/0
Serialdin
Serialn
Serialdiz
Serialdra

NN RN . .

1 Cancel

Help

6. Clique em Entregar para transferir os comandos para o

roteador.




Deliver Contiguration to Roukter

Deliver delta commands to the router's running config.

Freviewy comimands that will he delivered to the router's running configuratian.

rauter rip

wersion 2

ho auto-summary
hetwork 172.1.0.0
exit

[
The differences between the running configuration and the stadup configuration are lost when

rauter is turned off.

[ Save running config. to router's startup config.

This operation can take several minutes.

Deliver | Cancel | Eavetnﬂlel Help |

Essa janela mostra a configuragao de roteamento de RIP

dindmico.
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Diversas configuracoes

Conclua estes passos para configurar as outras configuragdes basicas em um roteador Cisco.

1. Escolha Configurar > Tarefas adicionais > Propriedades do roteador e clique em Editar se

desejar alterar as propriedades do nome do host, nome do dominio, banner e Ativar senha
secreta de um



roteador.

# Additional Tasks
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2. Escolha Configure > Additional Tasks > Router Access > User Accounts/View para
adicionar/editar/excluir as User Accounts ao
roteador.

W Additional Tasks

- Router Properlies User Accounts/fiew add .| Edit. | Delets |
~A DigberTime
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Privilege Level: |1 *I

T mssaciate a View wih the user
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Ok
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3. Escolha File > Save Running Config to PC... para salvar a configuragdo na NVRAM do
roteador e no PC e redefinir a configuragao atual para as configuragbes padrao (de
fabrica).

cancel | Help |
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. V& para a barra de tarefas e escolha Editar > Preferéncias para ativar estas op¢des de
Preferéncias do usuario:Visualizar comandos antes de entregar ao roteador.Salvar arquivo
de assinatura na Flash.Confirme antes de sair do SDM.Continue monitorando o status da
interface ao alternar entre modo e
tarefa.

User Preferences %

Select your preferences and click the OK button to aclivate them. These preferences are saved as a
cookie inyour browser. Fcookies are disabled inyour broweser, it onky applies to the current session.
To rastore the default settings, click the Default button and then click Cikd

I~ {Preview commands before delivering to router.i

v Save signature file to Flash.
v Confirm before exiting fram SO,

v Continue monitoring interface status when swilching modefask
Masdirmum number of interfaces to monitor: |4

oK Cancel |  Defaurt | Help

. Escolha Exibir na barra de tarefas se desejar:Exiba as paginas Home, Configure ou
Monitor.Exibir a configuracao atual do roteador.Exibir varios comandos show.Exibir regras
padrao de SDM.Escolha Refresh para sincronizar a configuragao do roteador se houver
algum configurado através da CLI com
SDM.
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Configuragéo de CLI

Configuragdo do roteador

Router#show run

i

version 12.4

1

hostname Router

!
boot-start-marker

boot-end-marker
1

!
no aaa new-model
1

resource policy

Building configuration...

Current configuration : 2525 bytes

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

no logging buffered
enable password cisco

!--- RSA certificate generated after you enable the !---




ip http secure-server command.

crypto pki trustpoint TP-self-signed-392370502
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-392370502
revocation-check none
rsakeypair TP-self-signed-392370502
1
!
crypto pki certificate chain TP-self-signed-392370502
certificate self-signed 01
3082023C 308201A5 A0030201 02020101 300D0609 22864886
F70D0101 04050
30312E30 2C060355 04031325 494F532D 53656C66 2D536967
6E65642D 43657
69666963 6174652D 33393233 37303530 32301E17 0D303530
39323330 34333
375A170D 32303031 30313030 30303030 5A303031 2E302C06
03550403 13254
532D5365 6C662D53 69676E65 642D4365 72746966 69636174
652D3339 32333
35303230 819F300D 06092A86 4886F70D 01010105 0003818D
00308189 02818
C86COF42 84656325 70922027 EF314C2F 17C8BBE1l B478AFA3
FE2BC2F2 3C272
A3B5E13A 1392A158 73D8FEOD 20BFD952 6B22890C 38776830
241BE259 EE2AA
CF4124EA 37E41B46 A2076586 2F0F9A74 FDB72B3B 6159EEF7
0ODEC7D44 BE489
9E351BF7 F5C808D9 2706C8B7 F5CE4B73 39ED8A61 508F455A
68245A6B DO72F
02030100 01A36630 64300F06 03551D13 0101FF04 05300301
01FF3011 06035
11040A30 08820652 6F757465 72301F06 03551D23 04183016
80148943 F2369
ACD8CCA6 CAO04EC47 C68B8179 E205301D 0603551D 0E041604
148943F2 36910
D8CCA6CA 04EC47C6 8B8179E2 05300D06 092A8648 86F70D01
01040500 03818
3B93BO9DC 7DA78DF5 6D1D0D68 6CEQ075F3 FFDADOFB 9C58E269
FE360329 2CEE3
D8661EB4 041DEFEF E14AA79D F33661FC 2E667519 E185D586
13FBD678 F52E1
E3C92ACD 52741FA4 4429D0B7 EB3DF979 0EB9D563 51C950E0
11504B41 4AE79
ODDOBE16 856B688C B727B3DB 30A9A91E 10236FA7 63BAEACB
5F7E8602 0C33D
quit

1

!

!--- Create a user account named sdmsdm with all
privileges.

username sdmsdm privilege 15 password 0 sdmsdm
1




1

1

!

interface Ethernet0/0

no ip address

shutdown

half-duplex

!

!--- The LAN interface configured with a private IP
address. interface FastEthernetl/0 ip address 172.16.1.2
255.255.255.0 !--- Designate that traffic that
originates from behind !--- the interface is subject to
Network Address Translation (NAT). ip nat inside

ip virtual-reassembly

duplex auto

speed auto

!

!--- This is the WAN interface configured with a
routable (public) IP address. interface Serial2/0 ip
address 192.168.1.1 255.255.255.0 !/--- Designate that
this interface is the !--- destination for traffic that
has undergone NAT. ip nat outside

ip virtual-reassembly

!

interface Serial2/1

no ip address

shutdown

!

interface Serial2/2

no ip address

shutdown

!

interface Serial2/3

no ip address

shutdown

!

!--- RIP version 2 routing is enabled. router rip
version 2 network 172.1.0.0 no auto-summary !/--- This is
where the commands to enable HTTP and HTTPS are
configured. ip http server ip http secure-server ! !---
This configuration is for dynamic NAT.

1
!--- Define a pool of outside IP addresses for NAT. ip
nat pool pooll 192.168.1.3 192.168.1.10 netmask

255.255.255.0 !/--- In order to enable NAT of the inside
source address, !--- specify that traffic from hosts
that match access list 1 !--- are NATed to the address

pool named pooll. ip nat inside source list 1 pool pooll
! I——- Access 1list 1 permits only 172.16.1.0 network to
be NATed. access-list 1 remark SDM_ACL Category=2
access-list 1 permit 172.16.1.0 0.0.0.255 ! 1--- This
configuration is for static NAT

!--- In order to translate the packets between the real
IP address 172.16.1.1 with TCP !--- port 80 and the
mapped IP address 192.168.1.1 with TCP port 500. ip nat
inside source static tcp 172.16.1.1 80 192.168.1.3 500
extendable

1




1

!--—- The default route 1is configured and points to
192.168.1.2. ip route 0.0.0.0 0.0.0.0 192.168.1.2 ! ! [I-
-- The static route is configured and points to
192.168.1.2. ip route 10.1.1.0 255.255.255.0 192.168.1.2

! I control-plane ! ! ! ! 1 1t 1 1 1 1 line con 0 line
aux 0 !--- Telnet enabled with password as sdmsdm. line
vty 0 4 password sdmsdm login ! ! end

Escolha Configurar > Interface e conexdes > Editar conexdes de interface > Testar conexao para
testar a conectividade completa. Vocé pode especificar o enderecgo IP remoto final ao clicar no
botédo de radio Especificado pelo usuario.

x

| IF address f hosthame

Select a ping option, enter the required value and click Start

" Aautomatically determined by SDM (% User-spacified 182168.1.2

(= Surrmary & Detais
[ formation Xs
Cheacking inten 1]
Checking inter ucces sl
Checking exit i @ Test Connection successfull ueeassful
Pinging to desi uccessiul

The connection is up on the selacted inferface,

Failure Reason(s) Recommended Action(s)

Start | Save Report., Cloge Help

Troubleshoot




A Output Interpreter Tool ( somente clientes reqistrados) (OIT) oferece suporte a determinados
comandos show. Use a OIT para exibir uma analise da saida do comando show.

Nota:Consulte Informagdes Importantes sobre Comandos de Depuragao antes de usar os
comandos debug.

Vocé pode usar essas opgoes para solucionar problemas:

- Escolha Ferramentas > Atualizar SDM na barra de tarefas para fazer ping, executar telnet e
atualizar o SDM para a versao mais recente. Vocé pode fazer isso no Cisco.com, no PC local

Oou no
i Do Rouber and Securiky Dewvioe Mansger (SO 172.16.1.2 _ID ﬁ]
Fea Edit iews [EEER Heo _
Zaarh... . CIsco SYs1EMS
Fmg. .
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Efemesin ni [P adiress Efemel i & Do
Frevasl! and AL FaslFihernet il 1T2.410.1.2 1061 ONESuwmed | & Lin
I Sarlalan Sarlal Synciésync I 1% Up
# Sarial2 o 1P aderess Sarial Syneihsyne z @ Do
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- Escolha Help > About this Router para exibir informagdes sobre a configuragéo de hardware
do


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Hardware,/Software Details

@

Hardware Details | Software Details ]

Hardware Configuration

B9 Cizco 3640 (R4700) - =Routers |

~E=R gt 0 1 Bthernet and 2WIC slots Metwork Module
~E= g0t 1: 1 Fast Ethernet and 2 WIC slots Metwork Mad
~E= oot 2 4 Port AsynciSyhc Metwork Module

~ &5 =lot: 1 SME(Free spaceshE)

~ &5 flazh: 31 MB(Free spacelME)

roteador

Zlose

IEs

sa janela mostra informagdes sobre a imagem do 1I0S armazenada no



Hardware /Software Details

roteador.
- A opcao Help fornece informacgdes sobre as varias opgdes disponiveis no SDM para a

configuragao dos
roteadores.



a Ciscn Router and Security Device Manager Online Help - Microsoft Inbernet Explorer

Filr Edt  ‘Wew Fawvodbes Tools Habp

daBack = = -

D 2 A Dsesch [BFavoites FHedin (B | - S O

Ackdress [4] hirp:){127.0.0.1: 1061 helprsdmindes: bl Inte oDt html# 1083562
=] [ search

Google - |

Clack Srateas
AL
Home Seanch

L ComtEiiss ] Index |

Hame Page

LAMN Wizard
Ethernet Lonfiguration
LAM Wizard: Select an Intarface
LAN Wizard: IP Address and Subne!
LAM Wizard: Enable DHCP Server
LAN Wizard: DHCP Address Pool
DHCP Options
LAN Wizard: VLAN Mode
LAN Wizard: Switch Pont
IRE Bridyge
BYI Configuration
DHCP Pool for BY
IRA for Ethernet

g0 Dhdblaced | "% check = 5 Aualik | | AuFl pd options 6

and Security Device Manager Online Help

Using Help Glossany Yiew PDF

Edit Interface/Connection

This wandowy displays the router's intemaces and connections. The
windowy also enables you to add, edit, and delete connections, and
to enzble or disable connections

Add

Clicking the Add buthon displays a drogedown menu. This menu will
abways have options to add a new loopback o tunnel interface,
and It there @re switch ports present on the router, this menu vall
have an option to add a new YLAMN. When you choose an
unconfigured interface, and click Add, the menu contains choices

x| e |Li|-J-u =

for adding a connection on that interface.
Layer 3 Ethernet Configuration

80210 Configuration

Trunking or Houting Configuration

Configure Switch Device hModule

Configurs Gigabit Ethernat Interdface
Summany

How Do [...

if wiou wiant to reconfigure an interface, and see no choices except
Loopback and Tunnel when you chck Add, choose the interace
and click Delete. All the types of connections available for that kind
of interface will appear inthe Add menu. Click Available Interface
Confiaurations 1o see what confiourations are availabla for an

Compatibilidade de SDM com SO de 64 bits

O SDM nao é suportado em maquinas com SO de 64 bits. Vocé deve instalar o SDM no roteador
e acessa-lo através do navegador da Web.

Consulte a Tarefa 4: Instale os arquivos SDM para obter mais informacgdes sobre a instalagédo de
arquivos SDM no roteador.

Nao é possivel iniciar o SDM por meio do nhavegador da Web

Problema

Quando vocé usa o SDM através do navegador da Web, uma mensagem de erro de inicializagao
de SDM é exibida.

Solugéo 1

O problema pode estar na versao do Java. A atualizagao do Java pode nao ser compativel com a
versao SDM. Se a versdo do Java for Java 6 update 12, desinstale essa versao e instale o Java 6
update 3. Isso corrige o problema. Consulte a se¢céo Versdes do navegador da Web e Versdes do
ambiente de tempo de execucdo Java da Nota de versdo do SDM 2.5 para obter mais
informagdes sobre a compatibilidade. O SDM versao 2.5 é executado nas atualizagbes 2 e 3 do
Java versao 6.

Solugéo 2



//www.cisco.com/en/US/products/sw/secursw/ps5318/prod_installation_guide09186a00803e4727.html#wp65518
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Habilitar Permitir que o conteudo ativo seja executado em arquivos em Meu computador nas
opc¢oes do Internet Explorer para resolver o problema.

1. Abra o Internet Explorer e escolhaFerramentas > Opgoes da Internet > Avangado.

2. Na segédo seguranga, certifique-se de que as caixas de selegado ao lado das opg¢des Permitir
que o conteudo ativo seja executado em arquivos no meu computador e Permitir que o
conteudo ativo instale o software mesmo que a assinatura seja invalida estejam marcadas.

3. Agora clique em OK e reinicie 0 navegador para que as alteragdes entrem em vigor.

Erro: estouro de pilha java.bling

Problema

N&o consigo me conectar ao SDM e recebo esta mensagem de erro:

java.bling stack over flow

Solugédo

Esse problema geralmente ocorre quando o codigo Java verséo 1.5.0_06 € usado. Para obter

informagdes sobre como resolver esse problema, consulte O usuario ndo consegue se conectar
ao Security Device Manager (SDM) e recebe a mensagem de erro java.bling stack over flow.

Informacoes Relacionadas

- Guia de instalacédo do Cisco Security Device Manager
- Pagina de suporte de produto da Cisco - Roteadores

- Pagina de suporte do Cisco Configuration Professional
. Pagina de suporte de NAT

- Suporte Técnico e Documentagio - Cisco Systems
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