Configurar o acesso do console APP para o
Cisco 10x
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Introduction

Este documento descreve como configurar o acesso do console APP para o Cisco |IOx. Para ter
acesso sem uma senha ao Guest OS (GOS), o acesso do console appprecisa ser configurado
para as chaves que ja sao fornecidas no Cisco 10x Local Manager.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- |Ox precisa ser instalado;
http://www.cisco.com/c/en/us/td/docs/routers/access/800/829/software/configuration/quide/IR8
00config/guest-os.html

- APP instalado;
http://www.cisco.com/c/en/us/td/docs/routers/access/800/software/quides/iox/fog-
director/reference-quide/1-2-0/fog_director_ref quide/apps_page.html#78926

Componentes Utilizados
As informacgdes neste documento sdo baseadas nestas versdes de software e hardware:

- Gerenciador local do 10x
- Windows Client PC

- putty.exe

- puttygen.exe

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.


/content/en/us/td/docs/routers/access/800/829/software/configuration/guide/IR800config/guest-os.html
/content/en/us/td/docs/routers/access/800/829/software/configuration/guide/IR800config/guest-os.html
/content/en/us/td/docs/routers/access/800/software/guides/iox/fog-director/reference-guide/1-2-0/fog_director_ref_guide/apps_page.html#78926
/content/en/us/td/docs/routers/access/800/software/guides/iox/fog-director/reference-guide/1-2-0/fog_director_ref_guide/apps_page.html#78926

Configurar
1. Na pagina Admin do gerenciamento do APP, clique em Gerenciar.
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nettest 1463120466110 pass neftest RUNMING stop manage to address different ports used by different apps 1
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2. Clique na guia App-info.

Applications Cantridges System Info System Setting Middleware Senvice nettest 1463120486110

Resouirces AppConfiy  App-DataDit  Logs

Application information Requested Resource
] nettest_ 1963129486110 Cpu: 150 cpu-units
Stater RUNNING Memory: 150 M8
Name; nettest Profile: custom
Disk: M8
Cartidge Required: = python 2.7
Version: 1 Network information
athis Cisco Systems Imterface-name: #ho
Author link: hitp:/ fwwew.cisco.com
Application type: pazs Bioweea=go
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Dick: 0.02 M8
Network: 11197704 bytes
App Access
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3. Clique no arquivo .pem para ver a chave pvt no navegador.
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4.Copie o conteudo da chave pvt e salve-o no desktop do PC cliente como arquivo txt.

5. Execute o puttygen.exe e importe a chave que vocé acabou de baixar, navegue até
Conversoes e importagao.
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Actions

(zenerate a public/private key pair i (aenerate i

Load an existing private key file | Load |

Save the generated key | Save public key 11 Save prvate key ]

Farameters

Type of key to generate:

(71 55H-1 (RSA) @ S5H-2 RSA ("1 55H-2 DSA

Mumber of bits in a generated key: 2048

Depois que o arquivo for importado, sera necessario salvar a chave privada com a extensao .ppk.
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Public key for pasting into Open55H authorized _keys file:

ssh+sa -
AAAABINzaClyc 2ZEAAAADAGQABAAAAGD DppPhuERE3MDTIGAIRy UpneRv/laPm7iu [ |
. vEc Tk HMpxedE/Csz 2nzDalicydqbbzlgDesw HXWsyuv UEPVMYPHnNsebrMN/325ggN | =
| BmgkFQv4rBME12wFGp T
+3UalkvtysShv BIZZ9Gzd TAGKWOWD4p UTWF RamMNAWICMEvzlc )Y #jQ== -

Key fingerprint : sshrsa 1024 12:62:6efa:5:11:cabd:5d:26:afZ22:cc:51:54:5

Key comment: imported-opensshtey

Key passphrase:
Confirm passphrase:

Actions

Generate a public/private key pair 3enerate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(71 §5H-1 (RSA) @ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated lkey: 2048

L -

Abra o putty.exe agora para estabelecer a conexao. Vocé precisara apresentar a chave privada
putty.exe que acabou de ser gerada.
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Use o usuario appconsole.

‘ Category:

----- Keyboard Options controlling 55H authentication
..... Bell

ks Eobrigiis || Bypass authentication entirely (SSH-2 only)

EI Window Display pre-authentication banner (SSH-2 only)

L Fﬂpea@nce Authentication methods
----- Behaviour
_____ Tesikt Attempt authentication using Pageant

|| Attempt TIS or CryptoCard auth (SSH-1)
Attempt “keyboarddinteractive” auth (S5H-2)

Authentication parameters

(| Allow agent forwarding
|| Allow attempted changes of usemame in 55H-2
Private key file for authentication:

=\Desktop“appconsole’ 0309 ot ana g | Browse... |
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%
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Appearance

Behaviour
Translation

T ".-':\.h' =

Use o numero da porta que vocé configurou anteriormente para o loX GOS.

- Data to send to the server
Login details
... Autodogin usemame appconsole]
When usemame iz not specified:
@ Prompt () Use system usemame (sciric)
Teminal details
Teminaltype string aterm
Teminal speeds ?'33-14]1]3341]1]
= Environment varables
Variable | Add
Value @
- I
Open Cancel | !
——— ==
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Categary:
=- Sgassinn - | Basic options for your PuTTY session |
e TE"" I_.uglging Specify the destination you want to connect to
e Host Name (or P address) Pot
. Ball 192.0.2.1 22223
- Features Connection type:
=- Window “yRaw () Telnet () Rlogin @ SSH () Seral
FGPEEF”EE Load, save or delete a stored session
- Behawviour
- Translation 2 Saved Sessions
- Selection
- Colours -
Default Settings -
=) Connection |—| i
Data = SE'UE'
~ Proogy =
- Telnet Delete
- Rlogin -
=-55H
o il Close window on exit:
" Auth (T Mways () MNever @ Only on clean exit [
Y 1
LR i
About | Open || Canesl

Vocé deve conseguir fazer login no Console.

Verificar

Use esta segao para confirmar se a sua configuragao funciona corretamente.

Execute esse comando no roteador instalado com GOS.

#sh ip nat translations

IR829GW_SJ_desk#sh ip nat translations

Pro
tcp
tcp
tcp

Inside global
192.0.2.1:2222
192.0.2.1:2222
192.0.2.1:8443

Inside local

Outside local

Outside global

192.0.6.1:22 203.0.113.1:57551
192.0.6.1:22 - I
192.0.6.1:8443 - I

Troubleshoot

Esta segao disponibiliza informagdes para a solugéo de problemas de configuragao.

203.0.113.1:57551



Inicie a solucéo de problemas no lado do cliente com o botao direito do mouse em putty.exe e va
para o registro de eventos.

201740310 07:13:51  sshisa 2048 d7:49:07:47.66:7/:0e:ca:37:89bd:31:79:81:3:31 .
20170310 07:13:81  Initialised AES-256 SDCTR client-:server encryption
A01703-1007:13:51  Intialised HMAC-5HAT client-»server MAL algorithm
20170310 07:13:81  Initialised AES-256 SDCTR server-:client encryption
201703-1007:13:51 Initialised HMAC-5HAT server-=client MAC algorthm
201740310 07:13:52 ing keyboardinteractive authentication
20170310 07:13:54

Z01703-1007:13:54  Opening session as main channel
2017403-1007:13:54  Opened main channel

A017403-1007:13:54  Allocated pty (ospeed 38400bps, ispeed 38400bps)
201703-1007:13:54  Started a shell/command

Copy | | Close

Para verificar erros, faga o download do auth.log do 10x Local Manager. Vocé pode encontrar na
pagina Informagdes do sistema no Gerenciador de 10x local na segao Logs.

» Logs

| Logging Management |

Log name Timestamp Log Size View

caf.log Fri Mar 10 13:31:13 2017 26006 download
obd.log Fri Mar 10 13:31:08 2017 3127751 download
dmao.log Wed Mar 8 00:11:59 2017 636 download
tpmc.log Fri Mar 10 13:25:32 2017 317548 download
Mmessages Wed Mar 8 19:11:46 2017 37626 download
debug Wed Mar 8 00:12:41 2017 5103 download
news.notice Wed Mar 8 00:11:15 2017 0 download
MEWS. 8IT Wed Mar 8 00:11:15 2017 0 download
news.crit Wed Mar 8 00:11:15 2017 0 download
mail.err Wed Mar 8 00:11:15 2017 0 download
mail.wam Wed Mar 8 00:11:15 2017 0 download
mail.info Wed Mar 8 00:11:15 2017 0 download
user.log Wed Mar 8 19:12:16 2017 4736 download
mail.log Wed Mar 8 00:11:15 2017 ] download
Ipr.log Wed Mar 8 00:11:15 2017 ] download
kermn.log Wed Mar 8 00:13:06 2017 38174 download
daemon.log Fri Mar 10 13:11:47 2017 13916 download
syslog Fri Mar 10 13:11:47 2017 57250 download
auth.log Fri Mar 10 13:24:32 2017 478 download
dmesg Wed Mar 8 00:10:29 2017 24780 download
lastlog Fri Mar 10 13:24:32 2017 202584 download
wtmp Fri Mar 10 13:24:32 2017 4992 download
boot Wed Mar 8 00:11:37 2017 2396 download

Mar 10 13:24:32 IR829GW_SJ_desk-GOS-1 sshd[26112]:



Accepted publickey for appconsole from 203.0.113.1 port 57551 ssh2:
RSA SHA256:MLSv45EJfxmhd66dkzG94ZKULTaCh5DpXYsSyLyjA8k

Mar 10 13:24:32 IR829GW_SJ_desk-GOS-1 sshd[26112]:

pam_unix (sshd:session): session opened for user appconsole by (uid=0)
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